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Dear Ms Reader and Ms Bond

The Consumer Policy Research Centre (CPRC) is pleased to see the ACCC consider the impacts of
social media services on Australian consumers as part of its digital platform services inquiry.

Entities that profit from social media need to have adequate obligations and expectations placed on
them, given the significant use of social media by Australian consumers. Our research into dark
patterns (also known as deceptive and manipulative designs) identified social media platforms as one
of the top five sectors where consumers experience dark patterns (Attachment 1).!

Our research found 83% of Australians have experienced negative consequences as a result of dark
patterns that are aimed at influencing their behaviour. Australians have lost money, lost control of their
data or have been manipulated by a business to make a choice that was not in their interest. Social
media is a sector that is attributing to these harms.

CPRC is a not-for-profit consumer policy think tank. Our role is to investigate the impacts that markets
and policies have on Australian consumers and advise on best practice solutions. Consumer
protections in the digital world is a current research focus for CPRC.

Our submission uses insights from our research and considers the questions raised in the issues paper
using three key principles — fairness, safety and inclusivity for consumers engaging in the digital
economy.

We would welcome the opportunity to work with the ACCC and share further insights from our
consumer research projects. For further discussion regarding our research and the contents of this

submission, please contac: [N

Yours sincerely

Chandni Gupta
Digital Policy Director
Consumer Policy Research Centre

" CPRC, “Duped by Design — Manipulative online design: Dark patterns in Australia”, (June 2022), https://cprc.org.au/dupedbydesign.
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Question 26: Are consumers spending less or more time engaging with social media platforms? Has
the COVID-19 pandemic and associated lockdowns had an impact on consumer engagement? Are any
trends in consumer engagement on social media that emerged during the COVID-19 pandemic likely to
continue?

Our research more generally on the rise of the ‘Digital Checkout’ identified the continued increase in
consumers participating in the digital economy. This substantially increased in scale and scope during
the COVID-19 restrictions.?

As part of our recent research into dark patterns, released in June 2022, we identified that 90% of
Australians use social media with 71% using it at least once a day. When it comes to younger
cohorts, 89% of young Australians aged between 18 and 28 years use social media at least once a day.
In our research, younger consumers were identified to be more negatively impacted by dark patterns
(Figure 1). As an example, younger consumers were 65% more likely than the national average to
spend more than they intended and 34% more likely to accidentally sign up to something.?
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Figure 1: Impact of dark patterns on younger consumers aged 18-28 years | Source: Duped by Design, CPRC: https://cprc.org.au/dupedbydesign

Given the frequent use of social media by younger Australians and dark patterns being highly prevalent
on social media, the likelihood of harm to these consumers is significantly high.

Question 29: Are consumers faced with potentially misleading and/or deceptive claims through
advertising on social media (including sponsored advertising or posts featuring influencers)? If so, has
the incidence of potentially misleading and/or deceptive claims increased or decreased over time?

It is highly likely that consumers see misleading and deceptive claims through social media, some of
which would be through disguised and hyper-personalised advertising.

Disguised advertising

Disguised advertising is when format, wording and design of the content mirrors regular content on a
website or app with insufficient disclosure for consumers to distinguish it as an advertisement. Our
survey into dark patterns revealed that 85% of Australians had recalled seeing online content they

2 CPRC, “The Digital Checkout”, (December 2021), https://cprc.org.au/the-digital-checkout/.
3 CPRC, “Duped by Design — Manipulative online design: Dark patterns in Australia”, (June 2022), https://cprc.org.au/dupedbydesign.




found difficult to determine if it was content that was part of the site or an advertisement. Close to half
(45%) found it annoying while one in three (33%) found it deceptive. More than one in four (28%) found
that advertisements disguised as content made the website or app more confusing.*

The prevalence of disguised advertising in social media is likely to be significant as there are no clear
markers for declaring partnerships. While some social media platforms require branded content to be
signified with “paid partnership” labels, the scope of how that applies is limited to what is being
marketed in a specific social media post.® The nature of social media posts further blurs the line
between content that is organic and content that an influencer may be benefitting from directly or
indirectly. As an example, a social media influencer can showcase a variety of products from a
particular brand or store that they may have purchased themselves. However, it is likely that they are
also promoting other products (not mentioned in the posts) sold by the same brand or store (Figures 2
and 3). In this scenario, it is unlikely that a paid partnership label would be required by the platform,
even though the influencer is benefitting more generally from promoting products from a specific brand
or store.

SephordiSILE
i FiC

Figure 2: Influencer’s reels on Instagram on specific products to purchase during a Sephora sale — no mention of any affiliation with
Sephora (Screenshots captured on 14 September 2022 at 11 AM)

MAKEUP REMOVERS FACE WASH LEXFOLIATORS

Figure 3: Ability to purchase a range of products (many available at Sephora exclusively) via the same influencer’s website with direct
affiliated links to Sephora (Screenshots captured on 14 September 2022 at 11:10 AM)

While the Australian Consumer Law covers misleading and deceptive conduct, including false and
misleading claims, how that applies to social media influencers is unclear. Also, Australians are not just
consuming content from Australian influencers but also overseas influencers, including the example

4 Ibid.
5 Instagram, “How to use the paid partnership label to tag branded content on Instagram”, (Accessed 13 September 2022),
https://help.instagram.com/1109894795810258.




above. There are inherent challenges in enforcing Australian laws on overseas entities. Currently there
are only high-level guidelines by the International Consumer Protection and Enforcement Network
(ICPEN) which encourage digital influencers to, “be open about other commercial relationship that
might be relevant to the content”.

Hyper-personalised advertising

Another aspect to social media is its capacity to implement hyper-personalised advertising using
personal information that is collected, shared and used by these platforms. Hyper-personalised
advertising lacks transparency and has a greater ability for discrimination with harms obfuscated from
consumers, researchers and regulators.

CPRC’s 2020 Data and Technology Consumer Survey revealed that 94% of Australian consumers do
not feel comfortable with how their personal information is collected and shared online. The research
further reveals consumer discontent with tactics such as ad targeting, personalised price discrimination
and exclusion from products and services:

e 92% agree that companies should only collect information they need for providing their product /
service.

o 60% of Australians consider it very or somewhat unacceptable for their online behaviour to be
monitored for targeted ads and offers.

e 90% believed it is unacceptable to charge people different prices based on past purchase, online
browsing, and payment behaviours.”

While in Australia, traditional media such as radio and television have strict rules for ensuring there is a
clear delineation between content and advertisements, in the online world the line between ads and
content is blurred. Online presence of entities should be in line with the same obligations as they would
be expected to meet across other mediums. Advertising content online should not be treated differently
to other mediums.

Question 31: What is the process for consumers and business users to report potentially misleading
and/or deceptive claims in advertising on social media, and what role do social media platforms play in
these processes? How effective are these processes?

Across several research pieces and submissions, CPRC has continued to raise issues with the lack of
accessible dispute resolution for consumers across markets within the digital economy. When
consumers are unable to resolve issues directly with an essential service like an energy provider or
telecommunications company, they have access to independent support for redress through an
ombudsman. However, in the case of redress relating to an online experience, this support is out of
reach. Consumers are frequently left to navigate any form of recourse themselves or simply give-up.8

There must be effective dispute resolution pathways to enable consumers to seek redress for when
things go wrong in the online space. CPRC strongly recommends that Government finalise and release
a scoping study as a matter of priority to identify the types of online disputes consumers are raising
along with options for establishing more effective external dispute resolution pathways that not only
address digital issues today but also complex matters that are likely to arise in the future. As mentioned
in previous CPRC submissions, we believe there may be merit in a more holistic approach to dispute
resolution, such as via the establishment of a Digital Ombudsman that can provide support on all facets
of a digital experience, beyond digital platforms.

8 ]CPEN, “Online Reviews and Endorsements — ICPEN Guidelines for Digital Influencers”, (June 2016),
https://icpen.org/sites/default/files/2017-06/ICPEN-ORE-Guidelines%20for%20Digital%20Influencers-JUN2016.pdf.

" CPRC, “2020 Data and Technology Consumer Survey”, (December 2020), https://cprc.org.au/cprc-2020-data-and-technology-
consumer-survey.

8 Ibid.




Attachment 1

CPRC Report

Duped by Design — Manipulative online design: Dark patterns in
Australia
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