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F App Analysis Data

In this section, we present individual analysis for each of the apps in this report. The infor-
mation presented here was automatically generated during the testing period (June–July
2020) using the methodology described in Section 2. For each app tested, we provide an
overview of the app and the testing environment:

Testing Details

App Name: This is the common name of the app that was
tested (which may not be globally unique).

Package Name: The package name is an app’s globally unique
identifier (i.e., no two apps can have the same
package name).

App Developer: The company that released the app (as it appears
in the Google Play Store).

Version: The common version number of the app, which
has no formatting requirements (i.e., it may be ei-
ther numerical or contain other characters, de-
pending on the whims of the software developer).
The version name is followed by the “version code”
in parentheses, which must be a whole number
and is incremented with each release of the app.

Release Date: The release date of the app version tested (as it
appears in the Google Play Store).

Testing Device: The make and model of the test device.
OS Version: The version of Android used on the testing device.
Limit Ad Tracking: Whether or not the system-wide tracking opt-out

setting was enabled (described in Section 2). By
default, this setting is disabled on Android devices.

In the subsection labeled “Third-Party SDKs,” we provide a list of the third-party software
development kits that were automatically detected as being present within each app.165

As we note in Section 5, due to various factors, such as code obfuscation techniques, pos-
itively identifying all third-party SDKs present in mobile apps is very much an open research

165For an explanation of SDKs, see Section 4.1.2.
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problem [4]. For each SDK that has been identified, we provide a link to its website (if
available), a rough categorization of the services provided by the SDK, and the parent
company of the developer.

In the subsection labeled “Android Permissions,” we provide a list of the “dangerous”
permissions166 that each app could request. We also report which of these permissions
were actually used during the testing period. As we note in Section 5, some permissions
may not have been used during the testing period because certain app functionality may
not have been triggered. Similarly, many app behaviors are governed by stochastic pro-
cesses and/or extrinsic factors, and therefore running the same app multiple times may
yield different behaviors. This caveat similarly applies to our observations of apps’ transmis-
sions in the “Data Transmissions” subsections, which document the hostnames contacted
by each app and the user information167 that we observed them transmit during the test-
ing period: our observations are snapshots taken at a specific point in time, and therefore
testing under different circumstances may yield different results.

166Dangerous permissions are defined in Section 4.3
167We define “user information” in Section 3.

www.appcensus.io F-2F-2



F.1 Health Apps

F.1.1 Strava: Track Running, Cycling & Swimming

Testing Details

App Name: Strava: Track Running, Cycling & Swimming
Package Name: com.strava
App Developer: Strava Inc.
Version: 149.10 (1213397)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.1.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:168

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Androidplot Development Aid androidplot

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

168For an explanation of SDKs, see Section 4.1.2.
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com.strava: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

Mapbox Map/LBS Mapbox

(Table Continues)
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com.strava: Detected SDKs (Continued)

SDK Purpose Parent Company

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger

Branch Mobile Analytics Branch Metrics
Advertisement

Joda Time Development Aid Stephen Colebourne
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F.1.1.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.169

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_MEDIA_LOCATION Allows an application to access any geographic locations persisted

in the user’s shared collection.
ACCESS_FINE_LOCATION Allows an app to access precise location.

169For an explanation of dangerous permissions, see Section 4.3.
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F.1.1.3 Data Transmissions During testing, we observed the following types of user infor-
mation170 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdn-1.strava.com (Strava) AAID Email Name
c.strava.com (Strava) AAID
app.adjust.com (Adjust) AAID
api.iterable.com (Iterable) Email
api.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.171

170We define “user information” in Section 3.
171https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.2 Google Fit: Health and Activity Tracking

Testing Details

App Name: Google Fit: Health and Activity Tracking
Package Name: com.google.android.apps.fitness
App Developer: Google LLC
Version: 2.31.22-130 (2023122130)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.2.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:172

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Tencent Login Social Network Tencent

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

172For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-8F-8

https://play.google.com/store/apps/details?id=com.google.android.apps.fitness
https://github.com/bumptech/glide/
https://developers.facebook.com
https://connect.qq.com
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http://firebase.com


com.google.android.apps.fitness: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility
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F.1.2.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.173

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

173For an explanation of dangerous permissions, see Section 4.3.
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F.1.2.3 Data Transmissions During testing, we observed the following types of user infor-
mation174 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.175

174We define “user information” in Section 3.
175https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.3 HealthEngine

Testing Details

App Name: HealthEngine
Package Name: com.healthengine.android
App Developer: HealthEngine Pty Ltd
Version: 6.12.0 (6092)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.3.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:176

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Auth0 Android SDK Utility Auth0

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

176For an explanation of SDKs, see Section 4.1.2.
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http://www.mono-project.com/
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com.healthengine.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Nielsen Mobile Analytics Nielsen

picasso Development Aid Square Inc.

Bouncy Castle Development Aid Bouncy Castles
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F.1.3.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.177

Permission Description Used

WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

177For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-14F-14

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.3.3 Data Transmissions During testing, we observed the following types of user infor-
mation178 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-sdk.imrworldwide.com (Nielsen) AAID
healthengine.com.au (HealthEngine) GPS Location Coarse Location

Email
graph.facebook.com (Facebook) AAID
sdk.iad-01.braze.com (Braze) GPS Location Coarse Location
api2.branch.io (Branch Metrics) AAID Android ID
cdn-gl.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.179

178We define “user information” in Section 3.
179https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.4 Twilight � Blue light filter for better sleep

Testing Details

App Name: Twilight � Blue light filter for better sleep
Package Name: com.urbandroid.lux
App Developer: Urbandroid (Petr Nálevka)
Version: 11.2 (363)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.4.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:180

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Gson Development Aid Google

Json org Development Aid Json org

SLF4J Development Aid SLF4J

180For an explanation of SDKs, see Section 4.1.2.
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F.1.4.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.181

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

181For an explanation of dangerous permissions, see Section 4.3.
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F.1.4.3 Data Transmissions During testing, we observed the following types of user infor-
mation182 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.183

182We define “user information” in Section 3.
183https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.5 F45 Training

Testing Details

App Name: F45 Training
Package Name: com.fitnessmobileapps.f45training
App Developer: Branded Apps by MINDBODY
Version: 4.3.2 (430200)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.5.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:184

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
184For an explanation of SDKs, see Section 4.1.2.
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http://www.amplitude.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
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com.fitnessmobileapps.f45training: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Authorize.NET Payment Visa

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

PrettyTime Development Aid OCPsoft
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F.1.5.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.185

Permission Description Used

WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.

185For an explanation of dangerous permissions, see Section 4.3.
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F.1.5.3 Data Transmissions During testing, we observed the following types of user infor-
mation186 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID
api.amplitude.com (Amplitude) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.187

186We define “user information” in Section 3.
187https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.6 Period Tracker - Period Calendar Ovulation Tracker

Testing Details

App Name: Period Tracker - Period Calendar Ovulation Tracker
Package Name: com.popularapp.periodcalendar
App Developer: Simple Design Ltd.
Version: 1.710.211 (211)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.6.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:188

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google API Client Libraries Development Frame-
work

Google

Amazon Advertisement Advertisement Amazon

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
188For an explanation of SDKs, see Section 4.1.2.
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com.popularapp.periodcalendar: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mobvista Mobile Analytics Mobvista

myTarget Advertisement My.com
Social Networking

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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com.popularapp.periodcalendar: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation
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F.1.6.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.189

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

189For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-26F-26

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.6.3 Data Transmissions During testing, we observed the following types of user infor-
mation190 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.191

190We define “user information” in Section 3.
191https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.7 Mi Fit

Testing Details

App Name: Mi Fit
Package Name: com.xiaomi.hm.health
App Developer: Anhui Huami Information Technology Co.,Ltd.
Version: 4.1.0 (50300)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.7.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:192

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Alipay Payment Alipay

Alibaba Amap Map/LBS Alibaba

Volley HTTP library Development Aid Google
Networking

AMAP autonavi API Map/LBS Alibaba

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

192For an explanation of SDKs, see Section 4.1.2.
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com.xiaomi.hm.health: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Play App Market Google Play

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Android Support v4 Development Aid Google

Loopj Development Aid James Smith

(Table Continues)
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com.xiaomi.hm.health: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

Weibo Social Network Sina Weibo
LBS

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

JavaX Annotation API Utility JavaX Annotation API

EventBus Development Aid greenrobot /Markus
Junginger

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Json org Development Aid Json org

RxJava Retrofit Development Aid RxJava Retrofit
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F.1.7.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.193

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

193For an explanation of dangerous permissions, see Section 4.3.
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F.1.7.3 Data Transmissions During testing, we observed the following types of user infor-
mation194 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

apilocate.amap.com (Alibaba) WiFi BSSID WiFi SSID WiFi MAC
47.74.170.156 (Unknown) Android ID
graph.facebook.com (Facebook) AAID
register.xmpush.global.xiaomi.com (Xiaomi) Android ID AAID
app.chat.global.xiaomi.net (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.195

194We define “user information” in Section 3.
195https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.8 Calm - Meditate, Sleep, Relax

Testing Details

App Name: Calm - Meditate, Sleep, Relax
Package Name: com.calm.android
App Developer: Calm.com, Inc.
Version: 4.25.1 (4120062)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.8.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:196

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

196For an explanation of SDKs, see Section 4.1.2.
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com.calm.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

AndroidAsync Development Aid AndroidAsync

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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com.calm.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Bouncy Castle Development Aid Bouncy Castles

Joda Time Development Aid Stephen Colebourne
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F.1.8.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.197

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

197For an explanation of dangerous permissions, see Section 4.3.
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F.1.8.3 Data Transmissions During testing, we observed the following types of user infor-
mation198 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
launches.appsflyer.com (AppsFlyer) AAID
api.iterable.com (Iterable) AAID Android ID
api.amplitude.com (Amplitude) AAID Android ID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.199

198We define “user information” in Section 3.
199https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.9 Insight Timer - Free Meditation App

Testing Details

App Name: Insight Timer - Free Meditation App
Package Name: com.spotlightsix.zentimerlite2
App Developer: Insight Network Inc
Version: 13.5.28 (628)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.9.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:200

SDK Purpose Parent Company

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

200For an explanation of SDKs, see Section 4.1.2.
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com.spotlightsix.zentimerlite2: Detected SDKs (Continued)

SDK Purpose Parent Company

Roboguice Development Aid Square

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MParticle Mobile Analytics mParticle

OkHttp Development Aid OkHttp

Branch Mobile Analytics Branch Metrics
Advertisement

(Table Continues)

www.appcensus.io F-39F-39

https://github.com/roboguice/roboguice
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
http://MParticle.com
https://github.com/square/okhttp
https://branch.io/


com.spotlightsix.zentimerlite2: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-40F-40

https://commons.apache.org/
https://eclipse.org/aspectj/
http://www.joda.org/joda-time/


F.1.9.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.201

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

201For an explanation of dangerous permissions, see Section 4.3.
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F.1.9.3 Data Transmissions During testing, we observed the following types of user infor-
mation202 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.branch.io (Branch Metrics) AAID Android ID
api.insighttimer.com (Insight Timer) Android ID
nativesdks.mparticle.com (mParticle) AAID Android ID
graph.facebook.com (Facebook) AAID
legacy.insighttimer.com (Insight Timer) Android ID
identity.mparticle.com (mParticle) AAID Android ID
settings.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.203

202We define “user information” in Section 3.
203https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.10 Huawei Health

Testing Details

App Name: Huawei Health
Package Name: com.huawei.health
App Developer: Huawei Internet Service
Version: 10.0.5.332 (1000055332)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.10.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:204

SDK Purpose Parent Company

Alipay Payment Alipay

Alibaba Amap Map/LBS Alibaba

Volley HTTP library Development Aid Google
Networking

AMAP autonavi API Map/LBS Alibaba

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
(Table Continues)

204For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-43F-43

https://play.google.com/store/apps/details?id=com.huawei.health
https://dev.alipay.com/
https://lbs.amap.com/
https://developer.android.com/training/volley/index.html
https://lbs.amap.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.huawei.health: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Roboguice Development Aid Square

Huawei Android SDK Development Aid Huawei

Dcloud Development Aid Cisco
CRM

Baiduyun Android Player Development Aid Baidu

picasso Development Aid Square Inc.

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

Unionpay Payment China UnionPay

Unionpay TSM(Trusted Service Management) Payment UnionPay

Apache Common Development Aid The Apache Software
Foundation

EventBus Development Aid greenrobot /Markus
Junginger

www.appcensus.io F-44F-44

http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/roboguice/roboguice
http://developer.huawei.com/
http://dcloud.io/doc.html
https://cloud.baidu.com/doc/MCT/Android-SDK.html
https://github.com/square/picasso
https://connect.qq.com
https://open.weixin.qq.com/
http://mobile.unionpay.com/
https://www.95516.com/static/union/pages/index/index.html
https://commons.apache.org/
https://github.com/greenrobot/EventBus


F.1.10.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.205

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

205For an explanation of dangerous permissions, see Section 4.3.
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F.1.10.3 Data Transmissions During testing, we observed the following types of user infor-
mation206 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.207

206We define “user information” in Section 3.
207https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.11 Clue Period Tracker, Ovulation & Cycle Calendar

Testing Details

App Name: Clue Period Tracker, Ovulation & Cycle Calendar
Package Name: com.clue.android
App Developer: Clue Period Tracker by BioWink
Version: 19.1 (2858)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.11.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:208

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Apptimize Mobile Analytics Apptimize

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
(Table Continues)

208For an explanation of SDKs, see Section 4.1.2.
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com.clue.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Joda Time Development Aid Stephen Colebourne

Bouncy Castle Development Aid Bouncy Castles
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F.1.11.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.209

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

209For an explanation of dangerous permissions, see Section 4.3.
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F.1.11.3 Data Transmissions During testing, we observed the following types of user infor-
mation210 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
api.helloclue.com (BioWink) Email Name
api.amplitude.com (Amplitude) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.211

210We define “user information” in Section 3.
211https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.12 Run with Map My Run

Testing Details

App Name: Run with Map My Run
Package Name: com.mapmyrun.android2
App Developer: MapMyFitness, Inc.
Version: 20.9.0 (20090000)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.12.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:212

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

212For an explanation of SDKs, see Section 4.1.2.
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com.mapmyrun.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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com.mapmyrun.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Rubicon Project Advertisement Rubicon Project

Segment Mobile Analytics Segment

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Alipay Payment Alipay

Tencent Login Social Network Tencent

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Twitter Social Network Twitter

Joda Time Development Aid Stephen Colebourne
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F.1.12.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.213

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

213For an explanation of dangerous permissions, see Section 4.3.
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F.1.12.3 Data Transmissions During testing, we observed the following types of user infor-
mation214 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

static.mapmyfitness.com (UnderArmour) Android ID
api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
api.amplitude.com (Amplitude) GPS Location Coarse Location

AAID Android ID
pubads.g.doubleclick.net (Google) AAID
lightstep-collector.api.ua.com (Under Ar-
mour)

Android ID

consent.api.ua.com (Under Armour) Android ID
identity.api.ua.com (Under Armour) AAID Android ID
rollouts.api.ua.com (Under Armour) Android ID
prod-configuration.api.ua.com (Under Ar-
mour)

Android ID

uarun-mobile.api.ua.com (Under Armour) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.215

214We define “user information” in Section 3.
215https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.13 Mindbody: Fitness & Workout App

Testing Details

App Name: Mindbody: Fitness & Workout App
Package Name: com.mindbodyonline.connect
App Developer: MINDBODY Inc
Version: 6.9.1 (16300)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.13.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:216

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

216For an explanation of SDKs, see Section 4.1.2.
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com.mindbodyonline.connect: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

MParticle Mobile Analytics mParticle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Optimizely Mobile Analytics Optimizely

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Branch Mobile Analytics Branch Metrics
Advertisement

AspectJ Development Aid AspectJ

SLF4J Development Aid SLF4J
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F.1.13.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.217

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

217For an explanation of dangerous permissions, see Section 4.3.
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F.1.13.3 Data Transmissions During testing, we observed the following types of user infor-
mation218 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk.iad-03.braze.com (Braze) GPS Location Coarse Location
dpapi.mindbodyonline.com (Mindbody) GPS Location Coarse Location
nativesdks.mparticle.com (mParticle) AAID Android ID GPS Location

Coarse Location
prod-mkt-gateway.mindbody.io (Mindbody) GPS Location Coarse Location
api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
identity.mparticle.com (mParticle) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.219

218We define “user information” in Section 3.
219https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.14 Home Workout - No Equipment

Testing Details

App Name: Home Workout - No Equipment
Package Name: homeworkout.homeworkouts.noequipment
App Developer: Leap Fitness Group
Version: 1.0.44 (44)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.14.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:220

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

220For an explanation of SDKs, see Section 4.1.2.
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homeworkout.homeworkouts.noequipment: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
Social Networking

Vungle Advertisement Vungle

OkHttp Development Aid OkHttp

Joda Time Development Aid Stephen Colebourne
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F.1.14.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.221

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

221For an explanation of dangerous permissions, see Section 4.3.
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F.1.14.3 Data Transmissions During testing, we observed the following types of user infor-
mation222 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.223

222We define “user information” in Section 3.
223https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.15 Arm Workout - Biceps Exercise

Testing Details

App Name: Arm Workout - Biceps Exercise
Package Name: armworkout.armworkoutformen.armexercises
App Developer: Leap Fitness Group
Version: 1.0.11 (11)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.15.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:224

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
224For an explanation of SDKs, see Section 4.1.2.
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armworkout.armworkoutformen.armexercises: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

myTarget Advertisement My.com
Social Networking

Joda Time Development Aid Stephen Colebourne
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F.1.15.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.225

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

225For an explanation of dangerous permissions, see Section 4.3.
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F.1.15.3 Data Transmissions During testing, we observed the following types of user infor-
mation226 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.227

226We define “user information” in Section 3.
227https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.16 Period Tracker

Testing Details

App Name: Period Tracker
Package Name: com.period.tracker.lite
App Developer: GP International LLC
Version: 11.6.1 (110)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.16.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:228

SDK Purpose Parent Company

AerServ Mobile Analytics InMobi

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
228For an explanation of SDKs, see Section 4.1.2.
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com.period.tracker.lite: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Loopj Development Aid James Smith

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Pusher Mobile Analytics Pusher
Push Notifications

picasso Development Aid Square Inc.

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Jackson Json-processor Utility The Codehaus

Java-WebSocket Development Aid Java-WebSocket

SLF4J Development Aid SLF4J
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F.1.16.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.229

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

229For an explanation of dangerous permissions, see Section 4.3.
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F.1.16.3 Data Transmissions During testing, we observed the following types of user infor-
mation230 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.nexage.com (Verizon) AAID
prod-e-node-2112.nexage.com (Verizon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.231

230We define “user information” in Section 3.
231https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.17 vívofit jr.

Testing Details

App Name: vívofit jr.
Package Name: com.garmin.android.apps.vivokid
App Developer: Garmin
Version: 4.3 (194)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.17.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:232

SDK Purpose Parent Company

Logback Development Aid qos_ch

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

232For an explanation of SDKs, see Section 4.1.2.
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com.garmin.android.apps.vivokid: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Loopj Development Aid James Smith

picasso Development Aid Square Inc.

HttpClient Android repackage buildscript Development Aid Marek Sebera

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J
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F.1.17.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.233

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

233For an explanation of dangerous permissions, see Section 4.3.
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F.1.17.3 Data Transmissions During testing, we observed the following types of user infor-
mation234 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.235

234We define “user information” in Section 3.
235https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.18 Sweatcoin —It Pays To #StayHome

Testing Details

App Name: Sweatcoin —It Pays To #StayHome
Package Name: in.sweatco.app
App Developer: Sweatco Ltd
Version: 28.1 (1047)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.18.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:236

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

236For an explanation of SDKs, see Section 4.1.2.
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in.sweatco.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Maps Utils Map/LBS Google

J256 Development Aid J256

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

TapDaq Android SDK Advertisement TapJoy

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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in.sweatco.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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F.1.18.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.237

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

237For an explanation of dangerous permissions, see Section 4.3.
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F.1.18.3 Data Transmissions During testing, we observed the following types of user infor-
mation238 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

reports.crashlytics.com (Google) AAID Android ID
control.kochava.com (Kochava) AAID Android ID
settings.crashlytics.com (Google) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.239

238We define “user information” in Section 3.
239https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.19 Walk with Map My Walk

Testing Details

App Name: Walk with Map My Walk
Package Name: com.mapmywalk.android2
App Developer: MapMyFitness, Inc.
Version: 20.9.0 (20090000)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.19.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:240

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

240For an explanation of SDKs, see Section 4.1.2.
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com.mapmywalk.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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com.mapmywalk.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Rubicon Project Advertisement Rubicon Project

Segment Mobile Analytics Segment

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Alipay Payment Alipay

Tencent Login Social Network Tencent

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Twitter Social Network Twitter

Joda Time Development Aid Stephen Colebourne
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F.1.19.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.241

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

241For an explanation of dangerous permissions, see Section 4.3.
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F.1.19.3 Data Transmissions During testing, we observed the following types of user infor-
mation242 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

prod-configuration.api.ua.com (Under Ar-
mour)

Android ID

consent.api.ua.com (Under Armour) Android ID
identity.api.ua.com (Under Armour) Android ID AAID
uarun-mobile.api.ua.com (Under Armour) Android ID
api2.branch.io (Branch Metrics) Android ID AAID
static.mapmyfitness.com (UnderArmour) Android ID
rollouts.api.ua.com (Under Armour) Android ID
lightstep-collector.api.ua.com (Under Ar-
mour)

Android ID

api.amplitude.com (Amplitude) Android ID AAID GPS Location
Coarse Location

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.243

242We define “user information” in Section 3.
243https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.20 Sleep Cycle: Sleep analysis & Smart alarm clock

Testing Details

App Name: Sleep Cycle: Sleep analysis & Smart alarm clock
Package Name: com.northcube.sleepcycle
App Developer: Sleep Cycle AB
Version: 3.10.0.4578-release (4578)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.20.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:244

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

getui Advertisement getui
Mobile Analytics

(Table Continues)

244For an explanation of SDKs, see Section 4.1.2.
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com.northcube.sleepcycle: Detected SDKs (Continued)

SDK Purpose Parent Company

Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

LeanPlum Mobile Analytics Leanplum

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Apache Common Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit
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F.1.20.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.245

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.

245For an explanation of dangerous permissions, see Section 4.3.
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F.1.20.3 Data Transmissions During testing, we observed the following types of user infor-
mation246 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
api.amplitude.com (Amplitude) AAID
api.leanplum.com (Leanplum) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.247

246We define “user information” in Section 3.
247https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.21 Smiling Mind

Testing Details

App Name: Smiling Mind
Package Name: com.smilingmind.app
App Developer: Smiling Mind
Version: 3.8.0 (1588907201)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.21.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:248

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
248For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.smilingmind.app
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.smilingmind.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team
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F.1.21.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.249

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

249For an explanation of dangerous permissions, see Section 4.3.
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F.1.21.3 Data Transmissions During testing, we observed the following types of user infor-
mation250 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.251

250We define “user information” in Section 3.
251https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.22 The Chemist Warehouse App

Testing Details

App Name: The Chemist Warehouse App
Package Name: au.com.cwretailservices.cwapp
App Developer: CW Retail Services
Version: 1.9.0 (120)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.22.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:252

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

(Table Continues)

252For an explanation of SDKs, see Section 4.1.2.
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au.com.cwretailservices.cwapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Instabug Mobile Analytics Instabug

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

MaterialProgressBar Development Aid MaterialProgressBar

SourceForge ZBar Development Aid ZBar

AChartEngine Development Aid AChartEngine

PrettyTime Development Aid OCPsoft
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F.1.22.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.253

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

253For an explanation of dangerous permissions, see Section 4.3.
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F.1.22.3 Data Transmissions During testing, we observed the following types of user infor-
mation254 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ssl.google-analytics.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.255

254We define “user information” in Section 3.
255https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-97F-97

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.1.23 Walking & Running Pedometer for Health & Weight

Testing Details

App Name: Walking & Running Pedometer for Health & Weight
Package Name: cc.pacer.androidapp
App Developer: Pacer Health
Version: p7.4.2 (2020041700)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.23.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:256

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Androidplot Development Aid androidplot

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
256For an explanation of SDKs, see Section 4.1.2.
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cc.pacer.androidapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

picasso Development Aid Square Inc.

Tencent Login Social Network Tencent

Tencent Map Map/LBS Tencent

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne
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F.1.23.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.257

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

257For an explanation of dangerous permissions, see Section 4.3.
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F.1.23.3 Data Transmissions During testing, we observed the following types of user infor-
mation258 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID AAID
graph.facebook.com (Facebook) AAID
tr-asia.adsmoloco.com (Moloco) AAID
t.appsflyer.com (AppsFlyer) Android ID AAID
view.adjust.com (Adjust) AAID
api.pacer.cc (Pacer health) Android ID AAID
log.pacer.cc (Pacer health) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.259

258We define “user information” in Section 3.
259https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.24 Six Pack in 30 Days - Abs Workout

Testing Details

App Name: Six Pack in 30 Days - Abs Workout
Package Name: sixpack.sixpackabs.absworkout
App Developer: Leap Fitness Group
Version: 1.0.21 (25)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.24.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:260

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Github Development Aid Github

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

260For an explanation of SDKs, see Section 4.1.2.
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sixpack.sixpackabs.absworkout: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

myTarget Advertisement My.com
Social Networking

Joda Time Development Aid Stephen Colebourne
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F.1.24.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.261

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

261For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-104F-104

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.24.3 Data Transmissions During testing, we observed the following types of user infor-
mation262 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.263

262We define “user information” in Section 3.
263https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.25 Step Counter - Pedometer Free & Calorie Counter

Testing Details

App Name: Step Counter - Pedometer Free & Calorie Counter
Package Name: pedometer.steptracker.calorieburner.stepcounter
App Developer: Leap Fitness Group
Version: 1.1.1 (61)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.25.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:264

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

264For an explanation of SDKs, see Section 4.1.2.
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pedometer.steptracker.calorieburner.stepcounter: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

myTarget Advertisement My.com
Social Networking

MaterialProgressBar Development Aid MaterialProgressBar
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F.1.25.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.265

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

265For an explanation of dangerous permissions, see Section 4.3.
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F.1.25.3 Data Transmissions During testing, we observed the following types of user infor-
mation266 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.267

266We define “user information” in Section 3.
267https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.26 AllTrails: Hiking, Running & Mountain Bike Trails

Testing Details

App Name: AllTrails: Hiking, Running & Mountain Bike Trails
Package Name: com.alltrails.alltrails
App Developer: AllTrails, LLC
Version: 11.1.1 (7829)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.26.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:268

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apptentive Mobile Analytics Apptentive

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
268For an explanation of SDKs, see Section 4.1.2.
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com.alltrails.alltrails: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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com.alltrails.alltrails: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Optimizely Mobile Analytics Optimizely

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

jUnit Java Unit Test Development Aid JUnit Team

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.1.26.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.269

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

269For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-113F-113

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.26.3 Data Transmissions During testing, we observed the following types of user infor-
mation270 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
config.emb-api.com (Embrace Mobile) Android ID
api2.branch.io (Branch Metrics) AAID Android ID
launches.appsflyer.com (AppsFlyer) AAID
api.apptentive.com (Apptentive) Android ID
9ioacg5nhe-dsn.algolia.net (Algolia) GPS Location Coarse Location
data.emb-api.com (Embrace Mobile) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.271

270We define “user information” in Section 3.
271https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.27 13SICK, National Home Doctor

Testing Details

App Name: 13SICK, National Home Doctor
Package Name: com.hds.homedoctor2
App Developer: National Home Doctor Service
Version: 5.9.7 (592)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.27.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:272

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

272For an explanation of SDKs, see Section 4.1.2.
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com.hds.homedoctor2: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart
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F.1.27.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.273

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

273For an explanation of dangerous permissions, see Section 4.3.
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F.1.27.3 Data Transmissions During testing, we observed the following types of user infor-
mation274 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.275

274We define “user information” in Section 3.
275https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.28 Interval Timer

Testing Details

App Name: Interval Timer
Package Name: cc.dreamspark.intervaltimer
App Developer: dreamspark
Version: 2.1.1 (210100)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.28.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:276

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
276For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=cc.dreamspark.intervaltimer
https://github.com/zxing/zxing
https://github.com/bumptech/glide/
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cc.dreamspark.intervaltimer: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.1.28.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.277

Permission Description Used

No dangerous permissions were requested by the app.

277For an explanation of dangerous permissions, see Section 4.3.
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F.1.28.3 Data Transmissions During testing, we observed the following types of user infor-
mation278 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.279

278We define “user information” in Section 3.
279https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.29 JEFIT Workout Tracker, Weight Lifting, Gym Log App

Testing Details

App Name: JEFIT Workout Tracker, Weight Lifting, Gym Log App
Package Name: je.fit
App Developer: Jefit Inc.
Version: 10.52 (314)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.29.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:280

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
280For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=je.fit
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je.fit: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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je.fit: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://hc.apache.org/
http://www.joda.org/joda-time/


F.1.29.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.281

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

281For an explanation of dangerous permissions, see Section 4.3.
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F.1.29.3 Data Transmissions During testing, we observed the following types of user infor-
mation282 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

s.amazon-adsystem.com (Amazon) AAID
graph.facebook.com (Facebook) AAID
mads.amazon-adsystem.com (Amazon) AAID
api.amplitude.com (Amplitude) AAID
www.jefit.com (Jefit) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.283

282We define “user information” in Section 3.
283https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.30 Lifelog

Testing Details

App Name: Lifelog
Package Name: com.sonymobile.lifelog
App Developer: Sony Mobile Communications
Version: 4.0.A.0.28 (8388636)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.30.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:284

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Tecent MTA Mobile Analytics Tencent

picasso Development Aid Square Inc.

(Table Continues)
284For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sonymobile.lifelog
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
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https://github.com/google/guava
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com.sonymobile.lifelog: Detected SDKs (Continued)

SDK Purpose Parent Company

Joda Time Development Aid Stephen Colebourne
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F.1.30.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.285

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

285For an explanation of dangerous permissions, see Section 4.3.
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F.1.30.3 Data Transmissions During testing, we observed the following types of user infor-
mation286 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

apimobile.lifelog.sonymobile.com (Sony Cor-
poration of America)

Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.287

286We define “user information” in Section 3.
287https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.31 LG Health

Testing Details

App Name: LG Health
Package Name: com.lge.lifetracker
App Developer: LG Electronics, Inc.
Version: 5.50.4 (2141050040)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.31.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:288

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)

288For an explanation of SDKs, see Section 4.1.2.
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com.lge.lifetracker: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

EventBus Development Aid greenrobot /Markus
Junginger

AChartEngine Development Aid AChartEngine

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Scribe Java Lib Development Aid Scribe Video Center

RxJava Retrofit Development Aid RxJava Retrofit
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F.1.31.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.289

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

289For an explanation of dangerous permissions, see Section 4.3.
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F.1.31.3 Data Transmissions During testing, we observed the following types of user infor-
mation290 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

us.lgeapi.com (Unknown) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.291

290We define “user information” in Section 3.
291https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.32 Runkeeper - GPS Track Run Walk

Testing Details

App Name: Runkeeper - GPS Track Run Walk
Package Name: com.fitnesskeeper.runkeeper.pro
App Developer: ASICS Digital, Inc.
Version: 10.6.3 (8785)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.32.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:292

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

292For an explanation of SDKs, see Section 4.1.2.
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com.fitnesskeeper.runkeeper.pro: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

(Table Continues)
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com.fitnesskeeper.runkeeper.pro: Detected SDKs (Continued)

SDK Purpose Parent Company

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

getui Advertisement getui
Mobile Analytics
Push Notifications

RxJava Retrofit Development Aid RxJava Retrofit
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F.1.32.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.293

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

293For an explanation of dangerous permissions, see Section 4.3.
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F.1.32.3 Data Transmissions During testing, we observed the following types of user infor-
mation294 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.iterable.com (Iterable) AAID Email
register.appsflyer.com (AppsFlyer) AAID
settings.crashlytics.com (Google) AAID Android ID
fitnesskeeperapi.com (Unknown) AAID Email
api.amplitude.com (Amplitude) AAID
graph.facebook.com (Facebook) AAID
inapps.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.295

294We define “user information” in Section 3.
295https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.33 Geocaching®

Testing Details

App Name: Geocaching®
Package Name: com.groundspeak.geocaching.intro
App Developer: Groundspeak Inc.
Version: 8.22.0 (1081)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.33.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:296

SDK Purpose Parent Company

Google Play App Market Google Play

Apptimize Mobile Analytics Apptimize

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
296For an explanation of SDKs, see Section 4.1.2.
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com.groundspeak.geocaching.intro: Detected SDKs (Continued)

SDK Purpose Parent Company

Unionpay Payment China UnionPay

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Localytics Mobile Analytics Localytics

OkHttp Development Aid OkHttp

jUnit Java Unit Test Development Aid JUnit Team
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F.1.33.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.297

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

297For an explanation of dangerous permissions, see Section 4.3.
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F.1.33.3 Data Transmissions During testing, we observed the following types of user infor-
mation298 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.groundspeak.com (Geocaching) Coarse Location GPS Location
Email Name

analytics.localytics.com (Localytics) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.299

298We define “user information” in Section 3.
299https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.34 Nike Run Club

Testing Details

App Name: Nike Run Club
Package Name: com.nike.plusgps
App Developer: Nike, Inc.
Version: 3.7.1 (1715881210)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.34.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:300

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

300For an explanation of SDKs, see Section 4.1.2.
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com.nike.plusgps: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Gigya Mobile Analytics SAP

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

International Components for Unicode Utility IBM

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Optimizely Mobile Analytics Optimizely

Segment Mobile Analytics Segment

Singular Mobile Analytics Singular

urbanairship Mobile Analytics Airship

Branch Mobile Analytics Branch Metrics
Advertisement

(Table Continues)
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com.nike.plusgps: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.1.34.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.301

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

301For an explanation of dangerous permissions, see Section 4.3.
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F.1.34.3 Data Transmissions During testing, we observed the following types of user infor-
mation302 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-api-v1.singular.net (Singular) AAID
analytics.nike.com (Nike) Android ID
api.nike.com (Nike) AAID
socialize.us1.gigya.com (SAP) Android ID
api2.branch.io (Branch Metrics) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.303

302We define “user information” in Section 3.
303https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.35 Pedometer - Step Counter

Testing Details

App Name: Pedometer - Step Counter
Package Name: com.tayu.tau.pedometer
App Developer: ITO Technologies, Inc.
Version: 5.33 (56)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.35.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:304

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

304For an explanation of SDKs, see Section 4.1.2.
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F.1.35.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.305

Permission Description Used

No dangerous permissions were requested by the app.

305For an explanation of dangerous permissions, see Section 4.3.
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F.1.35.3 Data Transmissions During testing, we observed the following types of user infor-
mation306 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.307

306We define “user information” in Section 3.
307https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.36 Anytime Fitness

Testing Details

App Name: Anytime Fitness
Package Name: com.anytimefitness.app
App Developer: Anytime Fitness, LLC
Version: 2.10.0 (20631)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.36.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:308

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

com/deploygate Development Aid DeployGate
Mobile Analytics

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

308For an explanation of SDKs, see Section 4.1.2.
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com.anytimefitness.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.

getui Advertisement getui
Mobile Analytics
Push Notifications

Joda Time Development Aid Stephen Colebourne
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F.1.36.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.309

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

309For an explanation of dangerous permissions, see Section 4.3.
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F.1.36.3 Data Transmissions During testing, we observed the following types of user infor-
mation310 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
api.anytimefitness.com (Anytime Fitness) Coarse Location GPS Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.311

310We define “user information” in Section 3.
311https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.37 F45 Challenge

Testing Details

App Name: F45 Challenge
Package Name: com.f45training.challenge
App Developer: F45 Training
Version: 2.1.9 (72)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.37.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:312

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

312For an explanation of SDKs, see Section 4.1.2.
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com.f45training.challenge: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

OneSignal Mobile Analytics OneSignal

OkHttp Development Aid OkHttp

Joda Time Development Aid Stephen Colebourne
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F.1.37.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.313

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

313For an explanation of dangerous permissions, see Section 4.3.
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F.1.37.3 Data Transmissions During testing, we observed the following types of user infor-
mation314 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.315

314We define “user information” in Section 3.
315https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.38 Waking Up: A Meditation Course

Testing Details

App Name: Waking Up: A Meditation Course
Package Name: org.wakingup.android
App Developer: Waking Up LLC
Version: 1.5.53 (168)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.38.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:316

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
(Table Continues)

316For an explanation of SDKs, see Section 4.1.2.
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org.wakingup.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

MixPanel Mobile Analytics Mixpanel

Apache Common Development Aid The Apache Software
Foundation

Tencent Wechat Social Network Tencent
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F.1.38.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.317

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

317For an explanation of dangerous permissions, see Section 4.3.
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F.1.38.3 Data Transmissions During testing, we observed the following types of user infor-
mation318 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

inapps.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.319

318We define “user information” in Section 3.
319https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.39 Pill Reminder & Medication Tracker - Medisafe

Testing Details

App Name: Pill Reminder & Medication Tracker - Medisafe
Package Name: com.medisafe.android.client
App Developer: Medisafe® ��
Version: 8.83.09320 (9320)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.39.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:320

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apptimize Mobile Analytics Apptimize

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

(Table Continues)

320For an explanation of SDKs, see Section 4.1.2.
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com.medisafe.android.client: Detected SDKs (Continued)

SDK Purpose Parent Company

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

J256 Development Aid J256

otto Development Aid Square

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Joda Time Development Aid Stephen Colebourne
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F.1.39.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.321

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

321For an explanation of dangerous permissions, see Section 4.3.
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F.1.39.3 Data Transmissions During testing, we observed the following types of user infor-
mation322 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
api2.branch.io (Branch Metrics) AAID Android ID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.323

322We define “user information” in Section 3.
323https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.40 Yoho Sports

Testing Details

App Name: Yoho Sports
Package Name: com.uthink.ring
App Developer: mCube Inc.
Version: 20.35.69 (412)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.40.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:324

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)
324For an explanation of SDKs, see Section 4.1.2.
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com.uthink.ring: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Sina SSO Social Network Sina Weibo

Weibo Social Network Sina Weibo
LBS

picasso Development Aid Square Inc.

Tencent Wechat Social Network Tencent

tencent weixin Open(Share) Social Network tencent weixin
Open(Share)

Umeng Analytics Mobile Analytics Alibaba

Umeng Socialize Social Network Alibaba

MaterialProgressBar Development Aid MaterialProgressBar

Apache Http Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit
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F.1.40.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.325

Permission Description Used

RECEIVE_SMS Allows an application to receive SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CAMERA Required to be able to access the camera device.
WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

325For an explanation of dangerous permissions, see Section 4.3.
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F.1.40.3 Data Transmissions During testing, we observed the following types of user infor-
mation326 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ulogs.umeng.com (Alibaba) WiFi MAC Android ID AAID
BT Name

plbslog.umeng.com (Alibaba) WiFi MAC Android ID AAID
weather.com (IBM) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.327

326We define “user information” in Section 3.
327https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.41 C25K® - 5K Running Trainer

Testing Details

App Name: C25K® - 5K Running Trainer
Package Name: com.c25k
App Developer: Zen Labs Fitness
Version: 143.51 (232)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.41.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:328

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

328For an explanation of SDKs, see Section 4.1.2.
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com.c25k: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
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com.c25k: Detected SDKs (Continued)

SDK Purpose Parent Company

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

OkHttp Development Aid OkHttp

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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com.c25k: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.41.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.329

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

329For an explanation of dangerous permissions, see Section 4.3.
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F.1.41.3 Data Transmissions During testing, we observed the following types of user infor-
mation330 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ck-running-apps-700f1.firebaseio.com
(Google)

Email Name

incoming-data-sense360.s3.amazonaws.com
(Amazon)

AAID

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) Android ID AAID
api.smartechmetrics.com (Unknown) AAID GPS Location

Coarse Location WiFi SSID
WiFi BSSID

api.myendpoint.io (X-Mode) AAID GPS Location
Coarse Location WiFi SSID
WiFi BSSID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.331

330We define “user information” in Section 3.
331https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.42 Australian Calorie Counter - Easy Diet Diary

Testing Details

App Name: Australian Calorie Counter - Easy Diet Diary
Package Name: au.com.xyris.eddflutter
App Developer: Xyris Software
Version: 6.0.28 (343)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.42.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:332

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
(Table Continues)

332For an explanation of SDKs, see Section 4.1.2.
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au.com.xyris.eddflutter: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API
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F.1.42.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.333

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

333For an explanation of dangerous permissions, see Section 4.3.
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F.1.42.3 Data Transmissions During testing, we observed the following types of user infor-
mation334 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.335

334We define “user information” in Section 3.
335https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.43 Map My Ride GPS Cycling Riding

Testing Details

App Name: Map My Ride GPS Cycling Riding
Package Name: com.mapmyride.android2
App Developer: MapMyFitness, Inc.
Version: 20.8.1 (20080100)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.43.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:336

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

336For an explanation of SDKs, see Section 4.1.2.
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com.mapmyride.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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com.mapmyride.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Rubicon Project Advertisement Rubicon Project

Segment Mobile Analytics Segment

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Alipay Payment Alipay

Tencent Login Social Network Tencent

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Twitter Social Network Twitter

Joda Time Development Aid Stephen Colebourne
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F.1.43.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.337

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

337For an explanation of dangerous permissions, see Section 4.3.
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F.1.43.3 Data Transmissions During testing, we observed the following types of user infor-
mation338 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.amplitude.com (Amplitude) AAID Android ID
rollouts.api.ua.com (Under Armour) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.339

338We define “user information” in Section 3.
339https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.44 Heart Rate Monitor

Testing Details

App Name: Heart Rate Monitor
Package Name: com.repsi.heartrate
App Developer: REPS
Version: 3.5 (35)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.44.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:340

SDK Purpose Parent Company

Androidplot Development Aid androidplot

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

340For an explanation of SDKs, see Section 4.1.2.
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F.1.44.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.341

Permission Description Used

CAMERA Required to be able to access the camera device.

341For an explanation of dangerous permissions, see Section 4.3.
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F.1.44.3 Data Transmissions During testing, we observed the following types of user infor-
mation342 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.343

342We define “user information” in Section 3.
343https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.45 Lifesum - Diet Plan, Macro Calculator & Food Diary

Testing Details

App Name: Lifesum - Diet Plan, Macro Calculator & Food Diary
Package Name: com.sillens.shapeupclub
App Developer: Lifesum
Version: 7.8.0 (361)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.45.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:344

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)
344For an explanation of SDKs, see Section 4.1.2.
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com.sillens.shapeupclub: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

J256 Development Aid J256

MixPanel Mobile Analytics Mixpanel

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Joda Time Development Aid Stephen Colebourne

Matomo (Piwik) Mobile Analytics Matomo
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F.1.45.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.345

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

345For an explanation of dangerous permissions, see Section 4.3.
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F.1.45.3 Data Transmissions During testing, we observed the following types of user infor-
mation346 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
stream-600.optimove.net (Optimove) AAID Email
lifesum.helpshift.com (HelpShift) Android ID
graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
lifesum-mobiletracksdk.optimove.net (Opti-
move)

AAID

api.lifesum.com (Lifesum) AAID Email Name
realtime-600.optimove.net (Optimove) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.347

346We define “user information” in Section 3.
347https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.46 Blue Light Filter & Night Mode - Night Shift

Testing Details

App Name: Blue Light Filter & Night Mode - Night Shift
Package Name: com.ascendik.eyeshield
App Developer: Ascendik
Version: 3.11 (311)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.46.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:348

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

348For an explanation of SDKs, see Section 4.1.2.
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F.1.46.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.349

Permission Description Used

No dangerous permissions were requested by the app.

349For an explanation of dangerous permissions, see Section 4.3.
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F.1.46.3 Data Transmissions During testing, we observed the following types of user infor-
mation350 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.351

350We define “user information” in Section 3.
351https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.47 Tabata Timer: Interval Timer Workout Timer HIIT

Testing Details

App Name: Tabata Timer: Interval Timer Workout Timer HIIT
Package Name: com.evgeniysharafan.tabatatimer
App Developer: Eugene Sharafan
Version: 5.2.1 (502001)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.47.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:352

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

352For an explanation of SDKs, see Section 4.1.2.
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com.evgeniysharafan.tabatatimer: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar
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F.1.47.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.353

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

353For an explanation of dangerous permissions, see Section 4.3.
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F.1.47.3 Data Transmissions During testing, we observed the following types of user infor-
mation354 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.355

354We define “user information” in Section 3.
355https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.48 Monitor Your Weight

Testing Details

App Name: Monitor Your Weight
Package Name: monitoryourweight.bustan.net
App Developer: Husain Al-Bustan
Version: 4.9.9.9 (4999)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.48.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:356

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
356For an explanation of SDKs, see Section 4.1.2.
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monitoryourweight.bustan.net: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Kankan Wheel Android scroller GUI Component Kankan Wheel An-
droid scroller

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Scribe Java Lib Development Aid Scribe Video Center
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F.1.48.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.357

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

357For an explanation of dangerous permissions, see Section 4.3.
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F.1.48.3 Data Transmissions During testing, we observed the following types of user infor-
mation358 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.359

358We define “user information” in Section 3.
359https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.49 adidas Running App by Runtastic - Running Tracker

Testing Details

App Name: adidas Running App by Runtastic - Running Tracker
Package Name: com.runtastic.android
App Developer: Runtastic
Version: 11.1 (202005081)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.49.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:360

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Auth0 Android SDK Utility Auth0

Glide Development Aid Bump Technologies

Emarsys Predict Mobile Analytics Emarsys

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

360For an explanation of SDKs, see Section 4.1.2.
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com.runtastic.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

newrelic Mobile Analytics New Relic

(Table Continues)
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com.runtastic.android: Detected SDKs (Continued)

SDK Purpose Parent Company

New Relic Mobile Analytics New Relic

Pushwoosh Mobile Analytics Pushwoosh

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

Apache Http Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Spongy Castle Development Aid Spongy Castle

db4o Development Aid The Apache Software
Foundation
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F.1.49.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.361

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

361For an explanation of dangerous permissions, see Section 4.3.
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F.1.49.3 Data Transmissions During testing, we observed the following types of user infor-
mation362 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mobile-events.eservice.emarsys.net
(Emarsys)

Android ID

me-client.eservice.emarsys.net (Emarsys) Android ID
appws.runtastic.com (Adidas) Email
app.adjust.com (Adjust) AAID
mobile-collector.newrelic.com (New Relic) AAID
log-dealer.eservice.emarsys.net (Emarsys) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.363

362We define “user information” in Section 3.
363https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.50 Bluelight Filter for Eye Care - Auto screen filter

Testing Details

App Name: Bluelight Filter for Eye Care - Auto screen filter
Package Name: jp.ne.hardyinfinity.bluelightfilter.free
App Developer: Hardy-infinity
Version: 3.5.1 (2053050190)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.50.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:364

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

364For an explanation of SDKs, see Section 4.1.2.
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jp.ne.hardyinfinity.bluelightfilter.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

picasso Development Aid Square Inc.

OkHttp Development Aid OkHttp
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F.1.50.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.365

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

365For an explanation of dangerous permissions, see Section 4.3.
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F.1.50.3 Data Transmissions During testing, we observed the following types of user infor-
mation366 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.367

366We define “user information” in Section 3.
367https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.51 Pregnancy Week By Week

Testing Details

App Name: Pregnancy Week By Week
Package Name: com.easymobs.pregnancy
App Developer: Amila
Version: 1.2.46 (76)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.51.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:368

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
368For an explanation of SDKs, see Section 4.1.2.
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com.easymobs.pregnancy: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-216F-216

http://www.joda.org/joda-time/


F.1.51.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.369

Permission Description Used

No dangerous permissions were requested by the app.

369For an explanation of dangerous permissions, see Section 4.3.
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F.1.51.3 Data Transmissions During testing, we observed the following types of user infor-
mation370 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.371

370We define “user information” in Section 3.
371https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.52 Coronavirus Australia

Testing Details

App Name: Coronavirus Australia
Package Name: au.gov.health.covid19
App Developer: DTA App Developer
Version: 1.0.4 (13)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.52.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:372

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)

372For an explanation of SDKs, see Section 4.1.2.
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au.gov.health.covid19: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API
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F.1.52.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.373

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

373For an explanation of dangerous permissions, see Section 4.3.
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F.1.52.3 Data Transmissions During testing, we observed the following types of user infor-
mation374 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.375

374We define “user information” in Section 3.
375https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.53 Pregnancy & Baby Tracker

Testing Details

App Name: Pregnancy & Baby Tracker
Package Name: com.wte.view
App Developer: What to Expect
Version: 4.14 (185)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.53.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:376

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

376For an explanation of SDKs, see Section 4.1.2.
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com.wte.view: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.
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F.1.53.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.377

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

377For an explanation of dangerous permissions, see Section 4.3.
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F.1.53.3 Data Transmissions During testing, we observed the following types of user infor-
mation378 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-user.whattoexpect.com (J2 Global) AAID
t.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.379

378We define “user information” in Section 3.
379https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.54 Lose Weight App for Men - Weight Loss in 30 Days

Testing Details

App Name: Lose Weight App for Men - Weight Loss in 30 Days
Package Name: menloseweight.loseweightappformen.weightlossformen
App Developer: Leap Fitness Group
Version: 1.0.9 (19)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.54.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:380

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

380For an explanation of SDKs, see Section 4.1.2.
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menloseweight.loseweightappformen.weightlossformen: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

myTarget Advertisement My.com
Social Networking
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F.1.54.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.381

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

381For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-229F-229

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.54.3 Data Transmissions During testing, we observed the following types of user infor-
mation382 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.383

382We define “user information” in Section 3.
383https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.55 Kubofit

Testing Details

App Name: Kubofit
Package Name: com.flg.kubofitapp
App Developer: Fitness Lifestyle Group
Version: 2.1.0-2373 (1068)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.55.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:384

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Dynatrace Mobile Analytics Compuware
Development Aid

Estimote Development Aid Estimote
LBS
Mobile tracking

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
384For an explanation of SDKs, see Section 4.1.2.
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com.flg.kubofitapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

MixPanel Mobile Analytics Mixpanel

Swrve Mobile Analytics Swrve
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F.1.55.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.385

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
WRITE_CALENDAR Allows an application to write the user’s calendar data.

385For an explanation of dangerous permissions, see Section 4.3.
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F.1.55.3 Data Transmissions During testing, we observed the following types of user infor-
mation386 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.387

386We define “user information” in Section 3.
387https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.56 Stronglifts 5x5 - Weight Lifting & Gym Workout Log

Testing Details

App Name: Stronglifts 5x5 - Weight Lifting & Gym Workout Log
Package Name: com.stronglifts.app
App Developer: StrongLifts
Version: 2.6.21 (404)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.56.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:388

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Nine Old Androids Development Aid Nine Old Androids

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

388For an explanation of SDKs, see Section 4.1.2.
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com.stronglifts.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

FloatingActionButton GUI Component FloatingActionButton

Parse.com Mobile Analytics Parse
Development Aid

Twitter Social Network Twitter

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Http Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.1.56.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.389

Permission Description Used

No dangerous permissions were requested by the app.

389For an explanation of dangerous permissions, see Section 4.3.
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F.1.56.3 Data Transmissions During testing, we observed the following types of user infor-
mation390 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

woven-environs-648.appspot.com (Google) Email Name
s-usc1c-nss-254.firebaseio.com (Google) Email Name
graph.facebook.com (Facebook) AAID
stronglifts-1796.nodechef.com (NodeChef) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.391

390We define “user information” in Section 3.
391https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.57 Sleepa: Relaxing sounds, Sleep

Testing Details

App Name: Sleepa: Relaxing sounds, Sleep
Package Name: net.relaxio.sleepo
App Developer: Sound Sleep - Relaxing Sounds and White Noise
Version: 1.7.3.RC-GP-Free(35) (35)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.57.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:392

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

(Table Continues)
392For an explanation of SDKs, see Section 4.1.2.
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net.relaxio.sleepo: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

MaterialProgressBar Development Aid MaterialProgressBar
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F.1.57.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.393

Permission Description Used

No dangerous permissions were requested by the app.

393For an explanation of dangerous permissions, see Section 4.3.
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F.1.57.3 Data Transmissions During testing, we observed the following types of user infor-
mation394 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

inapps.appsflyer.com (AppsFlyer) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

impression-asia.liftoff.io (Liftoff) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

init.supersonicads.com (Ironsource) AAID
launches.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID
ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

stage-a.applovin.com (AppLovin) AAID
graph.facebook.com (Facebook) AAID
ads-bidder-api.twitter.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.395

394We define “user information” in Section 3.
395https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.58 Zero - Fasting Tracker

Testing Details

App Name: Zero - Fasting Tracker
Package Name: com.zerofasting.zero
App Developer: Big Sky Health, Inc.
Version: 1.7.5 (307)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.58.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:396

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
396For an explanation of SDKs, see Section 4.1.2.
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com.zerofasting.zero: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Spongy Castle Development Aid Spongy Castle
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F.1.58.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.397

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

397For an explanation of dangerous permissions, see Section 4.3.
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F.1.58.3 Data Transmissions During testing, we observed the following types of user infor-
mation398 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

firestore.googleapis.com (Google) Email Name
api.amplitude.com (Amplitude) GPS Location Coarse Location

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.399

398We define “user information” in Section 3.
399https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.59 HotDoc

Testing Details

App Name: HotDoc
Package Name: au.com.hotdoc.android.hotdoc
App Developer: HotDoc Online Pty Ltd
Version: 2.219.0 (41900)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.59.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:400

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

PhoneGap Development Aid Adobe
Push Notifications

Branch Mobile Analytics Branch Metrics
(Table Continues)

400For an explanation of SDKs, see Section 4.1.2.
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au.com.hotdoc.android.hotdoc: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Apache Cordova Development Aid The Apache Software
Foundation
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F.1.59.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.401

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

401For an explanation of dangerous permissions, see Section 4.3.
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F.1.59.3 Data Transmissions During testing, we observed the following types of user infor-
mation402 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.403

402We define “user information” in Section 3.
403https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.60 Oura

Testing Details

App Name: Oura
Package Name: com.ouraring.oura
App Developer: Oura Health Ltd
Version: 3.0.1 (44000)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.60.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:404

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Github Development Aid Github

404For an explanation of SDKs, see Section 4.1.2.
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F.1.60.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.405

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.

405For an explanation of dangerous permissions, see Section 4.3.
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F.1.60.3 Data Transmissions During testing, we observed the following types of user infor-
mation406 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.segment.io (Segment) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.407

406We define “user information” in Section 3.
407https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.61 Fitbit

Testing Details

App Name: Fitbit
Package Name: com.fitbit.FitbitMobile
App Developer: Fitbit, Inc.
Version: 3.20 (20243498)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.61.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:408

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Amazon Auth SDK Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

CommonsWare MergeAdapter Development Aid CommonsWare

CommonsWare SackOfViewsAdapter Development Aid CommonsWare

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

408For an explanation of SDKs, see Section 4.1.2.
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com.fitbit.FitbitMobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

International Components for Unicode Utility IBM

(Table Continues)
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com.fitbit.FitbitMobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Disk LRU Cache Development Aid Jake Wharton

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Mobeta ListView GUI Component Mobeta ListView

Optimizely Mobile Analytics Optimizely

Salesforce Marketing Cloud Advertisement Salesforce

picasso Development Aid Square Inc.

Joda Time Development Aid Stephen Colebourne

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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F.1.61.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.409

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

409For an explanation of dangerous permissions, see Section 4.3.
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F.1.61.3 Data Transmissions During testing, we observed the following types of user infor-
mation410 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

fsc.fitbit.com (Google) Android ID
graph.facebook.com (Facebook) AAID
android-cdn-api.fitbit.com (Google) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.411

410We define “user information” in Section 3.
411https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.62 Garmin Connect™

Testing Details

App Name: Garmin Connect™
Package Name: com.garmin.android.apps.connectmobile
App Developer: Garmin
Version: 4.29 (5373)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.62.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:412

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

412For an explanation of SDKs, see Section 4.1.2.
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com.garmin.android.apps.connectmobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google GData Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mobeta ListView GUI Component Mobeta ListView

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)

www.appcensus.io F-260F-260

https://developers.facebook.com/docs/android
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://developers.google.com/gdata/
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/bauerca/drag-sort-listview
https://connect.qq.com
https://open.weixin.qq.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://commons.apache.org/


com.garmin.android.apps.connectmobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J
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F.1.62.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.413

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
SEND_SMS Allows an application to send SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

413For an explanation of dangerous permissions, see Section 4.3.
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F.1.62.3 Data Transmissions During testing, we observed the following types of user infor-
mation414 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.415

414We define “user information” in Section 3.
415https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.63 Express Plus Medicare

Testing Details

App Name: Express Plus Medicare
Package Name: au.gov.dhs.expressplus.medicare
App Developer: Services Australia
Version: 2.3.0 (65)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.63.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:416

SDK Purpose Parent Company

Github Development Aid Github

Google Gson Development Aid Google

416For an explanation of SDKs, see Section 4.1.2.
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F.1.63.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.417

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

417For an explanation of dangerous permissions, see Section 4.3.
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F.1.63.3 Data Transmissions During testing, we observed the following types of user infor-
mation418 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.419

418We define “user information” in Section 3.
419https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.64 Qantas Wellbeing

Testing Details

App Name: Qantas Wellbeing
Package Name: com.qantas.assure
App Developer: Qantas Airways Limited
Version: 3.7.1 (375)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.64.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:420

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Appdynamics Mobile Analytics Appdynamics

Auth0 Android SDK Utility Auth0

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Fasterxml Utility FasterXML

(Table Continues)
420For an explanation of SDKs, see Section 4.1.2.
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com.qantas.assure: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MixPanel Mobile Analytics Mixpanel

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Zip4j Development Aid Srikanth Lingala

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J
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F.1.64.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.421

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

421For an explanation of dangerous permissions, see Section 4.3.
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F.1.64.3 Data Transmissions During testing, we observed the following types of user infor-
mation422 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.branch.io (Branch Metrics) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.423

422We define “user information” in Section 3.
423https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.65 Relax Melodies: Sleep Sounds

Testing Details

App Name: Relax Melodies: Sleep Sounds
Package Name: ipnossoft.rma.free
App Developer: Ipnos Software
Version: 10.5.2 (9757)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.65.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:424

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

CleverTap Mobile Analytics CleverTap

Crashlytics Mobile Analytics Google

(Table Continues)
424For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-271F-271

https://play.google.com/store/apps/details?id=ipnossoft.rma.free
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://clevertap.com/
http://try.crashlytics.com


ipnossoft.rma.free: Detected SDKs (Continued)

SDK Purpose Parent Company

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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ipnossoft.rma.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

AndroidAsync Development Aid AndroidAsync

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Verizon Development Aid Verizon

Zip4j Development Aid Srikanth Lingala

PubNative Advertisement PubNative

Fmod Game Engine Firelight Technologies
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F.1.65.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.425

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

425For an explanation of dangerous permissions, see Section 4.3.
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F.1.65.3 Data Transmissions During testing, we observed the following types of user infor-
mation426 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
adrta.com (Pixalate) AAID
ipds.adrta.com (Pixalate) AAID
impression-east.liftoff.io (Liftoff) AAID
wzrkt.com (CleverTap) Name Email AAID
firestore.googleapis.com (Google) Name Email
www.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
app.adjust.com (Adjust) AAID
relax-melodies-android.firebaseio.com
(Google)

Name Email

serve.qriously.com (Brandwatch) AAID
graph.facebook.com (Facebook) Email AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.427

426We define “user information” in Section 3.
427https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.66 Pedometer - Step Counter Free & Calorie Burner

Testing Details

App Name: Pedometer - Step Counter Free & Calorie Burner
Package Name: pedometer.stepcounter.calorieburner.pedometerforwalking
App Developer: Simple Design Ltd.
Version: 2.0.0 (30)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.66.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:428

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
428For an explanation of SDKs, see Section 4.1.2.
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pedometer.stepcounter.calorieburner.pedometerforwalking: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

myTarget Advertisement My.com
Social Networking

MaterialProgressBar Development Aid MaterialProgressBar
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F.1.66.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.429

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

429For an explanation of dangerous permissions, see Section 4.3.
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F.1.66.3 Data Transmissions During testing, we observed the following types of user infor-
mation430 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

firebasestorage.googleapis.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.431

430We define “user information” in Section 3.
431https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.67 CareMonkey

Testing Details

App Name: CareMonkey
Package Name: com.PeakConnection.CareMonkey
App Developer: CareMonkey
Version: 4.7.35 (40735)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.67.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:432

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Apache Cordova Development Aid The Apache Software
Foundation

432For an explanation of SDKs, see Section 4.1.2.
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F.1.67.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.433

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

433For an explanation of dangerous permissions, see Section 4.3.
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F.1.67.3 Data Transmissions During testing, we observed the following types of user infor-
mation434 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.435

434We define “user information” in Section 3.
435https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.68 GP4Me

Testing Details

App Name: GP4Me
Package Name: au.com.hotdoc.android.ipn
App Developer: HotDoc Online Pty Ltd
Version: 2.216.0 (41600)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.68.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:436

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

PhoneGap Development Aid Adobe
Push Notifications

Branch Mobile Analytics Branch Metrics
(Table Continues)

436For an explanation of SDKs, see Section 4.1.2.
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au.com.hotdoc.android.ipn: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Apache Cordova Development Aid The Apache Software
Foundation
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F.1.68.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.437

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

437For an explanation of dangerous permissions, see Section 4.3.
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F.1.68.3 Data Transmissions During testing, we observed the following types of user infor-
mation438 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.439

438We define “user information” in Section 3.
439https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.69 My OSHC Assistant

Testing Details

App Name: My OSHC Assistant
Package Name: com.aga.oshc.mobile
App Developer: Allianz Global Assistance - Australia
Version: 3.2 (28)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.69.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:440

SDK Purpose Parent Company

Fasterxml Utility FasterXML

Github Development Aid Github

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Cordova Development Aid The Apache Software
Foundation

440For an explanation of SDKs, see Section 4.1.2.
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F.1.69.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.441

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

441For an explanation of dangerous permissions, see Section 4.3.
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F.1.69.3 Data Transmissions During testing, we observed the following types of user infor-
mation442 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.443

442We define “user information” in Section 3.
443https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.70 AIA Vitality Australia

Testing Details

App Name: AIA Vitality Australia
Package Name: com.vitality.aia.au
App Developer: AIA Australia
Version: 3.4.904 (904)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.70.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:444

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

444For an explanation of SDKs, see Section 4.1.2.
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com.vitality.aia.au: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.70.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.445

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

445For an explanation of dangerous permissions, see Section 4.3.
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F.1.70.3 Data Transmissions During testing, we observed the following types of user infor-
mation446 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

482-ros-457.mktomma.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.447

446We define “user information” in Section 3.
447https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.71 HCF My Membership

Testing Details

App Name: HCF My Membership
Package Name: au.com.hcf.hcf
App Developer: HCF Australia
Version: 6.0.5 (2004203)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.71.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:448

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

448For an explanation of SDKs, see Section 4.1.2.
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au.com.hcf.hcf: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AndroidAsync Development Aid AndroidAsync

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API
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F.1.71.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.449

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

449For an explanation of dangerous permissions, see Section 4.3.
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F.1.71.3 Data Transmissions During testing, we observed the following types of user infor-
mation450 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.451

450We define “user information” in Section 3.
451https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-297F-297

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.1.72 Moshi: Sleep and Mindfulness

Testing Details

App Name: Moshi: Sleep and Mindfulness
Package Name: com.mindcandy.sleepstories
App Developer: Mind Candy Ltd
Version: 4.5.0 (653)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.72.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:452

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

452For an explanation of SDKs, see Section 4.1.2.
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com.mindcandy.sleepstories: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MixPanel Mobile Analytics Mixpanel

OkHttp Development Aid OkHttp

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.1.72.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.453

Permission Description Used

No dangerous permissions were requested by the app.

453For an explanation of dangerous permissions, see Section 4.3.
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F.1.72.3 Data Transmissions During testing, we observed the following types of user infor-
mation454 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
verify.uxcam.com (UXCam) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.455

454We define “user information” in Section 3.
455https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.73 Sleep Sounds

Testing Details

App Name: Sleep Sounds
Package Name: net.metapps.sleepsounds
App Developer: Sound Sleep - Relaxing Sounds and White Noise
Version: 4.5.3.RC-Android-Free(69) (69)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.73.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:456

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AerServ Mobile Analytics InMobi

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

456For an explanation of SDKs, see Section 4.1.2.
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net.metapps.sleepsounds: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

MaterialProgressBar Development Aid MaterialProgressBar
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F.1.73.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.457

Permission Description Used

No dangerous permissions were requested by the app.

457For an explanation of dangerous permissions, see Section 4.3.
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F.1.73.3 Data Transmissions During testing, we observed the following types of user infor-
mation458 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

serve.qriously.com (Brandwatch) AAID
tr-asia.adsmoloco.com (Moloco) AAID
view.adjust.com (Adjust) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads.mopub.com (Twitter) AAID
config.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

mpx.mopub.com (Twitter) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

impression-east.liftoff.io (Liftoff) AAID
inapps.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
secure-gg.imrworldwide.com (Nielsen) AAID
launches.appsflyer.com (AppsFlyer) AAID
init.supersonicads.com (Ironsource) AAID
ads.inmobi.com (InMobi) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.459

458We define “user information” in Section 3.
459https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.74 Myzone®

Testing Details

App Name: Myzone®
Package Name: com.myzone.myzoneble
App Developer: MYZONE
Version: 2.32.6 (773)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.74.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:460

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Titanium-Modules Development Aid Titanium-Modules

Crashlytics Mobile Analytics Google

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

460For an explanation of SDKs, see Section 4.1.2.
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com.myzone.myzoneble: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

International Components for Unicode Utility IBM

Disk LRU Cache Development Aid Jake Wharton

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Smack Utility igniterealtime.org

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.74.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.461

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

461For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-308F-308

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.74.3 Data Transmissions During testing, we observed the following types of user infor-
mation462 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.463

462We define “user information” in Section 3.
463https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.75 Calorie Counter by Lose It! for Diet & Weight Loss

Testing Details

App Name: Calorie Counter by Lose It! for Diet & Weight Loss
Package Name: com.fitnow.loseit
App Developer: FitNow, Inc.
Version: 12.3.103 (11658)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.75.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:464

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
464For an explanation of SDKs, see Section 4.1.2.
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com.fitnow.loseit: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

(Table Continues)
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com.fitnow.loseit: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

Singular Mobile Analytics Singular

picasso Development Aid Square Inc.

Android Support v4 Development Aid Google

pollexor Development Aid Square

Apache Common Development Aid The Apache Software
Foundation
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F.1.75.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.465

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

465For an explanation of dangerous permissions, see Section 4.3.
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F.1.75.3 Data Transmissions During testing, we observed the following types of user infor-
mation466 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID
api.amplitude.com (Amplitude) AAID
t.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID
sdk-api-v1.singular.net (Singular) AAID
impression-east.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.467

466We define “user information” in Section 3.
467https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.76 Carb Manager: Keto Diet Tracker & Macros Counter

Testing Details

App Name: Carb Manager: Keto Diet Tracker & Macros
Counter

Package Name: com.wombatapps.carbmanager
App Developer: Wombat Apps LLC
Version: 6.4.3 (109)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.76.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:468

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

468For an explanation of SDKs, see Section 4.1.2.
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com.wombatapps.carbmanager: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

LeanPlum Mobile Analytics Leanplum

SourceForge ZBar Development Aid ZBar

AndroidAnnotations API Development Aid AndroidAnnotations
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F.1.76.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.469

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
CAMERA Required to be able to access the camera device.

469For an explanation of dangerous permissions, see Section 4.3.
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F.1.76.3 Data Transmissions During testing, we observed the following types of user infor-
mation470 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.amplitude.com (Amplitude) AAID
t.appsflyer.com (AppsFlyer) AAID
api.leanplum.com (Leanplum) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.471

470We define “user information” in Section 3.
471https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.77 Quit Now: My QuitBuddy

Testing Details

App Name: Quit Now: My QuitBuddy
Package Name: com.theprojectfactory.quitbuddy
App Developer: ANPHA
Version: 2.6 (26)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.77.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:472

SDK Purpose Parent Company

ActiveAndroid Development Aid Michael Pardo

Flurry Mobile Analytics Verizon

Google Gson Development Aid Google

picasso Development Aid Square Inc.

Kankan Wheel Android scroller GUI Component Kankan Wheel An-
droid scroller

Apache Common Development Aid The Apache Software
Foundation

472For an explanation of SDKs, see Section 4.1.2.
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F.1.77.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.473

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

473For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-320F-320

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.1.77.3 Data Transmissions During testing, we observed the following types of user infor-
mation474 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mqbstats.theprojectfactory.com (The Project
Factory)

Android ID

data.flurry.com (Verizon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.475

474We define “user information” in Section 3.
475https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.78 Map My Fitness Workout Trainer

Testing Details

App Name: Map My Fitness Workout Trainer
Package Name: com.mapmyfitness.android2
App Developer: MapMyFitness, Inc.
Version: 20.9.0 (20090000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.78.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:476

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

476For an explanation of SDKs, see Section 4.1.2.
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com.mapmyfitness.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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com.mapmyfitness.android2: Detected SDKs (Continued)

SDK Purpose Parent Company

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Rubicon Project Advertisement Rubicon Project

Segment Mobile Analytics Segment

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Alipay Payment Alipay

Tencent Login Social Network Tencent

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Twitter Social Network Twitter

Joda Time Development Aid Stephen Colebourne
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F.1.78.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.477

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

477For an explanation of dangerous permissions, see Section 4.3.
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F.1.78.3 Data Transmissions During testing, we observed the following types of user infor-
mation478 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
consent.api.ua.com (Under Armour) Android ID
lightstep-collector.api.ua.com (Under Ar-
mour)

Android ID

uarun-mobile.api.ua.com (Under Armour) Android ID
identity.api.ua.com (Under Armour) AAID Android ID
rollouts.api.ua.com (Under Armour) Android ID
graph.facebook.com (Facebook) AAID
static.mapmyfitness.com (UnderArmour) Android ID
prod-configuration.api.ua.com (Under Ar-
mour)

Android ID

prod-fs-jwt-auth.api.ua.com (Under Armour) Android ID
api.amplitude.com (Amplitude) GPS Location Coarse Location

AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.479

478We define “user information” in Section 3.
479https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.79 Freeletics Training Coach –Bodyweight & Mindset

Testing Details

App Name: Freeletics Training Coach –Bodyweight & Mindset
Package Name: com.freeletics.lite
App Developer: Freeletics
Version: 6.17.0 (346884)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.79.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:480

SDK Purpose Parent Company

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

480For an explanation of SDKs, see Section 4.1.2.
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com.freeletics.lite: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton
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F.1.79.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.481

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.

481For an explanation of dangerous permissions, see Section 4.3.
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F.1.79.3 Data Transmissions During testing, we observed the following types of user infor-
mation482 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

inapps.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID
api.freeletics.com (Freeletics) AAID
tracking-api.freeletics.com (Freeletics) Email Name
register.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.483

482We define “user information” in Section 3.
483https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.80 Lose Belly Fat at Home - Lose Weight Flat Stomach

Testing Details

App Name: Lose Belly Fat at Home - Lose Weight Flat Stomach
Package Name: losebellyfat.flatstomach.absworkout.fatburning
App Developer: Leap Fitness Group
Version: 1.3.0 (30)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.80.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:484

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

484For an explanation of SDKs, see Section 4.1.2.
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losebellyfat.flatstomach.absworkout.fatburning: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

myTarget Advertisement My.com
Social Networking
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F.1.80.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.485

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

485For an explanation of dangerous permissions, see Section 4.3.
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F.1.80.3 Data Transmissions During testing, we observed the following types of user infor-
mation486 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.487

486We define “user information” in Section 3.
487https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.81 HaloGP

Testing Details

App Name: HaloGP
Package Name: au.com.hotdoc.android.primary
App Developer: HotDoc Online Pty Ltd
Version: 2.216.0 (41600)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.81.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:488

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

PhoneGap Development Aid Adobe
Push Notifications

Branch Mobile Analytics Branch Metrics
(Table Continues)

488For an explanation of SDKs, see Section 4.1.2.
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au.com.hotdoc.android.primary: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Apache Cordova Development Aid The Apache Software
Foundation
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F.1.81.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.489

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

489For an explanation of dangerous permissions, see Section 4.3.
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F.1.81.3 Data Transmissions During testing, we observed the following types of user infor-
mation490 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.491

490We define “user information” in Section 3.
491https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.82 BetterMe: Home Workouts & Diet

Testing Details

App Name: BetterMe: Home Workouts & Diet
Package Name: com.gen.workoutme
App Developer: BetterMe Limited
Version: 3.6.8 (364)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.82.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:492

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

492For an explanation of SDKs, see Section 4.1.2.
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com.gen.workoutme: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Apache Common Development Aid The Apache Software
Foundation
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F.1.82.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.493

Permission Description Used

CAMERA Required to be able to access the camera device.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.

493For an explanation of dangerous permissions, see Section 4.3.
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F.1.82.3 Data Transmissions During testing, we observed the following types of user infor-
mation494 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) Android ID AAID
bttrm-v3.com (Unknown) Android ID AAID
inapps.appsflyer.com (AppsFlyer) Android ID AAID
api.amplitude.com (Amplitude) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.495

494We define “user information” in Section 3.
495https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.83 Health Mate - Total Health Tracking

Testing Details

App Name: Health Mate - Total Health Tracking
Package Name: com.withings.wiscale2
App Developer: Withings
Version: 4.9.1 (4090101)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.83.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:496

SDK Purpose Parent Company

No known SDKs were detected within the app.

496For an explanation of SDKs, see Section 4.1.2.
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F.1.83.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.497

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

497For an explanation of dangerous permissions, see Section 4.3.
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F.1.83.3 Data Transmissions During testing, we observed the following types of user infor-
mation498 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.499

498We define “user information” in Section 3.
499https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.84 Stretching Exercises at Home -Flexibility Training

Testing Details

App Name: Stretching Exercises at Home -Flexibility Training
Package Name: stretching.stretch.exercises.back
App Developer: Leap Fitness Group
Version: 1.1.4 (26)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.84.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:500

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Android Support v4 Development Aid Google

Github Development Aid Github

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

500For an explanation of SDKs, see Section 4.1.2.
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stretching.stretch.exercises.back: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

myTarget Advertisement My.com
Social Networking
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F.1.84.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.501

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

501For an explanation of dangerous permissions, see Section 4.3.
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F.1.84.3 Data Transmissions During testing, we observed the following types of user infor-
mation502 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.503

502We define “user information” in Section 3.
503https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.85 Appointuit

Testing Details

App Name: Appointuit
Package Name: com.sibers.appointuit
App Developer: Appointuit Pty Ltd
Version: 1.7.5 (20)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.85.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:504

SDK Purpose Parent Company

ActionBarSherlock Development Aid Jake Wharton

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

urbanairship Mobile Analytics Airship

504For an explanation of SDKs, see Section 4.1.2.
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F.1.85.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.505

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

505For an explanation of dangerous permissions, see Section 4.3.
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F.1.85.3 Data Transmissions During testing, we observed the following types of user infor-
mation506 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.appointuit.com (Appointuit) GPS Location Coarse Location
boxoffice.urbanairship.com (Airship) Android ID
combine.urbanairship.com (Airship) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.507

506We define “user information” in Section 3.
507https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.86 Samsung Health

Testing Details

App Name: Samsung Health
Package Name: com.sec.android.app.shealth
App Developer: Samsung Electronics Co., Ltd.
Version: 6.9.1.017 (6091017)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.86.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:508

SDK Purpose Parent Company

Alibaba Amap Map/LBS Alibaba

Volley HTTP library Development Aid Google
Networking

Tencent Wechat Social Network Tencent

Titanium-Modules Development Aid Titanium-Modules

Apache Common Development Aid The Apache Software
Foundation

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

508For an explanation of SDKs, see Section 4.1.2.
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com.sec.android.app.shealth: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PayPal Payment PayPal

picasso Development Aid Square Inc.

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework

www.appcensus.io F-354F-354

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://github.com/square/picasso
http://www.joda.org/joda-time/
http://jsoup.org/
http://www.simpleframework.org/


F.1.86.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.509

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

509For an explanation of dangerous permissions, see Section 4.3.
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F.1.86.3 Data Transmissions During testing, we observed the following types of user infor-
mation510 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sspapi-prd.samsungrs.com (Samsung) AAID
api.samsungknowledge.com (Samsung) Android ID
collector.samsungknowledge.com (Sam-
sung)

Android ID

shealth-api.samsunghealth.com (Samsung) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.511

510We define “user information” in Section 3.
511https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.87 Calorie Counter - MyFitnessPal

Testing Details

App Name: Calorie Counter - MyFitnessPal
Package Name: com.myfitnesspal.android
App Developer: MyFitnessPal, Inc.
Version: 20.7.0 (14675)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.87.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:512

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Apptimize Mobile Analytics Apptimize

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

512For an explanation of SDKs, see Section 4.1.2.
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com.myfitnesspal.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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com.myfitnesspal.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Conduit App Development Aid Como

Android Support v4 Development Aid Google

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Spring Framework Development Aid Spring

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.87.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.513

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

513For an explanation of dangerous permissions, see Section 4.3.
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F.1.87.3 Data Transmissions During testing, we observed the following types of user infor-
mation514 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

androidconfig.myfitnesspal.com (Under Ar-
mour)

AAID

api.myfitnesspal.com (MyFitnessPal) AAID
settings.crashlytics.com (Google) AAID
api.amplitude.com (Amplitude) AAID
api2.branch.io (Branch Metrics) AAID Android ID
sync.myfitnesspal.com (MyFitnessPal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.515

514We define “user information” in Section 3.
515https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.88 Headspace: Meditation & Sleep

Testing Details

App Name: Headspace: Meditation & Sleep
Package Name: com.getsomeheadspace.android
App Developer: Headspace for Meditation, Mindfulness and Sleep
Version: 3.57.0 (62975)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.88.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:516

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Auth0 Android SDK Utility Auth0

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
(Table Continues)

516For an explanation of SDKs, see Section 4.1.2.
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com.getsomeheadspace.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

MParticle Mobile Analytics mParticle

Optimizely Mobile Analytics Optimizely

SLF4J Development Aid SLF4J
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F.1.88.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.517

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

517For an explanation of dangerous permissions, see Section 4.3.
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F.1.88.3 Data Transmissions During testing, we observed the following types of user infor-
mation518 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

nativesdks.mparticle.com (mParticle) AAID Android ID
api2.branch.io (Branch Metrics) AAID Android ID
app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
identity.mparticle.com (mParticle) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.519

518We define “user information” in Section 3.
519https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.89 Flo Period tracker, Ovulation & Pregnancy tracker

Testing Details

App Name: Flo Period tracker, Ovulation & Pregnancy tracker
Package Name: org.iggymedia.periodtracker
App Developer: Flo Health, Inc.
Version: 4.48.1 (44801)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.89.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:520

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
520For an explanation of SDKs, see Section 4.1.2.
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org.iggymedia.periodtracker: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Zip4j Development Aid Srikanth Lingala

Apache Common Development Aid The Apache Software
Foundation

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Twitter Social Network Twitter

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J
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F.1.89.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.521

Permission Description Used

No dangerous permissions were requested by the app.

521For an explanation of dangerous permissions, see Section 4.3.
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F.1.89.3 Data Transmissions During testing, we observed the following types of user infor-
mation522 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.owhealth.com (Flo Health) AAID Android ID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.523

522We define “user information” in Section 3.
523https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.90 Blue Light Filter - Night Mode, Night Shift

Testing Details

App Name: Blue Light Filter - Night Mode, Night Shift
Package Name: com.eyefilter.nightmode.bluelightfilter
App Developer: Leap Fitness Group
Version: 1.4.7N (73)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.90.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:524

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

524For an explanation of SDKs, see Section 4.1.2.
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com.eyefilter.nightmode.bluelightfilter: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS
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F.1.90.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.525

Permission Description Used

CAMERA Required to be able to access the camera device.

525For an explanation of dangerous permissions, see Section 4.3.
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F.1.90.3 Data Transmissions During testing, we observed the following types of user infor-
mation526 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.527

526We define “user information” in Section 3.
527https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.91 MedAdvisor

Testing Details

App Name: MedAdvisor
Package Name: medadvisor.main
App Developer: MedAdvisor
Version: 5.3.2 (80)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.91.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:528

SDK Purpose Parent Company

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

(Table Continues)

528For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=medadvisor.main
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://github.com/loopj/android-async-http


medadvisor.main: Detected SDKs (Continued)

SDK Purpose Parent Company

Android Viewpagerindicator Widget Development Aid Jake Wharton

HttpClient Android repackage buildscript Development Aid Marek Sebera

Kankan Wheel Android scroller GUI Component Kankan Wheel An-
droid scroller
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F.1.91.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.529

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

529For an explanation of dangerous permissions, see Section 4.3.
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F.1.91.3 Data Transmissions During testing, we observed the following types of user infor-
mation530 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.531

530We define “user information” in Section 3.
531https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.92 My Medibank

Testing Details

App Name: My Medibank
Package Name: au.com.medibank.phs
App Developer: Medibank Private Limited
Version: 4.10.1 (2406)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.92.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:532

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
532For an explanation of SDKs, see Section 4.1.2.
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au.com.medibank.phs: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation
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F.1.92.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.533

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

533For an explanation of dangerous permissions, see Section 4.3.
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F.1.92.3 Data Transmissions During testing, we observed the following types of user infor-
mation534 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.535

534We define “user information” in Section 3.
535https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.93 myBupa

Testing Details

App Name: myBupa
Package Name: bupa.ProviderFinder
App Developer: Bupa Australia
Version: 2.10.1 (52)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.93.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:536

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Mono for Android Development Aid Mono for Android

536For an explanation of SDKs, see Section 4.1.2.
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F.1.93.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.537

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

537For an explanation of dangerous permissions, see Section 4.3.
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F.1.93.3 Data Transmissions During testing, we observed the following types of user infor-
mation538 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.539

538We define “user information” in Section 3.
539https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.94 nib Health Insurance

Testing Details

App Name: nib Health Insurance
Package Name: au.com.nib
App Developer: nib Health Insurance
Version: 7.2.9 (2065)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.94.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:540

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

540For an explanation of SDKs, see Section 4.1.2.
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au.com.nib: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Tealium Mobile Analytics Tealium
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F.1.94.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.541

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

541For an explanation of dangerous permissions, see Section 4.3.
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F.1.94.3 Data Transmissions During testing, we observed the following types of user infor-
mation542 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.543

542We define “user information” in Section 3.
543https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.95 Fabulous: Self Care

Testing Details

App Name: Fabulous: Self Care
Package Name: co.thefabulous.app
App Developer: TheFabulous
Version: 3.62 (36202)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.95.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:544

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

544For an explanation of SDKs, see Section 4.1.2.
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co.thefabulous.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Roboguice Development Aid Square

MaterialProgressBar Development Aid MaterialProgressBar

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.95.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.545

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

545For an explanation of dangerous permissions, see Section 4.3.
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F.1.95.3 Data Transmissions During testing, we observed the following types of user infor-
mation546 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

us-central1-thefabulousco.cloudfunctions.net
(Unknown)

AAID

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
api.amplitude.com (Amplitude) AAID
firebaseremoteconfig.googleapis.com
(Google)

AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.547

546We define “user information” in Section 3.
547https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.96 Tunstall myCareTrack

Testing Details

App Name: Tunstall myCareTrack
Package Name: au.com.tunstallhealthcare.mycaretrack
App Developer: Tunstall
Version: 1.5.7 (1522114200)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.96.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:548

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

OkHttp Development Aid OkHttp

(Table Continues)
548For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-393F-393

https://play.google.com/store/apps/details?id=au.com.tunstallhealthcare.mycaretrack
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/square/okhttp


au.com.tunstallhealthcare.mycaretrack: Detected SDKs (Continued)

SDK Purpose Parent Company

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

simple framework Development Aid simple framework
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F.1.96.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.549

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

ACCESS_FINE_LOCATION Allows an app to access precise location.

549For an explanation of dangerous permissions, see Section 4.3.
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F.1.96.3 Data Transmissions During testing, we observed the following types of user infor-
mation550 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.551

550We define “user information” in Section 3.
551https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.97 Donate Blood

Testing Details

App Name: Donate Blood
Package Name: au.com.donateblood.donorapp.prod
App Developer: Australian Red Cross Lifeblood
Version: 2.3.3 (1420)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.97.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:552

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
552For an explanation of SDKs, see Section 4.1.2.
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au.com.donateblood.donorapp.prod: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Swrve Mobile Analytics Swrve

EventBus Development Aid greenrobot /Markus
Junginger

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation
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F.1.97.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.553

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

553For an explanation of dangerous permissions, see Section 4.3.
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F.1.97.3 Data Transmissions During testing, we observed the following types of user infor-
mation554 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.555

554We define “user information” in Section 3.
555https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.98 Women Workout at Home - Female Fitness

Testing Details

App Name: Women Workout at Home - Female Fitness
Package Name: women.workout.female.fitness
App Developer: Leap Fitness Group
Version: 1.1.9 (25)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.98.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:556

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

556For an explanation of SDKs, see Section 4.1.2.
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women.workout.female.fitness: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

myTarget Advertisement My.com
Social Networking
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F.1.98.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.557

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

557For an explanation of dangerous permissions, see Section 4.3.
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F.1.98.3 Data Transmissions During testing, we observed the following types of user infor-
mation558 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.559

558We define “user information” in Section 3.
559https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.99 Period Tracker, Ovulation Calendar & Fertility app

Testing Details

App Name: Period Tracker, Ovulation Calendar & Fertility app
Package Name: periodtracker.pregnancy.ovulationtracker
App Developer: Leap Fitness Group
Version: 1.47.49 (49)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.99.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:560

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google API Client Libraries Development Frame-
work

Google

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

560For an explanation of SDKs, see Section 4.1.2.
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periodtracker.pregnancy.ovulationtracker: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

cocos2D Game Engine cocos2dx

myTarget Advertisement My.com
Social Networking

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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periodtracker.pregnancy.ovulationtracker: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.1.99.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.561

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

561For an explanation of dangerous permissions, see Section 4.3.
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F.1.99.3 Data Transmissions During testing, we observed the following types of user infor-
mation562 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
firebasestorage.googleapis.com (Google) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.563

562We define “user information” in Section 3.
563https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.100 PhysiApp®

Testing Details

App Name: PhysiApp®
Package Name: com.physitrack.physiapp
App Developer: Physitrack Limited
Version: 1.8.9 (354)
Release Date: May 12, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.100.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:564

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
564For an explanation of SDKs, see Section 4.1.2.
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com.physitrack.physiapp: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

picasso Development Aid Square Inc.

GreenDao Development Aid greenrobot

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

Joda Time Development Aid Stephen Colebourne

jUnit Java Unit Test Development Aid JUnit Team

SLF4J Development Aid SLF4J
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F.1.100.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.565

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

565For an explanation of dangerous permissions, see Section 4.3.
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F.1.100.3 Data Transmissions During testing, we observed the following types of user in-
formation566 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

session.voxeet.com (Voxeet) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.567

566We define “user information” in Section 3.
567https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.101 WW (Weight Watchers Reimagined)

Testing Details

App Name: WW (Weight Watchers Reimagined)
Package Name: com.weightwatchers.mobile
App Developer: WW International, Inc
Version: 8.13.0 (813000)
Release Date: June 19, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.101.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:568

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Mono for Android Development Aid Mono for Android

Auth0 Android SDK Utility Auth0

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
568For an explanation of SDKs, see Section 4.1.2.
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com.weightwatchers.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Optimizely Mobile Analytics Optimizely

picasso Development Aid Square Inc.

AndroidAnnotations API Development Aid AndroidAnnotations

Java-WebSocket Development Aid Java-WebSocket

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit

Google Protocol Buffers Development Aid Google
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F.1.101.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.569

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

569For an explanation of dangerous permissions, see Section 4.3.
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F.1.101.3 Data Transmissions During testing, we observed the following types of user in-
formation570 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdkapicdn.applanga.com (TransPerfect) Android ID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.571

570We define “user information” in Section 3.
571https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.102 Plant Nanny² - Your Adorable Water Reminder

Testing Details

App Name: Plant Nanny² - Your Adorable Water Reminder
Package Name: com.fourdesire.plantnanny2
App Developer: Fourdesire
Version: 2.1.13.1 (58)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.102.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:572

SDK Purpose Parent Company

Bugsnag Mobile Analytics Bugsnag

572For an explanation of SDKs, see Section 4.1.2.
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F.1.102.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.573

Permission Description Used

No dangerous permissions were requested by the app.

573For an explanation of dangerous permissions, see Section 4.3.
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F.1.102.3 Data Transmissions During testing, we observed the following types of user in-
formation574 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
adc3-launch.adcolony.com (AdColony) AAID
live.chartboost.com (Chartboost) AAID
ads.api.vungle.com (Vungle) Android ID
launches.appsflyer.com (AppsFlyer) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

wd.adcolony.com (AdColony) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads30.adcolony.com (AdColony) AAID
www.facebook.com (Facebook) AAID
api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.575

574We define “user information” in Section 3.
575https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.1.103 HeartBug

Testing Details

App Name: HeartBug
Package Name: au.com.heartbug.app
App Developer: HeartBug
Version: 2.2.3 (31)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.1.103.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:576

SDK Purpose Parent Company

No known SDKs were detected within the app.

576For an explanation of SDKs, see Section 4.1.2.
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F.1.103.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.577

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

577For an explanation of dangerous permissions, see Section 4.3.
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F.1.103.3 Data Transmissions During testing, we observed the following types of user in-
formation578 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.579

578We define “user information” in Section 3.
579https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2 Kids Apps

F.2.1 Educational Puzzles for Kids (Preschool)

Testing Details

App Name: Educational Puzzles for Kids (Preschool)
Package Name: forqan.tech.babypuzzles_edu.ads
App Developer: KiDEO (formerly forqan smart tech)
Version: 1.4.8 (48)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.1.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:580

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
580For an explanation of SDKs, see Section 4.1.2.
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forqan.tech.babypuzzles_edu.ads: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

KIDOZ Advertisement KIDOZ

Moat Mobile Analytics Oracle

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API
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F.2.1.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.581

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

581For an explanation of dangerous permissions, see Section 4.3.
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F.2.1.3 Data Transmissions During testing, we observed the following types of user infor-
mation582 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

vast.kidoz.net (KIDOZ) AAID
ads30.adcolony.com (AdColony) AAID
adc3-launch.adcolony.com (AdColony) AAID
wd.adcolony.com (AdColony) AAID
api.vungle.com (Vungle) AAID
ads.api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.583

582We define “user information” in Section 3.
583https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.2 Spriggy Pocket Money

Testing Details

App Name: Spriggy Pocket Money
Package Name: au.com.spriggy.app
App Developer: Spriggy
Version: 1.11.0 (779)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.2.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:584

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics

(Table Continues)
584For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.spriggy.app
http://www.mono-project.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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au.com.spriggy.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Push Notifications

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

PayPal Payment PayPal

Segment Mobile Analytics Segment

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

Joda Time Development Aid Stephen Colebourne

jUnit Java Unit Test Development Aid JUnit Team

(Table Continues)
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au.com.spriggy.app: Detected SDKs (Continued)

SDK Purpose Parent Company

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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F.2.2.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.585

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.

585For an explanation of dangerous permissions, see Section 4.3.
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F.2.2.3 Data Transmissions During testing, we observed the following types of user infor-
mation586 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
api.segment.io (Segment) AAID Android ID
api.client.spriggy.com.au (Spriggy) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.587

586We define “user information” in Section 3.
587https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.3 Teach Your Monster to Read: Phonics & Reading Game

Testing Details

App Name: Teach Your Monster to Read: Phonics & Reading
Game

Package Name: com.teachyourmonstertoread.tmapp
App Developer: Teach Monster Games Limited
Version: 4.0.5 (5260)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.3.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:588

SDK Purpose Parent Company

No known SDKs were detected within the app.

588For an explanation of SDKs, see Section 4.1.2.
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F.2.3.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.589

Permission Description Used

No dangerous permissions were requested by the app.

589For an explanation of dangerous permissions, see Section 4.3.
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F.2.3.3 Data Transmissions During testing, we observed the following types of user infor-
mation590 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.591

590We define “user information” in Section 3.
591https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.4 Pinkfong Baby Shark

Testing Details

App Name: Pinkfong Baby Shark
Package Name: kr.co.smartstudy.babyshark_android_googlemarket
App Developer: SMARTSTUDY PINKFONG
Version: 25 (2500)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.4.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:592

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

592For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=kr.co.smartstudy.babyshark_android_googlemarket
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


kr.co.smartstudy.babyshark_android_googlemarket: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

Vungle Advertisement Vungle

cocos2DX Game Engine cocos2dx
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F.2.4.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.593

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

593For an explanation of dangerous permissions, see Section 4.3.
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F.2.4.3 Data Transmissions During testing, we observed the following types of user infor-
mation594 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.vungle.com (Vungle) AAID
ads.api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.595

594We define “user information” in Section 3.
595https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.5 Farm and Click - Idle Farming Clicker PRO

Testing Details

App Name: Farm and Click - Idle Farming Clicker PRO
Package Name: com.farm.pro.clicker
App Developer: Red Machine
Version: 1.2.2 (22)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.5.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:596

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
596For an explanation of SDKs, see Section 4.1.2.
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com.farm.pro.clicker: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

AppMetrica Mobile Analytics Yandex

Ogury Presage Advertisement Ogury

Fmod Game Engine Firelight Technologies
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F.2.5.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.597

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

597For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-442F-442

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.5.3 Data Transmissions During testing, we observed the following types of user infor-
mation598 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

e.crashlytics.com (Google) Android ID AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
settings.crashlytics.com (Google) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.599

598We define “user information” in Section 3.
599https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.6 Poly Bridge

Testing Details

App Name: Poly Bridge
Package Name: com.drycactus.polybridge
App Developer: Dry Cactus Limited
Version: 1.2.2 (7)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.6.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:600

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

600For an explanation of SDKs, see Section 4.1.2.
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www.appcensus.io F-445F-445



F.2.6.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.601

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

601For an explanation of dangerous permissions, see Section 4.3.
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F.2.6.3 Data Transmissions During testing, we observed the following types of user infor-
mation602 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

api.uca.cloud.unity3d.com (Unity Technolo-
gies)

AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.603

602We define “user information” in Section 3.
603https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.7 ABC Song - Rhymes Videos, Games, Phonics Learning

Testing Details

App Name: ABC Song - Rhymes Videos, Games, Phonics
Learning

Package Name: kidzooly.rhymes
App Developer: Kidzooly - Kids Games, Rhymes , Nursery Songs.
Version: 3.57 (358)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.7.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:604

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

Appodeal Ads Advertisement Appodeal

Appodeal Advertisement Appodeal

ChartBoost Advertisement Chartboost

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

604For an explanation of SDKs, see Section 4.1.2.
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kidzooly.rhymes: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

KIDOZ Advertisement KIDOZ

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.2.7.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.605

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

605For an explanation of dangerous permissions, see Section 4.3.
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F.2.7.3 Data Transmissions During testing, we observed the following types of user infor-
mation606 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

a.appbaqend.com (Appodeal) AAID
vast.kidoz.net (KIDOZ) AAID
api-eu.bidmachine.io (Stack) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.607

606We define “user information” in Section 3.
607https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.8 Toca Blocks

Testing Details

App Name: Toca Blocks
Package Name: com.tocaboca.blocks
App Developer: Toca Boca
Version: 1.2.1-play (4780)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.8.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:608

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

MixPanel Mobile Analytics Mixpanel

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)

608For an explanation of SDKs, see Section 4.1.2.
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com.tocaboca.blocks: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies
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F.2.8.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.609

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

609For an explanation of dangerous permissions, see Section 4.3.
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F.2.8.3 Data Transmissions During testing, we observed the following types of user infor-
mation610 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) Android ID
crosspromo-api.tocaboca.com (Unknown) Android ID
decide.mixpanel.com (Mixpanel) Android ID
settings.crashlytics.com (Google) Android ID AAID
api.mixpanel.com (Mixpanel) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.611

610We define “user information” in Section 3.
611https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.9 Dr. Panda’s Swimming Pool

Testing Details

App Name: Dr. Panda’s Swimming Pool
Package Name: com.tribeplay.swimmingpool
App Developer: Dr. Panda
Version: 1.01 (5)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.9.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:612

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

612For an explanation of SDKs, see Section 4.1.2.
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F.2.9.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.613

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

613For an explanation of dangerous permissions, see Section 4.3.
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F.2.9.3 Data Transmissions During testing, we observed the following types of user infor-
mation614 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

gt.tribeplay.com (TribePlay) IMEI
e1-ha.ycpi.aue.yahoo.com (Yahoo) IMEI Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.615

614We define “user information” in Section 3.
615https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.10 Toca Lab: Plants

Testing Details

App Name: Toca Lab: Plants
Package Name: com.tocaboca.tocalabplants
App Developer: Toca Boca
Version: 1.1.1 (4387)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.10.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:616

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

MixPanel Mobile Analytics Mixpanel

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)

616For an explanation of SDKs, see Section 4.1.2.
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com.tocaboca.tocalabplants: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies
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F.2.10.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.617

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

617For an explanation of dangerous permissions, see Section 4.3.
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F.2.10.3 Data Transmissions During testing, we observed the following types of user infor-
mation618 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.mixpanel.com (Mixpanel) Android ID
crosspromo-api.tocaboca.com (Unknown) Android ID
app.adjust.com (Adjust) Android ID
decide.mixpanel.com (Mixpanel) Android ID
settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.619

618We define “user information” in Section 3.
619https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.11 ClassDojo

Testing Details

App Name: ClassDojo
Package Name: com.classdojo.android
App Developer: ClassDojo
Version: 4.87.1 (210048701)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.11.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:620

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Android Support v4 Development Aid Google

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

620For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.classdojo.android
https://github.com/bumptech/glide/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.classdojo.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Nine Old Androids Development Aid Nine Old Androids

Android Viewpagerindicator Widget Development Aid Jake Wharton

EventBus Development Aid greenrobot /Markus
Junginger

MaterialProgressBar Development Aid MaterialProgressBar

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

RxJava Retrofit Development Aid RxJava Retrofit
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http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://github.com/JakeWharton/NineOldAndroids
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/greenrobot/EventBus
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://www.slf4j.org/
http://www.dnsjava.org/
https://github.com/square/retrofit


F.2.11.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.621

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

621For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-465F-465
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F.2.11.3 Data Transmissions During testing, we observed the following types of user infor-
mation622 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

logs.classdojo.com (ClassDojo) Android ID
api.classdojo.com (ClassDojo) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.623

622We define “user information” in Section 3.
623https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.12 Minecraft

Testing Details

App Name: Minecraft
Package Name: com.mojang.minecraftpe
App Developer: Mojang
Version: 1.14.60.5 (943146005)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.12.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:624

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

624For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-467F-467

https://play.google.com/store/apps/details?id=com.mojang.minecraftpe
https://developer.amazon.com/in-app-purchasing
https://play.google.com
http://www.mono-project.com/
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.mojang.minecraftpe: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

simple framework Development Aid simple framework
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://commons.apache.org/
https://hc.apache.org/
http://james.apache.org
https://www.fmod.org/
http://www.simpleframework.org/


F.2.12.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.625

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

625For an explanation of dangerous permissions, see Section 4.3.
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F.2.12.3 Data Transmissions During testing, we observed the following types of user infor-
mation626 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.data.microsoft.com (Microsoft) Android ID
t.appsflyer.com (AppsFlyer) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.627

626We define “user information” in Section 3.
627https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.13 Compass School Manager

Testing Details

App Name: Compass School Manager
Package Name: com.jdlf.compass
App Developer: Compass Education
Version: 3.4.3 (218)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.13.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:628

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
(Table Continues)

628For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.jdlf.compass
http://try.crashlytics.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
http://firebase.com


com.jdlf.compass: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

www.appcensus.io F-472F-472

https://github.com/google/gson
https://github.com/google/guava


F.2.13.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.629

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

629For an explanation of dangerous permissions, see Section 4.3.
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F.2.13.3 Data Transmissions During testing, we observed the following types of user infor-
mation630 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.631

630We define “user information” in Section 3.
631https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.14 Canvas Student

Testing Details

App Name: Canvas Student
Package Name: com.instructure.candroid
App Developer: Instructure
Version: 6.7.0 (208)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.14.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:632

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Esoteric Software 2D Development Aid Esoteric Software

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

632For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.instructure.candroid
https://github.com/bumptech/glide/
https://github.com/EsotericSoftware
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.instructure.candroid: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

picasso Development Aid Square Inc.

DATE4J Development Aid DATE4J

Crashlytics Mobile Analytics Google

Apache Common Development Aid The Apache Software
Foundation

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J
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https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://newrelic.com/
http://www.newrelic.com
https://github.com/square/picasso
http://www.date4j.net/
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http://www.slf4j.org/


F.2.14.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.633

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

633For an explanation of dangerous permissions, see Section 4.3.
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F.2.14.3 Data Transmissions During testing, we observed the following types of user infor-
mation634 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.635

634We define “user information” in Section 3.
635https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.15 SkoolBag: School Communication

Testing Details

App Name: SkoolBag: School Communication
Package Name: com.skoolbag.singleapp
App Developer: Skoolbag
Version: 6.2.3 (276)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.15.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:636

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

636For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.skoolbag.singleapp
http://mvnrepository.com/artifact/com.amazonaws
https://www.bugsnag.com/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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com.skoolbag.singleapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Instabug Mobile Analytics Instabug

PayPal Payment PayPal

urbanairship Mobile Analytics Airship

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

www.appcensus.io F-480F-480

https://github.com/google/guava
https://instabug.com/crash-reporting
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://www.urbanairship.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2


F.2.15.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.637

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.

637For an explanation of dangerous permissions, see Section 4.3.
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F.2.15.3 Data Transmissions During testing, we observed the following types of user infor-
mation638 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

codepush.appcenter.ms (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.639

638We define “user information” in Section 3.
639https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.16 Google Classroom

Testing Details

App Name: Google Classroom
Package Name: com.google.android.apps.classroom
App Developer: Google LLC
Version: 6.4.181.03.40 (201810340)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.16.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:640

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

640For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.classroom
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://github.com/greenrobot/EventBus
https://commons.apache.org/


F.2.16.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.641

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

641For an explanation of dangerous permissions, see Section 4.3.
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F.2.16.3 Data Transmissions During testing, we observed the following types of user infor-
mation642 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.643

642We define “user information” in Section 3.
643https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.17 Reading Eggs - Learn to Read

Testing Details

App Name: Reading Eggs - Learn to Read
Package Name: com.blake.readingeggs.android
App Developer: Blake eLearning Pty Ltd
Version: v1.4.0+35 (35)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.17.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:644

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

644For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.blake.readingeggs.android
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.blake.readingeggs.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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F.2.17.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.645

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

645For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-488F-488

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.17.3 Data Transmissions During testing, we observed the following types of user infor-
mation646 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.647

646We define “user information” in Section 3.
647https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.18 Seesaw Class

Testing Details

App Name: Seesaw Class
Package Name: seesaw.shadowpuppet.co.classroom
App Developer: Seesaw Learning
Version: 7.0.8 (1612102)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.18.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:648

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

648For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=seesaw.shadowpuppet.co.classroom
http://try.crashlytics.com
https://github.com/zxing/zxing
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


seesaw.shadowpuppet.co.classroom: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

timessquare Development Aid Square

PrettyTime Development Aid OCPsoft
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https://github.com/square/android-times-square
https://github.com/ocpsoft/prettytime


F.2.18.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.649

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

649For an explanation of dangerous permissions, see Section 4.3.
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F.2.18.3 Data Transmissions During testing, we observed the following types of user infor-
mation650 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID
app.seesaw.me (Seesaw) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.651

650We define “user information” in Section 3.
651https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.19 Crocro Adventure

Testing Details

App Name: Crocro Adventure
Package Name: com.sec.kidsplat.kidsbcg
App Developer: SiDi
Version: 10.0.17 (1001700000)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.19.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:652

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

652For an explanation of SDKs, see Section 4.1.2.
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F.2.19.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.653

Permission Description Used

No dangerous permissions were requested by the app.

653For an explanation of dangerous permissions, see Section 4.3.
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F.2.19.3 Data Transmissions During testing, we observed the following types of user infor-
mation654 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.655

654We define “user information” in Section 3.
655https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.20 Monopoly - Board game classic about real-estate!

Testing Details

App Name: Monopoly - Board game classic about real-estate!
Package Name: com.marmalade.monopoly
App Developer: Marmalade Game Studio
Version: 1.1.4 (3442)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.20.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:656

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

656For an explanation of SDKs, see Section 4.1.2.
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com.marmalade.monopoly: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OneSignal Mobile Analytics OneSignal

Samsung In-App Purchase Payment Samsung

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.20.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.657

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

657For an explanation of dangerous permissions, see Section 4.3.
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F.2.20.3 Data Transmissions During testing, we observed the following types of user infor-
mation658 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

9f83a.playfabapi.com (Microsoft) Android ID
onesignal.com (OneSignal) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.659

658We define “user information” in Section 3.
659https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.21 Mobile Zone for Child Devices

Testing Details

App Name: Mobile Zone for Child Devices
Package Name: au.com.familyzone
App Developer: FAMILY ZONE CYBER SAFETY LIMITED
Version: 2.5.2 (261)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.21.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:660

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

(Table Continues)
660For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-501F-501

https://play.google.com/store/apps/details?id=au.com.familyzone
https://www.adjust.com/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/


au.com.familyzone: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

www.appcensus.io F-502F-502

http://firebase.com
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://commons.apache.org/
https://hc.apache.org/
http://www.joda.org/joda-time/
http://www.slf4j.org/
http://www.dnsjava.org/


F.2.21.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.661

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

661For an explanation of dangerous permissions, see Section 4.3.
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F.2.21.3 Data Transmissions During testing, we observed the following types of user infor-
mation662 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

vs.familyzone.com (Family Zone) WiFi MAC
dc.familyzone.tools (Family Zone) WiFi MAC
api.familyzone.com (Family Zone) WiFi MAC BT Name GPS Location

Coarse Location WiFi SSID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.663

662We define “user information” in Section 3.
663https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.22 Mathletics Students

Testing Details

App Name: Mathletics Students
Package Name: com.mathletics
App Developer: 3P Learning Ltd
Version: 3.7.0 (22030700)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.22.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:664

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
664For an explanation of SDKs, see Section 4.1.2.
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com.mathletics: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JavaX Annotation API Utility JavaX Annotation API

SLF4J Development Aid SLF4J
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F.2.22.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.665

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

665For an explanation of dangerous permissions, see Section 4.3.
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F.2.22.3 Data Transmissions During testing, we observed the following types of user infor-
mation666 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.667

666We define “user information” in Section 3.
667https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.23 Mathway

Testing Details

App Name: Mathway
Package Name: com.bagatrix.mathway.android
App Developer: Mathway
Version: 3.3.20 (243)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.23.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:668

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
668For an explanation of SDKs, see Section 4.1.2.
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com.bagatrix.mathway.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mono for Android Development Aid Mono for Android
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F.2.23.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.669

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

669For an explanation of dangerous permissions, see Section 4.3.
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F.2.23.3 Data Transmissions During testing, we observed the following types of user infor-
mation670 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.671

670We define “user information” in Section 3.
671https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.24 Be Closer

Testing Details

App Name: Be Closer
Package Name: com.becloser
App Developer: Agromart Dev
Version: 2.4.1 (62)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.24.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:672

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

(Table Continues)

672For an explanation of SDKs, see Section 4.1.2.
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com.becloser: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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com.becloser: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Mapbox Map/LBS Mapbox

Mozilla Rhino Development Aid Mozilla

LEDataStream Development Aid LEDataStream

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.2.24.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.673

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.
CAMERA Required to be able to access the camera device.
READ_CONTACTS Allows an application to read the user’s contacts data.

673For an explanation of dangerous permissions, see Section 4.3.
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F.2.24.3 Data Transmissions During testing, we observed the following types of user infor-
mation674 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
connect.tapjoy.com (TapJoy) AAID Android ID
res1.applovin.com (AppLovin) BT BSSID
init.supersonicads.com (Ironsource) AAID
app.adjust.com (Adjust) AAID
ws.tapjoyads.com (TapJoy) AAID Android ID
evtruck.magnus.ms (Unknown) AAID Android ID
ads.api.vungle.com (Vungle) Android ID GPS Location

Coarse Location
placements.tapjoy.com (TapJoy) AAID Android ID
spoten-api.digisoapps.com (Digital Solutions) Android ID GPS Location

Coarse Location Name
events.mapbox.com (Mapbox) GPS Location Coarse Location
rpc.tapjoy.com (TapJoy) AAID Android ID
api.vungle.com (Vungle) AAID GPS Location

Coarse Location
outcome-ssp.supersonicads.com (Iron-
source)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.675

674We define “user information” in Section 3.
675https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.25 Catan Classic

Testing Details

App Name: Catan Classic
Package Name: com.exozet.android.catan
App Developer: USM
Version: 4.7.4 (47400)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.25.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:676

SDK Purpose Parent Company

Amazon Game Studios Game Engine Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Auth SDK Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

676For an explanation of SDKs, see Section 4.1.2.
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com.exozet.android.catan: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HockeyApp Mobile Analytics Microsoft

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

Java-WebSocket Development Aid Java-WebSocket

Json org Development Aid Json org
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F.2.25.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.677

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

677For an explanation of dangerous permissions, see Section 4.3.
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F.2.25.3 Data Transmissions During testing, we observed the following types of user infor-
mation678 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.679

678We define “user information” in Section 3.
679https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.26 Ticket to Ride

Testing Details

App Name: Ticket to Ride
Package Name: com.daysofwonder.tt.android
App Developer: Asmodee Digital
Version: 2.7.5-6612-f1f9f99e (6612)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.26.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:680

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

680For an explanation of SDKs, see Section 4.1.2.
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com.daysofwonder.tt.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

YouTube Android Player API Development Aid Google

cocos2DX Game Engine cocos2dx
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F.2.26.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.681

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

681For an explanation of dangerous permissions, see Section 4.3.
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F.2.26.3 Data Transmissions During testing, we observed the following types of user infor-
mation682 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.683

682We define “user information” in Section 3.
683https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.27 Splendor

Testing Details

App Name: Splendor
Package Name: com.daysofwonder.Splendor.gp
App Developer: Asmodee Digital
Version: 2.4.0 (841)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.27.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:684

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

684For an explanation of SDKs, see Section 4.1.2.
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com.daysofwonder.Splendor.gp: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

OneSignal Mobile Analytics OneSignal
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F.2.27.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.685

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

685For an explanation of dangerous permissions, see Section 4.3.
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F.2.27.3 Data Transmissions During testing, we observed the following types of user infor-
mation686 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.687

686We define “user information” in Section 3.
687https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.28 Star Wars™ Pinball 7

Testing Details

App Name: Star Wars™ Pinball 7
Package Name: com.zenstudios.StarWarsPinball
App Developer: Zen Studios
Version: 7.0 (23)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.28.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:688

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

688For an explanation of SDKs, see Section 4.1.2.
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F.2.28.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.689

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

689For an explanation of dangerous permissions, see Section 4.3.
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F.2.28.3 Data Transmissions During testing, we observed the following types of user infor-
mation690 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID AAID
zenstudios.com (Zen Studios) Email Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.691

690We define “user information” in Section 3.
691https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.29 Kids Top Nursery Rhymes Videos - Offline Learning

Testing Details

App Name: Kids Top Nursery Rhymes Videos - Offline Learning
Package Name: kidzooly.fivelittle
App Developer: Kidzooly - Kids Games, Rhymes , Nursery Songs.
Version: FiveLittle_v6.1 (422)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.29.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:692

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

Appodeal Ads Advertisement Appodeal

Appodeal Advertisement Appodeal

ChartBoost Advertisement Chartboost

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
692For an explanation of SDKs, see Section 4.1.2.
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kidzooly.fivelittle: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

KIDOZ Advertisement KIDOZ

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.2.29.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.693

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

693For an explanation of dangerous permissions, see Section 4.3.
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F.2.29.3 Data Transmissions During testing, we observed the following types of user infor-
mation694 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

vastevent.startappservice.com (StartApp) AAID
a.applovin.com (AppLovin) BT BSSID
ads.nexage.com (Verizon) AAID
req.startappservice.com (StartApp) AAID
a.appbaqend.com (Appodeal) AAID
ads30.adcolony.com (AdColony) AAID
adsmetadata.startappservice.com (Star-
tApp)

AAID

infoevent.startappservice.com (StartApp) AAID
adc3-launch.adcolony.com (AdColony) AAID
wd.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.695

694We define “user information” in Section 3.
695https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.30 Carcassonne: Official Board Game -Tiles & Tactics

Testing Details

App Name: Carcassonne: Official Board Game -Tiles & Tactics
Package Name: com.asmodeedigital.carcassonne
App Developer: Asmodee Digital
Version: 1.8 (2921)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.30.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:696

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

696For an explanation of SDKs, see Section 4.1.2.
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com.asmodeedigital.carcassonne: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.30.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.697

Permission Description Used

No dangerous permissions were requested by the app.

697For an explanation of dangerous permissions, see Section 4.3.
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F.2.30.3 Data Transmissions During testing, we observed the following types of user infor-
mation698 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

settings.crashlytics.com (Google) Android ID AAID
api.amplitude.com (Amplitude) Android ID AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.699

698We define “user information” in Section 3.
699https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.31 Worms 3

Testing Details

App Name: Worms 3
Package Name: com.worms3.app
App Developer: Team 17 Digital Limited
Version: 2.06 (62)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.31.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:700

SDK Purpose Parent Company

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)

700For an explanation of SDKs, see Section 4.1.2.
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com.worms3.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google
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F.2.31.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.701

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

701For an explanation of dangerous permissions, see Section 4.3.
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F.2.31.3 Data Transmissions During testing, we observed the following types of user infor-
mation702 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

live.chartboost.com (Chartboost) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.703

702We define “user information” in Section 3.
703https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.32 Dr. Panda Airport

Testing Details

App Name: Dr. Panda Airport
Package Name: com.tribeplay.pandaairport
App Developer: Dr. Panda
Version: 19.1.85 (191851425)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.32.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:704

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

704For an explanation of SDKs, see Section 4.1.2.
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F.2.32.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.705

Permission Description Used

No dangerous permissions were requested by the app.

705For an explanation of dangerous permissions, see Section 4.3.
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F.2.32.3 Data Transmissions During testing, we observed the following types of user infor-
mation706 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.707

706We define “user information” in Section 3.
707https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.33 Speed Math 2018 - Pro

Testing Details

App Name: Speed Math 2018 - Pro
Package Name: com.eggies.speedmathpaid
App Developer: Eggies
Version: 0.9 (900)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.33.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:708

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

(Table Continues)

708For an explanation of SDKs, see Section 4.1.2.
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com.eggies.speedmathpaid: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation
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F.2.33.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.709

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

709For an explanation of dangerous permissions, see Section 4.3.
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F.2.33.3 Data Transmissions During testing, we observed the following types of user infor-
mation710 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.711

710We define “user information” in Section 3.
711https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.34 SimpleRockets 2

Testing Details

App Name: SimpleRockets 2
Package Name: com.jundroo.SimpleRockets2
App Developer: Jundroo, LLC
Version: 0.9.307 (30)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.34.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:712

SDK Purpose Parent Company

Google Play App Market Google Play

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

712For an explanation of SDKs, see Section 4.1.2.
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F.2.34.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.713

Permission Description Used

No dangerous permissions were requested by the app.

713For an explanation of dangerous permissions, see Section 4.3.
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F.2.34.3 Data Transmissions During testing, we observed the following types of user infor-
mation714 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.715

714We define “user information” in Section 3.
715https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.35 Audio Books for Kids

Testing Details

App Name: Audio Books for Kids
Package Name: com.AudioFairytales
App Developer: BestProjects
Version: 5.6 (1299)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.35.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:716

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

716For an explanation of SDKs, see Section 4.1.2.
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F.2.35.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.717

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

717For an explanation of dangerous permissions, see Section 4.3.
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F.2.35.3 Data Transmissions During testing, we observed the following types of user infor-
mation718 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

req.startappservice.com (StartApp) AAID
data.flurry.com (Verizon) AAID Android ID
click.startappservice.com (StartApp) AAID
imp.startappservice.com (StartApp) AAID
infoevent.startappservice.com (StartApp) AAID
adimpression.startappservice.com (Star-
tApp)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.719

718We define “user information” in Section 3.
719https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.36 Galaxy Attack: Alien Shooter (Premium)

Testing Details

App Name: Galaxy Attack: Alien Shooter (Premium)
Package Name: com.alien.shooter.galaxy.attack.premium
App Developer: ONESOFT
Version: 24.6 (28)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.36.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:720

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

720For an explanation of SDKs, see Section 4.1.2.
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com.alien.shooter.galaxy.attack.premium: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)

www.appcensus.io F-559F-559

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
http://www.ironsrc.com
https://moat.com/analytics
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/


com.alien.shooter.galaxy.attack.premium: Detected SDKs (Continued)

SDK Purpose Parent Company

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.2.36.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.721

Permission Description Used

No dangerous permissions were requested by the app.

721For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-561F-561

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.36.3 Data Transmissions During testing, we observed the following types of user infor-
mation722 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

rp1.abiteams.com (Abi Games) Android ID
perf-events.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

ads.api.vungle.com (Vungle) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

api.vungle.com (Vungle) AAID
t.appsflyer.com (AppsFlyer) Android ID AAID
as1.abigames.com.vn (ABI Game Studio) Android ID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

init.supersonicads.com (Ironsource) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.723

722We define “user information” in Section 3.
723https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.37 Dr. Panda Town: Collection

Testing Details

App Name: Dr. Panda Town: Collection
Package Name: com.drpanda.town.street
App Developer: Dr. Panda
Version: 20.2.21 (202210929)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.37.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:724

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

724For an explanation of SDKs, see Section 4.1.2.
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F.2.37.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.725

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

725For an explanation of dangerous permissions, see Section 4.3.
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F.2.37.3 Data Transmissions During testing, we observed the following types of user infor-
mation726 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.727

726We define “user information” in Section 3.
727https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.38 Math Workout - Math Games

Testing Details

App Name: Math Workout - Math Games
Package Name: io.ts.mathworkout
App Developer: FitMind
Version: 2.6 (20600)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.38.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:728

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

(Table Continues)

728For an explanation of SDKs, see Section 4.1.2.
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io.ts.mathworkout: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation
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F.2.38.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.729

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

729For an explanation of dangerous permissions, see Section 4.3.
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F.2.38.3 Data Transmissions During testing, we observed the following types of user infor-
mation730 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.731

730We define “user information” in Section 3.
731https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.39 Chess

Testing Details

App Name: Chess
Package Name: uk.co.aifactory.chess
App Developer: AI Factory Limited
Version: 3.25 (156)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.39.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:732

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

732For an explanation of SDKs, see Section 4.1.2.
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F.2.39.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.733

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

733For an explanation of dangerous permissions, see Section 4.3.
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F.2.39.3 Data Transmissions During testing, we observed the following types of user infor-
mation734 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.735

734We define “user information” in Section 3.
735https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.40 LEGO® Star Wars™: TCS

Testing Details

App Name: LEGO® Star Wars™: TCS
Package Name: com.wb.lego.tcs
App Developer: Warner Bros. International Enterprises
Version: 1.8.60 (1063)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.40.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:736

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

736For an explanation of SDKs, see Section 4.1.2.
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F.2.40.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.737

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

737For an explanation of dangerous permissions, see Section 4.3.
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F.2.40.3 Data Transmissions During testing, we observed the following types of user infor-
mation738 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.739

738We define “user information” in Section 3.
739https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.41 Dr. Panda & Toto’s Treehouse

Testing Details

App Name: Dr. Panda & Toto’s Treehouse
Package Name: com.tribeplay.pandapet
App Developer: Dr. Panda
Version: 1.8 (18)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.41.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:740

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

740For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-576F-576

https://play.google.com/store/apps/details?id=com.tribeplay.pandapet
https://flurry.com
https://prime31.com
https://unity3d.com/
https://www.fmod.org/


F.2.41.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.741

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

741For an explanation of dangerous permissions, see Section 4.3.
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F.2.41.3 Data Transmissions During testing, we observed the following types of user infor-
mation742 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.743

742We define “user information” in Section 3.
743https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.42 The Game of Life

Testing Details

App Name: The Game of Life
Package Name: com.marmalade.golmobile
App Developer: Marmalade Game Studio
Version: 2.2.7 (2002007)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.42.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:744

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)

744For an explanation of SDKs, see Section 4.1.2.
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com.marmalade.golmobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google
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F.2.42.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.745

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

745For an explanation of dangerous permissions, see Section 4.3.
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F.2.42.3 Data Transmissions During testing, we observed the following types of user infor-
mation746 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.747

746We define “user information” in Section 3.
747https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.43 Youtubers Life: Gaming Channel

Testing Details

App Name: Youtubers Life: Gaming Channel
Package Name: com.uplayonline.youtubers
App Developer: U-Play Online
Version: 1.5.9 (310552)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.43.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:748

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
748For an explanation of SDKs, see Section 4.1.2.
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com.uplayonline.youtubers: Detected SDKs (Continued)

SDK Purpose Parent Company

Fmod Game Engine Firelight Technologies
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F.2.43.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.749

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

749For an explanation of dangerous permissions, see Section 4.3.
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F.2.43.3 Data Transmissions During testing, we observed the following types of user infor-
mation750 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.751

750We define “user information” in Section 3.
751https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.44 LEGO® Jurassic World™

Testing Details

App Name: LEGO® Jurassic World™
Package Name: com.wb.goog.legojurassicworld
App Developer: Warner Bros. International Enterprises
Version: 2.0.1.18 (20118)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.44.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:752

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

752For an explanation of SDKs, see Section 4.1.2.
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F.2.44.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.753

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

753For an explanation of dangerous permissions, see Section 4.3.
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F.2.44.3 Data Transmissions During testing, we observed the following types of user infor-
mation754 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.755

754We define “user information” in Section 3.
755https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.45 Hey Duggee: The Big Badge App

Testing Details

App Name: Hey Duggee: The Big Badge App
Package Name: com.bbc.heyduggeebigbadgeapp
App Developer: BBC Worldwide (Ltd)
Version: 1.7 (155)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.45.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:756

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
(Table Continues)

756For an explanation of SDKs, see Section 4.1.2.
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com.bbc.heyduggeebigbadgeapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.45.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.757

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

757For an explanation of dangerous permissions, see Section 4.3.
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F.2.45.3 Data Transmissions During testing, we observed the following types of user infor-
mation758 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.759

758We define “user information” in Section 3.
759https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.46 PAW Patrol Pups to the Rescue

Testing Details

App Name: PAW Patrol Pups to the Rescue
Package Name: com.seven2.pawapp2
App Developer: Nickelodeon
Version: 1.4 (248)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.46.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:760

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Gson Development Aid Google

MoPub Advertisement Twitter

(Table Continues)

760For an explanation of SDKs, see Section 4.1.2.
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com.seven2.pawapp2: Detected SDKs (Continued)

SDK Purpose Parent Company

Nokia In-App Payment Payment Nokia

Samsung In-App Purchase Payment Samsung

otto Development Aid Square

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Upsight Mobile Analytics Upsight

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

RxJava Retrofit Development Aid RxJava Retrofit
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F.2.46.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.761

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

761For an explanation of dangerous permissions, see Section 4.3.
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F.2.46.3 Data Transmissions During testing, we observed the following types of user infor-
mation762 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.763

762We define “user information” in Section 3.
763https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.47 Zoombinis

Testing Details

App Name: Zoombinis
Package Name: edu.terc.zoombinis
App Developer: TERC
Version: 1.0.12 (15)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.47.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:764

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

764For an explanation of SDKs, see Section 4.1.2.
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F.2.47.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.765

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

765For an explanation of dangerous permissions, see Section 4.3.
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F.2.47.3 Data Transmissions During testing, we observed the following types of user infor-
mation766 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.767

766We define “user information” in Section 3.
767https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.48 Ski Safari

Testing Details

App Name: Ski Safari
Package Name: com.DefiantDev.SkiSafari
App Developer: Defiant Development
Version: 1.5.4 (19)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.48.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:768

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Amazon Game Studios Game Engine Amazon

Amazon Auth SDK Development Aid Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Analytics Mobile Analytics Amazon

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
768For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.DefiantDev.SkiSafari
http://www.omniture.com
https://games.amazon.com/
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http://www.chartboost.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.DefiantDev.SkiSafari: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Soomla Advertisement Soomla

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies
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F.2.48.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.769

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

769For an explanation of dangerous permissions, see Section 4.3.
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F.2.48.3 Data Transmissions During testing, we observed the following types of user infor-
mation770 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.uca.cloud.unity3d.com (Unity Technolo-
gies)

AAID

live.chartboost.com (Chartboost) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.771

770We define “user information” in Section 3.
771https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.49 Bridge Constructor

Testing Details

App Name: Bridge Constructor
Package Name: com.headupgames.bridgeconstructor
App Developer: ClockStone STUDIO
Version: 8.2 (802416)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.49.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:772

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

(Table Continues)
772For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.headupgames.bridgeconstructor
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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com.headupgames.bridgeconstructor: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-606F-606

https://unity3d.com/
https://www.fmod.org/


F.2.49.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.773

Permission Description Used

No dangerous permissions were requested by the app.

773For an explanation of dangerous permissions, see Section 4.3.
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F.2.49.3 Data Transmissions During testing, we observed the following types of user infor-
mation774 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.775

774We define “user information” in Section 3.
775https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.50 Vector Full

Testing Details

App Name: Vector Full
Package Name: com.nekki.vector.paid
App Developer: NEKKI
Version: 1.2.0 (5000101)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.50.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:776

SDK Purpose Parent Company

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

776For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nekki.vector.paid
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https://www.applovin.com/
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com.nekki.vector.paid: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Immersion TouchSense SDK Development Aid Immersion

Inmobi Advertisement InMobi

Jirbo Development Aid Jirbo
Advertisement

Nine Old Androids Development Aid Nine Old Androids

Tapjoy Advertisement Tapjoy

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
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F.2.50.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.777

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

777For an explanation of dangerous permissions, see Section 4.3.
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F.2.50.3 Data Transmissions During testing, we observed the following types of user infor-
mation778 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

service.sponsorpay.com (Fyber) AAID
connect.tapjoy.com (TapJoy) AAID Android ID
rt.applovin.com (AppLovin) AAID
a.applovin.com (AppLovin) AAID
rpc.tapjoy.com (TapJoy) AAID Android ID
ws.tapjoyads.com (TapJoy) AAID Android ID
d.applovin.com (AppLovin) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.779

778We define “user information” in Section 3.
779https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.51 MathLand Full Version: Mental Math Games for kids

Testing Details

App Name: MathLand Full Version: Mental Math Games for
kids

Package Name: com.EducaGames.MathLandFull
App Developer: Didactoons
Version: 1.95 (195)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.51.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:780

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

780For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.EducaGames.MathLandFull
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https://unity3d.com/
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F.2.51.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.781

Permission Description Used

No dangerous permissions were requested by the app.

781For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-614F-614

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.51.3 Data Transmissions During testing, we observed the following types of user infor-
mation782 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.783

782We define “user information” in Section 3.
783https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.52 Layton: Curious Village in HD

Testing Details

App Name: Layton: Curious Village in HD
Package Name: com.Level5.LT1REU
App Developer: LEVEL-5 Inc.
Version: 1.0.3 (32)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.52.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:784

SDK Purpose Parent Company

Google Play App Market Google Play

784For an explanation of SDKs, see Section 4.1.2.
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F.2.52.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.785

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

785For an explanation of dangerous permissions, see Section 4.3.
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F.2.52.3 Data Transmissions During testing, we observed the following types of user infor-
mation786 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.787

786We define “user information” in Section 3.
787https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-618F-618

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.53 Survivalcraft 2

Testing Details

App Name: Survivalcraft 2
Package Name: com.candyrufusgames.survivalcraft2
App Developer: Candy Rufus Games
Version: 2.2.10.4 (42021004)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.53.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:788

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

788For an explanation of SDKs, see Section 4.1.2.
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F.2.53.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.789

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

789For an explanation of dangerous permissions, see Section 4.3.
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F.2.53.3 Data Transmissions During testing, we observed the following types of user infor-
mation790 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.791

790We define “user information” in Section 3.
791https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.54 Assassin Lord : Idle RPG (BUFF)

Testing Details

App Name: Assassin Lord : Idle RPG (BUFF)
Package Name: com.honeydew.heroassassin2vipb
App Developer: Honeydew Games
Version: 1.0.34 (22)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.54.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:792

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

792For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.honeydew.heroassassin2vipb
https://play.google.com
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com.honeydew.heroassassin2vipb: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-623F-623
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F.2.54.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.793

Permission Description Used

No dangerous permissions were requested by the app.

793For an explanation of dangerous permissions, see Section 4.3.
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F.2.54.3 Data Transmissions During testing, we observed the following types of user infor-
mation794 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
rpc.tapjoy.com (TapJoy) AAID
placements.tapjoy.com (TapJoy) AAID
connect.tapjoy.com (TapJoy) AAID
ws.tapjoyads.com (TapJoy) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.795

794We define “user information” in Section 3.
795https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.55 On Tour Board Game

Testing Details

App Name: On Tour Board Game
Package Name: com.boardgametables.ontour
App Developer: BoardGameTables.com
Version: 0.12.6 (1206)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.55.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:796

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
796For an explanation of SDKs, see Section 4.1.2.
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com.boardgametables.ontour: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

JavaX Annotation API Utility JavaX Annotation API
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F.2.55.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.797

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

797For an explanation of dangerous permissions, see Section 4.3.
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F.2.55.3 Data Transmissions During testing, we observed the following types of user infor-
mation798 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.799

798We define “user information” in Section 3.
799https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.56 Reading Raven: Learn to read phonics adventure

Testing Details

App Name: Reading Raven: Learn to read phonics adventure
Package Name: com.readingraven.android
App Developer: Early Ascent LLC
Version: 1.08 (1008)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.56.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:800

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

800For an explanation of SDKs, see Section 4.1.2.
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F.2.56.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.801

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
CAMERA Required to be able to access the camera device.

801For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-632F-632

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.56.3 Data Transmissions During testing, we observed the following types of user infor-
mation802 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.803

802We define “user information” in Section 3.
803https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.57 Overdrive Premium

Testing Details

App Name: Overdrive Premium
Package Name: com.gsm.overdrivepremium
App Developer: GEMMOB Adventure
Version: 1.8.1 (1810)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.57.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:804

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

804For an explanation of SDKs, see Section 4.1.2.
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com.gsm.overdrivepremium: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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F.2.57.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.805

Permission Description Used

No dangerous permissions were requested by the app.

805For an explanation of dangerous permissions, see Section 4.3.
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F.2.57.3 Data Transmissions During testing, we observed the following types of user infor-
mation806 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.807

806We define “user information” in Section 3.
807https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-637F-637
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F.2.58 Pocket City

Testing Details

App Name: Pocket City
Package Name: com.codebrewgames.pocketcitygame
App Developer: Codebrew Games
Version: 1.1.348 (10448)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.58.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:808

SDK Purpose Parent Company

Google Play App Market Google Play

Apache Cordova Development Aid The Apache Software
Foundation

808For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-638F-638

https://play.google.com/store/apps/details?id=com.codebrewgames.pocketcitygame
https://play.google.com
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F.2.58.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.809

Permission Description Used

No dangerous permissions were requested by the app.

809For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-639F-639
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F.2.58.3 Data Transmissions During testing, we observed the following types of user infor-
mation810 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.811

810We define “user information” in Section 3.
811https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-640F-640
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F.2.59 Marvel Pinball

Testing Details

App Name: Marvel Pinball
Package Name: com.zenstudios.MarvelPinball
App Developer: Zen Studios
Version: 1.8.1 (22)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.59.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:812

SDK Purpose Parent Company

AdColony Advertisement AdColony

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

812For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.zenstudios.MarvelPinball
http://adcolony.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.zenstudios.MarvelPinball: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-642F-642



F.2.59.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.813

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

813For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-643F-643

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.59.3 Data Transmissions During testing, we observed the following types of user infor-
mation814 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.815

814We define “user information” in Section 3.
815https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-644F-644
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F.2.60 Traffix

Testing Details

App Name: Traffix
Package Name: com.infinity.traffix
App Developer: InfinityGames.io
Version: 6.0 (50)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.60.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:816

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)
816For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-645F-645

https://play.google.com/store/apps/details?id=com.infinity.traffix
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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http://fasterxml.com/


com.infinity.traffix: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/api-client-library/java/
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F.2.60.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.817

Permission Description Used

No dangerous permissions were requested by the app.

817For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-647F-647
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F.2.60.3 Data Transmissions During testing, we observed the following types of user infor-
mation818 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
graph.facebook.com (Facebook) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.819

818We define “user information” in Section 3.
819https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-648F-648
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F.2.61 Sky Dancer Premium

Testing Details

App Name: Sky Dancer Premium
Package Name: topebox.game.skydancer.premium
App Developer: TOPEBOX
Version: 4.2.7 (428)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.61.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:820

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
820For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=topebox.game.skydancer.premium
https://developers.facebook.com/docs/android
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


topebox.game.skydancer.premium: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
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F.2.61.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.821

Permission Description Used

No dangerous permissions were requested by the app.

821For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.61.3 Data Transmissions During testing, we observed the following types of user infor-
mation822 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.823

822We define “user information” in Section 3.
823https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-652F-652
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F.2.62 Jet Car Stunts

Testing Details

App Name: Jet Car Stunts
Package Name: com.trueaxis.jetcarstunts
App Developer: True Axis
Version: 1.08 (9)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.62.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:824

SDK Purpose Parent Company

No known SDKs were detected within the app.

824For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.trueaxis.jetcarstunts


F.2.62.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.825

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

825For an explanation of dangerous permissions, see Section 4.3.
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F.2.62.3 Data Transmissions During testing, we observed the following types of user infor-
mation826 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.827

826We define “user information” in Section 3.
827https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.63 Townsmen Premium

Testing Details

App Name: Townsmen Premium
Package Name: com.hg.townsmen7
App Developer: HandyGames
Version: 1.14.3 (79)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.63.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:828

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
828For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hg.townsmen7
http://adcolony.com/
https://play.google.com
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.hg.townsmen7: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

cocos2DX Game Engine cocos2dx

www.appcensus.io F-657F-657

http://www.ironsrc.com
https://moat.com/analytics
http://www.cocos2d-x.org/


F.2.63.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.829

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

829For an explanation of dangerous permissions, see Section 4.3.
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F.2.63.3 Data Transmissions During testing, we observed the following types of user infor-
mation830 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.831

830We define “user information” in Section 3.
831https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.64 Tokaido™

Testing Details

App Name: Tokaido™
Package Name: com.funforgedigital.tokaido
App Developer: Funforge Digital
Version: 1.16.4 (94)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.64.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:832

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
832For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.funforgedigital.tokaido
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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com.funforgedigital.tokaido: Detected SDKs (Continued)

SDK Purpose Parent Company

Fmod Game Engine Firelight Technologies

www.appcensus.io F-661F-661

https://www.fmod.org/


F.2.64.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.833

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

833For an explanation of dangerous permissions, see Section 4.3.
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F.2.64.3 Data Transmissions During testing, we observed the following types of user infor-
mation834 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.835

834We define “user information” in Section 3.
835https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.65 Peppa Pig: Holiday

Testing Details

App Name: Peppa Pig: Holiday
Package Name: com.peppapig.holiday
App Developer: Entertainment One
Version: 1.2.6 (25)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.65.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:836

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

836For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.peppapig.holiday
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F.2.65.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.837

Permission Description Used

No dangerous permissions were requested by the app.

837For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-666F-666

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.65.3 Data Transmissions During testing, we observed the following types of user infor-
mation838 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.839

838We define “user information” in Section 3.
839https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.66 Fieldrunners 2

Testing Details

App Name: Fieldrunners 2
Package Name: com.subatomicstudios.fieldrunners2
App Developer: Subatomic Studios, LLC
Version: 1.8 (18)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.66.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:840

SDK Purpose Parent Company

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Flurry Mobile Analytics Verizon

Fmod Game Engine Firelight Technologies

840For an explanation of SDKs, see Section 4.1.2.
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F.2.66.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.841

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

841For an explanation of dangerous permissions, see Section 4.3.
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F.2.66.3 Data Transmissions During testing, we observed the following types of user infor-
mation842 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.chartboost.com (Chartboost) Android ID
e2-ha.ycpi.aue.yahoo.com (Verizon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.843

842We define “user information” in Section 3.
843https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.67 Hoopa City 2

Testing Details

App Name: Hoopa City 2
Package Name: com.drpanda.city2
App Developer: Dr. Panda
Version: 19.1.87 (191871025)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.67.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:844

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

(Table Continues)
844For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.drpanda.city2
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com.drpanda.city2: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.67.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.845

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

845For an explanation of dangerous permissions, see Section 4.3.
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F.2.67.3 Data Transmissions During testing, we observed the following types of user infor-
mation846 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.847

846We define “user information” in Section 3.
847https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.68 Dr. Panda Restaurant

Testing Details

App Name: Dr. Panda Restaurant
Package Name: com.tribeplay.pandarestaurant
App Developer: Dr. Panda
Version: 2.4 (24)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.68.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:848

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

848For an explanation of SDKs, see Section 4.1.2.
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F.2.68.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.849

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

849For an explanation of dangerous permissions, see Section 4.3.
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F.2.68.3 Data Transmissions During testing, we observed the following types of user infor-
mation850 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.851

850We define “user information” in Section 3.
851https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.69 RollerCoaster Tycoon® Classic

Testing Details

App Name: RollerCoaster Tycoon® Classic
Package Name: com.atari.mobile.rctclassic
App Developer: Atari, Inc.
Version: 1.0.0.1903060 (5)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.69.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:852

SDK Purpose Parent Company

Amazon Game Studios Game Engine Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Auth SDK Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
852For an explanation of SDKs, see Section 4.1.2.
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com.atari.mobile.rctclassic: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies
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F.2.69.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.853

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

853For an explanation of dangerous permissions, see Section 4.3.
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F.2.69.3 Data Transmissions During testing, we observed the following types of user infor-
mation854 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
settings.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.855

854We define “user information” in Section 3.
855https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.70 Monster Numbers Full Version: Math games for kids

Testing Details

App Name: Monster Numbers Full Version: Math games for kids
Package Name: com.playtic.monsternumbersFull
App Developer: Didactoons
Version: 8.53 (853)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.70.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:856

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

856For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-682F-682

https://play.google.com/store/apps/details?id=com.playtic.monsternumbersFull
https://unity3d.com/
https://www.fmod.org/


F.2.70.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.857

Permission Description Used

No dangerous permissions were requested by the app.

857For an explanation of dangerous permissions, see Section 4.3.
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F.2.70.3 Data Transmissions During testing, we observed the following types of user infor-
mation858 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.859

858We define “user information” in Section 3.
859https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.71 Rescue the Enchanter

Testing Details

App Name: Rescue the Enchanter
Package Name: com.lonewolfgames.rescueenchanter
App Developer: Syntaxity
Version: 2.9 (29)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.71.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:860

SDK Purpose Parent Company

Google Play App Market Google Play

Corona Development Aid CoronaLabs
Mobile Analytics

jnlua Development Aid CoronaLabs

860For an explanation of SDKs, see Section 4.1.2.
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F.2.71.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.861

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

861For an explanation of dangerous permissions, see Section 4.3.
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F.2.71.3 Data Transmissions During testing, we observed the following types of user infor-
mation862 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.863

862We define “user information” in Section 3.
863https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.72 LEGO ® Marvel Super Heroes

Testing Details

App Name: LEGO ® Marvel Super Heroes
Package Name: com.wb.lego.marvel
App Developer: Warner Bros. International Enterprises
Version: 2.0.1.12 (20112)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.72.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:864

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

864For an explanation of SDKs, see Section 4.1.2.
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F.2.72.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.865

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

865For an explanation of dangerous permissions, see Section 4.3.
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F.2.72.3 Data Transmissions During testing, we observed the following types of user infor-
mation866 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.867

866We define “user information” in Section 3.
867https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.73 Pandemic: The Board Game

Testing Details

App Name: Pandemic: The Board Game
Package Name: com.f2zentertainment.pandemic
App Developer: Asmodee Digital
Version: 2.2.6-60004084-400ce9c1 (60004084)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.73.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:868

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

868For an explanation of SDKs, see Section 4.1.2.
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com.f2zentertainment.pandemic: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

YouTube Android Player API Development Aid Google

cocos2DX Game Engine cocos2dx
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F.2.73.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.869

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

869For an explanation of dangerous permissions, see Section 4.3.
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F.2.73.3 Data Transmissions During testing, we observed the following types of user infor-
mation870 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.871

870We define “user information” in Section 3.
871https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.74 My Little Princess : Castle

Testing Details

App Name: My Little Princess : Castle
Package Name: mylittleprincess.castle
App Developer: My Town Games Ltd
Version: 1.18 (27)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.74.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:872

SDK Purpose Parent Company

Google Admob Advertisement Google

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
872For an explanation of SDKs, see Section 4.1.2.
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mylittleprincess.castle: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

KIDOZ Advertisement KIDOZ

Parse.com Mobile Analytics Parse
Development Aid

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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F.2.74.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.873

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

873For an explanation of dangerous permissions, see Section 4.3.
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F.2.74.3 Data Transmissions During testing, we observed the following types of user infor-
mation874 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

parseapi.back4app.com (Back4App) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
t.appsflyer.com (AppsFlyer) Android ID AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.875

874We define “user information” in Section 3.
875https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.75 Rush Rally 3

Testing Details

App Name: Rush Rally 3
Package Name: brownmonster.app.game.rushrally3
App Developer: Brownmonster Limited
Version: 1.86 (86)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.75.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:876

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
876For an explanation of SDKs, see Section 4.1.2.
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brownmonster.app.game.rushrally3: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle
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F.2.75.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.877

Permission Description Used

No dangerous permissions were requested by the app.

877For an explanation of dangerous permissions, see Section 4.3.
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F.2.75.3 Data Transmissions During testing, we observed the following types of user infor-
mation878 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
live.chartboost.com (Chartboost) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.879

878We define “user information” in Section 3.
879https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.76 Dr. Panda Restaurant 2

Testing Details

App Name: Dr. Panda Restaurant 2
Package Name: com.tribeplay.pandarestaurant2
App Developer: Dr. Panda
Version: 1.96 (30)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.76.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:880

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
(Table Continues)

880For an explanation of SDKs, see Section 4.1.2.
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com.tribeplay.pandarestaurant2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.76.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.881

Permission Description Used

No dangerous permissions were requested by the app.

881For an explanation of dangerous permissions, see Section 4.3.
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F.2.76.3 Data Transmissions During testing, we observed the following types of user infor-
mation882 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.883

882We define “user information” in Section 3.
883https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.77 Animal Forest : Fuzzy Seasons (Start Pack Edition)

Testing Details

App Name: Animal Forest : Fuzzy Seasons (Start Pack Edition)
Package Name: com.fathermade.animalgarden_se
App Developer: FatherMade
Version: 189 (189)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.77.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:884

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Cauly Advertisement Cauly

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

884For an explanation of SDKs, see Section 4.1.2.
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com.fathermade.animalgarden_se: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

AdFit (Daum) Advertisement Kakao Corp

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.2.77.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.885

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

885For an explanation of dangerous permissions, see Section 4.3.
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F.2.77.3 Data Transmissions During testing, we observed the following types of user infor-
mation886 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.887

886We define “user information” in Section 3.
887https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.2.78 One Deck Dungeon

Testing Details

App Name: One Deck Dungeon
Package Name: com.handelabra.OneDeckDungeon
App Developer: Handelabra Games
Version: 1.4.5 (193)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.78.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:888

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Parse.com Mobile Analytics Parse
Development Aid

(Table Continues)

888For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-711F-711

https://play.google.com/store/apps/details?id=com.handelabra.OneDeckDungeon
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://parse.com/docs/cn/android/guide


com.handelabra.OneDeckDungeon: Detected SDKs (Continued)

SDK Purpose Parent Company

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.2.78.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.889

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

889For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-713F-713

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.78.3 Data Transmissions During testing, we observed the following types of user infor-
mation890 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.891

890We define “user information” in Section 3.
891https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-714F-714

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.79 Teen Titans GO Figure!

Testing Details

App Name: Teen Titans GO Figure!
Package Name: com.turner.ttgfigures2
App Developer: Cartoon Network
Version: 1.1.8 (197)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.79.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:892

SDK Purpose Parent Company

Google Play App Market Google Play

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
892For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-715F-715

https://play.google.com/store/apps/details?id=com.turner.ttgfigures2
https://play.google.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.turner.ttgfigures2: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

otto Development Aid Square

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-716F-716

https://github.com/google/gson
http://square.github.io/otto/
https://unity3d.com/
https://commons.apache.org/
https://hc.apache.org/
https://www.fmod.org/
https://github.com/square/retrofit


F.2.79.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.893

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

893For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-717F-717

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.79.3 Data Transmissions During testing, we observed the following types of user infor-
mation894 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.895

894We define “user information” in Section 3.
895https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-718F-718

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.80 SPACE INVADERS

Testing Details

App Name: SPACE INVADERS
Package Name: jp.co.taito.am.spaceinvaders
App Developer: TAITO Corporation
Version: 1.3.0 (7)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.80.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:896

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

896For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-719F-719

https://play.google.com/store/apps/details?id=jp.co.taito.am.spaceinvaders
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://unity3d.com/
https://www.fmod.org/


www.appcensus.io F-720F-720



F.2.80.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.897

Permission Description Used

No dangerous permissions were requested by the app.

897For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-721F-721

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.80.3 Data Transmissions During testing, we observed the following types of user infor-
mation898 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.899

898We define “user information” in Section 3.
899https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-722F-722

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.81 Talisman

Testing Details

App Name: Talisman
Package Name: com.nomadgames.talisman
App Developer: Nomad Games
Version: 28.00 (280000000)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.81.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:900

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

900For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-723F-723

https://play.google.com/store/apps/details?id=com.nomadgames.talisman
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.2.81.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.901

Permission Description Used

No dangerous permissions were requested by the app.

901For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-724F-724

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.81.3 Data Transmissions During testing, we observed the following types of user infor-
mation902 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.903

902We define “user information” in Section 3.
903https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-725F-725

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.82 BRIO World - Railway

Testing Details

App Name: BRIO World - Railway
Package Name: se.filimundus.briorailway
App Developer: Filimundus AB
Version: 4.0.3 (403)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.82.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:904

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

904For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-726F-726

https://play.google.com/store/apps/details?id=se.filimundus.briorailway
https://unity3d.com/
https://www.fmod.org/


F.2.82.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.905

Permission Description Used

No dangerous permissions were requested by the app.

905For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-727F-727

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.82.3 Data Transmissions During testing, we observed the following types of user infor-
mation906 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.uca.cloud.unity3d.com (Unity Technolo-
gies)

Android ID AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.907

906We define “user information” in Section 3.
907https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-728F-728

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.83 Jazza’s Arty Games

Testing Details

App Name: Jazza’s Arty Games
Package Name: com.JazzaStudios.JazzasArtyGames
App Developer: Jazza Studios
Version: 2.1.0 (210)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.83.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:908

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
908For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-729F-729

https://play.google.com/store/apps/details?id=com.JazzaStudios.JazzasArtyGames
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://unity3d.com/


com.JazzaStudios.JazzasArtyGames: Detected SDKs (Continued)

SDK Purpose Parent Company

Fmod Game Engine Firelight Technologies

www.appcensus.io F-730F-730

https://www.fmod.org/


F.2.83.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.909

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

909For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-731F-731

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.83.3 Data Transmissions During testing, we observed the following types of user infor-
mation910 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.911

910We define “user information” in Section 3.
911https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-732F-732

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.84 Toca Boo

Testing Details

App Name: Toca Boo
Package Name: com.tocaboca.tocaboo
App Developer: Toca Boca
Version: 1.0.1-play (2823)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.84.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:912

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

MixPanel Mobile Analytics Mixpanel

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)

912For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-733F-733

https://play.google.com/store/apps/details?id=com.tocaboca.tocaboo
https://www.adjust.com/
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://mixpanel.com/
https://unity3d.com/


com.tocaboca.tocaboo: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

www.appcensus.io F-734F-734

https://commons.apache.org/
https://hc.apache.org/
https://www.fmod.org/


F.2.84.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.913

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

913For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-735F-735

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.84.3 Data Transmissions During testing, we observed the following types of user infor-
mation914 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.915

914We define “user information” in Section 3.
915https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-736F-736

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.85 Gem Miner 2

Testing Details

App Name: Gem Miner 2
Package Name: au.com.phil.mine2
App Developer: Psym Mobile
Version: 1.6.4 (47)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.85.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:916

SDK Purpose Parent Company

Google Play App Market Google Play

916For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-737F-737

https://play.google.com/store/apps/details?id=au.com.phil.mine2
https://play.google.com


F.2.85.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.917

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

917For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-738F-738

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.85.3 Data Transmissions During testing, we observed the following types of user infor-
mation918 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.919

918We define “user information” in Section 3.
919https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-739F-739

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.86 Dr. Panda Firefighters

Testing Details

App Name: Dr. Panda Firefighters
Package Name: com.tribeplay.pandafirestation
App Developer: Dr. Panda
Version: 1.0 (4)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.86.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:920

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

920For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-740F-740

https://play.google.com/store/apps/details?id=com.tribeplay.pandafirestation
https://play.google.com
https://flurry.com
https://prime31.com
https://unity3d.com/
https://www.fmod.org/


F.2.86.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.921

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

921For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-741F-741

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.86.3 Data Transmissions During testing, we observed the following types of user infor-
mation922 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.923

922We define “user information” in Section 3.
923https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-742F-742

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.87 My PlayHome School

Testing Details

App Name: My PlayHome School
Package Name: com.playhome.school
App Developer: Shimon Young : Play Home Software
Version: 3.6.3.24 (1527105012)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.87.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:924

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Mono for Android Development Aid Mono for Android

924For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-743F-743

https://play.google.com/store/apps/details?id=com.playhome.school
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
http://www.mono-project.com/


F.2.87.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.925

Permission Description Used

RECORD_AUDIO Allows an application to record audio.

925For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-744F-744

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.87.3 Data Transmissions During testing, we observed the following types of user infor-
mation926 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.927

926We define “user information” in Section 3.
927https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-745F-745

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.88 Gruffalo: Games

Testing Details

App Name: Gruffalo: Games
Package Name: air.com.magiclightpictures.gruffalogamesAndroid
App Developer: Magic Light Pictures
Version: 1.1.1 (1001001)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.88.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:928

SDK Purpose Parent Company

Adobe Air Development Aid Adobe

Adobe FlashPlayer Development Aid Adobe

928For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-746F-746

https://play.google.com/store/apps/details?id=air.com.magiclightpictures.gruffalogamesAndroid
http://www.adobe.com/cn/devnet/air/air_for_android.html


F.2.88.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.929

Permission Description Used

No dangerous permissions were requested by the app.

929For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-747F-747

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.88.3 Data Transmissions During testing, we observed the following types of user infor-
mation930 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.931

930We define “user information” in Section 3.
931https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-748F-748

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.89 Dr. Panda Racers

Testing Details

App Name: Dr. Panda Racers
Package Name: com.drpanda.racers
App Developer: Dr. Panda
Version: 1.0 (2)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.89.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:932

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
(Table Continues)

932For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-749F-749

https://play.google.com/store/apps/details?id=com.drpanda.racers
https://play.google.com
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://prime31.com


com.drpanda.racers: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-750F-750

https://unity3d.com/
https://www.fmod.org/


F.2.89.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.933

Permission Description Used

No dangerous permissions were requested by the app.

933For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-751F-751

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.89.3 Data Transmissions During testing, we observed the following types of user infor-
mation934 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.935

934We define “user information” in Section 3.
935https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-752F-752

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.90 Idle Train Station Tycoon : Money Clicker Inc.

Testing Details

App Name: Idle Train Station Tycoon : Money Clicker Inc.
Package Name: com.medu.Idle.Train.Station.Tycoon.Money.Clicker
App Developer: MEDU
Version: 1.2.2 (22)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.90.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:936

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

936For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-753F-753

https://play.google.com/store/apps/details?id=com.medu.Idle.Train.Station.Tycoon.Money.Clicker
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.medu.Idle.Train.Station.Tycoon.Money.Clicker: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-754F-754

https://unity3d.com/
https://www.fmod.org/


F.2.90.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.937

Permission Description Used

No dangerous permissions were requested by the app.

937For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-755F-755

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.90.3 Data Transmissions During testing, we observed the following types of user infor-
mation938 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.939

938We define “user information” in Section 3.
939https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-756F-756

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.91 Bing: Baking Game

Testing Details

App Name: Bing: Baking Game
Package Name: com.acamar.bingbaking
App Developer: Acamar Films
Version: 1.3.2 (10302)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.91.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:940

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

940For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-757F-757

https://play.google.com/store/apps/details?id=com.acamar.bingbaking
https://unity3d.com/
https://www.fmod.org/


F.2.91.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.941

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

941For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-758F-758

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.91.3 Data Transmissions During testing, we observed the following types of user infor-
mation942 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data-optout-service.uca.cloud.unity3d.com
(Unity Technologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
perf-events.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.943

942We define “user information” in Section 3.
943https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-759F-759

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.92 Dr. Panda Train

Testing Details

App Name: Dr. Panda Train
Package Name: com.drpanda.train
App Developer: Dr. Panda
Version: 1.02 (3)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.92.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:944

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
(Table Continues)

944For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-760F-760

https://play.google.com/store/apps/details?id=com.drpanda.train
https://play.google.com
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://prime31.com


com.drpanda.train: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-761F-761

https://unity3d.com/
https://www.fmod.org/


F.2.92.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.945

Permission Description Used

No dangerous permissions were requested by the app.

945For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-762F-762

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.92.3 Data Transmissions During testing, we observed the following types of user infor-
mation946 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

api.uca.cloud.unity3d.com (Unity Technolo-
gies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.947

946We define “user information” in Section 3.
947https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-763F-763

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.93 Kids Learn About Animals

Testing Details

App Name: Kids Learn About Animals
Package Name: net.cleverbit.LearnAnimalsEx
App Developer: CLEVERBIT
Version: 8.1 (200810)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.93.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:948

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

AppMetrica Mobile Analytics Yandex

Fmod Game Engine Firelight Technologies

948For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-764F-764

https://play.google.com/store/apps/details?id=net.cleverbit.LearnAnimalsEx
https://unity3d.com/
https://tech.yandex.com/metrica-mobile-sdk/
https://www.fmod.org/


F.2.93.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.949

Permission Description Used

No dangerous permissions were requested by the app.

949For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-765F-765

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.93.3 Data Transmissions During testing, we observed the following types of user infor-
mation950 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID BT Name
report.appmetrica.yandex.net (Yandex) AAID Android ID
startup.mobile.yandex.net (Yandex) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

rosenberg.appmetrica.yandex.net (Yandex) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.951

950We define “user information” in Section 3.
951https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-766F-766

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.94 Classic Sudoku

Testing Details

App Name: Classic Sudoku
Package Name: com.StudioGoya.ClassicSudoku
App Developer: Studio Goya LLC
Version: 1.06 (7)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.94.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:952

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

952For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-767F-767

https://play.google.com/store/apps/details?id=com.StudioGoya.ClassicSudoku
https://unity3d.com/
https://www.fmod.org/


F.2.94.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.953

Permission Description Used

No dangerous permissions were requested by the app.

953For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-768F-768

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.94.3 Data Transmissions During testing, we observed the following types of user infor-
mation954 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.955

954We define “user information” in Section 3.
955https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-769F-769

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.95 Dr. Panda School

Testing Details

App Name: Dr. Panda School
Package Name: com.drpanda.school
App Developer: Dr. Panda
Version: 1.2 (4)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.95.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:956

SDK Purpose Parent Company

Google Play App Market Google Play

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

prime[31] Development Aid prime[31] - MikΞ
(Table Continues)

956For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-770F-770

https://play.google.com/store/apps/details?id=com.drpanda.school
https://play.google.com
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://prime31.com


com.drpanda.school: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-771F-771

https://unity3d.com/
https://www.fmod.org/


F.2.95.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.957

Permission Description Used

No dangerous permissions were requested by the app.

957For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-772F-772

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.95.3 Data Transmissions During testing, we observed the following types of user infor-
mation958 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.959

958We define “user information” in Section 3.
959https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-773F-773

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.96 My PlayHome : Play Home Doll House

Testing Details

App Name: My PlayHome : Play Home Doll House
Package Name: com.playhome
App Developer: Shimon Young : Play Home Software
Version: 3.6.2.24 (1527105011)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.96.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:960

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Mono for Android Development Aid Mono for Android

960For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-774F-774

https://play.google.com/store/apps/details?id=com.playhome
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
http://www.mono-project.com/


F.2.96.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.961

Permission Description Used

No dangerous permissions were requested by the app.

961For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-775F-775

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.96.3 Data Transmissions During testing, we observed the following types of user infor-
mation962 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.963

962We define “user information” in Section 3.
963https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-776F-776

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.97 Geometry Dash

Testing Details

App Name: Geometry Dash
Package Name: com.robtopx.geometryjump
App Developer: RobTop Games
Version: 2.111 (33)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.97.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:964

SDK Purpose Parent Company

Everyplay Game Engine EveryplayJP

cocos2DX Game Engine cocos2dx

Fmod Game Engine Firelight Technologies

964For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-777F-777

https://play.google.com/store/apps/details?id=com.robtopx.geometryjump
https://everyplay.com/
http://www.cocos2d-x.org/
https://www.fmod.org/


F.2.97.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.965

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

965For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-778F-778

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.97.3 Data Transmissions During testing, we observed the following types of user infor-
mation966 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.967

966We define “user information” in Section 3.
967https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-779F-779

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.98 Kindergarten Kids Learning: Fun Educational Games

Testing Details

App Name: Kindergarten Kids Learning: Fun Educational
Games

Package Name: com.greysprings.kindergarten8
App Developer: Greysprings
Version: 6.3.4.2 (821246342)
Release Date: May 07, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.98.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:968

SDK Purpose Parent Company

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

968For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-780F-780

https://play.google.com/store/apps/details?id=com.greysprings.kindergarten8
https://play.google.com/store/apps/details?id=com.greysprings.kindergarten8
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.greysprings.kindergarten8: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

KIDOZ Advertisement KIDOZ

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

(Table Continues)

www.appcensus.io F-781F-781

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://kidoz.net/kidoz-sdk/
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/smarek/httpclient-android


com.greysprings.kindergarten8: Detected SDKs (Continued)

SDK Purpose Parent Company

cocos2DX Game Engine cocos2dx

Millennial Media Advertisement Verizon

Nexage SourceKit-MRAID(part of MillennialMedia) Advertisement Verizon

www.appcensus.io F-782F-782

http://www.cocos2d-x.org/
http://www.nexage.com
http://nexage.com/


F.2.98.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.969

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

969For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-783F-783

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.98.3 Data Transmissions During testing, we observed the following types of user infor-
mation970 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads.api.vungle.com (Vungle) AAID
api.vungle.com (Vungle) AAID
sdk-api.kidoz.net (KIDOZ) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.971

970We define “user information” in Section 3.
971https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-784F-784

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.99 Mini Metro

Testing Details

App Name: Mini Metro
Package Name: nz.co.codepoint.minimetro
App Developer: Dinosaur Polo Club
Version: 2.41.0 (69)
Release Date: May 14, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.99.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:972

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
972For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-785F-785

https://play.google.com/store/apps/details?id=nz.co.codepoint.minimetro
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://unity3d.com/


nz.co.codepoint.minimetro: Detected SDKs (Continued)

SDK Purpose Parent Company

Fmod Game Engine Firelight Technologies

www.appcensus.io F-786F-786

https://www.fmod.org/


F.2.99.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.973

Permission Description Used

No dangerous permissions were requested by the app.

973For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-787F-787

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.99.3 Data Transmissions During testing, we observed the following types of user infor-
mation974 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.975

974We define “user information” in Section 3.
975https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-788F-788

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.2.100 Mega Mall Story2

Testing Details

App Name: Mega Mall Story2
Package Name: net.kairosoft.android.depart2
App Developer: Kairosoft Co.,Ltd
Version: 1.1.7 (18)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.2.100.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:976

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)

976For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-789F-789

https://play.google.com/store/apps/details?id=net.kairosoft.android.depart2
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://unity3d.com/


net.kairosoft.android.depart2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-790F-790

https://www.fmod.org/


F.2.100.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.977

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

977For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-791F-791

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.2.100.3 Data Transmissions During testing, we observed the following types of user in-
formation978 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.979

978We define “user information” in Section 3.
979https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-792F-792

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3 Other Apps

F.3.1 TikTok - Make Your Day

Testing Details

App Name: TikTok - Make Your Day
Package Name: com.zhiliaoapp.musically
App Developer: TikTok Inc.
Version: 15.7.45 (2021507450)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.1.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:980

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Jpush Development Aid Aurora
Push Notifications
Mobile Analytics

Fastjson Development Aid Alibaba.com

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Baidu APP SDK Development Aid Baidu

(Table Continues)

980For an explanation of SDKs, see Section 4.1.2.
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com.zhiliaoapp.musically: Detected SDKs (Continued)

SDK Purpose Parent Company

baidu push service Development Aid Baidu
Push Notifications

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

getui Advertisement getui
Mobile Analytics

(Table Continues)
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com.zhiliaoapp.musically: Detected SDKs (Continued)

SDK Purpose Parent Company

Push Notifications

OkHttp Development Aid OkHttp

Apache Common Development Aid The Apache Software
Foundation

Apache Harmony Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Json org Development Aid Json org

Messagepack Utility Messagepack
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F.3.1.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.981

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.

981For an explanation of dangerous permissions, see Section 4.3.
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F.3.1.3 Data Transmissions During testing, we observed the following types of user infor-
mation982 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dm16.musical.ly (TikTok) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.983

982We define “user information” in Section 3.
983https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.2 realestate.com.au - Buy, Rent & Sell Property

Testing Details

App Name: realestate.com.au - Buy, Rent & Sell Property
Package Name: au.com.realestate.app
App Developer: realestate.com.au
Version: 5.68.0 (1810018215)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.2.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:984

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

984For an explanation of SDKs, see Section 4.1.2.
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au.com.realestate.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Krux Mobile Analytics Salesforce

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Nielsen Mobile Analytics Nielsen

Optimizely Mobile Analytics Optimizely

Tealium Mobile Analytics Tealium

Apache Common Development Aid The Apache Software
Foundation

PrettyTime Development Aid OCPsoft
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F.3.2.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.985

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

985For an explanation of dangerous permissions, see Section 4.3.
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F.3.2.3 Data Transmissions During testing, we observed the following types of user infor-
mation986 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sasinator.realestate.com.au
(realestate.com.au)

AAID

cdn.krxd.net (PerfectPrivacy) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
mobile-collector.newrelic.com (New Relic) AAID
graph.facebook.com (Facebook) AAID
pixel.mathtag.com (MediaMath) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.987

986We define “user information” in Section 3.
987https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.3 Tinder

Testing Details

App Name: Tinder
Package Name: com.tinder
App Developer: Tinder
Version: 11.14.0 (11140043)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.3.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:988

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Esoteric Software 2D Development Aid Esoteric Software

Facebook Social Network Facebook
Advertisement

(Table Continues)

988For an explanation of SDKs, see Section 4.1.2.
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com.tinder: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Tinder Analytics Mobile Analytics Tinder
(Table Continues)
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com.tinder: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unionpay Payment China UnionPay

Zip4j Development Aid Srikanth Lingala

Tencent Login Social Network Tencent

Android Viewpagerindicator Widget Development Aid Jake Wharton

EventBus Development Aid greenrobot /Markus
Junginger

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

SnakeYAML Development Aid SnakeYAML
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F.3.3.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.989

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

989For an explanation of dangerous permissions, see Section 4.3.
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F.3.3.3 Data Transmissions During testing, we observed the following types of user infor-
mation990 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.branch.io (Branch Metrics) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID
etl.tindersparks.com (Unknown) GPS Location Coarse Location

AAID Android ID
graph.facebook.com (Facebook) AAID
api.gotinder.com (Match) GPS Location Coarse Location

Email Name
keepalive.gotinder.com (Tinder) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.991

990We define “user information” in Section 3.
991https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.4 Hangouts

Testing Details

App Name: Hangouts
Package Name: com.google.android.talk
App Developer: Google LLC
Version: 33.0.303435107 (26266320)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.4.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:992

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

992For an explanation of SDKs, see Section 4.1.2.
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F.3.4.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.993

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

993For an explanation of dangerous permissions, see Section 4.3.
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F.3.4.3 Data Transmissions During testing, we observed the following types of user infor-
mation994 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.995

994We define “user information” in Section 3.
995https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.5 Waze - GPS, Maps, Traffic Alerts & Live Navigation

Testing Details

App Name: Waze - GPS, Maps, Traffic Alerts & Live Navigation
Package Name: com.waze
App Developer: Waze
Version: 4.62.1.0 (1022020)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.5.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:996

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

996For an explanation of SDKs, see Section 4.1.2.
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com.waze: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AChartEngine Development Aid AChartEngine
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F.3.5.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.997

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

997For an explanation of dangerous permissions, see Section 4.3.
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F.3.5.3 Data Transmissions During testing, we observed the following types of user infor-
mation998 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

rtproxy-row.waze.com (Google) GPS Location AAID
cresg.waze.com (Google) BT SSID
maps.googleapis.com (Google) GPS Location
gapi.waze.com (Google) GPS Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.999

998We define “user information” in Section 3.
999https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.6 AFL Live Official App

Testing Details

App Name: AFL Live Official App
Package Name: com.telstra.android.afl
App Developer: Telstra Corporation Ltd.
Version: 06.02.40877 (40877)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.6.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1000

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

badlogic Game Engine badlogic

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Conviva Mobile Analytics Conviva
Advertisement

Crashlytics Mobile Analytics Google

Dynatrace Mobile Analytics Compuware
Development Aid

Facebook Social Network Facebook
Advertisement

(Table Continues)

1000For an explanation of SDKs, see Section 4.1.2.
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com.telstra.android.afl: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

J256 Development Aid J256

Nielsen Mobile Analytics Nielsen

Splunk MINT Mobile Analytics Splunk

Branch Mobile Analytics Branch Metrics
Advertisement

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)
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com.telstra.android.afl: Detected SDKs (Continued)

SDK Purpose Parent Company

XML Pull Development Aid XML Pull
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F.3.6.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1001

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1001For an explanation of dangerous permissions, see Section 4.3.
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F.3.6.3 Data Transmissions During testing, we observed the following types of user infor-
mation1002 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

telstra.demdex.net (Adobe) AAID
graph.facebook.com (Facebook) AAID
infos.telstra.com.au (Telstra) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
dpm.demdex.net (Adobe) AAID
settings.crashlytics.com (Google) AAID Android ID
api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1003

1002We define “user information” in Section 3.
1003https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-818F-818

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.7 AliExpress - Smarter Shopping, Better Living

Testing Details

App Name: AliExpress - Smarter Shopping, Better Living
Package Name: com.alibaba.aliexpresshd
App Developer: Alibaba Mobile
Version: 8.9.1 (320)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.7.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1004

SDK Purpose Parent Company

Umeng push Development Aid Alibaba
Push Notifications

Fastjson Development Aid Alibaba.com

Alibaba MTL Development Aid Alibaba

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Android Support v4 Development Aid Google

Alipay Payment Alipay

Glide Development Aid Bump Technologies

(Table Continues)

1004For an explanation of SDKs, see Section 4.1.2.
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com.alibaba.aliexpresshd: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Taobao ACCS Development Aid Taobao

Baidu Mobile Ads Advertisement Baidu

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

EventBus Development Aid greenrobot /Markus
Junginger

(Table Continues)
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com.alibaba.aliexpresshd: Detected SDKs (Continued)

SDK Purpose Parent Company

AltBeacon Development Aid AltBeacon

Umeng U-push (Old version called agoo) Development Aid Alibaba
Push Notifications
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https://altbeacon.org
http://dev.umeng.com/push/android/integration


F.3.7.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1005

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1005For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.7.3 Data Transmissions During testing, we observed the following types of user infor-
mation1006 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleadservices.com (Google) AAID
198.11.132.83 (Unknown) AAID
acs.m.taobao.com (Taobao) Android ID WiFi MAC
acs.aliexpress.com (AliExpress) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1007

1006We define “user information” in Section 3.
1007https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.8 Domain - Buy, rent or sell property & real estate

Testing Details

App Name: Domain - Buy, rent or sell property & real estate
Package Name: com.fairfax.domain
App Developer: Domain Holdings Australia
Version: 9.8.0 (2020050323)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.8.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1008

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1008For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fairfax.domain
https://www.adjust.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.fairfax.domain: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Krux Mobile Analytics Salesforce

Nielsen Mobile Analytics Nielsen

Nine Old Androids Development Aid Nine Old Androids

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://www.salesforce.com/products/marketing-cloud/data-management
https://www.nielsen.com
https://github.com/JakeWharton/NineOldAndroids


com.fairfax.domain: Detected SDKs (Continued)

SDK Purpose Parent Company

otto Development Aid Square

Tape by Square Utility Square

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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http://square.github.io/otto/
https://github.com/square/tape
https://commons.apache.org/
http://www.joda.org/joda-time/


F.3.8.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1009

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1009For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.8.3 Data Transmissions During testing, we observed the following types of user infor-
mation1010 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdn.krxd.net (PerfectPrivacy) AAID
app.adjust.com (Adjust) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
graph.facebook.com (Facebook) AAID
consumer.krxd.net (Salesforce) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1011

1010We define “user information” in Section 3.
1011https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.9 Nova Launcher

Testing Details

App Name: Nova Launcher
Package Name: com.teslacoilsw.launcher
App Developer: TeslaCoil Software
Version: 6.2.12 (62012)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.9.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1012

SDK Purpose Parent Company

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Roboguice Development Aid Square

(Table Continues)

1012For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-829F-829

https://play.google.com/store/apps/details?id=com.teslacoilsw.launcher
https://www.bugsnag.com/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/roboguice/roboguice


com.teslacoilsw.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

PrettyTime Development Aid OCPsoft
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https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://github.com/ocpsoft/prettytime


F.3.9.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1013

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
CAMERA Required to be able to access the camera device.

1013For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.9.3 Data Transmissions During testing, we observed the following types of user infor-
mation1014 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1015

1014We define “user information” in Section 3.
1015https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.10 Pokémon GO

Testing Details

App Name: Pokémon GO
Package Name: com.nianticlabs.pokemongo
App Developer: Niantic, Inc.
Version: 0.173.2 (2020042001)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.10.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1016

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

1016For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nianticlabs.pokemongo
https://www.adjust.com/
https://play.google.com
http://www.mono-project.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.nianticlabs.pokemongo: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

HelpShift Mobile Analytics HelpShift

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://www.helpshift.com
https://unity3d.com/
https://www.fmod.org/


F.3.10.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1017

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1017For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.10.3 Data Transmissions During testing, we observed the following types of user infor-
mation1018 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
niantic.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1019

1018We define “user information” in Section 3.
1019https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.11 ABC NEWS

Testing Details

App Name: ABC NEWS
Package Name: android.AbcApplication
App Developer: Australian Broadcasting Corporation
Version: 6.6.2 (4787)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.11.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1020

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Chartbeat Mobile Analytics Chartbeat

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
1020For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=android.AbcApplication
http://mvnrepository.com/artifact/com.amazonaws
https://developer.android.com/training/volley/index.html
https://chartbeat.com/
http://try.crashlytics.com
https://developers.facebook.com
https://flurry.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary


android.AbcApplication: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics

Roboguice Development Aid Square

picasso Development Aid Square Inc.

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-838F-838

https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://www.nielsen.com
https://snowplowanalytics.com/
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http://www.joda.org/joda-time/


F.3.11.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1021

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1021For an explanation of dangerous permissions, see Section 4.3.
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F.3.11.3 Data Transmissions During testing, we observed the following types of user infor-
mation1022 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
graph.facebook.com (Facebook) AAID
collector.abc.net.au (Australian Broadcast-
ing)

Android ID AAID

data.flurry.com (Verizon) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1023

1022We define “user information” in Section 3.
1023https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.12 ABC iview

Testing Details

App Name: ABC iview
Package Name: au.net.abc.iview
App Developer: Australian Broadcasting Corporation
Version: 4.8.1 (3081)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.12.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1024

SDK Purpose Parent Company

AndroidQuery Development Aid Android Query

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1024For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.net.abc.iview
https://github.com/androidquery/androidquery/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


au.net.abc.iview: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Gigya Mobile Analytics SAP

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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https://www.gigya.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://junit.org/
http://www.kxml.org/
http://www.xmlpull.org/


F.3.12.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1025

Permission Description Used

No dangerous permissions were requested by the app.

1025For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-843F-843
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F.3.12.3 Data Transmissions During testing, we observed the following types of user infor-
mation1026 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

socialize.au1.gigya.com (SAP) Android ID
deliver.oztam.com.au (OzTAM Pty) AAID
graph.facebook.com (Facebook) AAID
collector.abc.net.au (Australian Broadcast-
ing)

AAID Android ID

secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1027

1026We define “user information” in Section 3.
1027https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.13 Amazon Kindle

Testing Details

App Name: Amazon Kindle
Package Name: com.amazon.kindle
App Developer: Amazon Mobile LLC
Version: 8.30.0.100(1.3.221414.0) (1215823973)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.13.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1028

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Amazon AWS Development Aid Amazon

Google Gson Development Aid Google

Flurry Mobile Analytics Verizon

Jackson Json-processor Utility The Codehaus

Android Support v4 Development Aid Google

Guice Development Aid Google

Google Protocol Buffers Development Aid Google

(Table Continues)

1028For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amazon.kindle
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
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https://github.com/google/guice
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com.amazon.kindle: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org

Roboguice Development Aid Square

Volley HTTP library Development Aid Google
Networking

Alipay Payment Alipay

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Localytics Mobile Analytics Localytics

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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F.3.13.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1029

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1029For an explanation of dangerous permissions, see Section 4.3.
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F.3.13.3 Data Transmissions During testing, we observed the following types of user infor-
mation1030 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mads.amazon-adsystem.com (Amazon) AAID
det-ta-g7g.amazon.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1031

1030We define “user information” in Section 3.
1031https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.14 Kik

Testing Details

App Name: Kik
Package Name: kik.android
App Developer: Kik Interactive
Version: 15.22.0.22321 (30000549)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.14.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1032

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)

1032For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-849F-849

https://play.google.com/store/apps/details?id=kik.android
https://play.google.com
https://developer.android.com/training/volley/index.html
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kik.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Disk LRU Cache Development Aid Jake Wharton

MixPanel Mobile Analytics Mixpanel

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
(Table Continues)
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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kik.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Bouncy Castle Development Aid Bouncy Castles

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle

RxJava Retrofit Development Aid RxJava Retrofit
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https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2
https://commons.apache.org/
https://eclipse.org/aspectj/
http://www.bouncycastle.org/java.html
http://www.slf4j.org/
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F.3.14.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1033

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1033For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.14.3 Data Transmissions During testing, we observed the following types of user infor-
mation1034 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

prod.whisper.sh (WhisperText) Android ID
talk15220an.kik.com (Kik) Android ID Email
clientmetrics-augmentum.kik.com (Kik) Android ID
api.branch.io (Branch Metrics) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1035

1034We define “user information” in Section 3.
1035https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-853F-853

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.15 TripView Lite

Testing Details

App Name: TripView Lite
Package Name: com.grofsoft.tripview.lite
App Developer: TripView Pty Ltd
Version: 3.9.2 (549)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.15.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1036

SDK Purpose Parent Company

Bugsnag Mobile Analytics Bugsnag

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Inmobi Advertisement InMobi

1036For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.grofsoft.tripview.lite
https://www.bugsnag.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://inmobi.com


F.3.15.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1037

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1037For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.15.3 Data Transmissions During testing, we observed the following types of user infor-
mation1038 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

view.adjust.com (Adjust) AAID
tr-asia.adsmoloco.com (Moloco) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1039

1038We define “user information” in Section 3.
1039https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.16 IMDb Movies & TV Shows: Trailers, Reviews, Tickets

Testing Details

App Name: IMDb Movies & TV Shows: Trailers, Reviews, Tickets
Package Name: com.imdb.mobile
App Developer: IMDb
Version: 8.1.7.108170102 (108170102)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.16.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1040

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1040For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.imdb.mobile
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/manage/analytics/docs/analytics-for-android-fire-os
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://github.com/bumptech/glide/
https://www.comscore.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.imdb.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JW Player Advertisement JW Player

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
https://jwplayer.com
https://www.tune.com


com.imdb.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

SLF4J Development Aid SLF4J
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http://www.slf4j.org/


F.3.16.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1041

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1041For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.16.3 Data Transmissions During testing, we observed the following types of user infor-
mation1042 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
sb.scorecardresearch.com (comScore) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1043

1042We define “user information” in Section 3.
1043https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.17 Bumble - Dating, Friends & Business

Testing Details

App Name: Bumble - Dating, Friends & Business
Package Name: com.bumble.app
App Developer: Bumble Holding Limited
Version: 5.168.1 (2029)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.17.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1044

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
1044For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bumble.app
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.bumble.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Tencent Login Social Network Tencent
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://connect.qq.com


F.3.17.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1045

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1045For an explanation of dangerous permissions, see Section 4.3.
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F.3.17.3 Data Transmissions During testing, we observed the following types of user infor-
mation1046 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bma.bumble.com (Bumble) AAID
graph.facebook.com (Facebook) AAID
attr.appsflyer.com (AppsFlyer) AAID
eu1.bumble.com (Bumble) AAID
launches.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1047

1046We define “user information” in Section 3.
1047https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.18 7plus

Testing Details

App Name: 7plus
Package Name: com.swm.live
App Developer: Seven West Media
Version: 4.14.1 (53637)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.18.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1048

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Gigya Mobile Analytics SAP

(Table Continues)
1048For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.swm.live
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.gigya.com


com.swm.live: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Lotame Mobile Analytics Lotame

Moat Mobile Analytics Oracle

Nielsen Mobile Analytics Nielsen

Salesforce Marketing Cloud Advertisement Salesforce

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

(Table Continues)
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://integralads.com
https://www.lotame.com/
https://moat.com/analytics
https://www.nielsen.com
https://www.salesforce.com/products/marketing-cloud/
https://snowplowanalytics.com/
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com.swm.live: Detected SDKs (Continued)

SDK Purpose Parent Company

MaterialProgressBar Development Aid MaterialProgressBar
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https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.18.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1049

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1049For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.18.3 Data Transmissions During testing, we observed the following types of user infor-
mation1050 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
market-cdn.swm.digital (7plus) Coarse Location
bcp.crwdcntrl.net (Lotame) AAID
mcdk24jjpx196h2xh08js-12-
r3m.device.marketingcloudapis.com (Un-
known)

AAID

secure-dcr.imrworldwide.com (Nielsen) AAID
snowplow.swm.digital (7plus) GPS Location Coarse Location

AAID
accounts.au1.gigya.com (SAP) Android ID
socialize.au1.gigya.com (SAP) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1051

1050We define “user information” in Section 3.
1051https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.19 Australia Post

Testing Details

App Name: Australia Post
Package Name: au.com.auspost.android
App Developer: Australia Post Digital
Version: 6.2- (290)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.19.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1052

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Volley HTTP library Development Aid Google
Networking

Bugfender Mobile Analytics Mobile Jazz

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1052For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.auspost.android
http://www.omniture.com
https://developer.android.com/training/volley/index.html
https://bugfender.com/
http://try.crashlytics.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


au.com.auspost.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

Joda Time Development Aid Stephen Colebourne

jUnit Java Unit Test Development Aid JUnit Team
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https://github.com/google/guava
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/zxing/zxing
https://commons.apache.org/
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http://junit.org/


F.3.19.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1053

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1053For an explanation of dangerous permissions, see Section 4.3.
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F.3.19.3 Data Transmissions During testing, we observed the following types of user infor-
mation1054 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1055

1054We define “user information” in Section 3.
1055https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.20 8 Ball Pool

Testing Details

App Name: 8 Ball Pool
Package Name: com.miniclip.eightballpool
App Developer: Miniclip.com
Version: 4.8.5 (2238)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.20.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1056

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1056For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.miniclip.eightballpool
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
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http://try.crashlytics.com
https://developers.facebook.com
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com.miniclip.eightballpool: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Jirbo Development Aid Jirbo
Advertisement

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

(Table Continues)
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com.miniclip.eightballpool: Detected SDKs (Continued)

SDK Purpose Parent Company

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Jsoup Development Aid Jsoup
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https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
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http://jsoup.org/


F.3.20.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1057

Permission Description Used

No dangerous permissions were requested by the app.

1057For an explanation of dangerous permissions, see Section 4.3.
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F.3.20.3 Data Transmissions During testing, we observed the following types of user infor-
mation1058 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
newsfeed.miniclippt.com (Tencent) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1059

1058We define “user information” in Section 3.
1059https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.21 Android Auto - Google Maps, Media & Messaging

Testing Details

App Name: Android Auto - Google Maps, Media & Messaging
Package Name: com.google.android.projection.gearhead
App Developer: Google LLC
Version: 5.2.501054-release (52501054)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.21.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1060

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Apache Common Development Aid The Apache Software
Foundation

1060For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.projection.gearhead
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://commons.apache.org/


F.3.21.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1061

Permission Description Used

SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1061For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.21.3 Data Transmissions During testing, we observed the following types of user infor-
mation1062 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1063

1062We define “user information” in Section 3.
1063https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-882F-882

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.22 DuckDuckGo Privacy Browser

Testing Details

App Name: DuckDuckGo Privacy Browser
Package Name: com.duckduckgo.mobile.android
App Developer: DuckDuckGo
Version: 5.53.1 (55301)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.22.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1064

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Core Libraries for Java 6+ Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

1064For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.duckduckgo.mobile.android
https://github.com/bumptech/glide/
https://github.com/google/guava
https://commons.apache.org/


F.3.22.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1065

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1065For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-884F-884

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.22.3 Data Transmissions During testing, we observed the following types of user infor-
mation1066 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1067

1066We define “user information” in Section 3.
1067https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-885F-885

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.23 Call of Duty®: Mobile

Testing Details

App Name: Call of Duty®: Mobile
Package Name: com.activision.callofduty.shooter
App Developer: Activision Publishing, Inc.
Version: 1.0.12 (679)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.23.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1068

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1068For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.activision.callofduty.shooter
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.activision.callofduty.shooter: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Bugly Mobile Analytics Tencent

Tencent X5 (SMTT) Social Network Tencent
Advertisement

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://www.helpshift.com
http://developer.huawei.com/
http://www.ironsrc.com
https://moat.com/analytics
https://bugly.qq.com/
http://x5.tencent.com/tbs/guide/sdkInit.html
https://unity3d.com/
https://www.fmod.org/


com.activision.callofduty.shooter: Detected SDKs (Continued)

SDK Purpose Parent Company

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-888F-888

http://rtyley.github.io/spongycastle/


F.3.23.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1069

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1069For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-889F-889

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.23.3 Data Transmissions During testing, we observed the following types of user infor-
mation1070 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1071

1070We define “user information” in Section 3.
1071https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-890F-890

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.24 MX Player

Testing Details

App Name: MX Player
Package Name: com.mxtech.videoplayer.ad
App Developer: MX Media & Entertainment (formerly J2 Interac-

tive)
Version: 1.23.5 (1330001215)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.24.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1072

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

CleverTap Mobile Analytics CleverTap

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

AccountKit Development Aid Facebook
Social Networking

(Table Continues)

1072For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mxtech.videoplayer.ad
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://clevertap.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.accountkit.com/


com.mxtech.videoplayer.ad: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
http://inmobi.com


com.mxtech.videoplayer.ad: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

Nine Old Androids Development Aid Nine Old Androids

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

TagSoup Utility Chester County Inter-
link

Joda Time Development Aid Stephen Colebourne
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https://moat.com/analytics
https://github.com/JakeWharton/NineOldAndroids
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
https://github.com/orbeon/tagsoup
http://www.joda.org/joda-time/


F.3.24.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1073

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1073For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-894F-894

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.24.3 Data Transmissions During testing, we observed the following types of user infor-
mation1074 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mxvp-feature-toggle-prod-
1.zenmxapps.com (Unknown)

AAID Android ID

ase.clmbtech.com (Unknown) AAID
ade.clmbtech.com (ClmTech) AAID
events.appsflyer.com (AppsFlyer) AAID Android ID
androidc.mxplay.com (MX Media) AAID Android ID
mxase.clmbtech.com (ClmTech) AAID
graph.facebook.com (Facebook) AAID
settings.crashlytics.com (Google) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1075

1074We define “user information” in Section 3.
1075https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-895F-895

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.25 Candy Crush Saga

Testing Details

App Name: Candy Crush Saga
Package Name: com.king.candycrushsaga
App Developer: King
Version: 1.176.0.2 (11760021)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.25.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1076

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1076For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.king.candycrushsaga
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.king.candycrushsaga: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.25.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1077

Permission Description Used

No dangerous permissions were requested by the app.

1077For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.25.3 Data Transmissions During testing, we observed the following types of user infor-
mation1078 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1079

1078We define “user information” in Section 3.
1079https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-899F-899

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.26 YouTube Kids

Testing Details

App Name: YouTube Kids
Package Name: com.google.android.apps.youtube.kids
App Developer: Google LLC
Version: 5.09.4 (110904140)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.26.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1080

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

1080For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.youtube.kids
https://github.com/bumptech/glide/
https://developers.facebook.com
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.google.android.apps.youtube.kids: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

www.appcensus.io F-901F-901



F.3.26.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1081

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1081For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-902F-902

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.26.3 Data Transmissions During testing, we observed the following types of user infor-
mation1082 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1083

1082We define “user information” in Section 3.
1083https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-903F-903

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.27 Google Authenticator

Testing Details

App Name: Google Authenticator
Package Name: com.google.android.apps.authenticator2
App Developer: Google LLC
Version: 5.10 (5000100)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.27.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1084

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mobeta ListView GUI Component Mobeta ListView

Joda Time Development Aid Stephen Colebourne

1084For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/bauerca/drag-sort-listview
http://www.joda.org/joda-time/


F.3.27.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1085

Permission Description Used

CAMERA Required to be able to access the camera device.

1085For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-905F-905

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.27.3 Data Transmissions During testing, we observed the following types of user infor-
mation1086 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1087

1086We define “user information” in Section 3.
1087https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-906F-906

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.28 Free VPN - VPN4Test

Testing Details

App Name: Free VPN - VPN4Test
Package Name: com.free.vpntest
App Developer: Ice Wall
Version: 1.0.5 (14)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.28.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1088

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)

1088For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.free.vpntest
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/DreaminginCodeZH/MaterialProgressBar


com.free.vpntest: Detected SDKs (Continued)

SDK Purpose Parent Company

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-908F-908

http://rtyley.github.io/spongycastle/


F.3.28.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1089

Permission Description Used

No dangerous permissions were requested by the app.

1089For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-909F-909

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.28.3 Data Transmissions During testing, we observed the following types of user infor-
mation1090 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1091

1090We define “user information” in Section 3.
1091https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-910F-910

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.29 ABC listen

Testing Details

App Name: ABC listen
Package Name: com.thisisaim.abcradio
App Developer: Australian Broadcasting Corporation
Version: 5.5.455.853 (853)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.29.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1092

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1092For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.thisisaim.abcradio
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.thisisaim.abcradio: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Webtrends Mobile Analytics Francisco Partners
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://flurry.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://www.nielsen.com
https://snowplowanalytics.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://www.webtrends.com/


F.3.29.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1093

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1093For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-913F-913

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.29.3 Data Transmissions During testing, we observed the following types of user infor-
mation1094 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
graph.facebook.com (Facebook) AAID
collector.abc.net.au (Australian Broadcast-
ing)

AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1095

1094We define “user information” in Section 3.
1095https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-914F-914
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F.3.30 VicEmergency

Testing Details

App Name: VicEmergency
Package Name: com.naturallybeing.fireready
App Developer: Department of Justice & Community Safety, Vic-

toria
Version: 6.2.3 (602030)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.30.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1096

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Apache Cordova Development Aid The Apache Software
Foundation

1096For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.naturallybeing.fireready
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://cordova.apache.org/


F.3.30.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1097

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1097For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.30.3 Data Transmissions During testing, we observed the following types of user infor-
mation1098 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1099

1098We define “user information” in Section 3.
1099https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.31 Roblox

Testing Details

App Name: Roblox
Package Name: com.roblox.client
App Developer: Roblox Corporation
Version: 2.431.404520 (729)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.31.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1100

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1100For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.roblox.client
https://www.appsflyer.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.roblox.client: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Fmod Game Engine Firelight Technologies
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https://github.com/google/gson
https://www.fmod.org/


F.3.31.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1101

Permission Description Used

No dangerous permissions were requested by the app.

1101For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.31.3 Data Transmissions During testing, we observed the following types of user infor-
mation1102 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
inapps.appsflyer.com (AppsFlyer) AAID
ecsv2.roblox.com (Roblox) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1103

1102We define “user information” in Section 3.
1103https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.32 WillyWeather

Testing Details

App Name: WillyWeather
Package Name: au.com.willyweather
App Developer: WillyWeather
Version: 2.0.4 (98)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.32.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1104

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)

1104For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-922F-922

https://play.google.com/store/apps/details?id=au.com.willyweather
https://play.google.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


au.com.willyweather: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Android Viewpagerindicator Widget Development Aid Jake Wharton

HockeyApp Mobile Analytics Microsoft
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/JakeWharton/ViewPagerIndicator
http://hockeyapp.net


F.3.32.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1105

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1105For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.32.3 Data Transmissions During testing, we observed the following types of user infor-
mation1106 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.willyweather.com.au (WillyWeather) Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1107

1106We define “user information” in Section 3.
1107https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.33 Tumblr

Testing Details

App Name: Tumblr
Package Name: com.tumblr
App Developer: Tumblr, Inc
Version: 15.9.0.01 (115090001)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.33.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1108

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
(Table Continues)

1108For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tumblr
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
https://flurry.com
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.tumblr: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

picasso Development Aid Square Inc.

Android Support v4 Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://github.com/square/picasso
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://github.com/google/guava
https://commons.apache.org/
https://hc.apache.org/


F.3.33.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1109

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1109For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.33.3 Data Transmissions During testing, we observed the following types of user infor-
mation1110 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytics.query.yahoo.com (Verizon) AAID
m.yap.yahoo.com (Verizon) AAID Android ID
geo.yahoo.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1111

1110We define “user information” in Section 3.
1111https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.34 KakaoTalk: Free Calls & Text

Testing Details

App Name: KakaoTalk: Free Calls & Text
Package Name: com.kakao.talk
App Developer: Kakao Corporation
Version: 8.8.5 (1908851)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.34.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1112

SDK Purpose Parent Company

Fastjson Development Aid Alibaba.com

Alipay Payment Alipay

Android Support v4 Development Aid Google

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
(Table Continues)

1112For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kakao.talk
https://github.com/alibaba/fastjson
https://dev.alipay.com/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
http://www.getui.com/cn/index.html


com.kakao.talk: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Push Notifications

Github Development Aid Github

Tencent Wechat Social Network Tencent

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Tencent Login Social Network Tencent

SLF4J Development Aid SLF4J

AdFit (Daum) Advertisement Kakao Corp

picasso Development Aid Square Inc.

Seismic Utility Square

Android Viewpagerindicator Widget Development Aid Jake Wharton

EventBus Development Aid greenrobot /Markus
Junginger

json smart Development Aid json smart

(Table Continues)
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https://github.com/
https://open.weixin.qq.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
https://connect.qq.com
http://www.slf4j.org/
https://www.daum.net
https://github.com/square/picasso
https://github.com/square/seismic
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/greenrobot/EventBus
https://github.com/netplex/json-smart-v2


com.kakao.talk: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Jsoup Development Aid Jsoup

Spongy Castle Development Aid Spongy Castle
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https://commons.apache.org/
https://eclipse.org/aspectj/
http://jsoup.org/
http://rtyley.github.io/spongycastle/


F.3.34.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1113

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1113For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.34.3 Data Transmissions During testing, we observed the following types of user infor-
mation1114 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

open.kakao.com (Kakao Corp) AAID
item.kakao.com (Kakao Corp) AAID
katalk.kakao.com (Kakao Corp) AAID
ac-talk.kakao.com (Kakao Corp) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1115

1114We define “user information” in Section 3.
1115https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.35 Grindr - Gay chat

Testing Details

App Name: Grindr - Gay chat
Package Name: com.grindrapp.android
App Developer: Grindr LLC
Version: 6.9.0 (72428)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.35.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1116

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1116For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-935F-935

https://play.google.com/store/apps/details?id=com.grindrapp.android
http://adcolony.com/
https://play.google.com
https://developer.android.com/training/volley/index.html
http://www.mono-project.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com


com.grindrapp.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inneractive Advertisement Fyber

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.fyber.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
http://inner-active.com/
https://github.com/JakeWharton/DiskLruCache
https://moat.com/analytics


com.grindrapp.android: Detected SDKs (Continued)

SDK Purpose Parent Company

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

AspectJ Development Aid AspectJ

Bouncy Castle Development Aid Bouncy Castles

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org
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http://appmonet.com
http://www.mopub.com
https://github.com/square/picasso
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://eclipse.org/aspectj/
http://www.bouncycastle.org/java.html
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx


F.3.35.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1117

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1117For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-938F-938

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.35.3 Data Transmissions During testing, we observed the following types of user infor-
mation1118 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleapis.com (Google) Email Name
grindr.mobi (San Vicente Acquisition Part-
ners)

GPS Location Coarse Location
AAID Email

52.5.28.241 (Unknown) Android ID
ads.mopub.com (Twitter) AAID
register.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1119

1118We define “user information” in Section 3.
1119https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.36 iHeartRadio: Radio, Podcasts & Music On Demand

Testing Details

App Name: iHeartRadio: Radio, Podcasts & Music On De-
mand

Package Name: com.clearchannel.iheartradio.controller
App Developer: iHeartMedia, Inc.
Version: 9.19.0 (709190003)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.36.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1120

SDK Purpose Parent Company

AdsWizz http://www.adswizz.com/”AdsWizz

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

ZXing (’Zebra Crossing’) Development Aid ZXing Project

CommonsWare MergeAdapter Development Aid CommonsWare

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
1120For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.clearchannel.iheartradio.controller
https://play.google.com/store/apps/details?id=com.clearchannel.iheartradio.controller
.adswizz.
https://play.google.com
http://www.mono-project.com/
https://github.com/bumptech/glide/
https://github.com/zxing/zxing
https://github.com/commonsguy/cwac-merge
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com


com.clearchannel.iheartradio.controller: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Pilgrim Mobile Analytics Foursquare

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://enterprise.foursquare.com/products/pilgrim
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://www.google.com/analytics/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson


com.clearchannel.iheartradio.controller: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Protocol Buffers Development Aid Google

Krux Mobile Analytics Salesforce

Lotame Mobile Analytics Lotame

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

TagSoup Utility Chester County Inter-
link

Java-WebSocket Development Aid Java-WebSocket

ksoap2 Development Aid ksoap2

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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https://github.com/google/protobuf
https://www.salesforce.com/products/marketing-cloud/data-management
https://www.lotame.com/
https://moat.com/analytics
https://github.com/square/picasso
https://branch.io/
https://commons.apache.org/
https://github.com/orbeon/tagsoup
https://github.com/TooTallNate/Java-WebSocket
http://ksoap2.sourceforge.net/
http://www.kxml.org/
http://www.xmlpull.org/


F.3.36.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1121

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1121For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.36.3 Data Transmissions During testing, we observed the following types of user infor-
mation1122 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
ais-arn.streamguys1.com (Unknown) AAID Android ID
graph.facebook.com (Facebook) AAID
www.googleapis.com (Google) Email Name
dpm.demdex.net (Adobe) AAID
ad.crwdcntrl.net (Lotame) AAID
iris.iad-01.braze.com (Braze) Email
clearchannel.sc.omtrdc.net (Adobe) AAID
in.cuebiq.com (Cuebiq) AAID
au.api.iheart.com (iHeartRadio) AAID Email
b.scorecardresearch.com (comScore) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1123

1122We define “user information” in Section 3.
1123https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.37 Quora —Ask Questions, Get Answers

Testing Details

App Name: Quora —Ask Questions, Get Answers
Package Name: com.quora.android
App Developer: Quora, Inc.
Version: 2.8.52 (2045)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.37.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1124

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

1124For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.quora.android
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.quora.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement
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https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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F.3.37.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1125

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1125For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.37.3 Data Transmissions During testing, we observed the following types of user infor-
mation1126 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.quora.com (Quora) AAID Android ID
control.kochava.com (Kochava) AAID Android ID
api2.branch.io (Branch Metrics) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1127

1126We define “user information” in Section 3.
1127https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.38 PlayStation Messages - Check your online friends

Testing Details

App Name: PlayStation Messages - Check your online friends
Package Name: com.playstation.mobilemessenger
App Developer: PlayStation Mobile Inc.
Version: 20.01.5.11295 (435)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.38.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1128

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Loopj Development Aid James Smith

picasso Development Aid Square Inc.

1128For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.playstation.mobilemessenger
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/loopj/android-async-http
https://github.com/square/picasso


F.3.38.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1129

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1129For an explanation of dangerous permissions, see Section 4.3.
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F.3.38.3 Data Transmissions During testing, we observed the following types of user infor-
mation1130 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID
smetrics.aem.playstation.com (Sony) Android ID
dpm.demdex.net (Adobe) Android ID
au-psan.np.community.playstation.net
(PlayStation LifeStyle)

Android ID

auth.api.sonyentertainmentnetwork.com
(Unknown)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1131

1130We define “user information” in Section 3.
1131https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.39 ZOOM Cloud Meetings

Testing Details

App Name: ZOOM Cloud Meetings
Package Name: us.zoom.videomeetings
App Developer: zoom.us
Version: 5.0.24050.0510 (50003)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.39.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1132

SDK Purpose Parent Company

Alipay Payment Alipay

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1132For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=us.zoom.videomeetings
https://dev.alipay.com/
https://github.com/bumptech/glide/
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


us.zoom.videomeetings: Detected SDKs (Continued)

SDK Purpose Parent Company

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/JakeWharton/NineOldAndroids
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
https://hc.apache.org/


F.3.39.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1133

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1133For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.39.3 Data Transmissions During testing, we observed the following types of user infor-
mation1134 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1135

1134We define “user information” in Section 3.
1135https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.40 Deputy: Shift Scheduler & Staff Planner

Testing Details

App Name: Deputy: Shift Scheduler & Staff Planner
Package Name: com.deputy.android
App Developer: Deputy.com
Version: 7.1.0 (10063)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.40.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1136

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

1136For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.deputy.android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
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com.deputy.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Pusher Mobile Analytics Pusher
Push Notifications

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
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https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/


F.3.40.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1137

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1137For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.40.3 Data Transmissions During testing, we observed the following types of user infor-
mation1138 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

maps.googleapis.com (Google) GPS Location Coarse Location
api.segment.io (Segment) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1139

1138We define “user information” in Section 3.
1139https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.41 Boost+ Speed, Clean, Security

Testing Details

App Name: Boost+ Speed, Clean, Security
Package Name: com.htc.pitroad
App Developer: HTC Corporation
Version: 1.90.1106613 (169081233)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.41.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1140

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Volley HTTP library Development Aid Google
Networking

Cheetah Ads Advertisement Cheetah Mobile

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1140For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.htc.pitroad
https://github.com/bumptech/glide/
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https://www.cmcm.com/
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.htc.pitroad: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MoPub Advertisement Twitter

GreenDao Development Aid greenrobot

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://developers.facebook.com/docs/android
https://flurry.com
https://github.com/
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
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F.3.41.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1141

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1141For an explanation of dangerous permissions, see Section 4.3.
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F.3.41.3 Data Transmissions During testing, we observed the following types of user infor-
mation1142 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1143

1142We define “user information” in Section 3.
1143https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.42 Email Blue Mail - Calendar & Tasks

Testing Details

App Name: Email Blue Mail - Calendar & Tasks
Package Name: me.bluemail.mail
App Developer: Blix Inc.
Version: 1.9.7.32 (15860)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.42.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1144

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

1144For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=me.bluemail.mail
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/bumptech/glide/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


me.bluemail.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Roboguice Development Aid Square

Mobeta ListView GUI Component Mobeta ListView

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

GreenDao Development Aid greenrobot

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

htmlCleaner Development Aid htmlCleaner

JDOM2 Development Aid JDOM2

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
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http://james.apache.org
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https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx
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http://www.slf4j.org/
http://rtyley.github.io/spongycastle/


F.3.42.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1145

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1145For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.42.3 Data Transmissions During testing, we observed the following types of user infor-
mation1146 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

apid.bluemailapp.com (Unknown) Email
imap.gmail.com (Google) Email
reg2.bluemailapp.com (Blix) Email Name
www.googleapis.com (Google) Email Name
smtp.gmail.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1147

1146We define “user information” in Section 3.
1147https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.43 Microsoft Edge

Testing Details

App Name: Microsoft Edge
Package Name: com.microsoft.emmx
App Developer: Microsoft Corporation
Version: 45.03.4.4955 (4955004)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.43.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1148

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Mono for Android Development Aid Mono for Android

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

1148For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.microsoft.emmx
https://www.adjust.com/
http://www.mono-project.com/
https://developers.facebook.com
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.microsoft.emmx: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

json smart Development Aid json smart

Bouncy Castle Development Aid Bouncy Castles
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https://github.com/google/gson
https://github.com/google/protobuf
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F.3.43.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1149

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1149For an explanation of dangerous permissions, see Section 4.3.
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F.3.43.3 Data Transmissions During testing, we observed the following types of user infor-
mation1150 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

evoke-windowsservices-tas.msedge.net (Mi-
crosoft)

Android ID

settings.data.microsoft.com (Microsoft) Android ID
vortex.data.microsoft.com (Microsoft) Android ID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1151

1150We define “user information” in Section 3.
1151https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.44 Video Downloader

Testing Details

App Name: Video Downloader
Package Name: video.downloader.videodownloader
App Developer: InShot Inc.
Version: 1.4.1 (41)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.44.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1152

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

1152For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=video.downloader.videodownloader
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
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video.downloader.videodownloader: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
Social Networking

Vungle Advertisement Vungle

Jsoup Development Aid Jsoup

www.appcensus.io F-973F-973

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
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F.3.44.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1153

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1153For an explanation of dangerous permissions, see Section 4.3.
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F.3.44.3 Data Transmissions During testing, we observed the following types of user infor-
mation1154 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1155

1154We define “user information” in Section 3.
1155https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.45 Fishdom

Testing Details

App Name: Fishdom
Package Name: com.playrix.fishdomdd.gplay
App Developer: Playrix
Version: 4.82.0 (928048200)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.45.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1156

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1156For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.playrix.fishdomdd.gplay
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.playrix.fishdomdd.gplay: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
Social Networking

Swrve Mobile Analytics Swrve

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
https://www.hyprmx.com
http://www.ironsrc.com
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://moat.com/analytics
https://target.my.com/
https://www.swrve.com/


com.playrix.fishdomdd.gplay: Detected SDKs (Continued)

SDK Purpose Parent Company

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.45.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1157

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1157For an explanation of dangerous permissions, see Section 4.3.
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F.3.45.3 Data Transmissions During testing, we observed the following types of user infor-
mation1158 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.api.vungle.com (Vungle) AAID Android ID
placements.tapjoy.com (TapJoy) AAID
fishdom.playrix.com (Playrix) AAID GSF ID Android ID
connect.tapjoy.com (TapJoy) AAID
marketplace-android-b154.hyprmx.com
(HyprMX)

AAID

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

rpc.tapjoy.com (TapJoy) AAID
playrix.helpshift.com (HelpShift) Android ID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

register.appsflyer.com (AppsFlyer) AAID
3426.api.swrve.com (Swrve) AAID
init.supersonicads.com (Ironsource) AAID
api.vungle.com (Vungle) AAID
live.chartboost.com (Chartboost) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1159

1158We define “user information” in Section 3.
1159https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.46 (com.maxmpz.audioplayer)

Testing Details

App Name:
Package Name: com.maxmpz.audioplayer
App Developer: None
Version: v3-build-866-arm64-play (866004)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.46.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1160

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Android Viewpagerindicator Widget Development Aid Jake Wharton

Polidea Development Aid Polidea

1160For an explanation of SDKs, see Section 4.1.2.
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F.3.46.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1161

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1161For an explanation of dangerous permissions, see Section 4.3.
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F.3.46.3 Data Transmissions During testing, we observed the following types of user infor-
mation1162 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1163

1162We define “user information” in Section 3.
1163https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.47 Ring - Always Home

Testing Details

App Name: Ring - Always Home
Package Name: com.ringapp
App Developer: Ring.com
Version: 3.25.0 (26452333)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.47.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1164

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

(Table Continues)
1164For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-984F-984

https://play.google.com/store/apps/details?id=com.ringapp
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/


com.ringapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mapbox Map/LBS Mapbox

Pusher Mobile Analytics Pusher
Push Notifications

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Java-WebSocket Development Aid Java-WebSocket

Joda Time Development Aid Stephen Colebourne

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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https://github.com/google/gson
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https://github.com/google/protobuf
https://github.com/zxing/zxing
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F.3.47.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1165

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1165For an explanation of dangerous permissions, see Section 4.3.
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F.3.47.3 Data Transmissions During testing, we observed the following types of user infor-
mation1166 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

comments-api.ring.com (PushSpring) Android ID
es.ring.com (PushSpring) Android ID
alerts.ring.com (PushSpring) Android ID GPS Location

Coarse Location
api.ring.com (Amazon) Android ID GPS Location

Coarse Location Email
billing.ring.com (PushSpring) Android ID
oauth.ring.com (PushSpring) Android ID Email
nh-mobile-config.ring.com (Amazon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1167

1166We define “user information” in Section 3.
1167https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.48 Australia Breaking News & Local News For Free

Testing Details

App Name: Australia Breaking News & Local News For Free
Package Name: ma.safe.bnau
App Developer: Safe Apps Inc
Version: 10.5.1 (100501)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.48.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1168

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1168For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=ma.safe.bnau
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
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https://developers.facebook.com/docs/android
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ma.safe.bnau: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup
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F.3.48.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1169

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1169For an explanation of dangerous permissions, see Section 4.3.
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F.3.48.3 Data Transmissions During testing, we observed the following types of user infor-
mation1170 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1171

1170We define “user information” in Section 3.
1171https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.49 SKOUT - Meet, Chat, Go Live

Testing Details

App Name: SKOUT - Meet, Chat, Go Live
Package Name: com.skout.android
App Developer: Skout Inc.
Version: 6.20.0 (1460)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.49.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1172

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

(Table Continues)

1172For an explanation of SDKs, see Section 4.1.2.
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com.skout.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
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com.skout.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Parse.com Mobile Analytics Parse
Development Aid

Quantcast Advertisement Quantcast

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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com.skout.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Vungle Advertisement Vungle

PubNative Advertisement PubNative

ksoap2 Development Aid ksoap2

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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F.3.49.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1173

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1173For an explanation of dangerous permissions, see Section 4.3.
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F.3.49.3 Data Transmissions During testing, we observed the following types of user infor-
mation1174 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.inmobi.com (InMobi) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
az-events.aerserv.com (InMobi) AAID
ads.aerserv.com (InMobi) AAID
gum.criteo.com (Criteo) AAID
app.adjust.com (Adjust) AAID Android ID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID GPS Location
Coarse Location

unifiedbidding.ad.smaato.net (Smaato) AAID
graph.facebook.com (Facebook) AAID
tmg-stream.skoutapis.com (SKOUT) Name
auth.gateway.skoutapis.com (SKOUT) Name
sdk-android.ad.smaato.net (Smaato) AAID
ads.nexage.com (Verizon) AAID
and.skoutapis.com (SKOUT) AAID Coarse Location Name

Android ID Email
wv.inner-active.mobi (Fyber) AAID
bidder.criteo.com (Criteo) AAID
h-sdk.online-metrix.net (TapJoy) Android ID
s.amazon-adsystem.com (Amazon) AAID
ads.inmobi.com (InMobi) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1175

1174We define “user information” in Section 3.
1175https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.50 CUA Mobile Banking

Testing Details

App Name: CUA Mobile Banking
Package Name: au.com.cua.mb
App Developer: Credit Union Australia
Version: 4.9.6 (4090664)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.50.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1176

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Thirdparty Development Aid Google

1176For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.cua.mb
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://thirdparty.com/


F.3.50.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1177

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1177For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.50.3 Data Transmissions During testing, we observed the following types of user infor-
mation1178 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1179

1178We define “user information” in Section 3.
1179https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.51 Podcast App & Podcast Player - Podbean

Testing Details

App Name: Podcast App & Podcast Player - Podbean
Package Name: com.podbean.app.podcast
App Developer: Podbean - Podcast & Radio & Audiobook
Version: 7.6.1 (761)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.51.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1180

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

(Table Continues)

1180For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.podbean.app.podcast
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/


com.podbean.app.podcast: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

xUtils Development Aid xUtils

Android Support v4 Development Aid Google
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/wyouflf/xUtils
http://developer.android.com/reference/android/support/v4/app/package-summary.html


F.3.51.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1181

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1181For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.51.3 Data Transmissions During testing, we observed the following types of user infor-
mation1182 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.podbean.com (Podbean LLC) Android ID Email Name
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1183

1182We define “user information” in Section 3.
1183https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.52 Storypark for Families

Testing Details

App Name: Storypark for Families
Package Name: com.storypark.families.android
App Developer: Storypark
Version: 1.14.1 (72)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.52.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1184

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

1184For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.storypark.families.android
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.storypark.families.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Parse.com Mobile Analytics Parse
Development Aid

otto Development Aid Square

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne

PrettyTime Development Aid OCPsoft

Dnsjava Development Aid XBill

RxJava Retrofit Development Aid RxJava Retrofit
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://parse.com/docs/cn/android/guide
http://square.github.io/otto/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://www.joda.org/joda-time/
https://github.com/ocpsoft/prettytime
http://www.dnsjava.org/
https://github.com/square/retrofit


F.3.52.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1185

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1185For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.52.3 Data Transmissions During testing, we observed the following types of user infor-
mation1186 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

families.storypark.com (Storypark) Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1187

1186We define “user information” in Section 3.
1187https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.53 Alarm Clock Xtreme: Alarm, Reminders, Timer (Free)

Testing Details

App Name: Alarm Clock Xtreme: Alarm, Reminders, Timer
(Free)

Package Name: com.alarmclock.xtreme.free
App Developer: AVG Labs
Version: 6.11.0 (70002271)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.53.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1188

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Android Support v4 Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

1188For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.alarmclock.xtreme.free
https://play.google.com/store/apps/details?id=com.alarmclock.xtreme.free
https://developers.facebook.com/docs/android
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://commons.apache.org/
http://try.crashlytics.com
https://developers.facebook.com


com.alarmclock.xtreme.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

J256 Development Aid J256

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
http://inmobi.com
https://integralads.com
https://github.com/j256/ormlite-android
https://moat.com/analytics
https://github.com/square/picasso


F.3.53.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1189

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1189For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.53.3 Data Transmissions During testing, we observed the following types of user infor-
mation1190 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytics.ff.avast.com (Avast) Android ID
shepherd.ff.avast.com (Avast) Android ID
graph.facebook.com (Facebook) AAID
my-android.avast.com (Avast) Android ID
feed.ff.avast.com (Avast) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1191

1190We define “user information” in Section 3.
1191https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.54 Wattpad - Read & Write Stories

Testing Details

App Name: Wattpad - Read & Write Stories
Package Name: wp.wattpad
App Developer: Wattpad.com
Version: 8.63.0 (2359)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.54.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1192

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1192For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=wp.wattpad
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://github.com/bumptech/glide/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com


wp.wattpad: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

LeanPlum Mobile Analytics Leanplum

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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wp.wattpad: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Vungle Advertisement Vungle

OkHttp Development Aid OkHttp

Branch Mobile Analytics Branch Metrics
Advertisement

MaterialProgressBar Development Aid MaterialProgressBar

Dnsjava Development Aid XBill

Twitter Social Network Twitter
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https://github.com/square/picasso
https://vungle.com
https://github.com/square/okhttp
https://branch.io/
https://github.com/DreaminginCodeZH/MaterialProgressBar
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F.3.54.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1193

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1193For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.54.3 Data Transmissions During testing, we observed the following types of user infor-
mation1194 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ingest.vungle.com (Vungle) AAID
api2.branch.io (Branch Metrics) AAID Android ID
sb.scorecardresearch.com (comScore) AAID
ads.mopub.com (Twitter) AAID
impression.appsflyer.com (AppsFlyer) AAID
s.amazon-adsystem.com (Amazon) AAID
app.appsflyer.com (AppsFlyer) AAID
ads.api.vungle.com (Vungle) AAID
graph.facebook.com (Facebook) AAID
dsp.api.vungle.com (Vungle) AAID
api.vungle.com (Vungle) AAID
config.inmobi.com (InMobi) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

api.wattpad.com (Wattpad) Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1195

1194We define “user information” in Section 3.
1195https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.55 Alarm Clock with Missions & Loud Ringtones -Alarmy

Testing Details

App Name: Alarm Clock with Missions & Loud Ringtones -
Alarmy

Package Name: droom.sleepIfUCan
App Developer: Alarm Clock Alarmy
Version: 4.22.4 (42204)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.55.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1196

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Amplitude Mobile Analytics Amplitude

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

1196For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=droom.sleepIfUCan
https://play.google.com/store/apps/details?id=droom.sleepIfUCan
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
http://www.amplitude.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com


droom.sleepIfUCan: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inneractive Advertisement Fyber

(Table Continues)
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droom.sleepIfUCan: Detected SDKs (Continued)

SDK Purpose Parent Company

Instabug Mobile Analytics Instabug

Moat Mobile Analytics Oracle

Mobvista Mobile Analytics Mobvista

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Soomla Advertisement Soomla

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

SLF4J Development Aid SLF4J
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https://instabug.com/crash-reporting
https://moat.com/analytics
https://www.mobvista.com/
http://www.mopub.com
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F.3.55.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1197

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1197For an explanation of dangerous permissions, see Section 4.3.
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F.3.55.3 Data Transmissions During testing, we observed the following types of user infor-
mation1198 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
teleport.soom.la (Soomla) AAID
graph.facebook.com (Facebook) AAID Android ID
firebaseremoteconfig.googleapis.com
(Google)

Android ID

www.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1199

1198We define “user information” in Section 3.
1199https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.56 Farm Heroes Saga

Testing Details

App Name: Farm Heroes Saga
Package Name: com.king.farmheroessaga
App Developer: King
Version: 5.37.5 (330041)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.56.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1200

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1200For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.king.farmheroessaga
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https://developers.facebook.com
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com.king.farmheroessaga: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://www.google.com/ads/
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http://firebase.com


F.3.56.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1201

Permission Description Used

No dangerous permissions were requested by the app.

1201For an explanation of dangerous permissions, see Section 4.3.
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F.3.56.3 Data Transmissions During testing, we observed the following types of user infor-
mation1202 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1203

1202We define “user information” in Section 3.
1203https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.57 Arlo

Testing Details

App Name: Arlo
Package Name: com.arlo.app
App Developer: Arlo Technologies, Inc
Version: 2.16.1_27099 (27099)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.57.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1204

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Glide Development Aid Bump Technologies

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

1204For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.arlo.app
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.arlo.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

LEDataStream Development Aid LEDataStream

Swrve Mobile Analytics Swrve

JavaX Annotation API Utility JavaX Annotation API

JavaX jmDNS library Utility JavaX jmDNS library

Zip4j Development Aid Srikanth Lingala

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-1028F-1028

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://developers.google.com/api-client-library/java/
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://mindprod.com/products1.html
https://www.swrve.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/jmdns/jmdns
http://www.lingala.net/zip4j/
https://github.com/netplex/json-smart-v2
https://commons.apache.org/
https://eclipse.org/aspectj/
http://www.slf4j.org/
http://rtyley.github.io/spongycastle/


F.3.57.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1205

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
USE_SIP Allows an application to use SIP service.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1205For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.57.3 Data Transmissions During testing, we observed the following types of user infor-
mation1206 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ocapi.arlo.com (Arlo Technologies) Android ID
sdk.pingid.eu (Unknown) Android ID
myapi.arlo.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1207

1206We define “user information” in Section 3.
1207https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.58 Daily Mail Online

Testing Details

App Name: Daily Mail Online
Package Name: com.dailymail.online
App Developer: Daily Mail Online
Version: 5.2.14 (186)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.58.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1208

SDK Purpose Parent Company

Google Admob Advertisement Google

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1208For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.dailymail.online
https://www.google.com/admob/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


com.dailymail.online: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com


com.dailymail.online: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Taboola Advertisement Taboola

Ogury Presage Advertisement Ogury

Jsoup Development Aid Jsoup

Teads Advertisement Teads
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https://github.com/square/picasso
https://www.taboola.com/
http://www.presage.io/
http://jsoup.org/
https://www.teads.tv


F.3.58.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1209

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1209For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.58.3 Data Transmissions During testing, we observed the following types of user infor-
mation1210 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
bidder.criteo.com (Criteo) AAID
graph.facebook.com (Facebook) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID GPS Location
Coarse Location

config.inmobi.com (InMobi) AAID
i.w.inmobi.com (InMobi) AAID
aax.amazon-adsystem.com (Amazon) AAID
prebid.adnxs.com (AT&T) AAID GPS Location

Coarse Location
secure-dcr.imrworldwide.com (Nielsen) AAID
gum.criteo.com (Criteo) AAID
tr-asia.adsmoloco.com (Moloco) AAID
associatednorthcliffedigital.sc.omtrdc.net
(Adobe)

AAID Android ID

view.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1211

1210We define “user information” in Section 3.
1211https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.59 BOQ Mobile

Testing Details

App Name: BOQ Mobile
Package Name: com.bankofqueensland.boq
App Developer: BOQ
Version: 1.4.1 (10402)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.59.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1212

SDK Purpose Parent Company

google-analytics-plugin Mobile Analytics Dan Wilson

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Apache Cordova Development Aid The Apache Software
Foundation

1212For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bankofqueensland.boq
https://github.com/danwilson/google-analytics-plugin
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://cordova.apache.org/


F.3.59.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1213

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1213For an explanation of dangerous permissions, see Section 4.3.
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F.3.59.3 Data Transmissions During testing, we observed the following types of user infor-
mation1214 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1215

1214We define “user information” in Section 3.
1215https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.60 Spider Solitaire

Testing Details

App Name: Spider Solitaire
Package Name: com.mobilityware.spider
App Developer: MobilityWare
Version: 5.5.3.3493 (3493)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.60.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1216

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)

1216For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobilityware.spider
https://developers.facebook.com/docs/android
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/


com.mobilityware.spider: Detected SDKs (Continued)

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HelpShift Mobile Analytics HelpShift

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

(Table Continues)
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https://flurry.com
https://www.google.com/ads/
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.helpshift.com
http://inmobi.com
https://integralads.com
http://www.ironsrc.com
http://www.millennialmedia.com/
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso


com.mobilityware.spider: Detected SDKs (Continued)

SDK Purpose Parent Company

TapDaq Android SDK Advertisement TapJoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Keen Mobile Analytics Chargify

Fmod Game Engine Firelight Technologies
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https://www.tapdaq.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://keen.io
https://www.fmod.org/


F.3.60.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1217

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1217For an explanation of dangerous permissions, see Section 4.3.
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F.3.60.3 Data Transmissions During testing, we observed the following types of user infor-
mation1218 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.prod.mwx.ext.mobilityware.com (Mobili-
tyWare)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

data.flurry.com (Verizon) Android ID AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

live.chartboost.com (Chartboost) AAID
config.inmobi.com (InMobi) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

mpx.mopub.com (Twitter) AAID
s.amazon-adsystem.com (Amazon) AAID
ads.nexage.com (Verizon) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
ads.mopub.com (Twitter) AAID
ads.api.vungle.com (Vungle) AAID
control.kochava.com (Kochava) Android ID AAID
api.vungle.com (Vungle) AAID
init.supersonicads.com (Ironsource) AAID
ads.inmobi.com (InMobi) AAID
graph.facebook.com (Facebook) AAID
in.treasuredata.com (Softbank) Android ID AAID
analytics.rayjump.com (Mobvista) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

impression-east.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
1218We define “user information” in Section 3.
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define to mean using the TLS encryption standard.1219

1219https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.61 Zoosk: Date, Connect & Find Your Best Match

Testing Details

App Name: Zoosk: Date, Connect & Find Your Best Match
Package Name: com.zoosk.zoosk
App Developer: Zoosk Inc.
Version: 4.31.8 (575)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.61.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1220

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1220For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.zoosk.zoosk
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.zoosk.zoosk: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inneractive Advertisement Fyber

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

PayPal Payment PayPal

Smaato Advertisement Smaato
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inner-active.com/
https://moat.com/analytics
http://www.mopub.com
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://www.smaato.com/


com.zoosk.zoosk: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Tencent Wechat Social Network Tencent

Apache Harmony Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org
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https://www.tune.com
https://open.weixin.qq.com/
https://harmony.apache.org/
https://hc.apache.org/
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx


F.3.61.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1221

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_CONTACTS Allows an application to read the user’s contacts data.

1221For an explanation of dangerous permissions, see Section 4.3.
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F.3.61.3 Data Transmissions During testing, we observed the following types of user infor-
mation1222 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
analytics.rayjump.com (Mobvista) AAID
impression.appsflyer.com (AppsFlyer) AAID
api3.siftscience.com (Sift) Android ID
www.facebook.com (Facebook) AAID
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID
tr-asia.adsmoloco.com (Moloco) AAID
app.appsflyer.com (AppsFlyer) AAID
api-android.zoosk.com (Zoosk) AAID Email Name
setting.rayjump.com (Mobvista) AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1223

1222We define “user information” in Section 3.
1223https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.62 Aloha Browser - private fast browser with free VPN

Testing Details

App Name: Aloha Browser - private fast browser with free VPN
Package Name: com.alohamobile.browser
App Developer: Aloha Mobile
Version: 2.16.4 (121445)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.62.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1224

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amplitude Mobile Analytics Amplitude

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

1224For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.alohamobile.browser
https://developers.facebook.com/docs/android
http://www.amplitude.com
https://www.bugsnag.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.alohamobile.browser: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

MaterialProgressBar Development Aid MaterialProgressBar

Zip4j Development Aid Srikanth Lingala

Jsoup Development Aid Jsoup

Dnsjava Development Aid XBill
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
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http://www.dnsjava.org/


F.3.62.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1225

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1225For an explanation of dangerous permissions, see Section 4.3.
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F.3.62.3 Data Transmissions During testing, we observed the following types of user infor-
mation1226 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.amplitude.com (Amplitude) Android ID AAID
favicon.alhapi.com (Aloha Browser) Android ID
api2.branch.io (Branch Metrics) Android ID AAID
www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1227

1226We define “user information” in Section 3.
1227https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.63 Notepad Free

Testing Details

App Name: Notepad Free
Package Name: com.atomczak.notepat
App Developer: atomczak
Version: 1.9.0 (41)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.63.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1228

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1228For an explanation of SDKs, see Section 4.1.2.
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com.atomczak.notepat: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.
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F.3.63.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1229

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1229For an explanation of dangerous permissions, see Section 4.3.
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F.3.63.3 Data Transmissions During testing, we observed the following types of user infor-
mation1230 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1231

1230We define “user information” in Section 3.
1231https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.64 Parallel Space - Multiple accounts & Two face

Testing Details

App Name: Parallel Space - Multiple accounts & Two face
Package Name: com.lbe.parallel.intl
App Developer: LBE Tech
Version: 4.0.8934 (10820)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.64.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1232

SDK Purpose Parent Company

Fastjson Development Aid Alibaba.com

Amplitude Mobile Analytics Amplitude

Android Package management Development Aid Android Package
management

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1232For an explanation of SDKs, see Section 4.1.2.
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com.lbe.parallel.intl: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

Android Support v7 Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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F.3.64.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1233

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
USE_SIP Allows an application to use SIP service.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_PHONE_NUMBERS Allows read access to the device’s phone number(s). This is a subset
of the capabilities granted by READ_PHONE_STATE but is exposed to
instant applications.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_MEDIA_LOCATION Allows an application to access any geographic locations persisted

in the user’s shared collection.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCEPT_HANDOVER Allows a calling app to continue a call which was started in another
app. An example is a video calling app that wants to continue a
voice call on the user’s mobile network.

ACCESS_FINE_LOCATION Allows an app to access precise location.

1233For an explanation of dangerous permissions, see Section 4.3.
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F.3.64.3 Data Transmissions During testing, we observed the following types of user infor-
mation1234 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.lbesecapi.com (Unknown) AAID Android ID WiFi MAC
t.appsflyer.com (AppsFlyer) AAID Android ID
aff-report.lbesecapi.com (Unknown) AAID Android ID WiFi MAC
cc.lbesec.com (LBESecurity) Android ID
aff-policy.lbesecapi.com (LBESecurity) AAID Android ID WiFi MAC
graph.facebook.com (Facebook) AAID
events.appsflyer.com (AppsFlyer) AAID Android ID
report-ps.meettech.net (Unknown) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1235

1234We define “user information” in Section 3.
1235https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.65 My Talking Tom 2

Testing Details

App Name: My Talking Tom 2
Package Name: com.outfit7.mytalkingtom2
App Developer: Outfit7 Limited
Version: 2.0.1.962 (360)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.65.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1236

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

(Table Continues)
1236For an explanation of SDKs, see Section 4.1.2.
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com.outfit7.mytalkingtom2: Detected SDKs (Continued)

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

(Table Continues)
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com.outfit7.mytalkingtom2: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

Soomla Advertisement Soomla

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

Nexage SourceKit-MRAID(part of MillennialMedia) Advertisement Verizon

Jackson Json-processor Utility The Codehaus

Json org Development Aid Json org

Spring Framework Development Aid Spring
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F.3.65.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1237

Permission Description Used

RECORD_AUDIO Allows an application to record audio.

1237For an explanation of dangerous permissions, see Section 4.3.
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F.3.65.3 Data Transmissions During testing, we observed the following types of user infor-
mation1238 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

i.w.inmobi.com (InMobi) AAID
analytics.rayjump.com (Mobvista) AAID
gla.gameloft.com (Gameloft) AAID
wv.inner-active.mobi (Fyber) AAID
setting.rayjump.com (Mobvista) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

config.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

www.facebook.com (Facebook) AAID
init.supersonicads.com (Ironsource) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1239

1238We define “user information” in Section 3.
1239https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.66 Investing.com: Stocks, Finance, Markets & News

Testing Details

App Name: Investing.com: Stocks, Finance, Markets & News
Package Name: com.fusionmedia.investing
App Developer: INVESTING.com
Version: 5.9 (1241)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.66.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1240

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

TalkingData Mobile Analytics TalkingData

Baidu APP SDK Development Aid Baidu

baidu push service Development Aid Baidu
Push Notifications

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

1240For an explanation of SDKs, see Section 4.1.2.
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com.fusionmedia.investing: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

(Table Continues)
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com.fusionmedia.investing: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OutBrain Advertisement Outbrain

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Java-WebSocket Development Aid Java-WebSocket

SLF4J Development Aid SLF4J
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F.3.66.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1241

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1241For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1071F-1071

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.66.3 Data Transmissions During testing, we observed the following types of user infor-
mation1242 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
aappapi.investing.com (Investing.com) Android ID
firebaseremoteconfig.googleapis.com
(Google)

AAID Android ID

register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1243

1242We define “user information” in Section 3.
1243https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.67 Brawl Stars

Testing Details

App Name: Brawl Stars
Package Name: com.supercell.brawlstars
App Developer: Supercell
Version: 26.184 (116)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.67.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1244

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

1244For an explanation of SDKs, see Section 4.1.2.
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com.supercell.brawlstars: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Fmod Game Engine Firelight Technologies
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F.3.67.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1245

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1245For an explanation of dangerous permissions, see Section 4.3.
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F.3.67.3 Data Transmissions During testing, we observed the following types of user infor-
mation1246 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1247

1246We define “user information” in Section 3.
1247https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.68 Slots Casino - Jackpot Mania

Testing Details

App Name: Slots Casino - Jackpot Mania
Package Name: slots.hot.vegas.casino.games.free
App Developer: Grande Games
Version: 1.77.0 (292)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.68.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1248

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1248For an explanation of SDKs, see Section 4.1.2.
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slots.hot.vegas.casino.games.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
(Table Continues)
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slots.hot.vegas.casino.games.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

cocos2DX Game Engine cocos2dx
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F.3.68.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1249

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1249For an explanation of dangerous permissions, see Section 4.3.
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F.3.68.3 Data Transmissions During testing, we observed the following types of user infor-
mation1250 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID Android ID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ec2-54-186-132-187.us-west-
2.compute.amazonaws.com (Unknown)

AAID Android ID

res1.applovin.com (AppLovin) BT SSID
ads.mopub.com (Twitter) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1251

1250We define “user information” in Section 3.
1251https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.69 RAID: Shadow Legends

Testing Details

App Name: RAID: Shadow Legends
Package Name: com.plarium.raidlegends
App Developer: Plarium Global Ltd
Version: 1.15.2 (16264)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.69.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1252

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon Auth SDK Development Aid Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1252For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.plarium.raidlegends
https://www.adjust.com/
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com.plarium.raidlegends: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
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F.3.69.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1253

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1253For an explanation of dangerous permissions, see Section 4.3.
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F.3.69.3 Data Transmissions During testing, we observed the following types of user infor-
mation1254 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1255

1254We define “user information” in Section 3.
1255https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.70 Soccer Scores - FotMob

Testing Details

App Name: Soccer Scores - FotMob
Package Name: com.mobilefootie.wc2010
App Developer: NorApps AS
Version: 114.0.7808.20200403 (7808)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.70.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1256

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

1256For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobilefootie.wc2010
https://developers.facebook.com/docs/android
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
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com.mobilefootie.wc2010: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Mobeta ListView GUI Component Mobeta ListView

picasso Development Aid Square Inc.

timessquare Development Aid Square

urbanairship Mobile Analytics Airship

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.70.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1257

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1257For an explanation of dangerous permissions, see Section 4.3.
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F.3.70.3 Data Transmissions During testing, we observed the following types of user infor-
mation1258 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
gum.criteo.com (Criteo) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1259

1258We define “user information” in Section 3.
1259https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.71 Audiomack: Download New Music Offline Free

Testing Details

App Name: Audiomack: Download New Music Offline Free
Package Name: com.audiomack
App Developer: Audiomack
Version: 5.4.5 (7056)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.71.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1260

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

ActiveAndroid Development Aid Michael Pardo

AdColony Advertisement AdColony

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

comscore Mobile Analytics Comscore

(Table Continues)

1260For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.audiomack
https://developers.facebook.com/docs/android
https://github.com/pardom/ActiveAndroid
http://adcolony.com/
https://www.aerserv.com/
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com.audiomack: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

(Table Continues)
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com.audiomack: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

MixPanel Mobile Analytics Mixpanel

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

OneSignal Mobile Analytics OneSignal

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Verizon Development Aid Verizon

Vungle Advertisement Vungle

Branch Mobile Analytics Branch Metrics
Advertisement

Ogury Presage Advertisement Ogury

Apache Common Development Aid The Apache Software
Foundation

EventBus Development Aid greenrobot /Markus
Junginger

PrettyTime Development Aid OCPsoft
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F.3.71.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1261

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1261For an explanation of dangerous permissions, see Section 4.3.
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F.3.71.3 Data Transmissions During testing, we observed the following types of user infor-
mation1262 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytics.rayjump.com (Mobvista) AAID
api.vungle.com (Vungle) AAID
placements.tapjoy.com (TapJoy) AAID
ipds.adrta.com (Pixalate) AAID
ads.mopub.com (Twitter) AAID
adc3-launch.adcolony.com (AdColony) AAID
impression-east.liftoff.io (Liftoff) AAID
api2.branch.io (Branch Metrics) AAID Android ID
events.appsflyer.com (AppsFlyer) AAID
ads-bidder-api.twitter.com (Twitter) AAID
sb.scorecardresearch.com (comScore) AAID
t.appsflyer.com (AppsFlyer) AAID
wd.adcolony.com (AdColony) AAID
onesignal.com (OneSignal) AAID
p.presage.io (Ogury) AAID
serve.qriously.com (Brandwatch) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

adrta.com (Pixalate) AAID
ads30.adcolony.com (AdColony) AAID
connect.tapjoy.com (TapJoy) AAID
mraid.presage.io (Ogury) AAID
ads.api.vungle.com (Vungle) AAID
s.amazon-adsystem.com (Amazon) AAID
pad-v3.presage.io (Ogury) AAID
rpc.tapjoy.com (TapJoy) AAID
mpx.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
tr-v1.presage.io (Ogury) AAID
api.audiomack.com (Audiomack) Android ID
aax-us.amazon-adsystem.com (Amazon) Android ID
pl-v2.presage.io (Ogury) AAID

(Table Continues)

1262We define “user information” in Section 3.
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com.audiomack: Data Transmissions (Continued)

Permission Description Used

setting.rayjump.com (Mobvista) AAID
sy-v1.presage.io (Ogury) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1263

1263https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.72 mail.com mail

Testing Details

App Name: mail.com mail
Package Name: com.mail.mobile.android.mail
App Developer: 1&1 Mail & Media Inc
Version: 6.14.3 (404252)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.72.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1264

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
1264For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mail.mobile.android.mail
https://github.com/bumptech/glide/
http://fasterxml.com/
https://github.com/
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com.mail.mobile.android.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

INFOnline Mobile Analytics InfOnline

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

QihooPP Framework Development Frame-
work

Qihoo 360

Mobile Analytics
Cybersecurity

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

XML Pull Development Aid XML Pull
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F.3.72.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1265

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1265For an explanation of dangerous permissions, see Section 4.3.
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F.3.72.3 Data Transmissions During testing, we observed the following types of user infor-
mation1266 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pixelbox.uimserv.net (1und1) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1267

1266We define “user information” in Section 3.
1267https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.73 Lotsa Slots - Free Vegas Casino Slot Machines

Testing Details

App Name: Lotsa Slots - Free Vegas Casino Slot Machines
Package Name: com.diamondlife.slots.vegas.free
App Developer: Grande Games
Version: 3.84 (384)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.73.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1268

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1268For an explanation of SDKs, see Section 4.1.2.
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com.diamondlife.slots.vegas.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

(Table Continues)
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com.diamondlife.slots.vegas.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

cocos2DX Game Engine cocos2dx
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F.3.73.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1269

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1269For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1103F-1103

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.73.3 Data Transmissions During testing, we observed the following types of user infor-
mation1270 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1271

1270We define “user information” in Section 3.
1271https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.74 NavBar Animations (No Root)

Testing Details

App Name: NavBar Animations (No Root)
Package Name: com.axndx.navbaranimations
App Developer: axndx
Version: 3.0.4 (17)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.74.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1272

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1272For an explanation of SDKs, see Section 4.1.2.
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com.axndx.navbaranimations: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.
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F.3.74.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1273

Permission Description Used

No dangerous permissions were requested by the app.

1273For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.74.3 Data Transmissions During testing, we observed the following types of user infor-
mation1274 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tkimpdsp.mobvista.com (Mobvista) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1275

1274We define “user information” in Section 3.
1275https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.75 Stitcher - Podcast Player

Testing Details

App Name: Stitcher - Podcast Player
Package Name: com.stitcher.app
App Developer: Stitcher, Inc
Version: 4.8.0 (1463)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.75.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1276

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1276For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1109F-1109

https://play.google.com/store/apps/details?id=com.stitcher.app
https://www.adjust.com/
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.stitcher.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Localytics Mobile Analytics Localytics
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https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://www.helpshift.com
http://localytics.com


F.3.75.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1277

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1277For an explanation of dangerous permissions, see Section 4.3.
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F.3.75.3 Data Transmissions During testing, we observed the following types of user infor-
mation1278 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

stitcher.com (The E.W. Scripps Company) Android ID
app.adjust.com (Adjust) AAID
dashboard.localytics.com (Localytics) AAID Android ID
stitcher.helpshift.com (HelpShift) Android ID
data.flurry.com (Verizon) AAID Android ID
analytics.localytics.com (Localytics) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1279

1278We define “user information” in Section 3.
1279https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.76 Art of War: Legions

Testing Details

App Name: Art of War: Legions
Package Name: com.addictive.strategy.army
App Developer: 10P STUDIO
Version: 2.9.2 (292)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.76.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1280

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1280For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.addictive.strategy.army
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.addictive.strategy.army: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

Android Support v4 Development Aid Google

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://developer.android.com/reference/android/support/v4/app/package-summary.html
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https://vungle.com
https://www.fmod.org/


F.3.76.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1281

Permission Description Used

No dangerous permissions were requested by the app.

1281For an explanation of dangerous permissions, see Section 4.3.
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F.3.76.3 Data Transmissions During testing, we observed the following types of user infor-
mation1282 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pvp.armyneedyou.com (10P STUDIO) AAID
trans.globalnetworkad.com (Unknown) AAID
graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) AAID BT Name Android ID
app.adjust.com (Adjust) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

pve.armyneedyou.com (10P STUDIO) AAID
group.happyfish-inc.com (Happyfish Inc.) AAID
sa.unionstatistics.com (Unknown) AAID
api.armyneedyou.com (10P STUDIO) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1283

1282We define “user information” in Section 3.
1283https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.77 Messenger for Messages,Chat,Video,Text,Call ID

Testing Details

App Name: Messenger for Messages,Chat,Video,Text,Call ID
Package Name: messenger.chat.social.messenger
App Developer: Messenger Pro : Free Texts & Messages by Appy-

High
Version: 3.19.0 (350)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.77.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1284

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

CallDorado Mobile Analytics Calldorado
User engagement

CleverTap Mobile Analytics CleverTap

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

1284For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=messenger.chat.social.messenger
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://calldorado.com
https://clevertap.com/
http://try.crashlytics.com
https://developers.facebook.com


messenger.chat.social.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
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http://www.mopub.com


messenger.chat.social.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

ZXing (’Zebra Crossing’) Development Aid ZXing Project
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https://www.smaato.com/
https://github.com/square/picasso
https://github.com/zxing/zxing


F.3.77.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1285

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALL_LOG Allows an application to read the user’s call log.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_CONTACTS Allows an application to read the user’s contacts data.

1285For an explanation of dangerous permissions, see Section 4.3.
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F.3.77.3 Data Transmissions During testing, we observed the following types of user infor-
mation1286 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

hail-reporting.tutelatechnologies.com
(Tutela)

GPS Location Coarse Location
AAID WiFi SSID WiFi BSSID

prodata.apyhi.com (Unknown) AAID Android ID Email
in.cuebiq.com (Cuebiq) AAID
graph.facebook.com (Facebook) AAID
wzrkt.com (CleverTap) GPS Location Coarse Location

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1287

1286We define “user information” in Section 3.
1287https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.78 Amino: Communities and Chats

Testing Details

App Name: Amino: Communities and Chats
Package Name: com.narvii.amino.master
App Developer: Amino Apps
Version: 3.3.33204 (33204)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.78.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1288

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
(Table Continues)

1288For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.narvii.amino.master
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
http://www.amplitude.com
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/


com.narvii.amino.master: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
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https://developers.facebook.com
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com.narvii.amino.master: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Mobeta ListView GUI Component Mobeta ListView

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Seismic Utility Square

TapDaq Android SDK Advertisement TapJoy

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Vungle Advertisement Vungle

KIIP Mobile Ads Advertisement Kiip

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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https://github.com/google/gson
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http://www.ironsrc.com
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https://hc.apache.org/
http://jsoup.org/


F.3.78.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1289

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1289For an explanation of dangerous permissions, see Section 4.3.
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F.3.78.3 Data Transmissions During testing, we observed the following types of user infor-
mation1290 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) AAID
ichannel.isnssdk.com (Unknown) Android ID
data.flurry.com (Verizon) AAID Android ID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1291

1290We define “user information” in Section 3.
1291https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.79 Ridmik Keyboard

Testing Details

App Name: Ridmik Keyboard
Package Name: ridmik.keyboard
App Developer: Ridmik Labs
Version: 5.5.1 (38)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.79.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1292

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.

1292For an explanation of SDKs, see Section 4.1.2.
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F.3.79.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1293

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1293For an explanation of dangerous permissions, see Section 4.3.
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F.3.79.3 Data Transmissions During testing, we observed the following types of user infor-
mation1294 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1295

1294We define “user information” in Section 3.
1295https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.80 Dragon City

Testing Details

App Name: Dragon City
Package Name: es.socialpoint.DragonCity
App Developer: Socialpoint
Version: 9.14.1 (1804791765)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.80.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1296

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1296For an explanation of SDKs, see Section 4.1.2.
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es.socialpoint.DragonCity: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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es.socialpoint.DragonCity: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

cocos2DX Game Engine cocos2dx
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F.3.80.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1297

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1297For an explanation of dangerous permissions, see Section 4.3.
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F.3.80.3 Data Transmissions During testing, we observed the following types of user infor-
mation1298 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1299

1298We define “user information” in Section 3.
1299https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.81 Caesars Casino: Free Slots Games

Testing Details

App Name: Caesars Casino: Free Slots Games
Package Name: com.playtika.caesarscasino
App Developer: Playtika
Version: 3.54.1 (35410011)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.81.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1300

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1300For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.playtika.caesarscasino
https://developers.facebook.com/docs/android
http://www.mono-project.com/
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.playtika.caesarscasino: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://unity3d.com/
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F.3.81.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1301

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1301For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.81.3 Data Transmissions During testing, we observed the following types of user infor-
mation1302 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1303

1302We define “user information” in Section 3.
1303https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.82 Feedly - Smarter News Reader

Testing Details

App Name: Feedly - Smarter News Reader
Package Name: com.devhd.feedly
App Developer: Feedly Team
Version: 75.0.0 (790)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.82.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1304

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
1304For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.devhd.feedly
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.devhd.feedly: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JavaX Annotation API Utility JavaX Annotation API

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Scribe Java Lib Development Aid Scribe Video Center
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https://github.com/
http://api.dashclock.com/reference/com/google/android/apps/dashclock/api/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
http://firebase.com
https://github.com/zxing/zxing
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/ACRA/acra
http://hamcrest.org/
http://junit.org/
https://github.com/scribejava/scribejava


F.3.82.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1305

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1305For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.82.3 Data Transmissions During testing, we observed the following types of user infor-
mation1306 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1307

1306We define “user information” in Section 3.
1307https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.83 Email App for Any Mail

Testing Details

App Name: Email App for Any Mail
Package Name: park.outlook.sign.in.client
App Developer: Craigpark Limited
Version: 11.13.1.29164 (29164)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.83.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1308

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1308For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=park.outlook.sign.in.client
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


park.outlook.sign.in.client: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Microsoft Appcenter Analytics Mobile Analytics Microsoft

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/api-client-library/java/
https://developers.google.com/international/
https://github.com/zxing/zxing
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https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics


park.outlook.sign.in.client: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Crashes Mobile Analytics Microsoft

myTarget Advertisement My.com
Social Networking

myTracker Mobile Analytics My.com

Nine Old Androids Development Aid Nine Old Androids

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

DATE4J Development Aid DATE4J

JavaX Annotation API Utility JavaX Annotation API

JavaMail API Utility JavaMail API

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://target.my.com/
https://tracker.my.com/
https://github.com/JakeWharton/NineOldAndroids
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp
http://www.date4j.net/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.oracle.com/technetwork/java/javamail/index.html
http://hockeyapp.net
https://commons.apache.org/
https://hc.apache.org/
http://jsoup.org/


F.3.83.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1309

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_CONTACTS Allows an application to read the user’s contacts data.

1309For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1146F-1146

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.83.3 Data Transmissions During testing, we observed the following types of user infor-
mation1310 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) Android ID AAID
www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
tracker-api.my.com (myTracker) Android ID AAID Email WiFi MAC
events.appsflyer.com (AppsFlyer) Android ID AAID
push-me.my.com (My.com) AAID Email
aj-https.my.com (myTracker) Android ID AAID Email
analytics.query.yahoo.com (Verizon) AAID
data.flurry.com (Verizon) Android ID AAID
ad.mail.ru (Megafon) Android ID AAID Email
mpandroid-filin.my.com (My.com) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1311

1310We define “user information” in Section 3.
1311https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.84 Onefootball - Soccer Scores

Testing Details

App Name: Onefootball - Soccer Scores
Package Name: de.motain.iliga
App Developer: Onefootball GmbH
Version: 12.9.1.8034 (1012099034)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.84.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1312

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1312For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=de.motain.iliga
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/astuetz
http://try.crashlytics.com
https://developers.facebook.com


de.motain.iliga: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Localytics Mobile Analytics Localytics

JW Player Advertisement JW Player

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Android Priority Job Queue Development Aid Path

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://integralads.com
http://localytics.com
https://jwplayer.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/path/android-priority-jobqueue


de.motain.iliga: Detected SDKs (Continued)

SDK Purpose Parent Company

Smaato Advertisement Smaato
LBS

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Taboola Advertisement Taboola

urbanairship Mobile Analytics Airship

GreenDao Development Aid greenrobot

EventBus Development Aid greenrobot /Markus
Junginger

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Teads Advertisement Teads
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https://www.smaato.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://www.taboola.com/
https://www.urbanairship.com/
https://github.com/greenrobot/greenDAO
https://github.com/greenrobot/EventBus
https://branch.io/
https://commons.apache.org/
http://www.joda.org/joda-time/
https://www.teads.tv


F.3.84.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1313

Permission Description Used

No dangerous permissions were requested by the app.

1313For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.84.3 Data Transmissions During testing, we observed the following types of user infor-
mation1314 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
mobile-1110.api.privacy-center.org (Didomi) AAID
api.taboola.com (Taboola) AAID
analytics.localytics.com (Localytics) AAID Android ID
app.adjust.com (Adjust) AAID
ads.mopub.com (Twitter) AAID
r.teads.tv (Teads) AAID
vidanalytics.taboola.com (Taboola) AAID
dashboard.localytics.com (Localytics) AAID Android ID
www.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID
web.facebook.com (Facebook) AAID
sdk-android.ad.smaato.net (Smaato) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1315

1314We define “user information” in Section 3.
1315https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.85 Board Kings™  

Testing Details

App Name: Board Kings™  

Package Name: com.jellybtn.boardkings
App Developer: Jelly Button Games
Version: 3.22.0 (784)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.85.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1316

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1316For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1153F-1153

https://play.google.com/store/apps/details?id=com.jellybtn.boardkings
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
http://www.mono-project.com/
https://www.applovin.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com


com.jellybtn.boardkings: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
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com.jellybtn.boardkings: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.85.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1317

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1317For an explanation of dangerous permissions, see Section 4.3.
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F.3.85.3 Data Transmissions During testing, we observed the following types of user infor-
mation1318 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bk-gw-dsa.playtika.com (Giant Interactive
Group)

Android ID AAID

prod-bk-dp.boardkingsgame.com (Jelly But-
ton Games)

Android ID AAID

events.appsflyer.com (AppsFlyer) Android ID AAID
t.appsflyer.com (AppsFlyer) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1319

1318We define “user information” in Section 3.
1319https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.86 Bricks Breaker Quest

Testing Details

App Name: Bricks Breaker Quest
Package Name: com.mobirix.swipebrick2
App Developer: mobirix
Version: 1.0.78 (20051201)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.86.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1320

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

1320For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobirix.swipebrick2
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.mobirix.swipebrick2: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Huawei Android SDK Development Aid Huawei

Loopj Development Aid James Smith

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://developer.huawei.com/
https://github.com/loopj/android-async-http
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.86.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1321

Permission Description Used

No dangerous permissions were requested by the app.

1321For an explanation of dangerous permissions, see Section 4.3.
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F.3.86.3 Data Transmissions During testing, we observed the following types of user infor-
mation1322 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1323

1322We define “user information” in Section 3.
1323https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.87 Mobile operators

Testing Details

App Name: Mobile operators
Package Name: com.glebzakaev.mobilecarriers
App Developer: Gleb Zakaev
Version: 2.22 (546)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.87.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1324

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

1324For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.glebzakaev.mobilecarriers
https://github.com/
https://www.google.com/ads/
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com.glebzakaev.mobilecarriers: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar
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F.3.87.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1325

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_SMS Allows an application to read SMS messages.

1325For an explanation of dangerous permissions, see Section 4.3.
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F.3.87.3 Data Transmissions During testing, we observed the following types of user infor-
mation1326 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1327

1326We define “user information” in Section 3.
1327https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.88 BlockuDoku - Block Puzzle Game

Testing Details

App Name: BlockuDoku - Block Puzzle Game
Package Name: com.easybrain.block.puzzle.games
App Developer: Easybrain
Version: 1.3.0 (13009)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.88.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1328

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1328For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easybrain.block.puzzle.games
https://developers.facebook.com/docs/android
https://www.adjust.com/
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com.easybrain.block.puzzle.games: Detected SDKs (Continued)

SDK Purpose Parent Company

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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com.easybrain.block.puzzle.games: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

PubNative Advertisement PubNative

Fmod Game Engine Firelight Technologies
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F.3.88.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1329

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1329For an explanation of dangerous permissions, see Section 4.3.
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F.3.88.3 Data Transmissions During testing, we observed the following types of user infor-
mation1330 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

app.adjust.com (Adjust) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
mpx.mopub.com (Twitter) AAID
api-us.appodealx.com (Appodeal) AAID
graph.facebook.com (Facebook) AAID
backend.pubnative.net (Media and Games
Invest)

AAID

api-blockudoku-android.easybrain.com
(Easybrain)

AAID

api.pubnative.net (Media and Games In-
vest)

AAID

ads.mopub.com (Twitter) AAID
rm.aarki.net (Aarki) AAID
s.amazon-adsystem.com (Amazon) AAID
www.facebook.com (Facebook) AAID
serve.qriously.com (Brandwatch) AAID
api.appodealx.com (Appodeal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1331

1330We define “user information” in Section 3.
1331https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.89 Pixel Art: Color by Number

Testing Details

App Name: Pixel Art: Color by Number
Package Name: com.europosit.pixelcoloring
App Developer: Easybrain
Version: 4.9 (1110049019)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.89.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1332

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1332For an explanation of SDKs, see Section 4.1.2.
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com.europosit.pixelcoloring: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IQzone Advertisement IQzone

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

(Table Continues)

www.appcensus.io F-1172F-1172

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://iqzone.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics


com.europosit.pixelcoloring: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

PubNative Advertisement PubNative

Fmod Game Engine Firelight Technologies
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F.3.89.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1333

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

1333For an explanation of dangerous permissions, see Section 4.3.
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F.3.89.3 Data Transmissions During testing, we observed the following types of user infor-
mation1334 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-east.liftoff.io (Liftoff) AAID
graph.facebook.com (Facebook) AAID
web.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
backend.pubnative.net (Media and Games
Invest)

AAID

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

ads.api.vungle.com (Vungle) AAID
ads.mopub.com (Twitter) AAID
app.adjust.com (Adjust) AAID
smart.mobvista.com (Mobvista) AAID
mpx.mopub.com (Twitter) AAID
api.pubnative.net (Media and Games In-
vest)

AAID

api.appodealx.com (Appodeal) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

s.amazon-adsystem.com (Amazon) AAID
www.facebook.com (Facebook) AAID
api.vungle.com (Vungle) AAID
api-us.appodealx.com (Appodeal) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

api-colorbox-android.easybrain.com (Easy-
brain)

AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1335

1334We define “user information” in Section 3.
1335https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.90 Hay Day

Testing Details

App Name: Hay Day
Package Name: com.supercell.hayday
App Developer: Supercell
Version: 1_45_111 (1616)
Release Date: January 31, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.90.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1336

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
1336For an explanation of SDKs, see Section 4.1.2.
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com.supercell.hayday: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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F.3.90.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1337

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1337For an explanation of dangerous permissions, see Section 4.3.
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F.3.90.3 Data Transmissions During testing, we observed the following types of user infor-
mation1338 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1339

1338We define “user information” in Section 3.
1339https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.91 BuzzVideo: Watch something great

Testing Details

App Name: BuzzVideo: Watch something great
Package Name: com.ss.android.article.topbuzzvideo.en
App Developer: TopBuzz
Version: 10.1.7.01 (101701)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.91.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1340

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1340For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ss.android.article.topbuzzvideo.en
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com.ss.android.article.topbuzzvideo.en: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

picasso Development Aid Square Inc.

Apache Http Development Aid The Apache Software
Foundation

Json org Development Aid Json org

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.91.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1341

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1341For an explanation of dangerous permissions, see Section 4.3.
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F.3.91.3 Data Transmissions During testing, we observed the following types of user infor-
mation1342 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.musical.ly (TikTok) Android ID AAID
isub.isnssdk.com (Unknown) Android ID AAID
log-tb.isnssdk.com (Unknown) Android ID AAID
isub-tb.isnssdk.com (Unknown) Android ID AAID
cdn.isnssdk.com (Unknown) Android ID AAID
dm.toutiao.com (Toutiao) Android ID AAID
h5.isnssdk.com (Unknown) Android ID AAID
log.isnssdk.com (Unknown) Android ID AAID
i16-tb.isnssdk.com (Unknown) Android ID AAID GPS Location

Coarse Location
graph.facebook.com (Facebook) AAID
settings.crashlytics.com (Google) Android ID AAID
ichannel.isnssdk.com (Unknown) Android ID AAID
i.isnssdk.com (Unknown) GPS Location Coarse Location
reports.crashlytics.com (Google) Android ID AAID
ichannel-tb.isnssdk.com (Unknown) Android ID AAID
dm.isnssdk.com (Unknown) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1343

1342We define “user information” in Section 3.
1343https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.92 Apple Daily �果動新聞

Testing Details

App Name: Apple Daily �果動新聞

Package Name: com.nextmedia
App Developer: Next Mobile Limited
Version: 5.4.0 (5404)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.92.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1344

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

1344For an explanation of SDKs, see Section 4.1.2.
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com.nextmedia: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Notifications Mobile Analytics Facebook
Push Notifications

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

(Table Continues)
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com.nextmedia: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Krux Mobile Analytics Salesforce

Loopj Development Aid James Smith

Lotame Mobile Analytics Lotame

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

JavaX Annotation API Utility JavaX Annotation API

HockeyApp Mobile Analytics Microsoft

Jackson Json-processor Utility The Codehaus

SLF4J Development Aid SLF4J
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F.3.92.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1345

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1345For an explanation of dangerous permissions, see Section 4.3.
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F.3.92.3 Data Transmissions During testing, we observed the following types of user infor-
mation1346 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

b.scorecardresearch.com (comScore) Android ID AAID
useg.nextdigital.com.hk (Next Digital Limited
壹傳媒)

Android ID AAID

settings.crashlytics.com (Google) AAID
graph.facebook.com (Facebook) AAID
a125-56-205-11.deploy.static.akamaitechnologies.com
(Unknown)

Android ID

combine.urbanairship.com (Airship) AAID
bcp.crwdcntrl.net (Lotame) AAID
cmpg.appledaily.com (Unknown) AAID
ad.crwdcntrl.net (Lotame) AAID
a104-83-245-29.deploy.static.akamaitechnologies.com
(Unknown)

Android ID AAID GPS Location
Coarse Location

geodds.api.nextmedia.com (Next Digital
Limited 壹傳媒)

GPS Location Coarse Location

a125-56-205-122.deploy.static.akamaitechnologies.com
(Unknown)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1347

1346We define “user information” in Section 3.
1347https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.93 Smart Launcher 5

Testing Details

App Name: Smart Launcher 5
Package Name: ginlemon.flowerfree
App Developer: Smart Launcher Team
Version: 5.4 build 034 (1646)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.93.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1348

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1348For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=ginlemon.flowerfree
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


ginlemon.flowerfree: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

www.appcensus.io F-1190F-1190

https://github.com/square/picasso
https://branch.io/


F.3.93.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1349

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.

1349For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.93.3 Data Transmissions During testing, we observed the following types of user infor-
mation1350 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.smartlauncher.net (Smartlauncher) AAID
pro.openweathermap.org (OpenWeather) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1351

1350We define “user information” in Section 3.
1351https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.94 Square Home 3 - Launcher : Windows style

Testing Details

App Name: Square Home 3 - Launcher : Windows style
Package Name: com.ss.squarehome2
App Developer: ChYK the dev.
Version: 2.0.5 (20005)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.94.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1352

SDK Purpose Parent Company

Github Development Aid Github

Android Package management Development Aid Android Package
management

getui Advertisement getui
Mobile Analytics
Push Notifications

1352For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ss.squarehome2
https://github.com/
https://developer.android.com/reference/android/content/pm/package-summary.html
http://www.getui.com/cn/index.html


F.3.94.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1353

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

1353For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.94.3 Data Transmissions During testing, we observed the following types of user infor-
mation1354 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1355

1354We define “user information” in Section 3.
1355https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.95 Edge Screen - Edge Gesture, Edge Action

Testing Details

App Name: Edge Screen - Edge Gesture, Edge Action
Package Name: com.edgescreen.edgeaction
App Developer: Edge Action Studio
Version: 2.3.0 (147)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.95.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1356

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

1356For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.edgescreen.edgeaction
https://developers.facebook.com/docs/android
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.edgescreen.edgeaction: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

www.appcensus.io F-1197F-1197

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/JakeWharton/NineOldAndroids
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
https://hc.apache.org/


F.3.95.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1357

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1357For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.95.3 Data Transmissions During testing, we observed the following types of user infor-
mation1358 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1359

1358We define “user information” in Section 3.
1359https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.96 Vegas Night Slots - HOT&FREE VEGAS CASINO GAMES

Testing Details

App Name: Vegas Night Slots - HOT&FREE VEGAS CASINO
GAMES

Package Name: com.vegas.casino.slothbunm
App Developer: Zengzhineng
Version: 1.0.20 (20)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.96.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1360

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

1360For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vegas.casino.slothbunm
https://play.google.com/store/apps/details?id=com.vegas.casino.slothbunm
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.vegas.casino.slothbunm: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/zxing/zxing
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://integralads.com
http://www.ironsrc.com


com.vegas.casino.slothbunm: Detected SDKs (Continued)

SDK Purpose Parent Company

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
https://unity3d.com/
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.96.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1361

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1361For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.96.3 Data Transmissions During testing, we observed the following types of user infor-
mation1362 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

d1ao9yhp9fm60r.cloudfront.net (Unknown) WiFi MAC AAID
app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1363

1362We define “user information” in Section 3.
1363https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.97 Firefox for Android Beta

Testing Details

App Name: Firefox for Android Beta
Package Name: org.mozilla.firefox_beta
App Developer: Mozilla
Version: 75.0.0-beta.6 (2015735819)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.97.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1364

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1364For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.mozilla.firefox_beta
https://www.adjust.com/
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


org.mozilla.firefox_beta: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

LeanPlum Mobile Analytics Leanplum

SLF4J Development Aid SLF4J

SnakeYAML Development Aid SnakeYAML
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https://github.com/google/guava
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/JakeWharton/DiskLruCache
https://www.leanplum.com/
http://www.slf4j.org/
https://bitbucket.org/asomov/snakeyaml


F.3.97.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1365

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1365For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.97.3 Data Transmissions During testing, we observed the following types of user infor-
mation1366 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1367

1366We define “user information” in Section 3.
1367https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.98 Bottom Quick Settings - Notification Customization

Testing Details

App Name: Bottom Quick Settings - Notification Customization
Package Name: com.tombayley.bottomquicksettings
App Developer: Tom Bayley
Version: 6.1.4 (248)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.98.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1368

SDK Purpose Parent Company

Google Play App Market Google Play

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

1368For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tombayley.bottomquicksettings
https://play.google.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


com.tombayley.bottomquicksettings: Detected SDKs (Continued)

SDK Purpose Parent Company

MaterialProgressBar Development Aid MaterialProgressBar

www.appcensus.io F-1210F-1210

https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.98.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1369

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1369For an explanation of dangerous permissions, see Section 4.3.
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F.3.98.3 Data Transmissions During testing, we observed the following types of user infor-
mation1370 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1371

1370We define “user information” in Section 3.
1371https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.99 Make it perfect

Testing Details

App Name: Make it perfect
Package Name: com.game.perfection
App Developer: VOODOO
Version: 1.0.17 (24)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.99.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1372

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

(Table Continues)

1372For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.game.perfection
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/
http://try.crashlytics.com


com.game.perfection: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://www.mintegral.com/en/
https://moat.com/analytics


com.game.perfection: Detected SDKs (Continued)

SDK Purpose Parent Company

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Ogury Presage Advertisement Ogury

nend Advertisement FAN Communications
Inc.

Fmod Game Engine Firelight Technologies
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https://target.my.com/
https://www.smaato.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://www.verizon.com/
https://vungle.com
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
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https://nend.net/en/
https://www.fmod.org/


F.3.99.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1373

Permission Description Used

No dangerous permissions were requested by the app.

1373For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.99.3 Data Transmissions During testing, we observed the following types of user infor-
mation1374 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

view.adjust.com (Adjust) AAID
api.gameanalytics.com (Mobvista) AAID
app.adjust.com (Adjust) AAID
ads.api.vungle.com (Vungle) AAID
config.inmobi.com (InMobi) AAID
graph.facebook.com (Facebook) AAID
tr-asia.adsmoloco.com (Moloco) AAID
analytics.rayjump.com (Mobvista) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

wv.inner-active.mobi (Fyber) AAID
api.vungle.com (Vungle) AAID
googleads.g.doubleclick.net (Google) AAID
setting.rayjump.com (Mobvista) AAID
track.tenjin.io (tenjin) AAID
www.facebook.com (Facebook) AAID
ads.inmobi.com (InMobi) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1375

1374We define “user information” in Section 3.
1375https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.100 Cisco Webex Teams

Testing Details

App Name: Cisco Webex Teams
Package Name: com.cisco.wx2.android
App Developer: Cisco Systems, Inc.
Version: 4.10.366 (4009238)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.100.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1376

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
1376For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cisco.wx2.android
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.cisco.wx2.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup
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F.3.100.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1377

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1377For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.100.3 Data Transmissions During testing, we observed the following types of user in-
formation1378 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1379

1378We define “user information” in Section 3.
1379https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.101 Farsi Keyboard

Testing Details

App Name: Farsi Keyboard
Package Name: com.boloorian.android.farsikeyboard
App Developer: Khosrov Boloorian
Version: 5.4 (64)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.101.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1380

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

1380For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.boloorian.android.farsikeyboard
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


F.3.101.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1381

Permission Description Used

No dangerous permissions were requested by the app.

1381For an explanation of dangerous permissions, see Section 4.3.
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F.3.101.3 Data Transmissions During testing, we observed the following types of user in-
formation1382 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1383

1382We define “user information” in Section 3.
1383https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.102 Spark –Email App by Readdle

Testing Details

App Name: Spark –Email App by Readdle
Package Name: com.readdle.spark
App Developer: Readdle Inc.
Version: 2.5.0 (20500300)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.102.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1384

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Auth0 Android SDK Utility Auth0

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1384For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.readdle.spark
http://www.amplitude.com
https://auth0.com/docs/quickstart/native/android/getting-started
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.readdle.spark: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Mozilla Rhino Development Aid Mozilla

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill
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https://github.com/google/guava
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
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F.3.102.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1385

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.

1385For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.102.3 Data Transmissions During testing, we observed the following types of user in-
formation1386 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

in.appcenter.ms (Microsoft) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1387

1386We define “user information” in Section 3.
1387https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.103 SwiftKey Beta

Testing Details

App Name: SwiftKey Beta
Package Name: com.touchtype.swiftkey.beta
App Developer: SwiftKey
Version: 7.5.5.15 (950337776)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.103.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1388

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)
1388For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.touchtype.swiftkey.beta
https://www.adjust.com/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava


com.touchtype.swiftkey.beta: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Jackson Json-processor Utility The Codehaus
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F.3.103.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1389

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1389For an explanation of dangerous permissions, see Section 4.3.
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F.3.103.3 Data Transmissions During testing, we observed the following types of user in-
formation1390 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
telemetry.api.swiftkey.com (Microsoft) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1391

1390We define “user information” in Section 3.
1391https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.104 Super Volume Up - Speaker Booster, Sound Equalizer

Testing Details

App Name: Super Volume Up - Speaker Booster, Sound Equal-
izer

Package Name: com.cloyster.volumebooster.volumeup
App Developer: Cloyster team
Version: 1.0.8 (9)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.104.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1392

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1392For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cloyster.volumebooster.volumeup
https://play.google.com/store/apps/details?id=com.cloyster.volumebooster.volumeup
https://play.google.com
https://github.com/bumptech/glide/
https://github.com/daimajia/AndroidViewAnimations
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.cloyster.volumebooster.volumeup: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.104.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1393

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1393For an explanation of dangerous permissions, see Section 4.3.
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F.3.104.3 Data Transmissions During testing, we observed the following types of user in-
formation1394 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

t.manage.com (Manage) AAID
unity-east-bidder.manage.com (Manage) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

impression-east.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1395

1394We define “user information” in Section 3.
1395https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.105 Feedly Classic

Testing Details

App Name: Feedly Classic
Package Name: com.devhd.feedly.classic
App Developer: Feedly Team
Version: 39.0.1-classic (701)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.105.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1396

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1396For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.devhd.feedly.classic
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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com.devhd.feedly.classic: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Scribe Java Lib Development Aid Scribe Video Center
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F.3.105.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1397

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1397For an explanation of dangerous permissions, see Section 4.3.
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F.3.105.3 Data Transmissions During testing, we observed the following types of user in-
formation1398 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1399

1398We define “user information” in Section 3.
1399https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.106 KFC - Order On The Go

Testing Details

App Name: KFC - Order On The Go
Package Name: com.kfcaus.ordering
App Developer: KFC Australia
Version: 19.10.3.0 (199113)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.106.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1400

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Facebook Social Network Facebook
Advertisement
Mobile Analytics

MParticle Mobile Analytics mParticle

urbanairship Mobile Analytics Airship

PayPal Payment PayPal

HockeyApp Mobile Analytics Microsoft

1400For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kfcaus.ordering
http://www.mono-project.com/
https://developers.facebook.com
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F.3.106.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1401

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1401For an explanation of dangerous permissions, see Section 4.3.
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F.3.106.3 Data Transmissions During testing, we observed the following types of user in-
formation1402 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

nolo-api-ssa.ncrsaas.com (Unknown) GPS Location Coarse Location
identity.mparticle.com (mParticle) AAID Android ID
control.kochava.com (Kochava) BT Name WiFi BSSID WiFi SSID

AAID Android ID
nativesdks.mparticle.com (mParticle) AAID Android ID
api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
globalconfig.bluedot.io (Unknown) GPS Location Coarse Location
sdk.iad-01.braze.com (Braze) GPS Location Coarse Location
pointapi-prod-1.bluedot.io (Unknown) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1403

1402We define “user information” in Section 3.
1403https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.107 Google Chrome: Fast & Secure

Testing Details

App Name: Google Chrome: Fast & Secure
Package Name: com.android.chrome
App Developer: Google LLC
Version: 81.0.4044.138 (404413823)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.107.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1404

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

1404For an explanation of SDKs, see Section 4.1.2.
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F.3.107.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1405

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1405For an explanation of dangerous permissions, see Section 4.3.
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F.3.107.3 Data Transmissions During testing, we observed the following types of user in-
formation1406 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1407

1406We define “user information” in Section 3.
1407https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.108 YouTube

Testing Details

App Name: YouTube
Package Name: com.google.android.youtube
App Developer: Google LLC
Version: 15.18.36 (1512433088)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.108.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1408

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

1408For an explanation of SDKs, see Section 4.1.2.
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com.google.android.youtube: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

www.appcensus.io F-1248F-1248



F.3.108.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1409

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1409For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1249F-1249

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.108.3 Data Transmissions During testing, we observed the following types of user in-
formation1410 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleadservices.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1411

1410We define “user information” in Section 3.
1411https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1250F-1250

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.109 Google

Testing Details

App Name: Google
Package Name: com.google.android.googlequicksearchbox
App Developer: Google LLC
Version: 11.8.9.21.arm64 (301084796)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.109.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1412

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Alibaba MTL Development Aid Alibaba

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
(Table Continues)

1412For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.googlequicksearchbox
https://github.com/bumptech/glide/
https://developers.facebook.com
https://www.google.com/ads/
https://doc.open.alipay.com/doc2/detail.htm?treeId=195&articleId=105220&docType=1
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.google.android.googlequicksearchbox: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Tencent Login Social Network Tencent

ZXing (’Zebra Crossing’) Development Aid ZXing Project

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

www.appcensus.io F-1252F-1252

https://connect.qq.com
https://github.com/zxing/zxing
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/protobuf


F.3.109.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1413

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1413For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.109.3 Data Transmissions During testing, we observed the following types of user in-
formation1414 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1415

1414We define “user information” in Section 3.
1415https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1254F-1254

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.110 Maps - Navigate & Explore

Testing Details

App Name: Maps - Navigate & Explore
Package Name: com.google.android.apps.maps
App Developer: Google LLC
Version: 10.40.1 (1040101040)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.110.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1416

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
1416For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1255F-1255

https://play.google.com/store/apps/details?id=com.google.android.apps.maps
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.google.android.apps.maps: Detected SDKs (Continued)

SDK Purpose Parent Company

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

www.appcensus.io F-1256F-1256

https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson


F.3.110.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1417

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1417For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.110.3 Data Transmissions During testing, we observed the following types of user in-
formation1418 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

instantmessaging-pa.googleapis.com
(Google)

Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1419

1418We define “user information” in Section 3.
1419https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1258F-1258

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.111 Facebook

Testing Details

App Name: Facebook
Package Name: com.facebook.katana
App Developer: Facebook
Version: 269.0.0.50.127 (212783074)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.111.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1420

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Audience Mobile Analytics Facebook

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google API Client Libraries Development Frame-
work

Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

1420For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.facebook.katana
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android/
https://github.com/zxing/zxing
https://developers.google.com/api-client-library/java/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.facebook.katana: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Facebook Notifications Mobile Analytics Facebook
Push Notifications

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

Baidu Map Map/LBS Baidu

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Umeng Socialize Social Network Alibaba

Fasterxml Utility FasterXML

ExoPlayer Development Aid Google

Google Analytics Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Guice Development Aid Google

Mapbox Map/LBS Mapbox

XZ For Java Development Aid XZ For Java

www.appcensus.io F-1260F-1260

https://developers.facebook.com/docs/android
https://www.threatmetrix.com/
http://lbsyun.baidu.com/
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://dev.umeng.com/social/android/operation
http://fasterxml.com/
https://github.com/google/ExoPlayer
https://www.google.com/analytics/
https://github.com/google/guava
http://firebase.com
https://github.com/google/gson
https://github.com/google/guice
https://www.mapbox.com/
http://tukaani.org/xz/java.html


F.3.111.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1421

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.

1421For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.111.3 Data Transmissions During testing, we observed the following types of user in-
formation1422 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1423

1422We define “user information” in Section 3.
1423https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1262F-1262

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.112 Messenger –Text and Video Chat for Free

Testing Details

App Name: Messenger –Text and Video Chat for Free
Package Name: com.facebook.orca
App Developer: Facebook
Version: 263.1.0.35.125 (212938274)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.112.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1424

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Notifications Mobile Analytics Facebook
Push Notifications

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Umeng Socialize Social Network Alibaba

Fasterxml Utility FasterXML

(Table Continues)

1424For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.facebook.orca
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://dev.umeng.com/social/android/operation
http://fasterxml.com/


com.facebook.orca: Detected SDKs (Continued)

SDK Purpose Parent Company

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Guice Development Aid Google

Google Protocol Buffers Development Aid Google

Mapbox Map/LBS Mapbox

Facebook Ads Advertisement Facebook
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https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://github.com/google/guava
http://firebase.com
https://github.com/google/gson
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F.3.112.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1425

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1425For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.112.3 Data Transmissions During testing, we observed the following types of user in-
formation1426 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1427

1426We define “user information” in Section 3.
1427https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1266F-1266

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.113 Gmail

Testing Details

App Name: Gmail
Package Name: com.google.android.gm
App Developer: Google LLC
Version: 2020.04.12.307915656.Release (62161216)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.113.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1428

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

1428For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.gm
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://github.com/zxing/zxing
https://github.com/google/guava
http://firebase.com


com.google.android.gm: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Protocol Buffers Development Aid Google

www.appcensus.io F-1268F-1268

https://github.com/google/protobuf


F.3.113.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1429

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

1429For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.113.3 Data Transmissions During testing, we observed the following types of user in-
formation1430 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

inbox.google.com (Google) Name Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1431

1430We define “user information” in Section 3.
1431https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.114 Instagram

Testing Details

App Name: Instagram
Package Name: com.instagram.android
App Developer: Instagram
Version: 140.0.0.30.126 (212676898)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.114.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1432

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Tencent Login Social Network Tencent

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
1432For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.instagram.android
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://connect.qq.com
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.instagram.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

XZ For Java Development Aid XZ For Java
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https://github.com/google/guava
http://firebase.com
http://tukaani.org/xz/java.html


F.3.114.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1433

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1433For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.114.3 Data Transmissions During testing, we observed the following types of user in-
formation1434 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1435

1434We define “user information” in Section 3.
1435https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.115 WhatsApp Messenger

Testing Details

App Name: WhatsApp Messenger
Package Name: com.whatsapp
App Developer: WhatsApp Inc.
Version: 2.20.157 (453599)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.115.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1436

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
1436For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.whatsapp
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
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com.whatsapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Spongy Castle Development Aid Spongy Castle
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http://rtyley.github.io/spongycastle/


F.3.115.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1437

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1437For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.115.3 Data Transmissions During testing, we observed the following types of user in-
formation1438 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1439

1438We define “user information” in Section 3.
1439https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.116 Samsung Internet Browser

Testing Details

App Name: Samsung Internet Browser
Package Name: com.sec.android.app.sbrowser
App Developer: Samsung Electronics Co., Ltd.
Version: 11.2.1.3 (1112103502)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.116.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1440

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

1440For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sec.android.app.sbrowser
https://github.com/bumptech/glide/
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com.sec.android.app.sbrowser: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Alipay Payment Alipay

Tencent Wechat Social Network Tencent

Jsoup Development Aid Jsoup

www.appcensus.io F-1280F-1280

https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://developer.huawei.com/
https://dev.alipay.com/
https://open.weixin.qq.com/
http://jsoup.org/


F.3.116.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1441

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.

1441For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1281F-1281

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.116.3 Data Transmissions During testing, we observed the following types of user in-
formation1442 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1443

1442We define “user information” in Section 3.
1443https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1282F-1282

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.117 Messages

Testing Details

App Name: Messages
Package Name: com.google.android.apps.messaging
App Developer: Google LLC
Version: 5.9.099 (Wyvern_RC10.phone_dynamic)

(59099000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.117.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1444

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Tencent Login Social Network Tencent

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1444For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1283F-1283

https://play.google.com/store/apps/details?id=com.google.android.apps.messaging
https://github.com/bumptech/glide/
https://connect.qq.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.google.android.apps.messaging: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Bouncy Castle Development Aid Bouncy Castles

www.appcensus.io F-1284F-1284

https://github.com/google/gson
http://www.bouncycastle.org/java.html


F.3.117.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1445

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_WAP_PUSH Allows an application to receive WAP push messages.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_SMS Allows an application to read SMS messages.

1445For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1285F-1285

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.117.3 Data Transmissions During testing, we observed the following types of user in-
formation1446 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1447

1446We define “user information” in Section 3.
1447https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1286F-1286

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.118 Google Drive

Testing Details

App Name: Google Drive
Package Name: com.google.android.apps.docs
App Developer: Google LLC
Version: 2.20.181.04.40 (201810440)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.118.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1448

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
1448For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1287F-1287

https://play.google.com/store/apps/details?id=com.google.android.apps.docs
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://github.com/zxing/zxing
https://github.com/google/guava
http://firebase.com


com.google.android.apps.docs: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Protocol Buffers Development Aid Google

www.appcensus.io F-1288F-1288

https://github.com/google/protobuf


F.3.118.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1449

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1449For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1289F-1289

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.118.3 Data Transmissions During testing, we observed the following types of user in-
formation1450 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleapis.com (Google) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1451

1450We define “user information” in Section 3.
1451https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1290F-1290

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.119 Spotify: Listen to new music, podcasts, and songs

Testing Details

App Name: Spotify: Listen to new music, podcasts, and songs
Package Name: com.spotify.music
App Developer: Spotify Ltd.
Version: 8.5.55.1105 (58727994)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.119.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1452

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

1452For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1291F-1291

https://play.google.com/store/apps/details?id=com.spotify.music
https://www.adjust.com/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.spotify.music: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Messagepack Utility Messagepack

SLF4J Development Aid SLF4J

www.appcensus.io F-1292F-1292

http://fasterxml.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
https://moat.com/analytics
https://github.com/square/picasso
https://commons.apache.org/
http://msgpack.org
http://www.slf4j.org/


F.3.119.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1453

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1453For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1293F-1293

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.119.3 Data Transmissions During testing, we observed the following types of user in-
formation1454 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1455

1454We define “user information” in Section 3.
1455https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1294F-1294

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.120 Google Photos

Testing Details

App Name: Google Photos
Package Name: com.google.android.apps.photos
App Developer: Google LLC
Version: 4.49.1.309855165 (21049769)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.120.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1456

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

1456For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1295F-1295

https://play.google.com/store/apps/details?id=com.google.android.apps.photos
https://github.com/bumptech/glide/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.120.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1457

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1457For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1296F-1296

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.120.3 Data Transmissions During testing, we observed the following types of user in-
formation1458 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1459

1458We define “user information” in Section 3.
1459https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1297F-1297

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.121 Netflix

Testing Details

App Name: Netflix
Package Name: com.netflix.mediaclient
App Developer: Netflix, Inc.
Version: 7.56.1 build 23 34861 (34861)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.121.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1460

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
1460For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1298F-1298

https://play.google.com/store/apps/details?id=com.netflix.mediaclient
https://developer.android.com/training/volley/index.html
https://www.bugsnag.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.netflix.mediaclient: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

International Components for Unicode Utility IBM

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Java-WebSocket Development Aid Java-WebSocket

SLF4J Development Aid SLF4J

www.appcensus.io F-1299F-1299

http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://www-01.ibm.com/software/globalization/icu/
https://commons.apache.org/
http://www.bouncycastle.org/java.html
https://github.com/TooTallNate/Java-WebSocket
http://www.slf4j.org/


F.3.121.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1461

Permission Description Used

No dangerous permissions were requested by the app.

1461For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1300F-1300

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.121.3 Data Transmissions During testing, we observed the following types of user in-
formation1462 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1463

1462We define “user information” in Section 3.
1463https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1301F-1301

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.122 eBay: Online Shopping Deals - Buy, Sell, and Save

Testing Details

App Name: eBay: Online Shopping Deals - Buy, Sell, and Save
Package Name: com.ebay.mobile
App Developer: eBay Mobile
Version: 6.0.1.15 (202)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.122.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1464

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Tencent Login Social Network Tencent

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1464For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1302F-1302

https://play.google.com/store/apps/details?id=com.ebay.mobile
http://try.crashlytics.com
https://connect.qq.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ebay.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

JavaX Annotation API Utility JavaX Annotation API

www.appcensus.io F-1303F-1303

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
https://www.threatmetrix.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.122.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1465

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1465For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1304F-1304

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.122.3 Data Transmissions During testing, we observed the following types of user in-
formation1466 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

c.paypal.com (eBay) GSF ID
apisd.ebay.com (eBay) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1467

1466We define “user information” in Section 3.
1467https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1305F-1305

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.123 Clock

Testing Details

App Name: Clock
Package Name: com.google.android.deskclock
App Developer: Google LLC
Version: 6.2.1 (280557501) (62101012)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.123.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1468

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

1468For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1306F-1306

https://play.google.com/store/apps/details?id=com.google.android.deskclock
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


F.3.123.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1469

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1469For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1307F-1307

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.123.3 Data Transmissions During testing, we observed the following types of user in-
formation1470 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1471

1470We define “user information” in Section 3.
1471https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1308F-1308

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.124 Phone

Testing Details

App Name: Phone
Package Name: com.google.android.dialer
App Developer: Google LLC
Version: 48.0.308707326 (5602463)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.124.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1472

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

1472For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1309F-1309

https://play.google.com/store/apps/details?id=com.google.android.dialer
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.124.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1473

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1473For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1310F-1310

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.124.3 Data Transmissions During testing, we observed the following types of user in-
formation1474 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1475

1474We define “user information” in Section 3.
1475https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1311F-1311

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.125 CommBank

Testing Details

App Name: CommBank
Package Name: com.commbank.netbank
App Developer: Commonwealth Bank of Australia
Version: 4.8.1.1760 (1760)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.125.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1476

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Appdynamics Mobile Analytics Appdynamics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1476For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.commbank.netbank
https://developer.android.com/training/volley/index.html
https://www.appdynamics.com/
https://github.com/zxing/zxing
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com.commbank.netbank: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Splunk MINT Mobile Analytics Splunk

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger

jUnit Java Unit Test Development Aid JUnit Team
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F.3.125.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1477

Permission Description Used

WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1477For an explanation of dangerous permissions, see Section 4.3.
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F.3.125.3 Data Transmissions During testing, we observed the following types of user in-
formation1478 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1479

1478We define “user information” in Section 3.
1479https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.126 Microsoft Outlook: Organize Your Email & Calendar

Testing Details

App Name: Microsoft Outlook: Organize Your Email & Calen-
dar

Package Name: com.microsoft.office.outlook
App Developer: Microsoft Corporation
Version: 4.1.80 (200276)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.126.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1480

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

AppNexus Advertisement xandr

Metrics Development Aid Metrics

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
1480For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.microsoft.office.outlook
https://play.google.com/store/apps/details?id=com.microsoft.office.outlook
https://developers.facebook.com/docs/android
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com.microsoft.office.outlook: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google GData Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Disk LRU Cache Development Aid Jake Wharton

HttpClient Android repackage buildscript Development Aid Marek Sebera

(Table Continues)
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com.microsoft.office.outlook: Detected SDKs (Continued)

SDK Purpose Parent Company

otto Development Aid Square

picasso Development Aid Square Inc.

Seismic Utility Square

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

UserVoice Android SDK Utility UserVoice

JavaX Annotation API Utility JavaX Annotation API

JavaMail API Utility JavaMail API

HockeyApp Mobile Analytics Microsoft

json smart Development Aid json smart

Signpost Oauth Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

TagSoup Utility Chester County Inter-
link

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J
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F.3.126.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1481

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1481For an explanation of dangerous permissions, see Section 4.3.
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F.3.126.3 Data Transmissions During testing, we observed the following types of user in-
formation1482 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

powerlift-frontdesk.acompli.net (Unknown) Android ID
mobile.pipe.aria.microsoft.com (Microsoft) AAID Android ID
app.adjust.com (Adjust) AAID
acompli.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1483

1482We define “user information” in Section 3.
1483https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.127 Gumtree: Buy and Sell to Save or Make Money Today

Testing Details

App Name: Gumtree: Buy and Sell to Save or Make Money To-
day

Package Name: com.ebay.gumtree.au
App Developer: eBay Classifieds Group
Version: 7.8.0 (26191)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.127.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1484

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Apptentive Mobile Analytics Apptentive

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1484For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ebay.gumtree.au
https://play.google.com/store/apps/details?id=com.ebay.gumtree.au
https://www.adjust.com/
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com.ebay.gumtree.au: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.ebay.gumtree.au: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

PayPal Payment PayPal

picasso Development Aid Square Inc.

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org

simple framework Development Aid simple framework
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F.3.127.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1485

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1485For an explanation of dangerous permissions, see Section 4.3.
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F.3.127.3 Data Transmissions During testing, we observed the following types of user in-
formation1486 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecg-api.gumtree.com.au (eBay) Coarse Location
graph.facebook.com (Facebook) AAID
prebid.adnxs.com (AT&T) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1487

1486We define “user information” in Section 3.
1487https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.128 Uber - Request a ride

Testing Details

App Name: Uber - Request a ride
Package Name: com.ubercab
App Developer: Uber Technologies, Inc.
Version: 4.315.10004 (69289)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.128.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1488

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1488For an explanation of SDKs, see Section 4.1.2.
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com.ubercab: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

PayPal Payment PayPal

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Uber Analytics Mobile Analytics Uber

Alimama Dev Advertisement Alibaba

Google Ads Advertisement Google

JAudiotagger Utility JThink Ltd.
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F.3.128.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1489

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
SEND_SMS Allows an application to send SMS messages.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1489For an explanation of dangerous permissions, see Section 4.3.
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F.3.128.3 Data Transmissions During testing, we observed the following types of user in-
formation1490 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cn-geo1.uber.com (Uber) GPS Location Coarse Location
AAID Email Name Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1491

1490We define “user information” in Section 3.
1491https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.129 Twitter

Testing Details

App Name: Twitter
Package Name: com.twitter.android
App Developer: Twitter, Inc.
Version: 8.43.0-release.00 (18430000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.129.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1492

SDK Purpose Parent Company

Metrics Development Aid Metrics

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

1492For an explanation of SDKs, see Section 4.1.2.
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com.twitter.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

EventBus Development Aid greenrobot /Markus
Junginger

Spongy Castle Development Aid Spongy Castle
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F.3.129.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1493

Permission Description Used

No dangerous permissions were requested by the app.

1493For an explanation of dangerous permissions, see Section 4.3.
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F.3.129.3 Data Transmissions During testing, we observed the following types of user in-
formation1494 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

twitter.com (Twitter) AAID
api.twitter.com (Twitter) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1495

1494We define “user information” in Section 3.
1495https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.130 Uber Eats: Order Food Delivery

Testing Details

App Name: Uber Eats: Order Food Delivery
Package Name: com.ubercab.eats
App Developer: Uber Technologies, Inc.
Version: 1.253.10006 (69875)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.130.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1496

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

1496For an explanation of SDKs, see Section 4.1.2.
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com.ubercab.eats: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

PayPal Payment PayPal

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Uber Analytics Mobile Analytics Uber

JAudiotagger Utility JThink Ltd.
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F.3.130.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1497

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1497For an explanation of dangerous permissions, see Section 4.3.
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F.3.130.3 Data Transmissions During testing, we observed the following types of user in-
formation1498 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cn-geo1.uber.com (Uber) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1499

1498We define “user information” in Section 3.
1499https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.131 My Telstra

Testing Details

App Name: My Telstra
Package Name: com.telstra.mobile.android.mytelstra
App Developer: Telstra Corporation Ltd.
Version: 51.0.87 (101)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.131.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1500

SDK Purpose Parent Company

db4o Development Aid The Apache Software
Foundation

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
1500For an explanation of SDKs, see Section 4.1.2.
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com.telstra.mobile.android.mytelstra: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

PayPal Payment PayPal

AspectJ Development Aid AspectJ

jUnit Java Unit Test Development Aid JUnit Team

XML Pull Development Aid XML Pull
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F.3.131.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1501

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1501For an explanation of dangerous permissions, see Section 4.3.
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F.3.131.3 Data Transmissions During testing, we observed the following types of user in-
formation1502 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dpm.demdex.net (Adobe) AAID
telstra.demdex.net (Adobe) AAID
telstracorporationlt.tt.omtrdc.net (Adobe) AAID
mboxedge36.tt.omtrdc.net (Adobe) AAID
infos.telstra.com.au (Telstra) AAID
mboxedge29.tt.omtrdc.net (Adobe) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1503

1502We define “user information” in Section 3.
1503https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.132 My Optus

Testing Details

App Name: My Optus
Package Name: au.com.optus.selfservice
App Developer: Optus Mobile Pty Ltd
Version: 5.12 (454)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.132.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1504

SDK Purpose Parent Company

Apptimize Mobile Analytics Apptimize

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1504For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.optus.selfservice
http://www.apptimize.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://firebase.com


au.com.optus.selfservice: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

simple framework Development Aid simple framework
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https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
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F.3.132.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1505

Permission Description Used

No dangerous permissions were requested by the app.

1505For an explanation of dangerous permissions, see Section 4.3.
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F.3.132.3 Data Transmissions During testing, we observed the following types of user in-
formation1506 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1507

1506We define “user information” in Section 3.
1507https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.133 Wish - Shopping Made Fun

Testing Details

App Name: Wish - Shopping Made Fun
Package Name: com.contextlogic.wish
App Developer: Wish Inc.
Version: 4.39.4 (1298)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.133.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1508

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

(Table Continues)
1508For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.contextlogic.wish
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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https://www.google.com/ads/


com.contextlogic.wish: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Umeng push Development Aid Alibaba
Push Notifications

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

PayPal Payment PayPal

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

json smart Development Aid json smart

Bouncy Castle Development Aid Bouncy Castles
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/guava
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F.3.133.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1509

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1509For an explanation of dangerous permissions, see Section 4.3.
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F.3.133.3 Data Transmissions During testing, we observed the following types of user in-
formation1510 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.googleadservices.com (Google) AAID
www.wish.com (Wish) AAID
imgs.signifyd.com (Signifyd) Android ID
c.riskified.com (Riskified) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1511

1510We define “user information” in Section 3.
1511https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.134 Shazam - Discover songs & lyrics in seconds

Testing Details

App Name: Shazam - Discover songs & lyrics in seconds
Package Name: com.shazam.android
App Developer: Apple, Inc.
Version: 10.28.0-200430 (1002800)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.134.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1512

SDK Purpose Parent Company

Tencent Login Social Network Tencent

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

1512For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.shazam.android
https://connect.qq.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.shazam.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation
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http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
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https://github.com/square/okhttp
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F.3.134.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1513

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1513For an explanation of dangerous permissions, see Section 4.3.
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F.3.134.3 Data Transmissions During testing, we observed the following types of user in-
formation1514 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1515

1514We define “user information” in Section 3.
1515https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.135 Contacts

Testing Details

App Name: Contacts
Package Name: com.google.android.contacts
App Developer: Google LLC
Version: 3.22.4.309864854 (2390446)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.135.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1516

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

1516For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.contacts
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.135.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1517

Permission Description Used

WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

1517For an explanation of dangerous permissions, see Section 4.3.
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F.3.135.3 Data Transmissions During testing, we observed the following types of user in-
formation1518 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1519

1518We define “user information” in Section 3.
1519https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.136 LinkedIn: Jobs, Business News & Social Networking

Testing Details

App Name: LinkedIn: Jobs, Business News & Social Networking
Package Name: com.linkedin.android
App Developer: LinkedIn
Version: 4.1.444 (135200)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.136.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1520

SDK Purpose Parent Company

Google Play App Market Google Play

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
1520For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.linkedin.android
https://play.google.com
http://fasterxml.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://firebase.com


com.linkedin.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Seismic Utility Square
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https://github.com/zxing/zxing
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https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
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F.3.136.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1521

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1521For an explanation of dangerous permissions, see Section 4.3.
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F.3.136.3 Data Transmissions During testing, we observed the following types of user in-
formation1522 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1523

1522We define “user information” in Section 3.
1523https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.137 BOM Weather

Testing Details

App Name: BOM Weather
Package Name: au.gov.bom.metview
App Developer: Australian Bureau of Meteorology
Version: 2.2.0 (2020012)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.137.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1524

SDK Purpose Parent Company

google-analytics-plugin Mobile Analytics Dan Wilson

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

(Table Continues)

1524For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.gov.bom.metview
https://github.com/danwilson/google-analytics-plugin
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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au.gov.bom.metview: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation
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F.3.137.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1525

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1525For an explanation of dangerous permissions, see Section 4.3.
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F.3.137.3 Data Transmissions During testing, we observed the following types of user in-
formation1526 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1527

1526We define “user information” in Section 3.
1527https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.138 Gboard - the Google Keyboard

Testing Details

App Name: Gboard - the Google Keyboard
Package Name: com.google.android.inputmethod.latin
App Developer: Google LLC
Version: 9.3.12.308268050-release-arm64-v8a (26931226)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.138.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1528

SDK Purpose Parent Company

No known SDKs were detected within the app.

1528For an explanation of SDKs, see Section 4.1.2.
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F.3.138.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1529

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1529For an explanation of dangerous permissions, see Section 4.3.
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F.3.138.3 Data Transmissions During testing, we observed the following types of user in-
formation1530 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1531

1530We define “user information” in Section 3.
1531https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.139 Reddit

Testing Details

App Name: Reddit
Package Name: com.reddit.frontpage
App Developer: reddit Inc.
Version: 2020.17.0 (267902)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.139.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1532

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

StAX API Development Aid Oracle

Glide Development Aid Bump Technologies

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1532For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.reddit.frontpage
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://jcp.org/en/jsr/detail?id=173
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com.reddit.frontpage: Detected SDKs (Continued)

SDK Purpose Parent Company

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Instabug Mobile Analytics Instabug

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework
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F.3.139.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1533

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1533For an explanation of dangerous permissions, see Section 4.3.
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F.3.139.3 Data Transmissions During testing, we observed the following types of user in-
formation1534 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

register.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID Android ID
api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1535

1534We define “user information” in Section 3.
1535https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.140 Adobe Acrobat Reader: PDF Viewer, Editor & Creator

Testing Details

App Name: Adobe Acrobat Reader: PDF Viewer, Editor & Cre-
ator

Package Name: com.adobe.reader
App Developer: Adobe
Version: 20.3.0.12688 (1920312688)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.140.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1536

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

1536For an explanation of SDKs, see Section 4.1.2.
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com.adobe.reader: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org
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http://fasterxml.com/
http://www.getui.com/cn/index.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://branch.io/
https://commons.apache.org/
https://hc.apache.org/
http://www.joda.org/joda-time/
http://www.json.org/


F.3.140.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1537

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1537For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.140.3 Data Transmissions During testing, we observed the following types of user in-
formation1538 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1539

1538We define “user information” in Section 3.
1539https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.141 Discord - Friends, Communities, & Gaming

Testing Details

App Name: Discord - Friends, Communities, & Gaming
Package Name: com.discord
App Developer: Discord Inc.
Version: 21.3 (1133)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.141.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1540

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Crashlytics Mobile Analytics Google

Esoteric Software 2D Development Aid Esoteric Software

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

(Table Continues)
1540For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.discord
https://www.adjust.com/
http://try.crashlytics.com
https://github.com/EsotericSoftware
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/


com.discord: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project
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http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing


F.3.141.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1541

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1541For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.141.3 Data Transmissions During testing, we observed the following types of user in-
formation1542 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1543

1542We define “user information” in Section 3.
1543https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1379F-1379

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.142 NAB Mobile Banking

Testing Details

App Name: NAB Mobile Banking
Package Name: au.com.nab.mobile
App Developer: NAB
Version: 9.46.1 (1278)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.142.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1544

SDK Purpose Parent Company

No known SDKs were detected within the app.

1544For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.nab.mobile


F.3.142.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1545

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1545For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.142.3 Data Transmissions During testing, we observed the following types of user in-
formation1546 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

clientstream.launchdarkly.com (Launch-
Darkly)

Android ID

syd-col.eum-appdynamics.com (Appdy-
namics)

Android ID

api.nab.com.au (National Australia Bank) Android ID AAID
mobile.launchdarkly.com (LaunchDarkly) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1547

1546We define “user information” in Section 3.
1547https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1382F-1382

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.143 Google Calendar

Testing Details

App Name: Google Calendar
Package Name: com.google.android.calendar
App Developer: Google LLC
Version: 2020.16.3-310130200-release (2016593052)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.143.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1548

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
(Table Continues)

1548For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.calendar
https://developer.android.com/training/volley/index.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://github.com/zxing/zxing
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
http://firebase.com


com.google.android.calendar: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

OkHttp Development Aid OkHttp

Joda Time Development Aid Stephen Colebourne
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https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/square/okhttp
http://www.joda.org/joda-time/


F.3.143.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1549

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_CALENDAR Allows an application to read the user’s calendar data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.

1549For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1385F-1385

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.143.3 Data Transmissions During testing, we observed the following types of user in-
formation1550 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleapis.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1551

1550We define “user information” in Section 3.
1551https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1386F-1386

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.144 ANZ Australia

Testing Details

App Name: ANZ Australia
Package Name: com.anz.android.gomoney
App Developer: Australia and New Zealand Banking Group Limited
Version: 4.23.1.0062 (423010062)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.144.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1552

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
1552For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.anz.android.gomoney
http://try.crashlytics.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.anz.android.gomoney: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
http://www.kxml.org/
http://www.xmlpull.org/


F.3.144.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1553

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1553For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.144.3 Data Transmissions During testing, we observed the following types of user in-
formation1554 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1555

1554We define “user information” in Section 3.
1555https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1390F-1390

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.145 Westpac Mobile Banking

Testing Details

App Name: Westpac Mobile Banking
Package Name: org.westpac.bank
App Developer: Westpac Banking Corporation
Version: 8.9 (60890)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.145.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1556

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
1556For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.westpac.bank
https://developer.android.com/training/volley/index.html
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


org.westpac.bank: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

retrofit RESTful Library Development Aid Square

EventBus Development Aid greenrobot /Markus
Junginger

HockeyApp Mobile Analytics Microsoft
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https://square.github.io/retrofit/
https://github.com/greenrobot/EventBus
http://hockeyapp.net


F.3.145.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1557

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1557For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1393F-1393

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.145.3 Data Transmissions During testing, we observed the following types of user in-
formation1558 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1559

1558We define “user information” in Section 3.
1559https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1394F-1394

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.146 Google Home

Testing Details

App Name: Google Home
Package Name: com.google.android.apps.chromecast.app
App Developer: Google LLC
Version: 2.21.1.10 (22101100)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.146.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1560

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1560For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.chromecast.app
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.google.android.apps.chromecast.app: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-1396F-1396

https://github.com/zxing/zxing
https://github.com/google/guava
https://github.com/google/protobuf
http://www.joda.org/joda-time/


F.3.146.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1561

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1561For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.146.3 Data Transmissions During testing, we observed the following types of user in-
formation1562 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1563

1562We define “user information” in Section 3.
1563https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.147 WeChat

Testing Details

App Name: WeChat
Package Name: com.tencent.mm
App Developer: WeChat
Version: 7.0.13 (1621)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.147.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1564

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1564For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tencent.mm
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.tencent.mm: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Tencent Map Map/LBS Tencent

WeChat Location Map/LBS Tencent

Tencent Wechat Social Network Tencent

International Components for Unicode Utility IBM

Tencent X5 (SMTT) Social Network Tencent
Advertisement

Apache Common Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://lbs.qq.com/
https://wechat.com
https://open.weixin.qq.com/
https://www-01.ibm.com/software/globalization/icu/
http://x5.tencent.com/tbs/guide/sdkInit.html
https://commons.apache.org/
https://github.com/square/retrofit


F.3.147.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1565

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1565For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.147.3 Data Transmissions During testing, we observed the following types of user in-
formation1566 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1567

1566We define “user information” in Section 3.
1567https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.148 Pinterest

Testing Details

App Name: Pinterest
Package Name: com.pinterest
App Developer: Pinterest
Version: 8.17.0 (8178040)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.148.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1568

SDK Purpose Parent Company

xunfei Development Frame-
work

Keda Xunfei Co. Ltd

Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Bugsnag Mobile Analytics Bugsnag

(Table Continues)

1568For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pinterest
http://www.xfyun.cn/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://www.bugsnag.com/


com.pinterest: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
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F.3.148.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1569

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1569For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.148.3 Data Transmissions During testing, we observed the following types of user in-
formation1570 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.appsflyer.com (AppsFlyer) AAID
api2.branch.io (Branch Metrics) AAID
t.appsflyer.com (AppsFlyer) AAID
api.pinterest.com (Pinterest) Email Name
trk.pinterest.com (Pinterest) AAID Android ID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1571

1570We define “user information” in Section 3.
1571https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.149 Express Plus Centrelink

Testing Details

App Name: Express Plus Centrelink
Package Name: au.gov.dhs.centrelinkexpressplus
App Developer: Services Australia
Version: 3.26.0 (168)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.149.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1572

SDK Purpose Parent Company

Dynatrace Mobile Analytics Compuware
Development Aid

Esoteric Software 2D Development Aid Esoteric Software

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
1572For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.gov.dhs.centrelinkexpressplus
https://www.dynatrace.com
https://github.com/EsotericSoftware
http://fasterxml.com/
https://github.com/
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http://firebase.com


au.gov.dhs.centrelinkexpressplus: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Android Viewpagerindicator Widget Development Aid Jake Wharton

GreenDao Development Aid greenrobot

EventBus Development Aid greenrobot /Markus
Junginger

AspectJ Development Aid AspectJ

Mozilla Rhino Development Aid Mozilla
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https://github.com/google/guava
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
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F.3.149.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1573

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1573For an explanation of dangerous permissions, see Section 4.3.
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F.3.149.3 Data Transmissions During testing, we observed the following types of user in-
formation1574 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1575

1574We define “user information” in Section 3.
1575https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.150 Amazon Shopping - Search, Find, Ship, and Save

Testing Details

App Name: Amazon Shopping - Search, Find, Ship, and Save
Package Name: com.amazon.mShop.android.shopping
App Developer: Amazon Mobile LLC
Version: 20.9.0.100 (1241181011)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.150.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1576

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Alipay Payment Alipay

Android Support v4 Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Amazon AWS Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Jackson Json-processor Utility The Codehaus

Volley HTTP library Development Aid Google
(Table Continues)

1576For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amazon.mShop.android.shopping
http://www.adobe.com/products/xmp.html
https://dev.alipay.com/
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https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://github.com/codehaus/jackson
https://developer.android.com/training/volley/index.html


com.amazon.mShop.android.shopping: Detected SDKs (Continued)

SDK Purpose Parent Company

Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

ExoPlayer Development Aid Google

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Cordova Development Aid The Apache Software
Foundation

(Table Continues)
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com.amazon.mShop.android.shopping: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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https://hc.apache.org/
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F.3.150.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1577

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACTIVITY_RECOGNITION Allows an application to recognize physical activity.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1577For an explanation of dangerous permissions, see Section 4.3.
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F.3.150.3 Data Transmissions During testing, we observed the following types of user in-
formation1578 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

msh.amazon.com (Amazon) Android ID
appx.transient.amazon.com.au (Amazon) Android ID
unagi-na.amazon.com (Amazon) Android ID AAID
s.amazon-adsystem.com (Amazon) AAID
mads.amazon-adsystem.com (Amazon) AAID
appx.transient.amazon.com (Amazon) Android ID
device-metrics-us-2.amazon.com (Amazon) Android ID
mads.amazon.com (Amazon) AAID
mag-na.amazon.com (Amazon) Android ID
msh.amazon.co.jp (Amazon) Android ID
mag-fe.amazon.com (Amazon) Android ID
api.amazon.com (Amazon) Android ID
unagi-fe.amazon.com (Amazon) Android ID AAID
api.amazon.com.au (Amazon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1579

1578We define “user information” in Section 3.
1579https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.151 Google News: Top World & Local News Headlines

Testing Details

App Name: Google News: Top World & Local News Headlines
Package Name: com.google.android.apps.magazines
App Developer: Google LLC
Version: 5.21.1.20032110 (2020032110)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.151.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1580

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

(Table Continues)

1580For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.magazines
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/


com.google.android.apps.magazines: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Jackson Json-processor Utility The Codehaus
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http://firebase.com
https://developers.google.com/youtube/android/player/
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F.3.151.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1581

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1581For an explanation of dangerous permissions, see Section 4.3.
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F.3.151.3 Data Transmissions During testing, we observed the following types of user in-
formation1582 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1583

1582We define “user information” in Section 3.
1583https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1419F-1419

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.152 Calculator

Testing Details

App Name: Calculator
Package Name: com.google.android.calculator
App Developer: Google LLC
Version: 7.8 (271241277) (78000303)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.152.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1584

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

1584For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.calculator
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http://firebase.com


F.3.152.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1585

Permission Description Used

No dangerous permissions were requested by the app.

1585For an explanation of dangerous permissions, see Section 4.3.
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F.3.152.3 Data Transmissions During testing, we observed the following types of user in-
formation1586 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1587

1586We define “user information” in Section 3.
1587https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.153 Viber Messenger - Messages, Group Chats & Calls

Testing Details

App Name: Viber Messenger - Messages, Group Chats & Calls
Package Name: com.viber.voip
App Developer: Viber Media S.à r.l.
Version: 12.9.5.2 (640529)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.153.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1588

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

1588For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.viber.voip
https://www.adjust.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
http://www.mono-project.com/
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com.viber.voip: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MixPanel Mobile Analytics Mixpanel

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

SlidingMenu GUI Component SlidingMenu

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Tencent Wechat Social Network Tencent

JavaX Annotation API Utility JavaX Annotation API

getui Advertisement getui
Mobile Analytics
Push Notifications

simple framework Development Aid simple framework

www.appcensus.io F-1424F-1424

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
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https://github.com/jfeinstein10/SlidingMenu
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https://open.weixin.qq.com/
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F.3.153.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1589

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALL_LOG Allows an application to read the user’s call log.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1589For an explanation of dangerous permissions, see Section 4.3.
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F.3.153.3 Data Transmissions During testing, we observed the following types of user in-
formation1590 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1591

1590We define “user information” in Section 3.
1591https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.154 SEEK Job Search

Testing Details

App Name: SEEK Job Search
Package Name: au.com.seek
App Developer: SEEK Limited
Version: 7.5.2 (176)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.154.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1592

SDK Purpose Parent Company

Apptimize Mobile Analytics Apptimize

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

1592For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.seek
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https://www.bugsnag.com/
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au.com.seek: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Segment Mobile Analytics Segment

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Joda Time Development Aid Stephen Colebourne
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F.3.154.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1593

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1593For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1429F-1429

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.154.3 Data Transmissions During testing, we observed the following types of user in-
formation1594 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
mapi.cloud.seek.com.au (Seek Group) Android ID
brahe.apptimize.com (Apptimize) Android ID
image-service-cdn.seek.com.au (SEEK) Android ID
api.segment.io (Segment) AAID Android ID
cdn.seeklearning.com.au (Seek Group) Android ID
events.jora.com (Jora) Android ID
secure.info.seek.com (Seek Group) Android ID
jobsearch-api-mobile.cloud.seek.com.au
(SEEK)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1595

1594We define “user information” in Section 3.
1595https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.155 mymacca’s Ordering & Offers

Testing Details

App Name: mymacca’s Ordering & Offers
Package Name: com.mcdonalds.au.gma
App Developer: McDonald’s Australia Limited
Version: 5.10.8 (95)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.155.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1596

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Apptentive Mobile Analytics Apptentive

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1596For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mcdonalds.au.gma
https://developer.android.com/training/volley/index.html
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com.mcdonalds.au.gma: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

MParticle Mobile Analytics mParticle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Optimizely Mobile Analytics Optimizely

Salesforce Marketing Cloud Advertisement Salesforce

(Table Continues)
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com.mcdonalds.au.gma: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Tencent Wechat Social Network Tencent

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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F.3.155.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1597

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1597For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.155.3 Data Transmissions During testing, we observed the following types of user in-
formation1598 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

identity.mparticle.com (mParticle) AAID Android ID
mobile-collector.newrelic.com (New Relic) AAID
graph.facebook.com (Facebook) AAID
api.apptentive.com (Apptentive) Android ID
nativesdks.mparticle.com (mParticle) AAID Android ID
control.kochava.com (Kochava) AAID Android ID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1599

1598We define “user information” in Section 3.
1599https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.156 Google Translate

Testing Details

App Name: Google Translate
Package Name: com.google.android.apps.translate
App Developer: Google LLC
Version: 6.8.0.RC07.310451137 (68000765)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.156.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1600

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

1600For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.translate
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/api-client-library/java/


F.3.156.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1601

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1601For an explanation of dangerous permissions, see Section 4.3.
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F.3.156.3 Data Transmissions During testing, we observed the following types of user in-
formation1602 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1603

1602We define “user information” in Section 3.
1603https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.157 Weatherzone

Testing Details

App Name: Weatherzone
Package Name: au.com.weatherzone.android.weatherzonefreeapp
App Developer: Weatherzone
Version: 6.0.4 (1458)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.157.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1604

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

AppNexus Advertisement xandr

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

(Table Continues)

1604For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.weatherzone.android.weatherzonefreeapp
https://developer.android.com/training/volley/index.html
https://www.appnexus.com/
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://github.com/google/ExoPlayer


au.com.weatherzone.android.weatherzonefreeapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

OutBrain Advertisement Outbrain

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

(Table Continues)

www.appcensus.io F-1440F-1440

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/google/protobuf
http://inmobi.com
https://integralads.com
https://moat.com/analytics
http://www.outbrain.com/
https://github.com/jgilfelt/android-sqlite-asset-helper
https://github.com/square/okhttp
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


au.com.weatherzone.android.weatherzonefreeapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

SLF4J Development Aid SLF4J
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https://commons.apache.org/
http://www.joda.org/joda-time/
http://www.json.org/
http://www.slf4j.org/


F.3.157.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1605

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1605For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.157.3 Data Transmissions During testing, we observed the following types of user in-
formation1606 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wzloc.weatherzone.com.au (Weatherzone) GPS Location Coarse Location
AAID

sentry.landmarksid.com (LANDMARKS ID) Android ID
events.landmarksid.com (LANDMARKS ID) GPS Location Coarse Location

AAID
odb.outbrain.com (Outbrain) AAID
ewa.wxapi.com.au (Unknown) GPS Location Coarse Location

Android ID
wsapps.weatherzone.com.au (TBG AG) Coarse Location
config.inmobi.com (InMobi) AAID
control.kochava.com (Kochava) Android ID WiFi BSSID WiFi SSID

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1607

1606We define “user information” in Section 3.
1607https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.158 Stan

Testing Details

App Name: Stan
Package Name: au.com.stan.and
App Developer: Stan Entertainment Pty Ltd
Version: 3.21.0 (35632)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.158.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1608

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

1608For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.stan.and
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


au.com.stan.and: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PayPal Payment PayPal

www.appcensus.io F-1445F-1445

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/


F.3.158.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1609

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1609For an explanation of dangerous permissions, see Section 4.3.
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F.3.158.3 Data Transmissions During testing, we observed the following types of user in-
formation1610 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.stan.com.au (Stan) BT Name Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1611

1610We define “user information” in Section 3.
1611https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.159 SwiftKey Keyboard

Testing Details

App Name: SwiftKey Keyboard
Package Name: com.touchtype.swiftkey
App Developer: SwiftKey
Version: 7.5.4.4 (950272064)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.159.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1612

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)
1612For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.touchtype.swiftkey
https://www.adjust.com/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava


com.touchtype.swiftkey: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Jackson Json-processor Utility The Codehaus
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http://firebase.com
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://commons.apache.org/
https://github.com/codehaus/jackson


F.3.159.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1613

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1613For an explanation of dangerous permissions, see Section 4.3.
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F.3.159.3 Data Transmissions During testing, we observed the following types of user in-
formation1614 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

telemetry.api.swiftkey.com (Microsoft) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1615

1614We define “user information” in Section 3.
1615https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.160 YouTube Music - Stream Songs & Music Videos

Testing Details

App Name: YouTube Music - Stream Songs & Music Videos
Package Name: com.google.android.apps.youtube.music
App Developer: Google LLC
Version: 3.65.58 (36558240)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.160.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1616

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1616For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.youtube.music
https://github.com/bumptech/glide/
https://developers.facebook.com
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.google.android.apps.youtube.music: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

www.appcensus.io F-1453F-1453



F.3.160.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1617

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1617For an explanation of dangerous permissions, see Section 4.3.
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F.3.160.3 Data Transmissions During testing, we observed the following types of user in-
formation1618 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ad.doubleclick.net (Google) AAID
www.googleadservices.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1619

1618We define “user information” in Section 3.
1619https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.161 Yahoo Mail –Organized Email

Testing Details

App Name: Yahoo Mail –Organized Email
Package Name: com.yahoo.mobile.client.android.mail
App Developer: Yahoo
Version: 6.7.1 (1454180)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.161.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1620

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

1620For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.yahoo.mobile.client.android.mail
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://www.comscore.com/
https://developers.facebook.com
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.yahoo.mobile.client.android.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils


F.3.161.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1621

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1621For an explanation of dangerous permissions, see Section 4.3.
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F.3.161.3 Data Transmissions During testing, we observed the following types of user in-
formation1622 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID
sb.scorecardresearch.com (comScore) AAID
bats.video.yahoo.com (Verizon) AAID
analytics.query.yahoo.com (Verizon) AAID
guce.oath.com (Verizon) AAID
geo.yahoo.com (Verizon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1623

1622We define “user information” in Section 3.
1623https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.162 Google Pay: Pay with your phone and send cash

Testing Details

App Name: Google Pay: Pay with your phone and send cash
Package Name: com.google.android.apps.walletnfcrel
App Developer: Google LLC
Version: 2.111.306893647 (930206576)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.162.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1624

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Google Analytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

1624For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.walletnfcrel
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://www.google.com/analytics/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.google.android.apps.walletnfcrel: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Android Support v4 Development Aid Google

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Jsoup Development Aid Jsoup

www.appcensus.io F-1461F-1461

http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
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F.3.162.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1625

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1625For an explanation of dangerous permissions, see Section 4.3.
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F.3.162.3 Data Transmissions During testing, we observed the following types of user in-
formation1626 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1627

1626We define “user information” in Section 3.
1627https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.163 Carsales

Testing Details

App Name: Carsales
Package Name: au.com.carsales
App Developer: Carsales.com Ltd
Version: 3.42.0.6 (342006)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.163.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1628

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1628For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.carsales
https://developer.android.com/training/volley/index.html
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au.com.carsales: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

Krux Mobile Analytics Salesforce

Mobeta ListView GUI Component Mobeta ListView

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/JakeWharton/DiskLruCache
https://www.salesforce.com/products/marketing-cloud/data-management
https://github.com/bauerca/drag-sort-listview


au.com.carsales: Detected SDKs (Continued)

SDK Purpose Parent Company

Nielsen Mobile Analytics Nielsen

Nine Old Androids Development Aid Nine Old Androids

Optimizely Mobile Analytics Optimizely

picasso Development Aid Square Inc.

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics
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https://www.nielsen.com
https://github.com/JakeWharton/NineOldAndroids
https://www.optimizely.com/
https://github.com/square/picasso
https://github.com/ACRA/acra


F.3.163.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1629

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1629For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.163.3 Data Transmissions During testing, we observed the following types of user in-
formation1630 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
cdn.krxd.net (PerfectPrivacy) AAID
sdk.imrworldwide.com (Nielsen) AAID
mm.carsales.com.au (Carsales) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1631

1630We define “user information” in Section 3.
1631https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.164 Firefox Browser: fast, private & safe web browser

Testing Details

App Name: Firefox Browser: fast, private & safe web browser
Package Name: org.mozilla.firefox
App Developer: Mozilla
Version: 68.8.0 (2015695963)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.164.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1632

SDK Purpose Parent Company

httpclientandroidlib Development Aid Surespot

adjust Mobile Analytics Adjust
Advertisement

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Disk LRU Cache Development Aid Jake Wharton

LeanPlum Mobile Analytics Leanplum

picasso Development Aid Square Inc.

Json org Development Aid Json org

(Table Continues)

1632For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.mozilla.firefox
https://github.com/surespot/httpclientandroidlib
https://www.adjust.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/JakeWharton/DiskLruCache
https://www.leanplum.com/
https://github.com/square/picasso
http://www.json.org/


org.mozilla.firefox: Detected SDKs (Continued)

SDK Purpose Parent Company

Mozilla Telemetry Mobile Analytics Mozilla

SnakeYAML Development Aid SnakeYAML
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https://wiki.mozilla.org/Telemetry
https://bitbucket.org/asomov/snakeyaml


F.3.164.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1633

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1633For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.164.3 Data Transmissions During testing, we observed the following types of user in-
formation1634 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1635

1634We define “user information” in Section 3.
1635https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.165 Microsoft OneDrive

Testing Details

App Name: Microsoft OneDrive
Package Name: com.microsoft.skydrive
App Developer: Microsoft Corporation
Version: 6.3.2 (2026030602)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.165.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1636

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Adobe XMP Development Aid Adobe

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

1636For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.microsoft.skydrive
https://www.adjust.com/
http://www.adobe.com/products/xmp.html
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.microsoft.skydrive: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaX Annotation API Utility JavaX Annotation API

HockeyApp Mobile Analytics Microsoft

json smart Development Aid json smart

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/JakeWharton/ViewPagerIndicator
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://hockeyapp.net
https://github.com/netplex/json-smart-v2
https://hc.apache.org/
http://www.joda.org/joda-time/


F.3.165.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1637

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1637For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.165.3 Data Transmissions During testing, we observed the following types of user in-
formation1638 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
config.edge.skype.com (Microsoft) Android ID
mobile.pipe.aria.microsoft.com (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1639

1638We define “user information” in Section 3.
1639https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.166 Skype - free IM & video calls

Testing Details

App Name: Skype - free IM & video calls
Package Name: com.skype.raider
App Developer: Skype
Version: 8.59.0.77 (1250090458)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.166.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1640

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Social Network Facebook
Advertisement
Mobile Analytics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

adjust Mobile Analytics Adjust
Advertisement

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
1640For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.skype.raider
https://developers.facebook.com/docs/android
https://developers.facebook.com
https://github.com/zxing/zxing
https://www.adjust.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.skype.raider: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft
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http://firebase.com
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android


F.3.166.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1641

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1641For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.166.3 Data Transmissions During testing, we observed the following types of user in-
formation1642 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1643

1642We define “user information” in Section 3.
1643https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.167 My Vodafone

Testing Details

App Name: My Vodafone
Package Name: au.com.vodafone.mobile.gss
App Developer: Vodafone Hutchison Australia Pty Ltd
Version: 4.0.29 (339033)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.167.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1644

SDK Purpose Parent Company

Adobe Experience Cloud Mobile Analytics Adobe

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
1644For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.vodafone.mobile.gss
https://www.adobe.com/experience-cloud.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


au.com.vodafone.mobile.gss: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Krux Mobile Analytics Salesforce

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Joda Time Development Aid Stephen Colebourne
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https://github.com/google/guava
https://github.com/google/gson
https://www.salesforce.com/products/marketing-cloud/data-management
https://github.com/square/picasso
https://www.urbanairship.com/
https://commons.apache.org/
https://eclipse.org/aspectj/
http://www.joda.org/joda-time/


F.3.167.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1645

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1645For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.167.3 Data Transmissions During testing, we observed the following types of user in-
formation1646 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

consumer.krxd.net (Salesforce) AAID
cdn.krxd.net (PerfectPrivacy) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1647

1646We define “user information” in Section 3.
1647https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.168 SoundCloud - Music & Audio

Testing Details

App Name: SoundCloud - Music & Audio
Package Name: com.soundcloud.android
App Developer: SoundCloud
Version: 2020.05.04-release (19090)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.168.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1648

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1648For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.soundcloud.android
https://www.adjust.com/
https://play.google.com
http://www.mono-project.com/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.soundcloud.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Krux Mobile Analytics Salesforce

picasso Development Aid Square Inc.
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://www.salesforce.com/products/marketing-cloud/data-management
https://github.com/square/picasso


F.3.168.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1649

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1649For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.168.3 Data Transmissions During testing, we observed the following types of user in-
formation1650 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-mobile.soundcloud.com (Unknown) Android ID AAID
firebaseremoteconfig.googleapis.com
(Google)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1651

1650We define “user information” in Section 3.
1651https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.169 Stocard - Rewards Cards Wallet

Testing Details

App Name: Stocard - Rewards Cards Wallet
Package Name: de.stocard.stocard
App Developer: Stocard GmbH
Version: 8.7.4 (517)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.169.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1652

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Esoteric Software 2D Development Aid Esoteric Software

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1652For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=de.stocard.stocard
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/EsotericSoftware
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


de.stocard.stocard: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MixPanel Mobile Analytics Mixpanel

MaterialProgressBar Development Aid MaterialProgressBar

Messagepack Utility Messagepack
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://mixpanel.com/
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://msgpack.org


F.3.169.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1653

Permission Description Used

No dangerous permissions were requested by the app.

1653For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.169.3 Data Transmissions During testing, we observed the following types of user in-
formation1654 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
cdn-sync-service-client-prod.stocard-
backend.com (Unknown)

Android ID AAID

mb-cdn.stocard.de (Stocard) Coarse Location GPS Location
api.mixpanel.com (Mixpanel) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1655

1654We define “user information” in Section 3.
1655https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.170 Afterpay

Testing Details

App Name: Afterpay
Package Name: com.afterpaymobile
App Developer: Afterpay
Version: 1.13.1 (651)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.170.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1656

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Amplitude Mobile Analytics Amplitude

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

1656For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.afterpaymobile
http://www.adobe.com/products/xmp.html
http://www.amplitude.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.afterpaymobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

LeanPlum Mobile Analytics Leanplum

picasso Development Aid Square Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
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https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/JakeWharton/DiskLruCache
https://www.leanplum.com/
https://github.com/square/picasso


com.afterpaymobile: Detected SDKs (Continued)

SDK Purpose Parent Company

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

SLF4J Development Aid SLF4J
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https://www.threatmetrix.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2
http://www.slf4j.org/


F.3.170.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1657

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1657For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.170.3 Data Transmissions During testing, we observed the following types of user in-
formation1658 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mobileapi.afterpay.com (Afterpay) Android ID
api.leanplum.com (Leanplum) Android ID
api.amplitude.com (Amplitude) AAID
mobile.launchdarkly.com (LaunchDarkly) Android ID
settings.crashlytics.com (Google) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1659

1658We define “user information” in Section 3.
1659https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.171 ING Australia Banking

Testing Details

App Name: ING Australia Banking
Package Name: au.com.ingdirect.android
App Developer: ING Australia
Version: 8.3.9 (80)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.171.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1660

SDK Purpose Parent Company

Appdynamics Mobile Analytics Appdynamics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

1660For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.ingdirect.android
https://www.appdynamics.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


F.3.171.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1661

Permission Description Used

No dangerous permissions were requested by the app.

1661For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.171.3 Data Transmissions During testing, we observed the following types of user in-
formation1662 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1663

1662We define “user information” in Section 3.
1663https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1500F-1500

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.172 Disney+

Testing Details

App Name: Disney+
Package Name: com.disney.disneyplus
App Developer: Disney
Version: 1.5.2 (215640)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.172.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1664

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1664For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.disney.disneyplus
http://www.mono-project.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.disney.disneyplus: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-1502F-1502

https://github.com/google/guava
http://www.joda.org/joda-time/


F.3.172.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1665

Permission Description Used

No dangerous permissions were requested by the app.

1665For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1503F-1503

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.172.3 Data Transmissions During testing, we observed the following types of user in-
formation1666 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sanalytics.disneyplus.com (Disney) AAID
global.edge.bamgrid.com (Disney) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1667

1666We define “user information” in Section 3.
1667https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.173 Google Keep - Notes and Lists

Testing Details

App Name: Google Keep - Notes and Lists
Package Name: com.google.android.keep
App Developer: Google LLC
Version: 5.20.181.03.40 (201810340)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.173.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1668

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

1668For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.keep
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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F.3.173.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1669

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1669For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.173.3 Data Transmissions During testing, we observed the following types of user in-
formation1670 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.googleapis.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1671

1670We define “user information” in Section 3.
1671https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.174 AVG AntiVirus 2020 for Android Security Free

Testing Details

App Name: AVG AntiVirus 2020 for Android Security Free
Package Name: com.antivirus
App Developer: AVG Mobile
Version: 6.27.3 (323799)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.174.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1672

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apache Common Development Aid The Apache Software
Foundation

Android Support v4 Development Aid Google

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1672For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.antivirus
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://commons.apache.org/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://try.crashlytics.com
https://developers.facebook.com


com.antivirus: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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http://firebase.com
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https://github.com/zxing/zxing
http://inmobi.com


com.antivirus: Detected SDKs (Continued)

SDK Purpose Parent Company

J256 Development Aid J256

Moat Mobile Analytics Oracle

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

XZ For Java Development Aid XZ For Java
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https://github.com/j256/ormlite-android
https://moat.com/analytics
https://github.com/square/okhttp
https://github.com/square/picasso
http://tukaani.org/xz/java.html


F.3.174.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1673

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1673For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.174.3 Data Transmissions During testing, we observed the following types of user in-
formation1674 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

feed.ff.avast.com (Avast) Android ID
ipm-provider.ff.avast.com (Avast) Android ID
t.appsflyer.com (AppsFlyer) AAID
shepherd.ff.avast.com (Avast) Android ID
analytics.ff.avast.com (Avast) Android ID
vanheim.ff.avast.com (Avast) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1675

1674We define “user information” in Section 3.
1675https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1512F-1512

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.175 Audible Audiobooks: Stories & Audio Entertainment

Testing Details

App Name: Audible Audiobooks: Stories & Audio Entertain-
ment

Package Name: com.audible.application
App Developer: Audible, Inc
Version: 2.52.0 (61037)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.175.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1676

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Amazon AWS Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Alipay Payment Alipay

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
1676For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.audible.application
https://play.google.com/store/apps/details?id=com.audible.application
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/manage/analytics/docs/analytics-for-android-fire-os
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://dev.alipay.com/
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.audible.application: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

LEDataStream Development Aid LEDataStream

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
http://mindprod.com/products1.html
https://github.com/square/okhttp
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http://www.slf4j.org/


F.3.175.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1677

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1677For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.175.3 Data Transmissions During testing, we observed the following types of user in-
formation1678 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mads.amazon-adsystem.com (Amazon) AAID
control.kochava.com (Kochava) AAID BT Name
pinpoint.us-east-1.amazonaws.com (Un-
known)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1679

1678We define “user information” in Section 3.
1679https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1516F-1516

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.176 Twitch: Livestream Multiplayer Games & Esports

Testing Details

App Name: Twitch: Livestream Multiplayer Games & Esports
Package Name: tv.twitch.android.app
App Developer: Twitch Interactive, Inc.
Version: 9.0.2 (900020)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.176.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1680

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics

(Table Continues)

1680For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=tv.twitch.android.app
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/manage/analytics/docs/analytics-for-android-fire-os
https://github.com/bumptech/glide/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
http://www.getui.com/cn/index.html


tv.twitch.android.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Nielsen Mobile Analytics Nielsen

INFOnline Mobile Analytics InfOnline

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Java-WebSocket Development Aid Java-WebSocket

Tencent Wechat Social Network Tencent
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
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https://open.weixin.qq.com/


F.3.176.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1681

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

1681For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.176.3 Data Transmissions During testing, we observed the following types of user in-
formation1682 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

de.ioam.de (Infonline) AAID
api2.branch.io (Branch Metrics) AAID
passport.twitch.tv (Twitch) Email
video-edge-dcb7ea.pdx01.abs.hls.ttvnw.net
(Unknown)

AAID

video-edge-e4185f.pdx01.abs.hls.ttvnw.net
(Unknown)

AAID

video-edge-e37533.pdx01.abs.hls.ttvnw.net
(Unknown)

AAID

config.ioam.de (Infonline) AAID
spade.twitch.tv (Twitch) AAID
video-edge-31d039.pdx01.abs.hls.ttvnw.net
(Unknown)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1683

1682We define “user information” in Section 3.
1683https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.177 9Now

Testing Details

App Name: 9Now
Package Name: au.com.mi9.jumpin.app
App Developer: NINE NETWORK AUSTRALIA PTY LTD
Version: 4.6.5 (40605125)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.177.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1684

SDK Purpose Parent Company

Brightcove Advertisement Brightcove

Bugsnag Mobile Analytics Bugsnag

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

1684For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.mi9.jumpin.app
https://www.brightcove.com
https://www.bugsnag.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


au.com.mi9.jumpin.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

Branch Mobile Analytics Branch Metrics
Advertisement
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F.3.177.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1685

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1685For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.177.3 Data Transmissions During testing, we observed the following types of user in-
formation1686 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
somni.nine.com.au (Nine Entertainment
Company)

AAID

api2.branch.io (Branch Metrics) AAID Android ID
sdk.imrworldwide.com (Nielsen) AAID
dpm.demdex.net (Adobe) AAID
nd.demdex.net (Adobe) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1687

1686We define “user information” in Section 3.
1687https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.178 LINE: Free Calls & Messages

Testing Details

App Name: LINE: Free Calls & Messages
Package Name: jp.naver.line.android
App Developer: LINE Corporation
Version: 10.6.2 (100620147)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.178.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1688

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

(Table Continues)
1688For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jp.naver.line.android
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/


jp.naver.line.android: Detected SDKs (Continued)

SDK Purpose Parent Company

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

YouTube Android Player API Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JavaX Annotation API Utility JavaX Annotation API

Apache Cordova Development Aid The Apache Software
Foundation

Android Support v4 Development Aid Google
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https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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F.3.178.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1689

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1689For an explanation of dangerous permissions, see Section 4.3.
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F.3.178.3 Data Transmissions During testing, we observed the following types of user in-
formation1690 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1691

1690We define “user information” in Section 3.
1691https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.179 Public Transport Victoria app

Testing Details

App Name: Public Transport Victoria app
Package Name: au.gov.vic.ptv
App Developer: Public Transport Victoria
Version: 1.5.1 (15012)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.179.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1692

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.

(Table Continues)

1692For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.gov.vic.ptv
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://github.com/square/picasso


au.gov.vic.ptv: Detected SDKs (Continued)

SDK Purpose Parent Company

HockeyApp Mobile Analytics Microsoft
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http://hockeyapp.net


F.3.179.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1693

Permission Description Used

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1693For an explanation of dangerous permissions, see Section 4.3.
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F.3.179.3 Data Transmissions During testing, we observed the following types of user in-
formation1694 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.ptv.vic.gov.au (Public Transport Victoria) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1695

1694We define “user information” in Section 3.
1695https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.180 Amazon Prime Video

Testing Details

App Name: Amazon Prime Video
Package Name: com.amazon.avod.thirdpartyclient
App Developer: Amazon Mobile LLC
Version: 3.0.269.106747 (269106747)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.180.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1696

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Gson Development Aid Google

Amazon Analytics Mobile Analytics Amazon

Android Support v4 Development Aid Google

Amazon Advertisement Advertisement Amazon

Amazon Auth SDK Development Aid Amazon

Flurry Mobile Analytics Verizon

Jackson Json-processor Utility The Codehaus

Google Play App Market Google Play

Glide Development Aid Bump Technologies

(Table Continues)

1696For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amazon.avod.thirdpartyclient
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/google/gson
https://developer.amazon.com/public/apis/manage/analytics/docs/analytics-for-android-fire-os
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://flurry.com
https://github.com/codehaus/jackson
https://play.google.com
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com.amazon.avod.thirdpartyclient: Detected SDKs (Continued)

SDK Purpose Parent Company

Metrics Development Aid Metrics

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Joda Time Development Aid Stephen Colebourne
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https://metrics.dropwizard.io
http://try.crashlytics.com
http://fasterxml.com/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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F.3.180.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1697

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1697For an explanation of dangerous permissions, see Section 4.3.
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F.3.180.3 Data Transmissions During testing, we observed the following types of user in-
formation1698 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mads.amazon-adsystem.com (Amazon) AAID
s.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1699

1698We define “user information” in Section 3.
1699https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.181 Telegram

Testing Details

App Name: Telegram
Package Name: org.telegram.messenger
App Developer: Telegram FZ-LLC
Version: 6.1.1 (19477)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.181.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1700

SDK Purpose Parent Company

ISO Parser Development Aid CoreMedia

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)

1700For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.telegram.messenger
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/protobuf
https://github.com/zxing/zxing


org.telegram.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Crashes Mobile Analytics Microsoft

AspectJ Development Aid AspectJ
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https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://eclipse.org/aspectj/


F.3.181.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1701

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

1701For an explanation of dangerous permissions, see Section 4.3.
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F.3.181.3 Data Transmissions During testing, we observed the following types of user in-
formation1702 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1703

1702We define “user information” in Section 3.
1703https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.182 Foxtel Go

Testing Details

App Name: Foxtel Go
Package Name: au.com.foxtel.Go
App Developer: FOXTEL
Version: 5.7.3 (5703)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.182.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1704

SDK Purpose Parent Company

No known SDKs were detected within the app.

1704For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.foxtel.Go


F.3.182.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1705

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

1705For an explanation of dangerous permissions, see Section 4.3.
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F.3.182.3 Data Transmissions During testing, we observed the following types of user in-
formation1706 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1707

1706We define “user information” in Section 3.
1707https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.183 St.George Mobile Banking

Testing Details

App Name: St.George Mobile Banking
Package Name: org.stgeorge.bank
App Developer: St.George Bank
Version: 8.24 (8204)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.183.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1708

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Volley HTTP library Development Aid Google
Networking

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)

1708For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.stgeorge.bank
http://www.omniture.com
https://developer.android.com/training/volley/index.html
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


org.stgeorge.bank: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Splunk MINT Mobile Analytics Splunk

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

retrofit RESTful Library Development Aid Square

Amazon In-App Purchasing Payment Amazon

EventBus Development Aid greenrobot /Markus
Junginger

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2
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F.3.183.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1709

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1709For an explanation of dangerous permissions, see Section 4.3.
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F.3.183.3 Data Transmissions During testing, we observed the following types of user in-
formation1710 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1711

1710We define “user information” in Section 3.
1711https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.184 Plenty of Fish Free Dating App

Testing Details

App Name: Plenty of Fish Free Dating App
Package Name: com.pof.android
App Developer: Plentyoffish Media ULC
Version: 4.16.0.1419827 (1419827)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.184.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1712

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1712For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pof.android
https://developers.facebook.com/docs/android
https://play.google.com
http://www.mono-project.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.pof.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Krux Mobile Analytics Salesforce

Parse.com Mobile Analytics Parse
Development Aid

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

cocos2D Game Engine cocos2dx
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https://developers.facebook.com/docs/android
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https://www.google.com/ads/
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F.3.184.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1713

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1713For an explanation of dangerous permissions, see Section 4.3.
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F.3.184.3 Data Transmissions During testing, we observed the following types of user in-
formation1714 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1715

1714We define “user information” in Section 3.
1715https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.185 Truecaller: Caller ID, block robocalls & spam SMS

Testing Details

App Name: Truecaller: Caller ID, block robocalls & spam SMS
Package Name: com.truecaller
App Developer: True Software Scandinavia AB
Version: 11.4.6 (1104006)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.185.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1716

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

CleverTap Mobile Analytics CleverTap

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

1716For an explanation of SDKs, see Section 4.1.2.
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com.truecaller: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Huawei Android SDK Development Aid Huawei

MoPub Advertisement Twitter

Tencent Login Social Network Tencent

OpenStreetMap-Tools Map/LBS OpenStreetMap

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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F.3.185.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1717

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1717For an explanation of dangerous permissions, see Section 4.3.
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F.3.185.3 Data Transmissions During testing, we observed the following types of user in-
formation1718 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
reports.crashlytics.com (Google) AAID
settings.crashlytics.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1719

1718We define “user information” in Section 3.
1719https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.186 Kayo Sports

Testing Details

App Name: Kayo Sports
Package Name: au.com.kayosports
App Developer: Streamotion Pty Ltd
Version: 1.2.5 (1020005)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.186.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1720

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Auth0 Android SDK Utility Auth0

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
1720For an explanation of SDKs, see Section 4.1.2.
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http://www.mono-project.com/
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https://www.doubleclickbygoogle.com/
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au.com.kayosports: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Joda Time Development Aid Stephen Colebourne
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F.3.186.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1721

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1721For an explanation of dangerous permissions, see Section 4.3.
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F.3.186.3 Data Transmissions During testing, we observed the following types of user in-
formation1722 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
dpm.demdex.net (Adobe) AAID
foxsportsau.sc.omtrdc.net (Adobe) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1723

1722We define “user information” in Section 3.
1723https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.187 Messenger Lite: Free Calls & Messages

Testing Details

App Name: Messenger Lite: Free Calls & Messages
Package Name: com.facebook.mlite
App Developer: Facebook
Version: 86.0.1.3.126 (212855351)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.187.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1724

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Apache Http Development Aid The Apache Software
Foundation

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
(Table Continues)

1724For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.facebook.mlite
https://developers.facebook.com
https://hc.apache.org/
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com.facebook.mlite: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.
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https://github.com/square/picasso


F.3.187.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1725

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1725For an explanation of dangerous permissions, see Section 4.3.
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F.3.187.3 Data Transmissions During testing, we observed the following types of user in-
formation1726 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1727

1726We define “user information” in Section 3.
1727https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.188 Bankwest

Testing Details

App Name: Bankwest
Package Name: au.com.bankwest.mobile
App Developer: Bankwest
Version: 3.27.0 (24114)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.188.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1728

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

HockeyApp Mobile Analytics Microsoft

1728For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1564F-1564

https://play.google.com/store/apps/details?id=au.com.bankwest.mobile
https://github.com/bumptech/glide/
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F.3.188.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1729

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1729For an explanation of dangerous permissions, see Section 4.3.
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F.3.188.3 Data Transmissions During testing, we observed the following types of user in-
formation1730 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1731

1730We define “user information” in Section 3.
1731https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.189 Avast Antivirus –Scan & Remove Virus, Cleaner

Testing Details

App Name: Avast Antivirus –Scan & Remove Virus, Cleaner
Package Name: com.avast.android.mobilesecurity
App Developer: Avast Software
Version: 6.27.3 (323799)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.189.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1732

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apache Common Development Aid The Apache Software
Foundation

Android Support v4 Development Aid Google

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1732For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.avast.android.mobilesecurity
https://developers.facebook.com/docs/android
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com.avast.android.mobilesecurity: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

(Table Continues)
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com.avast.android.mobilesecurity: Detected SDKs (Continued)

SDK Purpose Parent Company

J256 Development Aid J256

Moat Mobile Analytics Oracle

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

XZ For Java Development Aid XZ For Java
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F.3.189.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1733

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1733For an explanation of dangerous permissions, see Section 4.3.
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F.3.189.3 Data Transmissions During testing, we observed the following types of user in-
formation1734 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

vanheim.ff.avast.com (Avast) Android ID
t.appsflyer.com (AppsFlyer) AAID
feed.ff.avast.com (Avast) Android ID
analytics.ff.avast.com (Avast) Android ID
shepherd.ff.avast.com (Avast) Android ID
ipm-provider.ff.avast.com (Avast) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1735

1734We define “user information” in Section 3.
1735https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.190 Catch: Online Shopping

Testing Details

App Name: Catch: Online Shopping
Package Name: au.com.catchoftheday.android
App Developer: Catch.com.au Pty Ltd
Version: 1.10.4 (100010177)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.190.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1736

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

1736For an explanation of SDKs, see Section 4.1.2.
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au.com.catchoftheday.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

picasso Development Aid Square Inc.
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F.3.190.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1737

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1737For an explanation of dangerous permissions, see Section 4.3.
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F.3.190.3 Data Transmissions During testing, we observed the following types of user in-
formation1738 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.appsflyer.com (AppsFlyer) AAID
m.api.forter.com (Forter) Android ID
63e8ff84cd06.cdn4.forter.com (Forter) Android ID
eebf547ee3bc553e-
63e8ff84cd06.cdn5.forter.com (Forter)

Android ID

push.eservice.emarsys.net (Emarsys) Android ID
settings.crashlytics.com (Google) Android ID AAID
eebf547ee3bc553e-
63e8ff84cd06.cdn.forter.com (Forter)

Android ID

cdn46.forter.com (Forter) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1739

1738We define “user information” in Section 3.
1739https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.191 Clash of Clans

Testing Details

App Name: Clash of Clans
Package Name: com.supercell.clashofclans
App Developer: Supercell
Version: 13.180.16 (1233)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.191.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1740

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
1740For an explanation of SDKs, see Section 4.1.2.
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com.supercell.clashofclans: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Fmod Game Engine Firelight Technologies
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F.3.191.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1741

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1741For an explanation of dangerous permissions, see Section 4.3.
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F.3.191.3 Data Transmissions During testing, we observed the following types of user in-
formation1742 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

supercell.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1743

1742We define “user information” in Section 3.
1743https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.192 ColorNote Notepad Notes

Testing Details

App Name: ColorNote Notepad Notes
Package Name: com.socialnmobile.dictapps.notepad.color.note
App Developer: Notes
Version: 4.1.4 (11400)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.192.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1744

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

1744For an explanation of SDKs, see Section 4.1.2.
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F.3.192.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1745

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1745For an explanation of dangerous permissions, see Section 4.3.
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F.3.192.3 Data Transmissions During testing, we observed the following types of user in-
formation1746 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1747

1746We define “user information” in Section 3.
1747https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1582F-1582

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.193 Bendigo Bank

Testing Details

App Name: Bendigo Bank
Package Name: com.bendigobank.mobile
App Developer: Bendigo and Adelaide Bank Ltd
Version: 4.8.5 (1441)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.193.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1748

SDK Purpose Parent Company

Kxml2 Development Aid Kxml2

Volley HTTP library Development Aid Google
Networking

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

1748For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1583F-1583

https://play.google.com/store/apps/details?id=com.bendigobank.mobile
http://www.kxml.org/
https://developer.android.com/training/volley/index.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.bendigobank.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Loopj Development Aid James Smith

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

HttpClient Android repackage buildscript Development Aid Marek Sebera

Spongy Castle Development Aid Spongy Castle
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https://github.com/google/guava
https://github.com/google/guava
https://github.com/loopj/android-async-http
https://newrelic.com/
http://www.newrelic.com
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http://rtyley.github.io/spongycastle/


F.3.193.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1749

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1749For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.193.3 Data Transmissions During testing, we observed the following types of user in-
formation1750 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app2.bendigobank.com.au (Bendigo Bank) Android ID
demo.bendigobank.com.au (Unknown) Android ID
mobile-collector.newrelic.com (New Relic) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1751

1750We define “user information” in Section 3.
1751https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.194 Signal Private Messenger

Testing Details

App Name: Signal Private Messenger
Package Name: org.thoughtcrime.securesms
App Developer: Signal Foundation
Version: 4.59.9 (6292)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.194.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1752

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
1752For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms
https://github.com/bumptech/glide/
http://fasterxml.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
http://firebase.com


org.thoughtcrime.securesms: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

FloatingActionButton GUI Component FloatingActionButton

Nine Old Androids Development Aid Nine Old Androids

Apache Http Development Aid The Apache Software
Foundation

Dnsjava Development Aid XBill
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https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/makovkastar/FloatingActionButton/
https://github.com/JakeWharton/NineOldAndroids
https://hc.apache.org/
http://www.dnsjava.org/


F.3.194.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1753

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

1753For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.194.3 Data Transmissions During testing, we observed the following types of user in-
formation1754 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1755

1754We define “user information” in Section 3.
1755https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.195 Slack

Testing Details

App Name: Slack
Package Name: com.Slack
App Developer: Slack Technologies Inc.
Version: 20.04.20.0. (30010427)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.195.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1756

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

1756For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.Slack
http://mvnrepository.com/artifact/com.amazonaws
https://www.appsflyer.com/
https://www.bugsnag.com/
https://github.com/bumptech/glide/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava


com.Slack: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

MixPanel Mobile Analytics Mixpanel

otto Development Aid Square

Joda Time Development Aid Stephen Colebourne
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http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://mixpanel.com/
http://square.github.io/otto/
http://www.joda.org/joda-time/


F.3.195.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1757

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1757For an explanation of dangerous permissions, see Section 4.3.
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F.3.195.3 Data Transmissions During testing, we observed the following types of user in-
formation1758 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

slack.com (Slack) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1759

1758We define “user information” in Section 3.
1759https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.196 Lightning Link Casino: Free Vegas Slots! 10M Bonus

Testing Details

App Name: Lightning Link Casino: Free Vegas Slots! 10M Bonus
Package Name: com.productmadness.lightninglink
App Developer: Product Madness
Version: 5.6.0 (5006000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.196.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1760

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1760For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.productmadness.lightninglink
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.productmadness.lightninglink: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Google Core Libraries for Java 6+ Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Dom4j Development Aid Dom4j

SLF4J Development Aid SLF4J

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/google/guava
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https://www.hyprmx.com
http://www.ironsrc.com
https://github.com/JakeWharton/DiskLruCache
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https://newrelic.com/
http://www.newrelic.com
https://github.com/google/guava
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http://dom4j.sourceforge.net/
http://www.slf4j.org/


com.productmadness.lightninglink: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Glide Development Aid Bump Technologies

Fmod Game Engine Firelight Technologies
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https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
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https://www.fmod.org/


F.3.196.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1761

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1761For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.196.3 Data Transmissions During testing, we observed the following types of user in-
formation1762 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

lnl-prd-apps.productmadness.com (Aristo-
crat)

Android ID AAID

events.iap.unity3d.com (Unity Technologies) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

t.appsflyer.com (AppsFlyer) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

outcome-ssp.supersonicads.com (Iron-
source)

AAID

register.appsflyer.com (AppsFlyer) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
init.supersonicads.com (Ironsource) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1763

1762We define “user information” in Section 3.
1763https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.197 Cricket Australia Live

Testing Details

App Name: Cricket Australia Live
Package Name: au.com.cricket
App Developer: Cricket Australia
Version: 5.15.0 (17700625)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.197.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1764

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Auth0 Android SDK Utility Auth0

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

CommonsWare MergeAdapter Development Aid CommonsWare

CommonsWare SackOfViewsAdapter Development Aid CommonsWare

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1764For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.cricket
https://developer.android.com/training/volley/index.html
https://auth0.com/docs/quickstart/native/android/getting-started
https://www.brightcove.com
https://github.com/bumptech/glide/
https://github.com/commonsguy/cwac-merge
https://github.com/commonsguy/cwac-sacklist
https://developers.facebook.com
https://developers.facebook.com/docs/android


au.com.cricket: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Gigya Mobile Analytics SAP

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.gigya.com
https://github.com/
https://www.google.com/ads/
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https://www.google.com/analytics/tag-manager/
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http://www.newrelic.com


au.com.cricket: Detected SDKs (Continued)

SDK Purpose Parent Company

Nielsen Mobile Analytics Nielsen

OkHttp Development Aid OkHttp

urbanairship Mobile Analytics Airship

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

Jackson Json-processor Utility The Codehaus

Joda Time Development Aid Stephen Colebourne

FreeWheel Advertisement Comcast
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https://www.nielsen.com
https://github.com/square/okhttp
https://www.urbanairship.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://commons.apache.org/
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http://freewheel.tv/


F.3.197.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1765

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1765For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1603F-1603
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F.3.197.3 Data Transmissions During testing, we observed the following types of user in-
formation1766 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
sdk.imrworldwide.com (Nielsen) AAID
graph.facebook.com (Facebook) AAID
metrics.brightcove.com (Brightcove) Android ID
socialize.us1.gigya.com (SAP) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1767

1766We define “user information” in Section 3.
1767https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.198 BBC News

Testing Details

App Name: BBC News
Package Name: bbc.mobile.news.ww
App Developer: BBC Worldwide (Ltd)
Version: 5.12.0 (111155)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.198.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1768

SDK Purpose Parent Company

ATInternet Mobile Analytics AT Internet

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
(Table Continues)

1768For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=bbc.mobile.news.ww
https://www.atinternet.com/en/
https://github.com/bumptech/glide/
https://www.comscore.com/
https://developers.facebook.com
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https://github.com/
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


bbc.mobile.news.ww: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Optimizely Mobile Analytics Optimizely

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

SLF4J Development Aid SLF4J
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
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F.3.198.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1769

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1769For an explanation of dangerous permissions, see Section 4.3.
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F.3.198.3 Data Transmissions During testing, we observed the following types of user in-
formation1770 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-asia.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1771

1770We define “user information” in Section 3.
1771https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.199 imo free video calls and chat

Testing Details

App Name: imo free video calls and chat
Package Name: com.imo.android.imoim
App Developer: imo.im
Version: 2020.04.2041 (20042041)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.199.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1772

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1772For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.imo.android.imoim
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
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com.imo.android.imoim: Detected SDKs (Continued)

SDK Purpose Parent Company

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Android Support v4 Development Aid Google

xunfei Development Frame-
work

Keda Xunfei Co. Ltd

Analytics

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

MoPub Advertisement Twitter

(Table Continues)
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https://www.google.com/ads/
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com.imo.android.imoim: Detected SDKs (Continued)

SDK Purpose Parent Company

db4o Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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https://github.com/mohataher/db4o-android
http://jsoup.org/


F.3.199.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1773

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_NUMBERS Allows read access to the device’s phone number(s). This is a subset

of the capabilities granted by READ_PHONE_STATE but is exposed to
instant applications.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

1773For an explanation of dangerous permissions, see Section 4.3.
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F.3.199.3 Data Transmissions During testing, we observed the following types of user in-
formation1774 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
api.imotech.tech (Chengdu Yunbu Network
Technology Co)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1775

1774We define “user information” in Section 3.
1775https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.200 Life360 - Family Locator, GPS Tracker

Testing Details

App Name: Life360 - Family Locator, GPS Tracker
Package Name: com.life360.android.safetymapd
App Developer: Life360
Version: 20.2.2 (215900)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.200.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1776

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apptimize Mobile Analytics Apptimize

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
1776For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.life360.android.safetymapd
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http://www.amplitude.com
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com.life360.android.safetymapd: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

(Table Continues)
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com.life360.android.safetymapd: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.200.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1777

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1777For an explanation of dangerous permissions, see Section 4.3.
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F.3.200.3 Data Transmissions During testing, we observed the following types of user in-
formation1778 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
amplitude.life360.com (Life360) AAID
life360.helpshift.com (HelpShift) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1779

1778We define “user information” in Section 3.
1779https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.201 NRL Official App

Testing Details

App Name: NRL Official App
Package Name: com.telstra.nrl
App Developer: Telstra Digital Media
Version: 4.5.2 (1714452)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.201.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1780

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Brightcove Advertisement Brightcove

Conviva Mobile Analytics Conviva
Advertisement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1780For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.telstra.nrl
http://www.omniture.com
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.brightcove.com
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http://try.crashlytics.com
https://developers.facebook.com


com.telstra.nrl: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

(Table Continues)

www.appcensus.io F-1620F-1620
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com.telstra.nrl: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nielsen Mobile Analytics Nielsen

Nine Old Androids Development Aid Nine Old Androids

OneSignal Mobile Analytics OneSignal

Ooyala Advertisement Dalet

Splunk MINT Mobile Analytics Splunk

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Tape by Square Utility Square

Yinzcam Sobek Mobile Analytics YinzCam

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Cordova Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Mozilla Rhino Development Aid Mozilla

SLF4J Development Aid SLF4J

XML Pull Development Aid XML Pull

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.201.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1781

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1781For an explanation of dangerous permissions, see Section 4.3.
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F.3.201.3 Data Transmissions During testing, we observed the following types of user in-
formation1782 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

infos.telstra.com.au (Telstra) AAID
analytics-live-nrl.yinzcam.com (YinzCam) AAID
graph.facebook.com (Facebook) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1783

1782We define “user information” in Section 3.
1783https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.202 VLC for Android

Testing Details

App Name: VLC for Android
Package Name: org.videolan.vlc
App Developer: Videolabs
Version: 3.2.12 (13021207)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.202.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1784

SDK Purpose Parent Company

No known SDKs were detected within the app.

1784For an explanation of SDKs, see Section 4.1.2.
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F.3.202.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1785

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

1785For an explanation of dangerous permissions, see Section 4.3.
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F.3.202.3 Data Transmissions During testing, we observed the following types of user in-
formation1786 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1787

1786We define “user information” in Section 3.
1787https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.203 Duolingo: Learn Languages Free

Testing Details

App Name: Duolingo: Learn Languages Free
Package Name: com.duolingo
App Developer: Duolingo
Version: 4.63.2 (937)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.203.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1788

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
1788For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.duolingo
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
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com.duolingo: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

International Components for Unicode Utility IBM

picasso Development Aid Square Inc.

Tencent Wechat Social Network Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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com.duolingo: Detected SDKs (Continued)

SDK Purpose Parent Company

Bouncy Castle Development Aid Bouncy Castles
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F.3.203.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1789

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1789For an explanation of dangerous permissions, see Section 4.3.
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F.3.203.3 Data Transmissions During testing, we observed the following types of user in-
formation1790 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
www.googleadservices.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1791

1790We define “user information” in Section 3.
1791https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.204 The Bible App Free + Audio, Daily Verse, Offline

Testing Details

App Name: The Bible App Free + Audio, Daily Verse, Offline
Package Name: com.sirma.mobile.bible.android
App Developer: Life.Church
Version: 8.15.2 (6016104)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.204.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1792

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1792For an explanation of SDKs, see Section 4.1.2.
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com.sirma.mobile.bible.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

Branch Mobile Analytics Branch Metrics
Advertisement

Jsoup Development Aid Jsoup
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https://developers.facebook.com/docs/android
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F.3.204.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1793

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1793For an explanation of dangerous permissions, see Section 4.3.
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F.3.204.3 Data Transmissions During testing, we observed the following types of user in-
formation1794 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api2.branch.io (Branch Metrics) AAID Android ID
geoip.youversionapi.com (YouVersion) Coarse Location
bible.youversionapi.com (YouVersion) Name Email Coarse Location
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1795

1794We define “user information” in Section 3.
1795https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.205 Xbox

Testing Details

App Name: Xbox
Package Name: com.microsoft.xboxone.smartglass
App Developer: Microsoft Corporation
Version: 2002.0229.0010 (200229000)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.205.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1796

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1796For an explanation of SDKs, see Section 4.1.2.
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http://www.adobe.com/products/xmp.html
https://github.com/bumptech/glide/
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com.microsoft.xboxone.smartglass: Detected SDKs (Continued)

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

simple framework Development Aid simple framework

Spongy Castle Development Aid Spongy Castle
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F.3.205.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1797

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1797For an explanation of dangerous permissions, see Section 4.3.
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F.3.205.3 Data Transmissions During testing, we observed the following types of user in-
formation1798 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1799

1798We define “user information” in Section 3.
1799https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.206 PUBG MOBILE - Mad Miramar

Testing Details

App Name: PUBG MOBILE - Mad Miramar
Package Name: com.tencent.ig
App Developer: Tencent Games
Version: 0.18.0 (12600)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.206.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1800

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon AWS Development Aid Amazon

Google Gson Development Aid Google

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1800For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tencent.ig
https://www.adjust.com/
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/google/gson
https://play.google.com
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https://developers.facebook.com
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com.tencent.ig: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

Tencent X5 (SMTT) Social Network Tencent
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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https://github.com/zxing/zxing
https://www.helpshift.com
https://github.com/square/picasso
https://bugly.qq.com/
https://connect.qq.com
https://open.weixin.qq.com/
http://x5.tencent.com/tbs/guide/sdkInit.html


com.tencent.ig: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
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F.3.206.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1801

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1801For an explanation of dangerous permissions, see Section 4.3.
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F.3.206.3 Data Transmissions During testing, we observed the following types of user in-
formation1802 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tencentgames.helpshift.com (HelpShift) Android ID
app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1803

1802We define “user information” in Section 3.
1803https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.207 Slots: Heart of Vegas™ –Free Slot Casino Games

Testing Details

App Name: Slots: Heart of Vegas™ –Free Slot Casino Games
Package Name: com.productmadness.hovmobile
App Developer: Product Madness
Version: 4.16.40 (4017012)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.207.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1804

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1804For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.productmadness.hovmobile
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.productmadness.hovmobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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https://github.com/google/gson
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https://www.hyprmx.com
http://www.ironsrc.com
https://github.com/JakeWharton/DiskLruCache
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http://www.newrelic.com
https://github.com/google/guava


com.productmadness.hovmobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Dom4j Development Aid Dom4j

SLF4J Development Aid SLF4J

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Glide Development Aid Bump Technologies

Fmod Game Engine Firelight Technologies
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http://dom4j.sourceforge.net/
http://www.slf4j.org/
https://github.com/square/picasso
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F.3.207.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1805

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1805For an explanation of dangerous permissions, see Section 4.3.
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F.3.207.3 Data Transmissions During testing, we observed the following types of user in-
formation1806 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

hov-appstore-production.productmadness.com
(Aristocrat)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

api.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
register.appsflyer.com (AppsFlyer) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

cdp.cloud.unity3d.com (Unity Technologies) AAID BT Name
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

t.appsflyer.com (AppsFlyer) AAID
init.supersonicads.com (Ironsource) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1807

1806We define “user information” in Section 3.
1807https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.208 Candy Crush Soda Saga

Testing Details

App Name: Candy Crush Soda Saga
Package Name: com.king.candycrushsodasaga
App Developer: King
Version: 1.168.2 (11681020)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.208.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1808

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1808For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.king.candycrushsodasaga
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.king.candycrushsodasaga: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.208.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1809

Permission Description Used

No dangerous permissions were requested by the app.

1809For an explanation of dangerous permissions, see Section 4.3.
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F.3.208.3 Data Transmissions During testing, we observed the following types of user in-
formation1810 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1811

1810We define “user information” in Section 3.
1811https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.209 Microsoft Teams

Testing Details

App Name: Microsoft Teams
Package Name: com.microsoft.teams
App Developer: Microsoft Corporation
Version: 1416/1.0.0.2020043003 (2020486033)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.209.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1812

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
(Table Continues)

1812For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.microsoft.teams
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
http://firebase.com


com.microsoft.teams: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Android Viewpagerindicator Widget Development Aid Jake Wharton

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J
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https://github.com/google/gson
https://developers.google.com/international/
https://github.com/google/guava
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/netplex/json-smart-v2
https://commons.apache.org/
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http://www.slf4j.org/


F.3.209.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1813

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1813For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1656F-1656
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F.3.209.3 Data Transmissions During testing, we observed the following types of user in-
formation1814 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mobile.pipe.aria.microsoft.com (Microsoft) Android ID
config.teams.microsoft.com (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1815

1814We define “user information” in Section 3.
1815https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.210 Google Go: A lighter, faster way to search

Testing Details

App Name: Google Go: A lighter, faster way to search
Package Name: com.google.android.apps.searchlite
App Developer: Google LLC
Version: 3.6.308027732.release (233152)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.210.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1816

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1816For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.google.android.apps.searchlite
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/zxing/zxing
http://firebase.com


com.google.android.apps.searchlite: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

www.appcensus.io F-1659F-1659



F.3.210.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1817

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1817For an explanation of dangerous permissions, see Section 4.3.
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F.3.210.3 Data Transmissions During testing, we observed the following types of user in-
formation1818 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1819

1818We define “user information” in Section 3.
1819https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.211 Wickr Me –Private Messenger

Testing Details

App Name: Wickr Me –Private Messenger
Package Name: com.mywickr.wickr2
App Developer: Wickr Inc
Version: 5.53.8 (5530813)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.211.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1820

SDK Purpose Parent Company

Bugsnag Mobile Analytics Bugsnag

CommonsWare MergeAdapter Development Aid CommonsWare

CommonsWare SackOfViewsAdapter Development Aid CommonsWare

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
1820For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mywickr.wickr2
https://www.bugsnag.com/
https://github.com/commonsguy/cwac-merge
https://github.com/commonsguy/cwac-sacklist
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://firebase.com


com.mywickr.wickr2: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

otto Development Aid Square

JavaX Annotation API Utility JavaX Annotation API

Countly Mobile Analytics Countly

Jsoup Development Aid Jsoup

OpenUDID Salama Generator Development Aid OpenUDID

getui Advertisement getui
Mobile Analytics
Push Notifications
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https://github.com/google/gson
https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://square.github.io/otto/
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F.3.211.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1821

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1821For an explanation of dangerous permissions, see Section 4.3.
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F.3.211.3 Data Transmissions During testing, we observed the following types of user in-
formation1822 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

countly.wickr.com (Wickr) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1823

1822We define “user information” in Section 3.
1823https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.212 Uber Driver

Testing Details

App Name: Uber Driver
Package Name: com.ubercab.driver
App Developer: Uber Technologies, Inc.
Version: 4.259.10003 (69259)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.212.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1824

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

1824For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ubercab.driver
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
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com.ubercab.driver: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

SourceForge ZBar Development Aid ZBar

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

PayPal Payment PayPal

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Uber Analytics Mobile Analytics Uber

Alimama Dev Advertisement Alibaba

JAudiotagger Utility JThink Ltd.
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http://zbar.sourceforge.net/
https://github.com/google/guava
https://github.com/google/gson
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F.3.212.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1825

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1825For an explanation of dangerous permissions, see Section 4.3.
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F.3.212.3 Data Transmissions During testing, we observed the following types of user in-
formation1826 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cn-geo1.uber.com (Uber) Coarse Location AAID
cn-dca1.cfe.uber.com (Uber) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1827

1826We define “user information” in Section 3.
1827https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1669F-1669

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.213 Podcast Player & Podcast App - Castbox

Testing Details

App Name: Podcast Player & Podcast App - Castbox
Package Name: fm.castbox.audiobook.radio.podcast
App Developer: Castbox.FM - Radio & Podcast & AudioBooks
Version: 8.13.2-200509141 (200509141)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.213.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1828

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

1828For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=fm.castbox.audiobook.radio.podcast
https://developers.facebook.com/docs/android
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fm.castbox.audiobook.radio.podcast: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Tencent Wechat Social Network Tencent

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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fm.castbox.audiobook.radio.podcast: Detected SDKs (Continued)

SDK Purpose Parent Company

Bouncy Castle Development Aid Bouncy Castles

SLF4J Development Aid SLF4J
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F.3.213.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1829

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1829For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.213.3 Data Transmissions During testing, we observed the following types of user in-
formation1830 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID Android ID
firebaseremoteconfig.googleapis.com
(Google)

AAID

everest.castbox.fm (Guru Network) Name Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1831

1830We define “user information” in Section 3.
1831https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.214 ABC Kids

Testing Details

App Name: ABC Kids
Package Name: au.net.abc.kidsiview
App Developer: Australian Broadcasting Corporation
Version: 4.2.1 (745)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.214.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1832

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
1832For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.net.abc.kidsiview
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://flurry.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary


au.net.abc.kidsiview: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
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F.3.214.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1833

Permission Description Used

No dangerous permissions were requested by the app.

1833For an explanation of dangerous permissions, see Section 4.3.
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F.3.214.3 Data Transmissions During testing, we observed the following types of user in-
formation1834 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

deliver.oztam.com.au (OzTAM Pty) AAID
data.flurry.com (Verizon) AAID Android ID
collector.abc.net.au (Australian Broadcast-
ing)

AAID Android ID

secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1835

1834We define “user information” in Section 3.
1835https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1678F-1678

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.215 TuneIn Radio: Live Sports, News, Music & Podcasts

Testing Details

App Name: TuneIn Radio: Live Sports, News, Music & Podcasts
Package Name: tunein.player
App Developer: TuneIn Inc
Version: 24.2 (261561)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.215.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1836

SDK Purpose Parent Company

AdsWizz http://www.adswizz.com/”AdsWizz

Amazon Advertisement Advertisement Amazon

Amazon In-App Purchasing Payment Amazon

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Bugsnag Mobile Analytics Bugsnag

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

1836For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=tunein.player
.adswizz.
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/in-app-purchasing
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http://try.crashlytics.com
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tunein.player: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
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tunein.player: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nielsen Mobile Analytics Nielsen

OpenX Advertisement OpenX

picasso Development Aid Square Inc.

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Verizon Development Aid Verizon

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Java-WebSocket Development Aid Java-WebSocket

Joda Time Development Aid Stephen Colebourne
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https://www.nielsen.com
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F.3.215.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1837

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1837For an explanation of dangerous permissions, see Section 4.3.
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F.3.215.3 Data Transmissions During testing, we observed the following types of user in-
formation1838 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.inmobi.com (InMobi) AAID
privacy.crwdcntrl.net (Lotame) AAID
api.branch.io (Branch Metrics) Android ID AAID
launches.appsflyer.com (AppsFlyer) AAID
reports.radiotime.com (TuneIn) AAID
b.scorecardresearch.com (comScore) AAID
bcp.crwdcntrl.net (Lotame) AAID
ad.crwdcntrl.net (Lotame) AAID
opml.radiotime.com (TuneIn) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1839

1838We define “user information” in Section 3.
1839https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.216 LastPass Password Manager

Testing Details

App Name: LastPass Password Manager
Package Name: com.lastpass.lpandroid
App Developer: LogMeIn, Inc.
Version: 4.11.8.5429 (411085429)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.216.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1840

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Auth0 Android SDK Utility Auth0

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
1840For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.lastpass.lpandroid
https://play.google.com
https://www.appsflyer.com/
https://auth0.com/docs/quickstart/native/android/getting-started
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https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.lastpass.lpandroid: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

J256 Development Aid J256

MixPanel Mobile Analytics Mixpanel

Segment Mobile Analytics Segment

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

EventBus Development Aid greenrobot /Markus
Junginger

hamcrest Development Aid Hamcrest
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F.3.216.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1841

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1841For an explanation of dangerous permissions, see Section 4.3.
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F.3.216.3 Data Transmissions During testing, we observed the following types of user in-
formation1842 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.segment.io (Segment) AAID Android ID
register.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1843

1842We define “user information” in Section 3.
1843https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.217 CommSec

Testing Details

App Name: CommSec
Package Name: au.com.commsec.android.CommSec
App Developer: CommSec
Version: 4.22.0 (6102)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.217.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1844

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1844For an explanation of SDKs, see Section 4.1.2.
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au.com.commsec.android.CommSec: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

LEDataStream Development Aid LEDataStream

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Json org Development Aid Json org

SLF4J Development Aid SLF4J

XML Pull Development Aid XML Pull
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https://github.com/google/guava
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F.3.217.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1845

Permission Description Used

WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_CALENDAR Allows an application to read the user’s calendar data.

1845For an explanation of dangerous permissions, see Section 4.3.
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F.3.217.3 Data Transmissions During testing, we observed the following types of user in-
formation1846 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1847

1846We define “user information” in Section 3.
1847https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.218 Words With Friends 2 –Free Word Games & Puzzles

Testing Details

App Name: Words With Friends 2 –Free Word Games & Puzzles
Package Name: com.zynga.words3
App Developer: Zynga
Version: 14.521 (14521)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.218.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1848

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Auth SDK Development Aid Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

(Table Continues)

1848For an explanation of SDKs, see Section 4.1.2.
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com.zynga.words3: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

(Table Continues)
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com.zynga.words3: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Android Viewpagerindicator Widget Development Aid Jake Wharton

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

cocos2DX Game Engine cocos2dx

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.218.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1849

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1849For an explanation of dangerous permissions, see Section 4.3.
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F.3.218.3 Data Transmissions During testing, we observed the following types of user in-
formation1850 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
zyngasupport.helpshift.com (HelpShift) Android ID
ads.mopub.com (Twitter) AAID
api2.branch.io (Branch Metrics) AAID Android ID
www.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
api.zynga.com (Zynga) AAID Android ID
ads.inmobi.com (InMobi) AAID Android ID
prod-e-node-2112.nexage.com (Verizon) AAID
config.inmobi.com (InMobi) AAID
ads.nexage.com (Verizon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1851

1850We define “user information” in Section 3.
1851https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.219 Cashman Casino: Vegas Slot Machines! 2M Free!

Testing Details

App Name: Cashman Casino: Vegas Slot Machines! 2M Free!
Package Name: com.productmadness.cashmancasino
App Developer: Product Madness
Version: 2.25.70 (10103354)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.219.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1852

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1852For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.productmadness.cashmancasino
https://developers.facebook.com/docs/android
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com.productmadness.cashmancasino: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Google Core Libraries for Java 6+ Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
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com.productmadness.cashmancasino: Detected SDKs (Continued)

SDK Purpose Parent Company

Dom4j Development Aid Dom4j

SLF4J Development Aid SLF4J

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Glide Development Aid Bump Technologies

Fmod Game Engine Firelight Technologies
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http://dom4j.sourceforge.net/
http://www.slf4j.org/
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F.3.219.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1853

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1853For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.219.3 Data Transmissions During testing, we observed the following types of user in-
formation1854 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

init.supersonicads.com (Ironsource) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

register.appsflyer.com (AppsFlyer) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
csm-android-production.productmadness.com
(Aristocrat)

AAID Android ID

outcome-ssp.supersonicads.com (Iron-
source)

AAID

t.appsflyer.com (AppsFlyer) AAID Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1855

1854We define “user information” in Section 3.
1855https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.220 Wordscapes

Testing Details

App Name: Wordscapes
Package Name: com.peoplefun.wordcross
App Developer: PeopleFun
Version: 1.7.0 (1128)
Release Date: May 15, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.220.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1856

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

deltaDNA Mobile Analytics Unity Technologies

Facebook Social Network Facebook
Advertisement

(Table Continues)
1856For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.peoplefun.wordcross
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
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https://www.applovin.com/
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https://deltadna.com/
https://developers.facebook.com


com.peoplefun.wordcross: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google GData Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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com.peoplefun.wordcross: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

Smaato Advertisement Smaato
LBS

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

UserVoice Android SDK Utility UserVoice

Verizon Development Aid Verizon

Vungle Advertisement Vungle

Apache Common Development Aid The Apache Software
Foundation

Java-WebSocket Development Aid Java-WebSocket

Messagepack Utility Messagepack
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https://moat.com/analytics
https://www.smaato.com/
https://github.com/square/okhttp
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F.3.220.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1857

Permission Description Used

No dangerous permissions were requested by the app.

1857For an explanation of dangerous permissions, see Section 4.3.
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F.3.220.3 Data Transmissions During testing, we observed the following types of user in-
formation1858 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

connect.tapjoy.com (TapJoy) AAID
inapps.appsflyer.com (AppsFlyer) AAID
ads.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads.api.vungle.com (Vungle) AAID
api.vungle.com (Vungle) AAID
www.facebook.com (Facebook) AAID
ws.tapjoyads.com (TapJoy) AAID
collect10854wrdcr.deltadna.net (Unity Tech-
nologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

wd.adcolony.com (AdColony) AAID
config.inmobi.com (InMobi) AAID
placements.tapjoy.com (TapJoy) AAID
adc3-launch.adcolony.com (AdColony) AAID
register.appsflyer.com (AppsFlyer) AAID
wv.inner-active.mobi (Fyber) AAID
rpc.tapjoy.com (TapJoy) AAID
ads30.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1859

1858We define “user information” in Section 3.
1859https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.221 Opera browser with free VPN

Testing Details

App Name: Opera browser with free VPN
Package Name: com.opera.browser
App Developer: Opera
Version: 57.2.2830.52651 (1905713603)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.221.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1860

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

1860For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.opera.browser
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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com.opera.browser: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

LeanPlum Mobile Analytics Leanplum

Mintegral Advertisement Mobvista

myTarget Advertisement My.com
Social Networking

picasso Development Aid Square Inc.

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex
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https://github.com/google/guava
http://firebase.com
https://github.com/google/protobuf
https://github.com/zxing/zxing
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https://www.mintegral.com/en/
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F.3.221.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1861

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1861For an explanation of dangerous permissions, see Section 4.3.
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F.3.221.3 Data Transmissions During testing, we observed the following types of user in-
formation1862 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
api-a.op-mobile.opera.com (Opera) AAID
ofa-sub.osp.opera.software (Opera) AAID
register.appsflyer.com (AppsFlyer) AAID
news-us.feednews.com (Opera) AAID
s-adx.op-mobile.opera.com (Opera) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1863

1862We define “user information” in Section 3.
1863https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.222 Facebook Lite

Testing Details

App Name: Facebook Lite
Package Name: com.facebook.lite
App Developer: Facebook
Version: 197.1.0.17.125 (212922040)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.222.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1864

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

1864For an explanation of SDKs, see Section 4.1.2.
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F.3.222.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1865

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1865For an explanation of dangerous permissions, see Section 4.3.
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F.3.222.3 Data Transmissions During testing, we observed the following types of user in-
formation1866 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

snaptu-z.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1867

1866We define “user information” in Section 3.
1867https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.223 Badoo —Dating App to Chat, Date & Meet New People

Testing Details

App Name: Badoo —Dating App to Chat, Date & Meet New
People

Package Name: com.badoo.mobile
App Developer: Badoo
Version: 5.169.1 (3346)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.223.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1868

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)
1868For an explanation of SDKs, see Section 4.1.2.
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com.badoo.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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F.3.223.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1869

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1869For an explanation of dangerous permissions, see Section 4.3.
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F.3.223.3 Data Transmissions During testing, we observed the following types of user in-
formation1870 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bma.badoo.app (Badoo) AAID
eu1.badoo.com (Badoo) AAID
us1.badoo.com (Badoo) AAID
launches.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1871

1870We define “user information” in Section 3.
1871https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.224 Microsoft Launcher

Testing Details

App Name: Microsoft Launcher
Package Name: com.microsoft.launcher
App Developer: Microsoft Corporation
Version: 5.11.5.56362 (56362)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.224.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1872

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Mono for Android Development Aid Mono for Android

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1872For an explanation of SDKs, see Section 4.1.2.
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com.microsoft.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Tag Manager Mobile Analytics Google

Google GData Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

UserVoice Android SDK Utility UserVoice

Smack Extensions Development Aid igniterealtime.org

Android Support v4 Development Aid Google

json smart Development Aid json smart

Signpost Oauth Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Java jdeferred Library Development Aid JDeferred

SLF4J Development Aid SLF4J
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F.3.224.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1873

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1873For an explanation of dangerous permissions, see Section 4.3.
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F.3.224.3 Data Transmissions During testing, we observed the following types of user in-
formation1874 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

service.weather.microsoft.com (Microsoft) Coarse Location
vortex.data.microsoft.com (Microsoft) Android ID
app.adjust.com (Adjust) AAID
evoke-windowsservices-tas.msedge.net (Mi-
crosoft)

Android ID

onesettings-windowsservices-
tas.msedge.net (Microsoft)

Android ID

mobile.pipe.aria.microsoft.com (Microsoft) Android ID
settings.data.microsoft.com (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1875

1874We define “user information” in Section 3.
1875https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.225 (com.playrix.gardenscapes)

Testing Details

App Name:
Package Name: com.playrix.gardenscapes
App Developer: None
Version: 4.3.0 (104302)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.225.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1876

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1876For an explanation of SDKs, see Section 4.1.2.
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com.playrix.gardenscapes: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

(Table Continues)
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com.playrix.gardenscapes: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
Social Networking

Swrve Mobile Analytics Swrve

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HockeyApp Mobile Analytics Microsoft
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F.3.225.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1877

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1877For an explanation of dangerous permissions, see Section 4.3.
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F.3.225.3 Data Transmissions During testing, we observed the following types of user in-
formation1878 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

playrix.helpshift.com (HelpShift) Android ID
gardenscapes-newacres.playrix.com
(Playrix)

Android ID AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1879

1878We define “user information” in Section 3.
1879https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.226 AnimeLab - Watch Anime Free

Testing Details

App Name: AnimeLab - Watch Anime Free
Package Name: com.animelab.android.handset
App Developer: Madman Entertainment
Version: 2.6.7 (193)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.226.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1880

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1880For an explanation of SDKs, see Section 4.1.2.
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com.animelab.android.handset: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

UserVoice Android SDK Utility UserVoice

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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F.3.226.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1881

Permission Description Used

No dangerous permissions were requested by the app.

1881For an explanation of dangerous permissions, see Section 4.3.
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F.3.226.3 Data Transmissions During testing, we observed the following types of user in-
formation1882 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

control.kochava.com (Kochava) AAID Android ID
api.animelab.com (Madman Entertainment) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1883

1882We define “user information” in Section 3.
1883https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.227 Files by Google: Clean up space on your phone

Testing Details

App Name: Files by Google: Clean up space on your phone
Package Name: com.google.android.apps.nbu.files
App Developer: Google LLC
Version: 1.0.302918309 (35547)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.227.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1884

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Tencent Login Social Network Tencent

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
1884For an explanation of SDKs, see Section 4.1.2.
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com.google.android.apps.nbu.files: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

www.appcensus.io F-1732F-1732



F.3.227.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1885

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1885For an explanation of dangerous permissions, see Section 4.3.
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F.3.227.3 Data Transmissions During testing, we observed the following types of user in-
formation1886 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1887

1886We define “user information” in Section 3.
1887https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.228 Imgur: Find funny GIFs, memes & watch viral videos

Testing Details

App Name: Imgur: Find funny GIFs, memes & watch viral
videos

Package Name: com.imgur.mobile
App Developer: Imgur
Version: 4.9.1.13199 (609)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.228.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1888

SDK Purpose Parent Company

ActiveAndroid Development Aid Michael Pardo

Amazon Advertisement Advertisement Amazon

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement

(Table Continues)

1888For an explanation of SDKs, see Section 4.1.2.
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com.imgur.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

(Table Continues)
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com.imgur.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Inneractive Advertisement Fyber

millennialmedia Advertisement Verizon

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smart Development Aid Smart

picasso Development Aid Square Inc.

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

PubNative Advertisement PubNative
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F.3.228.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1889

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1889For an explanation of dangerous permissions, see Section 4.3.
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F.3.228.3 Data Transmissions During testing, we observed the following types of user in-
formation1890 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-east.liftoff.io (Liftoff) AAID
ads.mopub.com (Twitter) AAID
ads.inmobi.com (InMobi) AAID Android ID
config.inmobi.com (InMobi) AAID
api.amplitude.com (Amplitude) AAID Android ID
s.amazon-adsystem.com (Amazon) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

mopub-east3-bidder.manage.com (Man-
age)

AAID

api.imgur.com (Imgur) AAID Email Name
stats.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID
aax-us.amazon-adsystem.com (Amazon) Android ID
gum.criteo.com (Criteo) AAID
api.pubnative.net (Media and Games In-
vest)

AAID

smart.mobvista.com (Mobvista) AAID
t.appsflyer.com (AppsFlyer) AAID
bidder.criteo.com (Criteo) AAID
api.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1891

1890We define “user information” in Section 3.
1891https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.229 Hinge - Dating & Relationships

Testing Details

App Name: Hinge - Dating & Relationships
Package Name: co.hinge.app
App Developer: Hinge
Version: 7.12.1 (158765522)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.229.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1892

SDK Purpose Parent Company

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1892For an explanation of SDKs, see Section 4.1.2.
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co.hinge.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

www.appcensus.io F-1741F-1741

https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://branch.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://hamcrest.org/
http://junit.org/


F.3.229.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1893

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1893For an explanation of dangerous permissions, see Section 4.3.
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F.3.229.3 Data Transmissions During testing, we observed the following types of user in-
formation1894 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1895

1894We define “user information” in Section 3.
1895https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.230 Podcast Player

Testing Details

App Name: Podcast Player
Package Name: com.podcast.podcasts
App Developer: Castbox.FM - Radio & Podcast & AudioBooks
Version: 6.2.2-200407051.raa85500 (200407051)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.230.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1896

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1896For an explanation of SDKs, see Section 4.1.2.
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com.podcast.podcasts: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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com.podcast.podcasts: Detected SDKs (Continued)

SDK Purpose Parent Company

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup
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F.3.230.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1897

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1897For an explanation of dangerous permissions, see Section 4.3.
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F.3.230.3 Data Transmissions During testing, we observed the following types of user in-
formation1898 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

is2-ssl.mzstatic.com (Apple) BT Name
is3-ssl.mzstatic.com (Apple) BT Name
config.88-f.net (Unknown) BT Name
is4-ssl.mzstatic.com (Apple) BT Name
graph.facebook.com (Facebook) AAID
is5-ssl.mzstatic.com (Apple) BT Name
ssl-static.libsyn.com (Libsyn) BT Name
s3.castbox.fm (Guru Network) BT Name
settings.crashlytics.com (Google) BT Name
firebaseinstallations.googleapis.com
(Google)

BT Name

ads.mopub.com (Twitter) BT Name
www.facebook.com (Facebook) AAID BT Name
rj.a-mo.net (Yandex) BT Name
firebaseremoteconfig.googleapis.com
(Google)

BT Name

www.omnycontent.com (Unknown) BT Name
data.castbox.fm (Guru Network) Android ID
is1-ssl.mzstatic.com (Apple) BT Name
castbox.fm (Castbox) BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1899

1898We define “user information” in Section 3.
1899https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.231 WEBTOON

Testing Details

App Name: WEBTOON
Package Name: com.naver.linewebtoon
App Developer: NAVER WEBTOON CORP.
Version: 2.4.10 (2041000)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.231.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1900

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1900For an explanation of SDKs, see Section 4.1.2.
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com.naver.linewebtoon: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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http://inmobi.com
https://integralads.com


com.naver.linewebtoon: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

J256 Development Aid J256

AndroidAsync Development Aid AndroidAsync

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Branch Mobile Analytics Branch Metrics
Advertisement

Kankan Wheel Android scroller GUI Component Kankan Wheel An-
droid scroller

Signpost Oauth Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Spongy Castle Development Aid Spongy Castle
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https://github.com/j256/ormlite-android
https://github.com/koush/AndroidAsync
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://branch.io/
https://github.com/chemalarrea/Android-wheel/blob/master/wheel-demo/src/kankan/wheel/demo/DateActivity.java
https://code.google.com/p/oauth-signpost/
https://commons.apache.org/
http://rtyley.github.io/spongycastle/


F.3.231.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1901

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

1901For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.231.3 Data Transmissions During testing, we observed the following types of user in-
formation1902 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ace.naver.com (NAVER) Android ID
graph.facebook.com (Facebook) AAID
api2.branch.io (Branch Metrics) AAID Android ID
gak.webtoons.com (NAVER) Android ID
global.apis.naver.com (NAVER) Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1903

1902We define “user information” in Section 3.
1903https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.232 Apple Music

Testing Details

App Name: Apple Music
Package Name: com.apple.android.music
App Developer: Apple Inc.
Version: 3.2.2 (936)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.232.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1904

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

1904For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.apple.android.music
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


F.3.232.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1905

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.

1905For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.232.3 Data Transmissions During testing, we observed the following types of user in-
formation1906 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1907

1906We define “user information” in Section 3.
1907https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1756F-1756
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F.3.233 rif is fun for Reddit

Testing Details

App Name: rif is fun for Reddit
Package Name: com.andrewshu.android.reddit
App Developer: TalkLittle
Version: 4.16.12 (2512)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.233.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1908

SDK Purpose Parent Company

Fasterxml Utility FasterXML

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

YouTube Android Player API Development Aid Google

Firebase Development Aid Google
(Table Continues)

1908For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.andrewshu.android.reddit
http://fasterxml.com/
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/youtube/android/player/
http://firebase.com


com.andrewshu.android.reddit: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

MoPub Advertisement Twitter

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

TagSoup Utility Chester County Inter-
link

AspectJ Development Aid AspectJ
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http://www.mopub.com
https://commons.apache.org/
https://hc.apache.org/
https://github.com/orbeon/tagsoup
https://eclipse.org/aspectj/


F.3.233.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1909

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1909For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.233.3 Data Transmissions During testing, we observed the following types of user in-
formation1910 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-east.liftoff.io (Liftoff) AAID
impression.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID
tr-asia.adsmoloco.com (Moloco) AAID
ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1911

1910We define “user information” in Section 3.
1911https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.234 Archero

Testing Details

App Name: Archero
Package Name: com.habby.archero
App Developer: Habby
Version: 1.4.7 (429)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.234.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1912

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1912For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.habby.archero
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.habby.archero: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Bugly Mobile Analytics Tencent

Umeng Analytics Mobile Analytics Alibaba

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
https://moat.com/analytics
http://www.mopub.com
https://bugly.qq.com/
https://www.umeng.com/analytics
https://unity3d.com/


com.habby.archero: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.234.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1913

Permission Description Used

No dangerous permissions were requested by the app.

1913For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.234.3 Data Transmissions During testing, we observed the following types of user in-
formation1914 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

init.supersonicads.com (Ironsource) AAID
api.vungle.com (Vungle) AAID
api-archero-v1.habby.mobi (Habby) Android ID
app.adjust.com (Adjust) AAID Android ID
mail-archero.habby.mobi (Unknown) AAID Android ID
www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

receiver.habby.mobi (Habby) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID BT Name
ads.api.vungle.com (Vungle) AAID
graph.facebook.com (Facebook) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1915

1914We define “user information” in Section 3.
1915https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1765F-1765
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F.3.235 Homescapes

Testing Details

App Name: Homescapes
Package Name: com.playrix.homescapes
App Developer: Playrix
Version: 3.5.9 (1000359)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.235.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1916

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1916For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.playrix.homescapes
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.playrix.homescapes: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

Swrve Mobile Analytics Swrve

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
https://www.hyprmx.com
http://www.ironsrc.com
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://moat.com/analytics
https://www.swrve.com/
https://unity3d.com/


com.playrix.homescapes: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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https://unity3d.com/
https://vungle.com


F.3.235.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1917

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1917For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.235.3 Data Transmissions During testing, we observed the following types of user in-
formation1918 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
playrix.helpshift.com (HelpShift) Android ID
homescapes.playrix.com (Playrix) AAID
4699.api.swrve.com (Swrve) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1919

1918We define “user information” in Section 3.
1919https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.236 Smart AudioBook Player

Testing Details

App Name: Smart AudioBook Player
Package Name: ak.alizandro.smartaudiobookplayer
App Developer: Alex Kravchenko
Version: 6.6.3 (23663)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.236.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1920

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Protocol Buffers Development Aid Google

1920For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=ak.alizandro.smartaudiobookplayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/protobuf


F.3.236.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1921

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1921For an explanation of dangerous permissions, see Section 4.3.
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F.3.236.3 Data Transmissions During testing, we observed the following types of user in-
formation1922 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1923

1922We define “user information” in Section 3.
1923https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.237 Norton App Lock

Testing Details

App Name: Norton App Lock
Package Name: com.symantec.applock
App Developer: Norton Labs
Version: 1.4.0.503 (503)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.237.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1924

SDK Purpose Parent Company

No known SDKs were detected within the app.

1924For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.symantec.applock


F.3.237.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1925

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

1925For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.237.3 Data Transmissions During testing, we observed the following types of user in-
formation1926 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1927

1926We define “user information” in Section 3.
1927https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.238 News Republic - Breaking and Trending News

Testing Details

App Name: News Republic - Breaking and Trending News
Package Name: com.mobilesrepublic.appy
App Developer: News Republic
Version: 12.6.7.02 (12670002)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.238.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1928

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

1928For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobilesrepublic.appy
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
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com.mobilesrepublic.appy: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

picasso Development Aid Square Inc.

Apache Http Development Aid The Apache Software
Foundation

Json org Development Aid Json org

RxJava Retrofit Development Aid RxJava Retrofit
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https://developers.facebook.com/docs/android
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https://github.com/square/retrofit


F.3.238.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1929

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

1929For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.238.3 Data Transmissions During testing, we observed the following types of user in-
formation1930 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

isub-tb.isnssdk.com (Unknown) AAID Android ID
h5.isnssdk.com (Unknown) AAID Android ID
reports.crashlytics.com (Google) AAID Android ID
dm.isnssdk.com (Unknown) AAID Android ID
graph.facebook.com (Facebook) AAID
isub.isnssdk.com (Unknown) AAID Android ID
ichannel.isnssdk.com (Unknown) AAID Android ID
i16-tb.isnssdk.com (Unknown) AAID Android ID
log.isnssdk.com (Unknown) AAID Android ID
ichannel-tb.isnssdk.com (Unknown) AAID Android ID
settings.crashlytics.com (Google) AAID Android ID
log-tb.isnssdk.com (Unknown) AAID Android ID
api2.musical.ly (TikTok) AAID Android ID
dm.toutiao.com (Toutiao) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1931

1930We define “user information” in Section 3.
1931https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.239 Solitaire

Testing Details

App Name: Solitaire
Package Name: com.mobilityware.solitaire
App Developer: MobilityWare
Version: 6.5.0.3492 (3492)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.239.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1932

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)

1932For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobilityware.solitaire
https://developers.facebook.com/docs/android
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
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com.mobilityware.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HelpShift Mobile Analytics HelpShift

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)

www.appcensus.io F-1782F-1782

https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
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https://www.mintegral.com/en/
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com.mobilityware.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Keen Mobile Analytics Chargify

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
https://vungle.com
https://keen.io
https://www.fmod.org/


F.3.239.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1933

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

1933For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.239.3 Data Transmissions During testing, we observed the following types of user in-
formation1934 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

init.supersonicads.com (Ironsource) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

s.amazon-adsystem.com (Amazon) AAID
api.vungle.com (Vungle) AAID
data.flurry.com (Verizon) Android ID AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads.nexage.com (Verizon) AAID
ads.inmobi.com (InMobi) AAID
in.treasuredata.com (Softbank) Android ID AAID
api.prod.mwx.ext.mobilityware.com (Mobili-
tyWare)

AAID

graph.facebook.com (Facebook) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

live.chartboost.com (Chartboost) AAID
config.inmobi.com (InMobi) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
control.kochava.com (Kochava) Android ID AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads.mopub.com (Twitter) AAID
analytics.rayjump.com (Mobvista) AAID
ads.api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1935

1934We define “user information” in Section 3.
1935https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.240 9GAG: Funny gifs, pics, fresh memes & viral videos

Testing Details

App Name: 9GAG: Funny gifs, pics, fresh memes & viral videos
Package Name: com.ninegag.android.app
App Developer: 9GAG
Version: 6.82.04r21604-7fafd56a41 (6820400)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.240.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1936

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

comscore Mobile Analytics Comscore

Roboguice Development Aid Square

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1936For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ninegag.android.app
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.comscore.com/
https://github.com/roboguice/roboguice
http://try.crashlytics.com
https://developers.facebook.com
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com.ninegag.android.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Instabug Mobile Analytics Instabug

IronSource Advertisement IronSource
Mobile Analytics

Smaato Advertisement Smaato
LBS

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Matomo (Piwik) Mobile Analytics Matomo
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.240.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1937

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1937For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.240.3 Data Transmissions During testing, we observed the following types of user in-
formation1938 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tr-asia.adsmoloco.com (Moloco) AAID
sdk-android.ad.smaato.net (Smaato) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

s.amazon-adsystem.com (Amazon) AAID
impression.appsflyer.com (AppsFlyer) AAID
view.adjust.com (Adjust) AAID
sb.scorecardresearch.com (comScore) AAID
graph.facebook.com (Facebook) AAID
sb-ssl.google.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1939

1938We define “user information” in Section 3.
1939https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.241 9NEWS

Testing Details

App Name: 9NEWS
Package Name: nineNewsAlerts.nine.com
App Developer: NINE NETWORK AUSTRALIA PTY LTD
Version: 2.12.0 (105)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.241.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1940

SDK Purpose Parent Company

AppNexus Advertisement xandr

Brightcove Advertisement Brightcove

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

1940For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=nineNewsAlerts.nine.com
https://www.appnexus.com/
https://www.brightcove.com
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


nineNewsAlerts.nine.com: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

Nielsen Mobile Analytics Nielsen

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

FreeWheel Advertisement Comcast
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://moat.com/analytics
https://www.nielsen.com
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F.3.241.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1941

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1941For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.241.3 Data Transmissions During testing, we observed the following types of user in-
formation1942 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

alerts.nine.com.au (Nine Entertainment
Company)

Coarse Location

secure-dcr.imrworldwide.com (Nielsen) AAID
mediation.adnxs.com (AT&T) Coarse Location AAID
metrics.brightcove.com (Brightcove) Android ID
codepush.appcenter.ms (Microsoft) Android ID
news-native-api.nine.com.au (Nine Enter-
tainment Company)

Coarse Location

settings.crashlytics.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1943

1942We define “user information” in Section 3.
1943https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.242 Simple Radio –Free Live AM FM Radio & Music App

Testing Details

App Name: Simple Radio –Free Live AM FM Radio & Music App
Package Name: com.streema.simpleradio
App Developer: Streema, Inc.
Version: 2.8.18 (241)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.242.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1944

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Android Priority Job Queue Development Aid Path

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

1944For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.streema.simpleradio
https://developers.facebook.com/docs/android
https://play.google.com
https://github.com/path/android-priority-jobqueue
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.streema.simpleradio: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

J256 Development Aid J256

Mobeta ListView GUI Component Mobeta ListView

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.242.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1945

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1945For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.242.3 Data Transmissions During testing, we observed the following types of user in-
formation1946 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.googleadservices.com (Google) AAID
recommendations.streema.com (Streema
Inc. )

Android ID

clarice.streema.com (Streema Inc. ) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1947

1946We define “user information” in Section 3.
1947https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.243 Seesaw Parent & Family

Testing Details

App Name: Seesaw Parent & Family
Package Name: seesaw.shadowpuppet.co.seesaw
App Developer: Seesaw Learning
Version: 7.0.8 (1612102)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.243.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1948

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1948For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=seesaw.shadowpuppet.co.seesaw
http://try.crashlytics.com
https://github.com/zxing/zxing
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


seesaw.shadowpuppet.co.seesaw: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

timessquare Development Aid Square

PrettyTime Development Aid OCPsoft
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https://github.com/google/guava
https://github.com/square/android-times-square
https://github.com/ocpsoft/prettytime


F.3.243.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1949

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

1949For an explanation of dangerous permissions, see Section 4.3.
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F.3.243.3 Data Transmissions During testing, we observed the following types of user in-
formation1950 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.seesaw.me (Seesaw) Name Email
settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1951

1950We define “user information” in Section 3.
1951https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1801F-1801

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.244 Moovit: Timing & Navigation for all Transit Types

Testing Details

App Name: Moovit: Timing & Navigation for all Transit Types
Package Name: com.tranzmate
App Developer: Moovit
Version: 5.47.0.445 (445)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.244.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1952

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

1952For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tranzmate
http://mvnrepository.com/artifact/com.amazonaws
https://www.appsflyer.com/
https://github.com/bumptech/glide/
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com.tranzmate: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PayPal Payment PayPal

picasso Development Aid Square Inc.

XZ For Java Development Aid XZ For Java
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
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https://www.google.com/analytics/
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F.3.244.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1953

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1953For an explanation of dangerous permissions, see Section 4.3.
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F.3.244.3 Data Transmissions During testing, we observed the following types of user in-
formation1954 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app4.moovitapp.com (Intel) Android ID AAID
graph.facebook.com (Facebook) AAID
sdk.moovitapp.com (Intel) Android ID AAID
kinesis.eu-west-1.amazonaws.com (Amazon) Android ID
launches.appsflyer.com (AppsFlyer) AAID
api.usebutton.com (Button) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1955

1954We define “user information” in Section 3.
1955https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.245 Zynga Poker –Free Texas Holdem Online Card Games

Testing Details

App Name: Zynga Poker –Free Texas Holdem Online Card
Games

Package Name: com.zynga.livepoker
App Developer: Zynga
Version: 21.92 (10121920)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.245.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1956

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Bugsnag Mobile Analytics Bugsnag

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

1956For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.zynga.livepoker
https://play.google.com/store/apps/details?id=com.zynga.livepoker
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://www.bugsnag.com/
https://developers.facebook.com


com.zynga.livepoker: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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F.3.245.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1957

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

1957For an explanation of dangerous permissions, see Section 4.3.
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F.3.245.3 Data Transmissions During testing, we observed the following types of user in-
formation1958 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
mobile.poker.zynga.com (Zynga) Android ID AAID
api.poker.zynga.com (Zynga) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1959

1958We define “user information” in Section 3.
1959https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.246 Bigo Live - Live Stream, Live Video & Live Chat

Testing Details

App Name: Bigo Live - Live Stream, Live Video & Live Chat
Package Name: sg.bigo.live
App Developer: BIGO TECHNOLOGY PTE. LTD.
Version: 4.34.4 (1703)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.246.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1960

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ISO Parser Development Aid CoreMedia

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

1960For an explanation of SDKs, see Section 4.1.2.
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sg.bigo.live: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

miaomi mipush Development Aid Xiaomi
Push Notifications

(Table Continues)
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sg.bigo.live: Detected SDKs (Continued)

SDK Purpose Parent Company

Xiaomi Push Development Aid Xiaomi

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

AspectJ Development Aid AspectJ

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.246.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1961

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1961For an explanation of dangerous permissions, see Section 4.3.
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F.3.246.3 Data Transmissions During testing, we observed the following types of user in-
formation1962 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1963

1962We define “user information” in Section 3.
1963https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.247 Phone Profiles Plus

Testing Details

App Name: Phone Profiles Plus
Package Name: sk.henrichg.phoneprofilesplus
App Developer: Henrich Gron
Version: 4.1.8.4 (5990)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.247.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1964

SDK Purpose Parent Company

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)

1964For an explanation of SDKs, see Section 4.1.2.
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sk.henrichg.phoneprofilesplus: Detected SDKs (Continued)

SDK Purpose Parent Company

Stericson RootTools Development Aid Stericson RootTools
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F.3.247.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1965

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1965For an explanation of dangerous permissions, see Section 4.3.
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F.3.247.3 Data Transmissions During testing, we observed the following types of user in-
formation1966 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1967

1966We define “user information” in Section 3.
1967https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.248 Pocket Casts - Podcast Player

Testing Details

App Name: Pocket Casts - Podcast Player
Package Name: au.com.shiftyjelly.pocketcasts
App Developer: Podcast Media LLC
Version: 7.8.3 (5436)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.248.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1968

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

1968For an explanation of SDKs, see Section 4.1.2.
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au.com.shiftyjelly.pocketcasts: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Protocol Buffers Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation
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F.3.248.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1969

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

1969For an explanation of dangerous permissions, see Section 4.3.
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F.3.248.3 Data Transmissions During testing, we observed the following types of user in-
formation1970 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1971

1970We define “user information” in Section 3.
1971https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.249 Happy Color™ –Color by Number

Testing Details

App Name: Happy Color™ –Color by Number
Package Name: com.pixel.art.coloring.color.number
App Developer: X-Flow
Version: 2.8.3 (99)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.249.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1972

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
1972For an explanation of SDKs, see Section 4.1.2.
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com.pixel.art.coloring.color.number: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.pixel.art.coloring.color.number: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

YouAppi Advertisement YouAppi

Ogury Presage Advertisement Ogury

Fmod Game Engine Firelight Technologies
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F.3.249.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1973

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

1973For an explanation of dangerous permissions, see Section 4.3.
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F.3.249.3 Data Transmissions During testing, we observed the following types of user in-
formation1974 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tr-asia.adsmoloco.com (Moloco) AAID
i.singular.net (Singular) AAID
p.presage.io (Ogury) AAID
app.adjust.com (Adjust) AAID
ads.mopub.com (Twitter) AAID
adrta.com (Pixalate) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

impression-east.liftoff.io (Liftoff) AAID
s.amazon-adsystem.com (Amazon) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

sdk-android.ad.smaato.net (Smaato) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
graph.facebook.com (Facebook) AAID
metrics.happycolor.app (X-Flow) AAID Android ID
www.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
smart.mobvista.com (Mobvista) AAID
ipds.adrta.com (Pixalate) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

serve.qriously.com (Brandwatch) AAID
pad-v3.presage.io (Ogury) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1975

1974We define “user information” in Section 3.
1975https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.250 네이버 - NAVER

Testing Details

App Name: 네이버 - NAVER
Package Name: com.nhn.android.search
App Developer: NAVER Corp.
Version: 10.21.4 (10210410)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.250.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1976

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

1976For an explanation of SDKs, see Section 4.1.2.
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com.nhn.android.search: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Bouncy Castle Development Aid Bouncy Castles

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

(Table Continues)

www.appcensus.io F-1829F-1829

http://fasterxml.com/
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://www.bouncycastle.org/java.html
https://github.com/square/okhttp
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://hamcrest.org/


com.nhn.android.search: Detected SDKs (Continued)

SDK Purpose Parent Company

Json org Development Aid Json org

jUnit Java Unit Test Development Aid JUnit Team

Mozilla Rhino Development Aid Mozilla

simple framework Development Aid simple framework

Spongy Castle Development Aid Spongy Castle
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F.3.250.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1977

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1977For an explanation of dangerous permissions, see Section 4.3.
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F.3.250.3 Data Transmissions During testing, we observed the following types of user in-
formation1978 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1979

1978We define “user information” in Section 3.
1979https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.251 Bank of Melbourne Mobile Banking

Testing Details

App Name: Bank of Melbourne Mobile Banking
Package Name: org.bom.bank
App Developer: St.George Bank
Version: 8.3 (8300)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.251.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1980

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Adobe Experience Cloud Mobile Analytics Adobe

Volley HTTP library Development Aid Google
Networking

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

1980For an explanation of SDKs, see Section 4.1.2.
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org.bom.bank: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Splunk MINT Mobile Analytics Splunk

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

retrofit RESTful Library Development Aid Square

Amazon In-App Purchasing Payment Amazon

EventBus Development Aid greenrobot /Markus
Junginger

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2
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F.3.251.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1981

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1981For an explanation of dangerous permissions, see Section 4.3.
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F.3.251.3 Data Transmissions During testing, we observed the following types of user in-
formation1982 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1983

1982We define “user information” in Section 3.
1983https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.252 Free Adblocker Browser - Adblock & Popup Blocker

Testing Details

App Name: Free Adblocker Browser - Adblock & Popup Blocker
Package Name: com.hsv.freeadblockerbrowser
App Developer: Adblock - Rocketshield Browser Technology Lim-

ited
Version: 72.0.2016123225 (2016123225)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.252.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1984

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

1984For an explanation of SDKs, see Section 4.1.2.
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com.hsv.freeadblockerbrowser: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft
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F.3.252.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1985

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1985For an explanation of dangerous permissions, see Section 4.3.
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F.3.252.3 Data Transmissions During testing, we observed the following types of user in-
formation1986 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pro.openweathermap.org (OpenWeather) Coarse Location GPS Location
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1987

1986We define “user information” in Section 3.
1987https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.253 Mobile Security: VPN Proxy & Anti Theft Safe WiFi

Testing Details

App Name: Mobile Security: VPN Proxy & Anti Theft Safe WiFi
Package Name: com.wsandroid.suite
App Developer: McAfee LLC
Version: 5.6.0.178 (5600178)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.253.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1988

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

1988For an explanation of SDKs, see Section 4.1.2.
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com.wsandroid.suite: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Java Secure Channel Development Aid Java Secure Channel

MoEngage Mobile Analytics MoEngage
Push Notifications

picasso Development Aid Square Inc.

(Table Continues)
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com.wsandroid.suite: Detected SDKs (Continued)

SDK Purpose Parent Company

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

www.appcensus.io F-1843F-1843

https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://www.bouncycastle.org/java.html


F.3.253.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1989

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

1989For an explanation of dangerous permissions, see Section 4.3.
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F.3.253.3 Data Transmissions During testing, we observed the following types of user in-
formation1990 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

apiv2.moengage.com (MoEngage) AAID
appinfo.mcafee.com (TPG) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1991

1990We define “user information” in Section 3.
1991https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.254 BankSA Mobile Banking

Testing Details

App Name: BankSA Mobile Banking
Package Name: org.banksa.bank
App Developer: St.George Bank
Version: 8.3 (8300)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.254.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1992

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Adobe Experience Cloud Mobile Analytics Adobe

Volley HTTP library Development Aid Google
Networking

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

1992For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.banksa.bank
http://www.omniture.com
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org.banksa.bank: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Splunk MINT Mobile Analytics Splunk

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

retrofit RESTful Library Development Aid Square

Amazon In-App Purchasing Payment Amazon

EventBus Development Aid greenrobot /Markus
Junginger

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2
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F.3.254.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1993

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

1993For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1848F-1848
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F.3.254.3 Data Transmissions During testing, we observed the following types of user in-
formation1994 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1995

1994We define “user information” in Section 3.
1995https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.255 Energy Ring - Galaxy S10/e/5G/+ battery indicator!

Testing Details

App Name: Energy Ring - Galaxy S10/e/5G/+ battery indica-
tor!

Package Name: you.in.spark.energy.ring
App Developer: IJP
Version: ER_BETA_7.12 (32)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.255.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:1996

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
1996For an explanation of SDKs, see Section 4.1.2.
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you.in.spark.energy.ring: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Nine Old Androids Development Aid Nine Old Androids
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F.3.255.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.1997

Permission Description Used

No dangerous permissions were requested by the app.

1997For an explanation of dangerous permissions, see Section 4.3.
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F.3.255.3 Data Transmissions During testing, we observed the following types of user in-
formation1998 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.1999

1998We define “user information” in Section 3.
1999https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.256 Township

Testing Details

App Name: Township
Package Name: com.playrix.township
App Developer: Playrix
Version: 7.5.0 (1007501)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.256.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2000

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2000For an explanation of SDKs, see Section 4.1.2.
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com.playrix.township: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
(Table Continues)
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com.playrix.township: Detected SDKs (Continued)

SDK Purpose Parent Company

Social Networking

Swrve Mobile Analytics Swrve

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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F.3.256.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2001

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2001For an explanation of dangerous permissions, see Section 4.3.
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F.3.256.3 Data Transmissions During testing, we observed the following types of user in-
formation2002 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

playrix.helpshift.com (HelpShift) Android ID
graph.facebook.com (Facebook) AAID
1170.api.swrve.com (Swrve) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2003

2002We define “user information” in Section 3.
2003https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.257 People’s Choice Credit Union

Testing Details

App Name: People’s Choice Credit Union
Package Name: com.fusion.ATMLocator
App Developer: People’s Choice Credit Union
Version: 3.6b4 (109)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.257.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2004

SDK Purpose Parent Company

Kxml2 Development Aid Kxml2

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

2004For an explanation of SDKs, see Section 4.1.2.
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com.fusion.ATMLocator: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Loopj Development Aid James Smith

Nine Old Androids Development Aid Nine Old Androids

Parse.com Mobile Analytics Parse
Development Aid

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

HttpClient Android repackage buildscript Development Aid Marek Sebera

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles
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F.3.257.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2005

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2005For an explanation of dangerous permissions, see Section 4.3.
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F.3.257.3 Data Transmissions During testing, we observed the following types of user in-
formation2006 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2007

2006We define “user information” in Section 3.
2007https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.258 Textra SMS

Testing Details

App Name: Textra SMS
Package Name: com.textra
App Developer: Delicious
Version: 4.25 (42590)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.258.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2008

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

2008For an explanation of SDKs, see Section 4.1.2.
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com.textra: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

Smaato Advertisement Smaato
LBS

www.appcensus.io F-1864F-1864

http://inmobi.com
https://moat.com/analytics
https://www.smaato.com/


F.3.258.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2009

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_WAP_PUSH Allows an application to receive WAP push messages.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_SMS Allows an application to read SMS messages.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.

2009For an explanation of dangerous permissions, see Section 4.3.
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F.3.258.3 Data Transmissions During testing, we observed the following types of user in-
formation2010 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

smsgateway.textra.me (Textra SMS) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2011

2010We define “user information” in Section 3.
2011https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.259 Toon Blast

Testing Details

App Name: Toon Blast
Package Name: net.peakgames.toonblast
App Developer: Peak
Version: 5075 (105075)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.259.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2012

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2012For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.peakgames.toonblast
https://www.adjust.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
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net.peakgames.toonblast: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
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F.3.259.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2013

Permission Description Used

No dangerous permissions were requested by the app.

2013For an explanation of dangerous permissions, see Section 4.3.
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F.3.259.3 Data Transmissions During testing, we observed the following types of user in-
formation2014 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) Android ID AAID
peakgames.helpshift.com (HelpShift) Android ID
onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2015

2014We define “user information” in Section 3.
2015https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.260 Grammarly Keyboard —Type with confidence

Testing Details

App Name: Grammarly Keyboard —Type with confidence
Package Name: com.grammarly.android.keyboard
App Developer: Grammarly, Inc.
Version: 1.8.15.1 (10801501)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.260.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2016

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
2016For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.grammarly.android.keyboard
https://www.adjust.com/
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
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https://developers.facebook.com/docs/android


com.grammarly.android.keyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Java-WebSocket Development Aid Java-WebSocket
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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F.3.260.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2017

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.

2017For an explanation of dangerous permissions, see Section 4.3.
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F.3.260.3 Data Transmissions During testing, we observed the following types of user in-
formation2018 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
app.adjust.com (Adjust) AAID
events.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2019

2018We define “user information” in Section 3.
2019https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.261 Free Music - Unlimited offline Music download free

Testing Details

App Name: Free Music - Unlimited offline Music download free
Package Name: com.yy.musicfm.global
App Developer: Free music player creator
Version: 2.0.9 (302004100)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.261.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2020

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2020For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.yy.musicfm.global
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
http://firebase.com


com.yy.musicfm.global: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API

Jsoup Development Aid Jsoup

Mozilla Rhino Development Aid Mozilla
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https://developers.google.com/api-client-library/java/
https://github.com/google/guava
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F.3.261.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2021

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2021For an explanation of dangerous permissions, see Section 4.3.
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F.3.261.3 Data Transmissions During testing, we observed the following types of user in-
formation2022 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.musicfm.xyz (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2023

2022We define “user information” in Section 3.
2023https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.262 Sudoku.com - Free Sudoku Puzzles

Testing Details

App Name: Sudoku.com - Free Sudoku Puzzles
Package Name: com.easybrain.sudoku.android
App Developer: Easybrain
Version: 2.7.0 (27001)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.262.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2024

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Fyber Advertisement Fyber

(Table Continues)

2024For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easybrain.sudoku.android
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.fyber.com/


com.easybrain.sudoku.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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https://github.com/google/gson
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com.easybrain.sudoku.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Android Support v4 Development Aid Google

PubNative Advertisement PubNative
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https://www.verizon.com/
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
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F.3.262.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2025

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2025For an explanation of dangerous permissions, see Section 4.3.
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F.3.262.3 Data Transmissions During testing, we observed the following types of user in-
formation2026 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
backend.pubnative.net (Media and Games
Invest)

AAID

api.appodealx.com (Appodeal) AAID
api-us.appodealx.com (Appodeal) AAID
ads.mopub.com (Twitter) AAID
app.adjust.com (Adjust) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

api-sudoku-android.easybrain.com (Easy-
brain)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2027

2026We define “user information” in Section 3.
2027https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.263 Cricbuzz - Live Cricket Scores & News

Testing Details

App Name: Cricbuzz - Live Cricket Scores & News
Package Name: com.cricbuzz.android
App Developer: Cricbuzz.com
Version: 4.6.005 (1521046005)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.263.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2028

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Qihoo 360 Qcoinpay Payment Qihoo 360

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2028For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cricbuzz.android
https://developers.facebook.com/docs/android
https://www.comscore.com/
http://try.crashlytics.com
https://pay.360.cn/index/mobile
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.cricbuzz.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/
https://www.google.com/ads/
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F.3.263.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2029

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2029For an explanation of dangerous permissions, see Section 4.3.
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F.3.263.3 Data Transmissions During testing, we observed the following types of user in-
formation2030 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pubads.g.doubleclick.net (Google) AAID
www.facebook.com (Facebook) AAID
ade.clmbtech.com (ClmTech) AAID
api.cricbuzz.com (cricbuzz) Android ID
graph.facebook.com (Facebook) AAID
ase.clmbtech.com (Unknown) AAID
config.inmobi.com (InMobi) AAID
case.clmbtech.com (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2031

2030We define “user information” in Section 3.
2031https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.264 Weather & Clock Widget for Android

Testing Details

App Name: Weather & Clock Widget for Android
Package Name: com.devexpert.weather
App Developer: Devexpert.NET
Version: 6.1.3.3 (205)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.264.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2032

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Applovin Advertisement AppLovin

Appodeal Ads Advertisement Appodeal

Appodeal Advertisement Appodeal

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2032For an explanation of SDKs, see Section 4.1.2.
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com.devexpert.weather: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Smaato Advertisement Smaato
LBS
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https://www.doubleclickbygoogle.com/
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https://www.smaato.com/


F.3.264.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2033

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2033For an explanation of dangerous permissions, see Section 4.3.
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F.3.264.3 Data Transmissions During testing, we observed the following types of user in-
formation2034 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-eu.bidmachine.io (Stack) AAID
a.appbaqend.com (Appodeal) AAID
graph.facebook.com (Facebook) AAID
gum.criteo.com (Criteo) AAID
sdk-android.ad.smaato.net (Smaato) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2035

2034We define “user information” in Section 3.
2035https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.265 Muslim Pro - Ramadan 2020

Testing Details

App Name: Muslim Pro - Ramadan 2020
Package Name: com.bitsmedia.android.muslimpro
App Developer: Muslim Pro Limited
Version: 11.0.2 (11000203)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.265.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2036

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2036For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bitsmedia.android.muslimpro
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
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com.bitsmedia.android.muslimpro: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

(Table Continues)
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com.bitsmedia.android.muslimpro: Detected SDKs (Continued)

SDK Purpose Parent Company

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Joda Time Development Aid Stephen Colebourne
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F.3.265.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2037

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2037For an explanation of dangerous permissions, see Section 4.3.
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F.3.265.3 Data Transmissions During testing, we observed the following types of user in-
formation2038 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID GPS Location
Coarse Location

api.muslimpro.com (Bitsmedia) AAID Android ID
s.amazon-adsystem.com (Amazon) AAID
config.inmobi.com (InMobi) AAID
www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2039

2038We define “user information” in Section 3.
2039https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.266 Slotomania™ Slots Casino: Slot Machine Games

Testing Details

App Name: Slotomania™ Slots Casino: Slot Machine Games
Package Name: air.com.playtika.slotomania
App Developer: Playtika
Version: 6.1.4 (601000041)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.266.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2040

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2040For an explanation of SDKs, see Section 4.1.2.
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air.com.playtika.slotomania: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

IronSource Advertisement IronSource
Mobile Analytics

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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F.3.266.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2041

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2041For an explanation of dangerous permissions, see Section 4.3.
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F.3.266.3 Data Transmissions During testing, we observed the following types of user in-
formation2042 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2043

2042We define “user information” in Section 3.
2043https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.267 Mobile Legends: Bang Bang

Testing Details

App Name: Mobile Legends: Bang Bang
Package Name: com.mobile.legends
App Developer: Moonton
Version: 1.4.76.5172 (14765172)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.267.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2044

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2044For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobile.legends
https://www.adjust.com/
https://play.google.com
https://developers.facebook.com
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com.mobile.legends: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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F.3.267.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2045

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2045For an explanation of dangerous permissions, see Section 4.3.
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F.3.267.3 Data Transmissions During testing, we observed the following types of user in-
formation2046 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

report.ml.youngjoygame.com (Unknown) AAID Android ID
graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
settings.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2047

2046We define “user information” in Section 3.
2047https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.268 OkCupid - Best Online Dating App for Great Dates

Testing Details

App Name: OkCupid - Best Online Dating App for Great Dates
Package Name: com.okcupid.okcupid
App Developer: okcupid.com
Version: 41.1.0 (4500)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.268.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2048

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Facebook Social Network Facebook
(Table Continues)

2048For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.okcupid.okcupid
https://play.google.com
https://developer.android.com/training/volley/index.html
http://www.mono-project.com/
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com.okcupid.okcupid: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MParticle Mobile Analytics mParticle

jUnit Java Unit Test Development Aid JUnit Team

(Table Continues)
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com.okcupid.okcupid: Detected SDKs (Continued)

SDK Purpose Parent Company

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Mozilla Rhino Development Aid Mozilla
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F.3.268.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2049

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2049For an explanation of dangerous permissions, see Section 4.3.
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F.3.268.3 Data Transmissions During testing, we observed the following types of user in-
formation2050 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.emb-api.com (Embrace Mobile) Android ID
nativesdks.mparticle.com (mParticle) AAID Android ID
config.emb-api.com (Embrace Mobile) Android ID
graph.facebook.com (Facebook) AAID
api3.siftscience.com (Sift) Android ID
identity.mparticle.com (mParticle) AAID Android ID
images.emb-api.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2051

2050We define “user information” in Section 3.
2051https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.269 Candy Crush Friends Saga

Testing Details

App Name: Candy Crush Friends Saga
Package Name: com.king.candycrush4
App Developer: King
Version: 1.37.4 (2037104)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.269.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2052

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
2052For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.king.candycrush4
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
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com.king.candycrush4: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://www.google.com/ads/
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F.3.269.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2053

Permission Description Used

No dangerous permissions were requested by the app.

2053For an explanation of dangerous permissions, see Section 4.3.
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F.3.269.3 Data Transmissions During testing, we observed the following types of user in-
formation2054 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2055

2054We define “user information” in Section 3.
2055https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.270 Messenger for SMS

Testing Details

App Name: Messenger for SMS
Package Name: com.link.messages.sms
App Developer: SMS Messenger
Version: 2.2.9 (229)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.270.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2056

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdSDK Advertisement MobFox

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2056For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.link.messages.sms
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com.link.messages.sms: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inneractive Advertisement Fyber

Moat Mobile Analytics Oracle

Mobeta ListView GUI Component Mobeta ListView

AppMonet Advertisement Monet Engine Inc.

(Table Continues)
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com.link.messages.sms: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

Glide Development Aid Bump Technologies

Smaato Advertisement Smaato
LBS

Umeng Analytics Mobile Analytics Alibaba

Ogury Presage Advertisement Ogury

Jsoup Development Aid Jsoup
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http://www.mopub.com
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F.3.270.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2057

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_WAP_PUSH Allows an application to receive WAP push messages.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_SMS Allows an application to read SMS messages.
READ_CONTACTS Allows an application to read the user’s contacts data.

2057For an explanation of dangerous permissions, see Section 4.3.
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F.3.270.3 Data Transmissions During testing, we observed the following types of user in-
formation2058 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

203.119.128.55 (Unknown) IMEI
alog.umeng.com (Alibaba) AAID Android ID WiFi MAC
www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
ads.mopub.com (Twitter) AAID
p.presage.io (Ogury) AAID
pad-v3.presage.io (Ogury) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2059

2058We define “user information” in Section 3.
2059https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.271 Firefox Focus: The privacy browser

Testing Details

App Name: Firefox Focus: The privacy browser
Package Name: org.mozilla.focus
App Developer: Mozilla
Version: 8.3.0 (341281936)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.271.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2060

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Fasterxml Utility FasterXML

Google Core Libraries for Java 6+ Development Aid Google

Mozilla Telemetry Mobile Analytics Mozilla

SLF4J Development Aid SLF4J

SnakeYAML Development Aid SnakeYAML

2060For an explanation of SDKs, see Section 4.1.2.
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F.3.271.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2061

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2061For an explanation of dangerous permissions, see Section 4.3.
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F.3.271.3 Data Transmissions During testing, we observed the following types of user in-
formation2062 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2063

2062We define “user information” in Section 3.
2063https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.272 Elders Weather

Testing Details

App Name: Elders Weather
Package Name: au.com.elders.android.weather
App Developer: Elders
Version: 1.13.2 (137)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.272.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2064

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2064For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.elders.android.weather
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au.com.elders.android.weather: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaMail API Utility JavaMail API

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.3.272.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2065

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2065For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.272.3 Data Transmissions During testing, we observed the following types of user in-
formation2066 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

reports.crashlytics.com (Google) Android ID AAID
wsapps.weatherzone.com.au (TBG AG) Coarse Location
eldersapp.wxapi.com.au (Unknown) Android ID
view.adjust.com (Adjust) AAID
tr-asia.adsmoloco.com (Moloco) AAID
settings.crashlytics.com (Google) Android ID AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2067

2066We define “user information” in Section 3.
2067https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.273 Yubo: Make New Friends - Meet & Chat Livestream

Testing Details

App Name: Yubo: Make New Friends - Meet & Chat Livestream
Package Name: co.yellw.yellowapp
App Developer: Twelve APP
Version: 3.109.0 (20017379)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.273.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2068

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2068For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=co.yellw.yellowapp
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


co.yellw.yellowapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

GreenDroid GUI Component GreenDroid

Android Support v4 Development Aid Google
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https://github.com/google/gson
https://github.com/cyrilmottier/GreenDroid
http://developer.android.com/reference/android/support/v4/app/package-summary.html


F.3.273.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2069

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2069For an explanation of dangerous permissions, see Section 4.3.
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F.3.273.3 Data Transmissions During testing, we observed the following types of user in-
formation2070 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

register.appsflyer.com (AppsFlyer) AAID
api.amplitude.com (Amplitude) AAID Android ID
launches.appsflyer.com (AppsFlyer) AAID
chat.yellw.co (Twelve APP) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2071

2070We define “user information” in Section 3.
2071https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.274 Double Win Casino Slots - Free Vegas Casino Games

Testing Details

App Name: Double Win Casino Slots - Free Vegas Casino
Games

Package Name: com.huge.slots.casino.vegas.android.avidly
App Developer: Free Royal Slot Casino
Version: 1.46 (146)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.274.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2072

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

2072For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1930F-1930

https://play.google.com/store/apps/details?id=com.huge.slots.casino.vegas.android.avidly
https://play.google.com/store/apps/details?id=com.huge.slots.casino.vegas.android.avidly
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.huge.slots.casino.vegas.android.avidly: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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https://www.doubleclickbygoogle.com/
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https://github.com/zxing/zxing
http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://unity3d.com/


com.huge.slots.casino.vegas.android.avidly: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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https://unity3d.com/
https://vungle.com
https://github.com/smarek/httpclient-android
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F.3.274.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2073

Permission Description Used

No dangerous permissions were requested by the app.

2073For an explanation of dangerous permissions, see Section 4.3.
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F.3.274.3 Data Transmissions During testing, we observed the following types of user in-
formation2074 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.api.vungle.com (Vungle) AAID
c-sta.haloapps.com (Unknown) AAID
res1.applovin.com (AppLovin) BT BSSID
live.chartboost.com (Chartboost) AAID
graph.facebook.com (Facebook) AAID Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

events.appsflyer.com (AppsFlyer) AAID Android ID
accountkit.haloapps.com (Unknown) AAID
settings.crashlytics.com (Google) AAID
api.vungle.com (Vungle) AAID
a-sta.haloapps.com (Unknown) AAID
t.appsflyer.com (AppsFlyer) AAID
ads-sdk.upltv.com (UPLTV) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2075

2074We define “user information” in Section 3.
2075https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.275 Safe Security - Antivirus, Booster, Phone Cleaner

Testing Details

App Name: Safe Security - Antivirus, Booster, Phone Cleaner
Package Name: com.qihoo.security
App Developer: Safe Security Develop
Version: 5.6.8.4831 (2599)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.275.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2076

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2076For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.qihoo.security
https://developers.facebook.com/docs/android
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.qihoo.security: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://play.google.com
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https://developers.google.com/international/
https://github.com/google/protobuf
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https://integralads.com


com.qihoo.security: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

JsonPath Development Aid Jayway by Devoteam

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

EventBus Development Aid greenrobot /Markus
Junginger

json smart Development Aid json smart

Apache Http Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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https://github.com/jayway/JsonPath
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mobfox.com/
http://appmonet.com
http://www.mopub.com
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F.3.275.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2077

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2077For an explanation of dangerous permissions, see Section 4.3.
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F.3.275.3 Data Transmissions During testing, we observed the following types of user in-
formation2078 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
ghkbid.adview.com (AdView) AAID
events.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
bid.adview.com (AdView) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2079

2078We define “user information” in Section 3.
2079https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.276 LiveScore: Live Sport Updates

Testing Details

App Name: LiveScore: Live Sport Updates
Package Name: com.livescore
App Developer: LiveScore Ltd.
Version: 3.2.1 (116)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.276.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2080

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
(Table Continues)

2080For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.livescore
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com


com.livescore: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Loopj Development Aid James Smith

otto Development Aid Square

HttpClient Android repackage buildscript Development Aid Marek Sebera

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org
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https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/loopj/android-async-http
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F.3.276.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2081

Permission Description Used

No dangerous permissions were requested by the app.

2081For an explanation of dangerous permissions, see Section 4.3.
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F.3.276.3 Data Transmissions During testing, we observed the following types of user in-
formation2082 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk.livescore.xtremepush.com (XtremePush) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2083

2082We define “user information” in Section 3.
2083https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.277 VPNhub Best Free Unlimited VPN - Secure WiFi Proxy

Testing Details

App Name: VPNhub Best Free Unlimited VPN - Secure WiFi
Proxy

Package Name: com.appatomic.vpnhub
App Developer: AppAtomic Limited
Version: 2.11.11-mobile (211111)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.277.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2084

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

2084For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.appatomic.vpnhub
https://play.google.com/store/apps/details?id=com.appatomic.vpnhub
https://developers.facebook.com/docs/android
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.appatomic.vpnhub: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Apache Common Development Aid The Apache Software
Foundation

Spongy Castle Development Aid Spongy Castle

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.277.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2085

Permission Description Used

No dangerous permissions were requested by the app.

2085For an explanation of dangerous permissions, see Section 4.3.
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F.3.277.3 Data Transmissions During testing, we observed the following types of user in-
formation2086 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bcapi.vpnhub.com (VPNhub) Android ID
register.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2087

2086We define “user information” in Section 3.
2087https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.278 CNN Breaking US & World News

Testing Details

App Name: CNN Breaking US & World News
Package Name: com.cnn.mobile.android.phone
App Developer: CNN
Version: 6.9 (30199)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.278.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2088

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Amazon Advertisement Advertisement Amazon

Appdynamics Mobile Analytics Appdynamics

Apptentive Mobile Analytics Apptentive

Glide Development Aid Bump Technologies

Chartbeat Mobile Analytics Chartbeat

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2088For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cnn.mobile.android.phone
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
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https://www.apptentive.com/
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com.cnn.mobile.android.phone: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Krux Mobile Analytics Salesforce

OneSignal Mobile Analytics OneSignal

OutBrain Advertisement Outbrain

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org

simple framework Development Aid simple framework
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https://www.google.com/ads/
https://github.com/google/ExoPlayer
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F.3.278.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2089

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2089For an explanation of dangerous permissions, see Section 4.3.
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F.3.278.3 Data Transmissions During testing, we observed the following types of user in-
formation2090 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

metrics.claspws.tv (Clasp TV) AAID Android ID WiFi SSID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

api.apptentive.com (Apptentive) Android ID
sb.scorecardresearch.com (comScore) AAID
a6709203f34992a5095d2bc7ceaf2ec504f651a8.cws.conviva.com
(Conviva)

AAID

bea4.v.fwmrm.net (PerfectPrivacy) AAID
api.segment.io (Segment) AAID Android ID
codepush.azurewebsites.net (Unknown) Android ID
mobile.eum-appdynamics.com (Appdy-
namics)

AAID Android ID WiFi SSID

cdn.krxd.net (PerfectPrivacy) AAID
consumer.krxd.net (Salesforce) AAID
odb.outbrain.com (Outbrain) AAID
aax.amazon-adsystem.com (Amazon) AAID
control.kochava.com (Kochava) AAID
smetrics.cnn.com (CNN) AAID
s.amazon-adsystem.com (Amazon) AAID
onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2091

2090We define “user information” in Section 3.
2091https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.279 Web - Workspace ONE

Testing Details

App Name: Web - Workspace ONE
Package Name: com.airwatch.browser
App Developer: VMware Workspace ONE
Version: 7.12.0.7 (620)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.279.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2092

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Seismic Utility Square

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2092For an explanation of SDKs, see Section 4.1.2.
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com.airwatch.browser: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MixPanel Mobile Analytics Mixpanel

HttpClient Android repackage buildscript Development Aid Marek Sebera

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Mozilla Rhino Development Aid Mozilla

SLF4J Development Aid SLF4J
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https://github.com/google/gson
https://github.com/google/guava
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https://commons.apache.org/
http://james.apache.org
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino
http://www.slf4j.org/


F.3.279.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2093

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2093For an explanation of dangerous permissions, see Section 4.3.
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F.3.279.3 Data Transmissions During testing, we observed the following types of user in-
formation2094 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

eventproxy.na1.data.vmwservices.com
(Dell)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2095

2094We define “user information” in Section 3.
2095https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.280 Workplace from Facebook

Testing Details

App Name: Workplace from Facebook
Package Name: com.facebook.work
App Developer: Facebook
Version: 268.1.0.54.121 (211682378)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.280.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2096

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

XZ For Java Development Aid XZ For Java

2096For an explanation of SDKs, see Section 4.1.2.
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F.3.280.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2097

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2097For an explanation of dangerous permissions, see Section 4.3.
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F.3.280.3 Data Transmissions During testing, we observed the following types of user in-
formation2098 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2099

2098We define “user information” in Section 3.
2099https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.281 Heritage Mobile Banking

Testing Details

App Name: Heritage Mobile Banking
Package Name: au.com.heritage.app
App Developer: Heritage Bank AU
Version: 5.8.4 (39)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.281.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2100

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Android Viewpagerindicator Widget Development Aid Jake Wharton

2100For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.heritage.app
http://try.crashlytics.com
https://github.com/
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F.3.281.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2101

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2101For an explanation of dangerous permissions, see Section 4.3.
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F.3.281.3 Data Transmissions During testing, we observed the following types of user in-
formation2102 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mobileapi.heritage.com.au (Unknown) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2103

2102We define “user information” in Section 3.
2103https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.282 Zalo - Video Call

Testing Details

App Name: Zalo - Video Call
Package Name: com.zing.zalo
App Developer: Zalo Group
Version: 20.04.02 (12100501)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.282.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2104

SDK Purpose Parent Company

AndroidQuery Development Aid Android Query

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2104For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.zing.zalo
https://github.com/androidquery/androidquery/
http://try.crashlytics.com
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com.zing.zalo: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Protocol Buffers Development Aid Google

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

cocos2DX Game Engine cocos2dx
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F.3.282.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2105

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_MEDIA_LOCATION Allows an application to access any geographic locations persisted

in the user’s shared collection.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2105For an explanation of dangerous permissions, see Section 4.3.
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F.3.282.3 Data Transmissions During testing, we observed the following types of user in-
formation2106 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

120.138.69.68 (Unknown) IMEI
centralized.zaloapp.com (Zalo Group) AAID
120.138.69.66 (Unknown) IMEI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2107

2106We define “user information” in Section 3.
2107https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.283 QQ

Testing Details

App Name: QQ
Package Name: com.tencent.mobileqq
App Developer: Tencent Technology (Shenzhen) Company Ltd.
Version: 8.2.9 (1353)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.283.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2108

SDK Purpose Parent Company

Google Protocol Buffers Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

Tencent Wechat Social Network Tencent

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

Bugly Mobile Analytics Tencent

Tencent Login Social Network Tencent

Facebook Social Network Facebook
(Table Continues)

2108For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tencent.mobileqq
https://github.com/google/protobuf
https://github.com/google/gson
https://github.com/zxing/zxing
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https://open.weixin.qq.com/
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https://github.com/square/okhttp
https://bugly.qq.com/
https://connect.qq.com
https://developers.facebook.com


com.tencent.mobileqq: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Tencent Map LBS Map/LBS Tencent

Tencent Map Map/LBS Tencent

WeChat Location Map/LBS Tencent

Tencent X5 (SMTT) Social Network Tencent
Advertisement

Tecent MTA Mobile Analytics Tencent

Android Support v4 Development Aid Google

Tencent Weiyun Mobile Analytics Tencent

JavaX Annotation API Utility JavaX Annotation API

getui Advertisement getui
Mobile Analytics
Push Notifications

jUnit Java Unit Test Development Aid JUnit Team

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.283.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2109

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2109For an explanation of dangerous permissions, see Section 4.3.
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F.3.283.3 Data Transmissions During testing, we observed the following types of user in-
formation2110 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2111

2110We define “user information” in Section 3.
2111https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1969F-1969

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.284 Privacy Messenger - Private SMS messages, Call app

Testing Details

App Name: Privacy Messenger - Private SMS messages, Call
app

Package Name: com.melonsapp.privacymessenger
App Developer: Melons Messenger Inc.
Version: 5.7.8 (624)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.284.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2112

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2112For an explanation of SDKs, see Section 4.1.2.
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https://developers.facebook.com/docs/android


com.melonsapp.privacymessenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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com.melonsapp.privacymessenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

FloatingActionButton GUI Component FloatingActionButton

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Apache Http Development Aid The Apache Software
Foundation

Spongy Castle Development Aid Spongy Castle
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F.3.284.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2113

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.

2113For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1973F-1973

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.284.3 Data Transmissions During testing, we observed the following types of user in-
formation2114 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ivt.melonsapp.com (Melons App) IMEI
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID IMEI
t.appsflyer.com (AppsFlyer) AAID
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2115

2114We define “user information” in Section 3.
2115https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.285 MeWe

Testing Details

App Name: MeWe
Package Name: com.mewe
App Developer: MeWe
Version: 6.2.4.0 (6240000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.285.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2116

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

2116For an explanation of SDKs, see Section 4.1.2.
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com.mewe: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

jUnit Java Unit Test Development Aid JUnit Team

Matomo (Piwik) Mobile Analytics Matomo
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F.3.285.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2117

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2117For an explanation of dangerous permissions, see Section 4.3.
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F.3.285.3 Data Transmissions During testing, we observed the following types of user in-
formation2118 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2119

2118We define “user information” in Section 3.
2119https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.286 Greater Bank

Testing Details

App Name: Greater Bank
Package Name: com.greater.Greater
App Developer: Greater Bank Ltd
Version: 4.7.0 (22)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.286.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2120

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Loopj Development Aid James Smith

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

(Table Continues)

2120For an explanation of SDKs, see Section 4.1.2.
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https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/loopj/android-async-http
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/okhttp


com.greater.Greater: Detected SDKs (Continued)

SDK Purpose Parent Company

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-1980F-1980

https://github.com/square/retrofit


F.3.286.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2121

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2121For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1981F-1981

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.286.3 Data Transmissions During testing, we observed the following types of user in-
formation2122 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2123

2122We define “user information” in Section 3.
2123https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1982F-1982

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.287 MeetMe: Chat & Meet New People

Testing Details

App Name: MeetMe: Chat & Meet New People
Package Name: com.myyearbook.m
App Developer: MeetMe.com
Version: 14.12.6.2535 (2535)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.287.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2124

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

(Table Continues)

2124For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.myyearbook.m
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
http://try.crashlytics.com
https://www.criteo.com/


com.myyearbook.m: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

www.appcensus.io F-1984F-1984

https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.fyber.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava


com.myyearbook.m: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Parse.com Mobile Analytics Parse
Development Aid

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

www.appcensus.io F-1985F-1985

https://github.com/google/gson
https://github.com/zxing/zxing
https://www.hyprmx.com
http://inmobi.com
http://inner-active.com/
https://integralads.com
http://www.ironsrc.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com
https://parse.com/docs/cn/android/guide
https://www.smaato.com/
https://github.com/square/picasso
https://www.threatmetrix.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.287.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2125

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2125For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.287.3 Data Transmissions During testing, we observed the following types of user in-
formation2126 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.inmobi.com (InMobi) AAID
az-events.aerserv.com (InMobi) AAID
video-api.meetme.com (MeetMe) Coarse Location
bidder.criteo.com (Criteo) AAID
ssl.meetme.com (MeetMe) GPS Location Coarse Location
app.adjust.com (Adjust) AAID
gum.criteo.com (Criteo) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID GPS Location
Coarse Location

graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID
unifiedbidding.ad.smaato.net (Smaato) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
h.online-metrix.net (TapJoy) Android ID
ads.nexage.com (Verizon) GPS Location Coarse Location

Android ID
friends.meetme.com (MeetMe) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2127

2126We define “user information” in Section 3.
2127https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1987F-1987

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.288 Opera Mini - fast web browser

Testing Details

App Name: Opera Mini - fast web browser
Package Name: com.opera.mini.native
App Developer: Opera
Version: 47.2.2254.147957 (473147957)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.288.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2128

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
2128For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1988F-1988

https://play.google.com/store/apps/details?id=com.opera.mini.native
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.opera.mini.native: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

LeanPlum Mobile Analytics Leanplum

Mintegral Advertisement Mobvista

myTarget Advertisement My.com
Social Networking

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

www.appcensus.io F-1989F-1989

http://firebase.com
https://www.leanplum.com/
https://www.mintegral.com/en/
https://target.my.com/
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/


F.3.288.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2129

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2129For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.288.3 Data Transmissions During testing, we observed the following types of user in-
formation2130 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s-adx.op-mobile.opera.com (Opera) AAID
t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
operamini-sub.osp.opera.software (Opera) AAID Android ID
t-odx.op-mobile.opera.com (Opera) AAID
api-a.op-mobile.opera.com (Opera) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2131

2130We define “user information” in Section 3.
2131https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1991F-1991

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.289 Energy Ring - Note 10/5G/Lite/+ battery indicator!

Testing Details

App Name: Energy Ring - Note 10/5G/Lite/+ battery indicator!
Package Name: you.in.spark.energy.ring.note
App Developer: IJP
Version: ER_NOTE10_1.3 (4)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.289.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2132

SDK Purpose Parent Company

Google Play App Market Google Play

Bugfender Mobile Analytics Mobile Jazz

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

2132For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-1992F-1992

https://play.google.com/store/apps/details?id=you.in.spark.energy.ring.note
https://play.google.com
https://bugfender.com/
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


you.in.spark.energy.ring.note: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

www.appcensus.io F-1993F-1993

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/JakeWharton/NineOldAndroids


F.3.289.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2133

Permission Description Used

No dangerous permissions were requested by the app.

2133For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-1994F-1994

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.289.3 Data Transmissions During testing, we observed the following types of user in-
formation2134 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2135

2134We define “user information” in Section 3.
2135https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-1995F-1995

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.290 Control Center IOS 13 - Screen Recorder

Testing Details

App Name: Control Center IOS 13 - Screen Recorder
Package Name: com.tuanfadbg.controlcenterios
App Developer: FA developer
Version: 2.6.9.13.11 (119)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.290.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2136

SDK Purpose Parent Company

db4o Development Aid The Apache Software
Foundation

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

2136For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tuanfadbg.controlcenterios
https://github.com/mohataher/db4o-android
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.tuanfadbg.controlcenterios: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

www.appcensus.io F-1997F-1997

https://github.com/google/gson
https://github.com/google/protobuf


F.3.290.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2137

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2137For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.290.3 Data Transmissions During testing, we observed the following types of user in-
formation2138 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2139

2138We define “user information” in Section 3.
2139https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.291 Call Recorder - Automatic Call Recorder

Testing Details

App Name: Call Recorder - Automatic Call Recorder
Package Name: call.recorder.automatic.acr
App Developer: Call Free, Caller ID, Call Recorder by Call Team
Version: 2.0.6 (206)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.291.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2140

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdSDK Advertisement MobFox

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2140For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=call.recorder.automatic.acr
https://developers.facebook.com/docs/android
https://github.com/MeiCassieDong/test
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


call.recorder.automatic.acr: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

Inneractive Advertisement Fyber

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://github.com/zxing/zxing
https://github.com/google/gson
http://inner-active.com/
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/


call.recorder.automatic.acr: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Ogury Presage Advertisement Ogury

www.appcensus.io F-2002F-2002

http://www.presage.io/


F.3.291.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2141

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2141For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2003F-2003

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.291.3 Data Transmissions During testing, we observed the following types of user in-
formation2142 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

pad-v3.presage.io (Ogury) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
p.presage.io (Ogury) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2143

2142We define “user information” in Section 3.
2143https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.292 Kronos Mobile

Testing Details

App Name: Kronos Mobile
Package Name: com.kronos.mobile.android
App Developer: Kronos Incorporated
Version: 6.06.04.018 (60604018)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.292.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2144

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Guice Development Aid Google

Google Maps Utils Map/LBS Google

(Table Continues)

2144For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kronos.mobile.android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://github.com/google/guice
https://github.com/googlemaps/android-maps-utils


com.kronos.mobile.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PhoneGap Development Aid Adobe
Push Notifications

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Cordova Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://github.com/google/guava
https://github.com/zxing/zxing
http://phonegap.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
https://cordova.apache.org/
http://www.joda.org/joda-time/


F.3.292.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2145

Permission Description Used

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2145For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.292.3 Data Transmissions During testing, we observed the following types of user in-
formation2146 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2147

2146We define “user information” in Section 3.
2147https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.293 Yahoo Finance

Testing Details

App Name: Yahoo Finance
Package Name: com.yahoo.mobile.client.android.finance
App Developer: Yahoo
Version: 9.3.2 (1330761596)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.293.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2148

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

(Table Continues)

2148For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.yahoo.mobile.client.android.finance
https://github.com/bumptech/glide/
https://www.comscore.com/
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/


com.yahoo.mobile.client.android.finance: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-2010F-2010

http://firebase.com


F.3.293.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2149

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2149For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2011F-2011

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.293.3 Data Transmissions During testing, we observed the following types of user in-
formation2150 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

geo.yahoo.com (Verizon) AAID
m.yap.yahoo.com (Verizon) AAID
data.flurry.com (Verizon) AAID
api.push.verizonmedia.com (Verizon) AAID
guce.oath.com (Verizon) AAID
analytics.query.yahoo.com (Verizon) AAID
bats.video.yahoo.com (Verizon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2151

2150We define “user information” in Section 3.
2151https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2012F-2012

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.294 Notepad - Write Notes, Checklists & Reminders

Testing Details

App Name: Notepad - Write Notes, Checklists & Reminders
Package Name: com.ztnstudio.notepad
App Developer: Sappalodapps Development
Version: 2.0.688 (16601)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.294.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2152

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

getui Advertisement getui
Mobile Analytics
Push Notifications

Volley HTTP library Development Aid Google
Networking

CallDorado Mobile Analytics Calldorado
User engagement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
2152For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2013F-2013

https://play.google.com/store/apps/details?id=com.ztnstudio.notepad
https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://developer.android.com/training/volley/index.html
http://calldorado.com
http://try.crashlytics.com
https://developers.facebook.com


com.ztnstudio.notepad: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://www.joda.org/joda-time/


F.3.294.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2153

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2153For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2015F-2015

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.294.3 Data Transmissions During testing, we observed the following types of user in-
formation2154 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

in.cuebiq.com (Cuebiq) AAID
data-api-prod.opensignal.com
(Opensignal)

GPS Location Coarse Location
WiFi SSID WiFi BSSID Serial # IMEI

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2155

2154We define “user information” in Section 3.
2155https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2016F-2016

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.295 POCO Launcher 2.0 - Customize, Fresh & Clean

Testing Details

App Name: POCO Launcher 2.0 - Customize, Fresh & Clean
Package Name: com.mi.android.globallauncher
App Developer: Xiaomi Inc.
Version: 2.7.4.4 (2070404)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.295.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2156

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2156For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mi.android.globallauncher
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.mi.android.globallauncher: Detected SDKs (Continued)

SDK Purpose Parent Company

Google GData Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Sensors Analytics https://www.sensorsdata.cn”Shence Network
Technology (Beijing)
Co.

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J

getui Advertisement getui
Mobile Analytics
Push Notifications

www.appcensus.io F-2018F-2018

https://developers.google.com/gdata/
https://github.com/google/gson
https://github.com/google/protobuf
com.sensorsdata.analytics.android.sdk
https://github.com/square/picasso
https://branch.io/
https://commons.apache.org/
https://hc.apache.org/
https://eclipse.org/aspectj/
http://www.joda.org/joda-time/
http://www.slf4j.org/
http://www.getui.com/cn/index.html


F.3.295.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2157

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2157For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2019F-2019

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.295.3 Data Transmissions During testing, we observed the following types of user in-
formation2158 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2159

2158We define “user information” in Section 3.
2159https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2020F-2020

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.296 Slap Kings

Testing Details

App Name: Slap Kings
Package Name: mobi.gameguru.slapkings
App Developer: Lion Studios
Version: 1.2.3 (17)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.296.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2160

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
2160For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2021F-2021

https://play.google.com/store/apps/details?id=mobi.gameguru.slapkings
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


mobi.gameguru.slapkings: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

nend Advertisement FAN Communications
Inc.

Fmod Game Engine Firelight Technologies

www.appcensus.io F-2022F-2022

https://www.doubleclickbygoogle.com/
http://firebase.com
http://inmobi.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
https://www.smaato.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://nend.net/en/
https://www.fmod.org/


F.3.296.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2161

Permission Description Used

No dangerous permissions were requested by the app.

2161For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2023F-2023

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.296.3 Data Transmissions During testing, we observed the following types of user in-
formation2162 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

connect.tapjoy.com (TapJoy) AAID
setting.rayjump.com (Mobvista) AAID
analytics.rayjump.com (Mobvista) AAID
graph.facebook.com (Facebook) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

app.adjust.com (Adjust) AAID
placements.tapjoy.com (TapJoy) AAID
www.facebook.com (Facebook) AAID
config.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

rpc.tapjoy.com (TapJoy) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2163

2162We define “user information” in Section 3.
2163https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2024F-2024

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.297 Chrome Beta

Testing Details

App Name: Chrome Beta
Package Name: com.chrome.beta
App Developer: Google LLC
Version: 83.0.4103.44 (410304423)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.297.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2164

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2164For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2025F-2025

https://play.google.com/store/apps/details?id=com.chrome.beta
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.297.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2165

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2165For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2026F-2026

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.297.3 Data Transmissions During testing, we observed the following types of user in-
formation2166 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2167

2166We define “user information” in Section 3.
2167https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2027F-2027

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.298 Merge Dragons!

Testing Details

App Name: Merge Dragons!
Package Name: com.gramgames.mergedragons
App Developer: Gram Games Limited
Version: 4.10.0 (457)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.298.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2168

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
2168For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gramgames.mergedragons
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.gramgames.mergedragons: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)

www.appcensus.io F-2029F-2029

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://www.helpshift.com
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/


com.gramgames.mergedragons: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-2030F-2030

https://unity3d.com/
https://www.fmod.org/


F.3.298.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2169

Permission Description Used

No dangerous permissions were requested by the app.

2169For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2031F-2031

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.298.3 Data Transmissions During testing, we observed the following types of user in-
formation2170 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

api.zynga.com (Zynga) Android ID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
gramgames.helpshift.com (HelpShift) Android ID
app.adjust.com (Adjust) AAID
live.chartboost.com (Chartboost) AAID
analytics.servogram.io (Zynga) AAID
ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2171

2170We define “user information” in Section 3.
2171https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2032F-2032

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.299 Assistive Volume Button

Testing Details

App Name: Assistive Volume Button
Package Name: com.nitin.volumnbutton
App Developer: Nitinscreation
Version: 2.45 (45)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.299.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2172

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2172For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2033F-2033

https://play.google.com/store/apps/details?id=com.nitin.volumnbutton
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.299.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2173

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

2173For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2034F-2034

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.299.3 Data Transmissions During testing, we observed the following types of user in-
formation2174 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

view.adjust.com (Adjust) AAID
tr-asia.adsmoloco.com (Moloco) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2175

2174We define “user information” in Section 3.
2175https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2035F-2035

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.300 Evie Launcher

Testing Details

App Name: Evie Launcher
Package Name: is.shortcut
App Developer: Evie Labs Inc.
Version: 2.14.8-9 (21408009)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.300.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2176

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2176For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=is.shortcut
http://try.crashlytics.com
https://developers.facebook.com
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


is.shortcut: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Apache Common Development Aid The Apache Software
Foundation
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/google/protobuf
https://commons.apache.org/


F.3.300.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2177

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.

2177For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2038F-2038

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.300.3 Data Transmissions During testing, we observed the following types of user in-
formation2178 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.evie.com (Evie Labs) AAID
settings.crashlytics.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2179

2178We define “user information” in Section 3.
2179https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2039F-2039

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.301 House of Fun™  : Free Slots & Casino Games

Testing Details

App Name: House of Fun™  : Free Slots & Casino Games
Package Name: com.pacificinteractive.HouseOfFun
App Developer: PLAYTIKA UK - HOUSE OF FUN LIMITED
Version: 3.57 (1133)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.301.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2180

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

(Table Continues)

2180For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pacificinteractive.HouseOfFun
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/


com.pacificinteractive.HouseOfFun: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HyprMX Advertisement HyprMX

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.hyprmx.com
http://inner-active.com/
http://www.ironsrc.com


com.pacificinteractive.HouseOfFun: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Soomla Advertisement Soomla

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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https://moat.com/analytics
http://www.mopub.com
https://soomla.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://commons.apache.org/
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F.3.301.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2181

Permission Description Used

No dangerous permissions were requested by the app.

2181For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.301.3 Data Transmissions During testing, we observed the following types of user in-
formation2182 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
register.appsflyer.com (AppsFlyer) AAID
settings.crashlytics.com (Google) AAID Android ID
data.flurry.com (Verizon) AAID Android ID
live.chartboost.com (Chartboost) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2183

2182We define “user information” in Section 3.
2183https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.302 Aus Weather Australia

Testing Details

App Name: Aus Weather Australia
Package Name: com.benjanic.ausweather
App Developer: Aus Weather
Version: 5.5.7 (22410)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.302.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2184

SDK Purpose Parent Company

Google Play App Market Google Play

Github Development Aid Github

Google Ads Advertisement Google

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2184For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.benjanic.ausweather
https://play.google.com
https://github.com/
https://www.google.com/ads/
http://api.dashclock.com/reference/com/google/android/apps/dashclock/api/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.benjanic.ausweather: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Jsoup Development Aid Jsoup
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http://jsoup.org/


F.3.302.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2185

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2185For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.302.3 Data Transmissions During testing, we observed the following types of user in-
formation2186 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2187

2186We define “user information” in Section 3.
2187https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.303 SCRUFF

Testing Details

App Name: SCRUFF
Package Name: com.appspot.scruffapp
App Developer: Perry Street Software
Version: 6.1802 (10398)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.303.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2188

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

2188For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.appspot.scruffapp
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.appspot.scruffapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

PrettyTime Development Aid OCPsoft
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https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
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https://github.com/ocpsoft/prettytime


F.3.303.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2189

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2189For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.303.3 Data Transmissions During testing, we observed the following types of user in-
formation2190 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdn-api.scruffapp.com (SCRUFF) AAID Android ID GPS Location
Coarse Location

www.googleadservices.com (Google) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2191

2190We define “user information” in Section 3.
2191https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.304 搜狗�入法

Testing Details

App Name: 搜狗�入法

Package Name: com.sohu.inputmethod.sogou
App Developer: Sogou.com Inc.
Version: 8.31.6 (956)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.304.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2192

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

HttpClient Android repackage buildscript Development Aid Marek Sebera

Glide Development Aid Bump Technologies

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

getui Advertisement getui
Mobile Analytics
Push Notifications

Roboguice Development Aid Square

Weibo Social Network Sina Weibo
(Table Continues)

2192For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sohu.inputmethod.sogou
https://developer.android.com/training/volley/index.html
https://github.com/smarek/httpclient-android
https://github.com/bumptech/glide/
https://github.com/google/gson
https://github.com/google/protobuf
http://www.getui.com/cn/index.html
https://github.com/roboguice/roboguice
http://weibo.com/


com.sohu.inputmethod.sogou: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

Tecent MTA Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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https://connect.qq.com
https://open.weixin.qq.com/
http://mta.qq.com/
https://unity3d.com/
https://commons.apache.org/
https://www.fmod.org/
http://www.json.org/


F.3.304.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2193

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2193For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.304.3 Data Transmissions During testing, we observed the following types of user in-
formation2194 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

account.sogou.com (Sogou) SIM ID Android ID IMSI IMEI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2195

2194We define “user information” in Section 3.
2195https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2056F-2056
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F.3.305 Super Wallpapers Flashlight & Compass

Testing Details

App Name: Super Wallpapers Flashlight & Compass
Package Name: com.wallpaper.flashlight.compass
App Developer: Rio Reader LLC
Version: 1.1.3 (113)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.305.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2196

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2196For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.wallpaper.flashlight.compass
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.wallpaper.flashlight.compass: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson


com.wallpaper.flashlight.compass: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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https://github.com/zxing/zxing
https://integralads.com
http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/
https://hc.apache.org/


F.3.305.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2197

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2197For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.305.3 Data Transmissions During testing, we observed the following types of user in-
formation2198 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2199

2198We define “user information” in Section 3.
2199https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.306 Toy Blast

Testing Details

App Name: Toy Blast
Package Name: net.peakgames.amy
App Developer: Peak
Version: 7173 (717300)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.306.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2200

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2200For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.peakgames.amy
https://www.adjust.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


net.peakgames.amy: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

OneSignal Mobile Analytics OneSignal

badlogic Game Engine badlogic

otto Development Aid Square

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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https://developers.facebook.com/docs/android
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://www.helpshift.com
https://onesignal.com/
http://www.badlogicgames.com/
http://square.github.io/otto/
https://unity3d.com/
https://www.fmod.org/
http://www.json.org/


F.3.306.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2201

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2201For an explanation of dangerous permissions, see Section 4.3.
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F.3.306.3 Data Transmissions During testing, we observed the following types of user in-
formation2202 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
onesignal.com (OneSignal) AAID
toyblast.peakgames.net (Zynga) Android ID AAID
app.adjust.com (Adjust) Android ID AAID
api.peakgames.net (Zynga) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2203

2202We define “user information” in Section 3.
2203https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.307 Gacha Life

Testing Details

App Name: Gacha Life
Package Name: air.com.lunime.gachalife
App Developer: Lunime
Version: 1.1.4 (1001004)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.307.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2204

SDK Purpose Parent Company

Adobe Air Development Aid Adobe

Adobe FlashPlayer Development Aid Adobe

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

(Table Continues)

2204For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=air.com.lunime.gachalife
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/


air.com.lunime.gachalife: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google
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http://firebase.com
https://www.google.com/analytics/tag-manager/


F.3.307.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2205

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2205For an explanation of dangerous permissions, see Section 4.3.
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F.3.307.3 Data Transmissions During testing, we observed the following types of user in-
formation2206 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2207

2206We define “user information” in Section 3.
2207https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.308 Bank Australia app

Testing Details

App Name: Bank Australia app
Package Name: com.fusion.banking
App Developer: Bank Australia Limited
Version: 3.12b5 (155)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.308.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2208

SDK Purpose Parent Company

Kxml2 Development Aid Kxml2

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

2208For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fusion.banking
http://www.kxml.org/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
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com.fusion.banking: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

Parse.com Mobile Analytics Parse
Development Aid

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles
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https://www.google.com/analytics/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/JakeWharton/NineOldAndroids
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F.3.308.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2209

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2209For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.308.3 Data Transmissions During testing, we observed the following types of user in-
formation2210 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

reports.crashlytics.com (Google) Android ID AAID
settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2211

2210We define “user information” in Section 3.
2211https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.309 MISTPLAY: Gift Cards & Rewards For Playing Games

Testing Details

App Name: MISTPLAY: Gift Cards & Rewards For Playing Games
Package Name: com.mistplay.mistplay
App Developer: MISTPLAY
Version: 4.61 (4267722)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.309.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2212

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2212For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mistplay.mistplay
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://github.com/bumptech/glide/
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com.mistplay.mistplay: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Notifications Mobile Analytics Facebook
Push Notifications

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)
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https://www.google.com/ads/
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com.mistplay.mistplay: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

Json org Development Aid Json org
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https://commons.apache.org/
http://hamcrest.org/
http://www.json.org/


F.3.309.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2213

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2213For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.309.3 Data Transmissions During testing, we observed the following types of user in-
formation2214 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.branch.io (Branch Metrics) AAID Android ID
api.appsflyer.com (AppsFlyer) AAID
tp.mistplay.com (Mistplay) AAID Email Name
events.appsflyer.com (AppsFlyer) AAID
control.kochava.com (Kochava) AAID BT Name Android ID
graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2215

2214We define “user information” in Section 3.
2215https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.310 Phone Guardian Mobile Security & VPN Protection

Testing Details

App Name: Phone Guardian Mobile Security & VPN Protection
Package Name: com.distimo.phoneguardian
App Developer: App Annie Basics
Version: 2.8.1 (2020050113)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.310.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2216

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2216For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.distimo.phoneguardian
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
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http://firebase.com


com.distimo.phoneguardian: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

Disk LRU Cache Development Aid Jake Wharton

LeanPlum Mobile Analytics Leanplum

picasso Development Aid Square Inc.

www.appcensus.io F-2080F-2080

https://github.com/google/gson
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https://www.leanplum.com/
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F.3.310.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2217

Permission Description Used

No dangerous permissions were requested by the app.

2217For an explanation of dangerous permissions, see Section 4.3.
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F.3.310.3 Data Transmissions During testing, we observed the following types of user in-
formation2218 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2219

2218We define “user information” in Section 3.
2219https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.311 Al Quran (Tafsir & by Word)

Testing Details

App Name: Al Quran (Tafsir & by Word)
Package Name: com.greentech.quran
App Developer: Greentech Apps Foundation
Version: 1.7.3.7 (49)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.311.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2220

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

2220For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.greentech.quran
http://try.crashlytics.com
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http://firebase.com
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F.3.311.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2221

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2221For an explanation of dangerous permissions, see Section 4.3.
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F.3.311.3 Data Transmissions During testing, we observed the following types of user in-
formation2222 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2223

2222We define “user information” in Section 3.
2223https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.312 Beyond Bank Australia

Testing Details

App Name: Beyond Bank Australia
Package Name: com.fusion.beyondbank
App Developer: Beyond Bank Australia
Version: 2.10b9 (123)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.312.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2224

SDK Purpose Parent Company

Kxml2 Development Aid Kxml2

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

2224For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fusion.beyondbank
http://www.kxml.org/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
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com.fusion.beyondbank: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Loopj Development Aid James Smith

Nine Old Androids Development Aid Nine Old Androids

Parse.com Mobile Analytics Parse
Development Aid

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

ThreatMetrix Digital Identity LexisNexis
Mobile Analytics

HttpClient Android repackage buildscript Development Aid Marek Sebera

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles
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F.3.312.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2225

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2225For an explanation of dangerous permissions, see Section 4.3.
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F.3.312.3 Data Transmissions During testing, we observed the following types of user in-
formation2226 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2227

2226We define “user information” in Section 3.
2227https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.313 Ecosia - Trees & Privacy

Testing Details

App Name: Ecosia - Trees & Privacy
Package Name: com.ecosia.android
App Developer: Ecosia.org
Version: 3.7.8 (175)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.313.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2228

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

HockeyApp Mobile Analytics Microsoft

2228For an explanation of SDKs, see Section 4.1.2.
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F.3.313.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2229

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2229For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2091F-2091
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F.3.313.3 Data Transmissions During testing, we observed the following types of user in-
formation2230 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2231

2230We define “user information” in Section 3.
2231https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.314 Chess ·Play & Learn

Testing Details

App Name: Chess ·Play & Learn
Package Name: com.chess
App Developer: Chess.com
Version: 4.1.1 (21875)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.314.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2232

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2232For an explanation of SDKs, see Section 4.1.2.
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com.chess: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Loggly Mobile Analytics GitHub

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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https://github.com/
http://loggly.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/square/picasso
https://commons.apache.org/
http://www.slf4j.org/


F.3.314.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2233

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2233For an explanation of dangerous permissions, see Section 4.3.
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F.3.314.3 Data Transmissions During testing, we observed the following types of user in-
formation2234 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.amplitude.com (Amplitude) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2235

2234We define “user information” in Section 3.
2235https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.315 Private Downloader

Testing Details

App Name: Private Downloader
Package Name: com.mirmay.privatedownloader
App Developer: Mirmay Limited
Version: 3.0.166 (166)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.315.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2236

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

2236For an explanation of SDKs, see Section 4.1.2.
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com.mirmay.privatedownloader: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

millennialmedia Advertisement Verizon

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

OkHttp Development Aid OkHttp

Jsoup Development Aid Jsoup

PubNative Advertisement PubNative
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https://www.doubleclickbygoogle.com/
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F.3.315.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2237

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2237For an explanation of dangerous permissions, see Section 4.3.
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F.3.315.3 Data Transmissions During testing, we observed the following types of user in-
formation2238 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2239

2238We define “user information” in Section 3.
2239https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.316 Tellonym: Honest Q&A

Testing Details

App Name: Tellonym: Honest Q&A
Package Name: de.tellonym.app
App Developer: Callosum Software
Version: 2.41.2 (300)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.316.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2240

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

AccountKit Development Aid Facebook
(Table Continues)

2240For an explanation of SDKs, see Section 4.1.2.
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de.tellonym.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Social Networking

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com


de.tellonym.app: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Ogury Presage Advertisement Ogury

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

SLF4J Development Aid SLF4J
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http://www.ironsrc.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://target.my.com/
https://www.smaato.com/
https://github.com/square/picasso
http://www.startapp.com/
https://open.weixin.qq.com/
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
http://www.presage.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2
http://www.slf4j.org/


F.3.316.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2241

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_CONTACTS Allows an application to read the user’s contacts data.

2241For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.316.3 Data Transmissions During testing, we observed the following types of user in-
formation2242 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pm-gateway.supersonicads.com (Iron-
source)

AAID

rpc.tapjoy.com (TapJoy) AAID
graph.facebook.com (Facebook) AAID
connect.tapjoy.com (TapJoy) AAID
sentry.io (Sentry) Android ID
codepush.appcenter.ms (Microsoft) Android ID
init.supersonicads.com (Ironsource) AAID
rtb.adcel.co (engage:BDR) AAID Android ID
iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

placements.tapjoy.com (TapJoy) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2243

2242We define “user information” in Section 3.
2243https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.317 Cash Storm Casino - Online Vegas Slots Games

Testing Details

App Name: Cash Storm Casino - Online Vegas Slots Games
Package Name: com.cashstorm.slots
App Developer: TRIWIN
Version: 1.2.5 (125)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.317.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2244

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
2244For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cashstorm.slots
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.cashstorm.slots: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
http://developer.huawei.com/
https://integralads.com


com.cashstorm.slots: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://github.com/nostra13/Android-Universal-Image-Loader
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.317.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2245

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2245For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.317.3 Data Transmissions During testing, we observed the following types of user in-
formation2246 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

bi.triwingames.com (Triwin Games) AAID Android ID
bi.wezengames.com (Unknown) AAID
events.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID
jackpot-server-api.us-east-
1.elasticbeanstalk.com (Amazon)

AAID Android ID

api.gameanalytics.com (Mobvista) AAID
live.chartboost.com (Chartboost) AAID
data.flurry.com (Verizon) AAID Android ID
d2v873u7bhzgf2.cloudfront.net (Unknown) AAID Android ID
graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2247

2246We define “user information” in Section 3.
2247https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.318 FreeCell Solitaire

Testing Details

App Name: FreeCell Solitaire
Package Name: com.mobilityware.freecell
App Developer: MobilityWare
Version: 5.3.3.3332 (3332)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.318.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2248

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)

2248For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobilityware.freecell
https://developers.facebook.com/docs/android
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/


com.mobilityware.freecell: Detected SDKs (Continued)

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HelpShift Mobile Analytics HelpShift

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

TapDaq Android SDK Advertisement TapJoy

Unity3D Game Engine Unity Technologies
(Table Continues)
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https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.helpshift.com
http://inmobi.com
https://integralads.com
http://www.ironsrc.com
http://www.millennialmedia.com/
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso
https://www.tapdaq.com/
https://unity3d.com/


com.mobilityware.freecell: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Keen Mobile Analytics Chargify

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
https://vungle.com
https://keen.io
https://www.fmod.org/


F.3.318.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2249

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2249For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.318.3 Data Transmissions During testing, we observed the following types of user in-
formation2250 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

control.kochava.com (Kochava) AAID Android ID
s.amazon-adsystem.com (Amazon) AAID
init.supersonicads.com (Ironsource) AAID
graph.facebook.com (Facebook) AAID
mobilityware.helpshift.com (HelpShift) Android ID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

in.treasuredata.com (Softbank) AAID Android ID
live.chartboost.com (Chartboost) AAID
api.prod.mwx.ext.mobilityware.com (Mobili-
tyWare)

AAID

outcome-ssp.supersonicads.com (Iron-
source)

AAID

config.inmobi.com (InMobi) AAID Android ID
cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID BT Name
data.flurry.com (Verizon) AAID Android ID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

mpx.mopub.com (Twitter) AAID
ads.api.vungle.com (Vungle) AAID
impression-east.liftoff.io (Liftoff) AAID
api.vungle.com (Vungle) AAID
ads.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads.mopub.com (Twitter) AAID
ads.nexage.com (Verizon) AAID

The third column indicates whether or not data was transmitted securely, which we
2250We define “user information” in Section 3.
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define to mean using the TLS encryption standard.2251

2251https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.319 Up - Super Powered Banking

Testing Details

App Name: Up - Super Powered Banking
Package Name: au.com.up.money
App Developer: Up Money
Version: 1.13.5 (1508)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.319.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2252

SDK Purpose Parent Company

Adobe XMP Development Aid Adobe

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2252For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.up.money
http://www.adobe.com/products/xmp.html
http://www.amplitude.com
https://play.google.com
https://www.bugsnag.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary


au.com.up.money: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Spongy Castle Development Aid Spongy Castle
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/googlemaps/android-maps-utils
https://github.com/zxing/zxing
https://branch.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://hamcrest.org/
http://junit.org/
http://rtyley.github.io/spongycastle/


F.3.319.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2253

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2253For an explanation of dangerous permissions, see Section 4.3.
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F.3.319.3 Data Transmissions During testing, we observed the following types of user in-
formation2254 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
api.amplitude.com (Amplitude) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2255

2254We define “user information” in Section 3.
2255https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.320 Musixmatch - Lyrics for your music

Testing Details

App Name: Musixmatch - Lyrics for your music
Package Name: com.musixmatch.android.lyrify
App Developer: Musixmatch
Version: 7.5.9 (2020050401)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.320.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2256

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2256For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.musixmatch.android.lyrify
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.musixmatch.android.lyrify: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

Vpon Advertisement Vpon Inc.
Mobile Analytics

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

JAudiotagger Utility JThink Ltd.
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https://developers.facebook.com/docs/android
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.mopub.com
http://www.vpon.com/
https://branch.io/
https://commons.apache.org/
http://www.jthink.net/jaudiotagger/


F.3.320.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2257

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2257For an explanation of dangerous permissions, see Section 4.3.
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F.3.320.3 Data Transmissions During testing, we observed the following types of user in-
formation2258 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
mxm-news.servicebus.windows.net (Mi-
crosoft)

Android ID

api2.branch.io (Branch Metrics) AAID Android ID
apic.musixmatch.com (Musixmatch) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2259

2258We define “user information” in Section 3.
2259https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.321 Messenger

Testing Details

App Name: Messenger
Package Name: messenger.social.chat.apps
App Developer: Text Free & Free Call & SMS & MMS & Messenger

Team
Version: 1.3.3 (133)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.321.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2260

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdSDK Advertisement MobFox

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2260For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=messenger.social.chat.apps
https://developers.facebook.com/docs/android
https://github.com/MeiCassieDong/test
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


messenger.social.chat.apps: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Umeng Analytics Mobile Analytics Alibaba

Ogury Presage Advertisement Ogury

Jsoup Development Aid Jsoup
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://github.com/zxing/zxing
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/
https://www.umeng.com/analytics
http://www.presage.io/
http://jsoup.org/


F.3.321.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2261

Permission Description Used

WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2261For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2127F-2127
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F.3.321.3 Data Transmissions During testing, we observed the following types of user in-
formation2262 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mpx.mopub.com (Twitter) AAID
tr-asia.adsmoloco.com (Moloco) AAID
impression-east.liftoff.io (Liftoff) AAID
pad-v3.presage.io (Ogury) AAID
ads.mopub.com (Twitter) AAID
wrm.app.link (NA) AAID
click.liftoff.io (Liftoff) AAID
impression.appsflyer.com (AppsFlyer) AAID
alog.umeng.com (Alibaba) AAID WiFi MAC Android ID

Serial #
mopub-imp.aarki.net (Aarki) AAID
p.presage.io (Ogury) AAID
rm.aarki.net (Aarki) AAID
serve.qriously.com (Brandwatch) AAID
play.king.com (King) AAID
ccs.play.king.com (King) AAID
ipds.adrta.com (Pixalate) AAID
adrta.com (Pixalate) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2263

2262We define “user information” in Section 3.
2263https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2128F-2128

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.322 myMail –Email for Hotmail, Gmail and Outlook Mail

Testing Details

App Name: myMail –Email for Hotmail, Gmail and Outlook Mail
Package Name: com.my.mail
App Developer: My.com B.V.
Version: 12.1.1.29709 (29709)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.322.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2264

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2264For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.my.mail
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
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com.my.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

(Table Continues)
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https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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http://firebase.com
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com.my.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

myTarget Advertisement My.com
Social Networking

myTracker Mobile Analytics My.com

Nine Old Androids Development Aid Nine Old Androids

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

DATE4J Development Aid DATE4J

JavaX Annotation API Utility JavaX Annotation API

JavaMail API Utility JavaMail API

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
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F.3.322.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2265

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2265For an explanation of dangerous permissions, see Section 4.3.
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F.3.322.3 Data Transmissions During testing, we observed the following types of user in-
formation2266 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytics.query.yahoo.com (Verizon) AAID
aj-https.my.com (myTracker) AAID Android ID
tracker-api.my.com (myTracker) AAID WiFi MAC Android ID
data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID
r.my.com (myTracker) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2267

2266We define “user information” in Section 3.
2267https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.323 King James Bible (KJV) - Free Bible Verses + Audio

Testing Details

App Name: King James Bible (KJV) - Free Bible Verses + Audio
Package Name: kjv.bible.kingjamesbible
App Developer: iDailybread.org
Version: 2.12.2 (242)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.323.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2268

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
2268For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=kjv.bible.kingjamesbible
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


kjv.bible.kingjamesbible: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.fyber.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com


kjv.bible.kingjamesbible: Detected SDKs (Continued)

SDK Purpose Parent Company

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

PayPal Payment PayPal

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Vungle Advertisement Vungle

Branch Mobile Analytics Branch Metrics
Advertisement

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit
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https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://www.smaato.com/
https://github.com/square/picasso
https://bugly.qq.com/
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F.3.323.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2269

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2269For an explanation of dangerous permissions, see Section 4.3.
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F.3.323.3 Data Transmissions During testing, we observed the following types of user in-
formation2270 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.branch.io (Branch Metrics) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID
graph.facebook.com (Facebook) AAID
events.appsflyer.com (AppsFlyer) AAID Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2271

2270We define “user information” in Section 3.
2271https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.324 Slots Pharaoh’s Way Casino Games & Slot Machine

Testing Details

App Name: Slots Pharaoh’s Way Casino Games & Slot Machine
Package Name: com.cervomedia.spw
App Developer: Funstage
Version: 8.0.3 (80003)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.324.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2272

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

(Table Continues)
2272For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cervomedia.spw
https://www.adjust.com/
https://play.google.com
https://developers.facebook.com
https://flurry.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/


com.cervomedia.spw: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Tag Manager Mobile Analytics Google

Loopj Development Aid James Smith

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

AltBeacon Development Aid AltBeacon
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https://www.google.com/analytics/tag-manager/
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https://www.tune.com
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F.3.324.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2273

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2273For an explanation of dangerous permissions, see Section 4.3.
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F.3.324.3 Data Transmissions During testing, we observed the following types of user in-
formation2274 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
api.xtremepush.com (XtremePush) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2275

2274We define “user information” in Section 3.
2275https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.325 Hamro Patro : The Best Nepali Patro ��

Testing Details

App Name: Hamro Patro : The Best Nepali Patro ��
Package Name: com.hamropatro
App Developer: Hamro Patro
Version: 16.5.9 (631)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.325.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2276

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

2276For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hamropatro
https://developers.facebook.com/docs/android
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https://developers.facebook.com/docs/android


com.hamropatro: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

MoPub Advertisement Twitter

OkHttp Development Aid OkHttp

otto Development Aid Square

picasso Development Aid Square Inc.

(Table Continues)
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://www.google.com/analytics/
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https://github.com/google/guava
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com.hamropatro: Detected SDKs (Continued)

SDK Purpose Parent Company

pollexor Development Aid Square

MaterialProgressBar Development Aid MaterialProgressBar
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http://square.github.io/pollexor/
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F.3.325.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2277

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2277For an explanation of dangerous permissions, see Section 4.3.
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F.3.325.3 Data Transmissions During testing, we observed the following types of user in-
formation2278 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
ads.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2279

2278We define “user information” in Section 3.
2279https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2147F-2147

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.326 Boost for reddit

Testing Details

App Name: Boost for reddit
Package Name: com.rubenmayayo.reddit
App Developer: Rubén Mayayo
Version: 1.10.0 (143)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.326.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2280

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

otto Development Aid Square

ActiveAndroid Development Aid Michael Pardo

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

2280For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.rubenmayayo.reddit
https://github.com/bumptech/glide/
http://square.github.io/otto/
https://github.com/pardom/ActiveAndroid
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
http://try.crashlytics.com
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.rubenmayayo.reddit: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

hamcrest Development Aid Hamcrest

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

jUnit Java Unit Test Development Aid JUnit Team

AspectJ Development Aid AspectJ
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F.3.326.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2281

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2281For an explanation of dangerous permissions, see Section 4.3.
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F.3.326.3 Data Transmissions During testing, we observed the following types of user in-
formation2282 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-east.liftoff.io (Liftoff) AAID
ads.mopub.com (Twitter) AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2283

2282We define “user information” in Section 3.
2283https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.327 Coffee Meets Bagel Free Dating App

Testing Details

App Name: Coffee Meets Bagel Free Dating App
Package Name: com.coffeemeetsbagel
App Developer: Coffee Meets Bagel
Version: 5.34.0.3869 (3869)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.327.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2284

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2284For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.coffeemeetsbagel
https://play.google.com
https://www.appsflyer.com/
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com.coffeemeetsbagel: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

LeanPlum Mobile Analytics Leanplum

MParticle Mobile Analytics mParticle

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Branch Mobile Analytics Branch Metrics
Advertisement

(Table Continues)
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https://github.com/zxing/zxing
https://www.leanplum.com/
http://MParticle.com
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com.coffeemeetsbagel: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Bouncy Castle Development Aid Bouncy Castles

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org
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https://commons.apache.org/
https://eclipse.org/aspectj/
http://www.bouncycastle.org/java.html
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx


F.3.327.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2285

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2285For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.327.3 Data Transmissions During testing, we observed the following types of user in-
formation2286 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api3.siftscience.com (Sift) Android ID
nativesdks.mparticle.com (mParticle) Android ID AAID
api.leanplum.com (Leanplum) Android ID
identity.mparticle.com (mParticle) Android ID AAID
launches.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID
api.branch.io (Branch Metrics) Android ID AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2287

2286We define “user information” in Section 3.
2287https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.328 Podcast App: Free & Offline Podcasts by Player FM

Testing Details

App Name: Podcast App: Free & Offline Podcasts by Player FM
Package Name: fm.player
App Developer: Player FM Podcasts
Version: 4.12.0.239 (17261)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.328.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2288

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Github Development Aid Github

(Table Continues)
2288For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=fm.player
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.fyber.com/
https://github.com/


fm.player: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Mobeta ListView GUI Component Mobeta ListView

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
http://inmobi.com
http://inner-active.com/
http://www.ironsrc.com
https://moat.com/analytics
https://github.com/bauerca/drag-sort-listview
http://www.mobfox.com/
http://www.mopub.com
https://github.com/square/okhttp
https://github.com/square/picasso
https://unity3d.com/


fm.player: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

EventBus Development Aid greenrobot /Markus
Junginger

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Android Support v4 Development Aid Google

RxJava Retrofit Development Aid RxJava Retrofit
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https://unity3d.com/
https://www.verizon.com/
https://github.com/greenrobot/EventBus
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://github.com/square/retrofit


F.3.328.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2289

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2289For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.328.3 Data Transmissions During testing, we observed the following types of user in-
formation2290 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2291

2290We define “user information” in Section 3.
2291https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.329 Swapps! All Apps, Everywhere

Testing Details

App Name: Swapps! All Apps, Everywhere
Package Name: com.schiztech.swapps
App Developer: SchizTech
Version: 2.3.4 (36)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.329.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2292

SDK Purpose Parent Company

Appbrain SDK Mobile Analytics AppBrain
Advertisement

AppBrain Mobile Analytics AppBrain
Advertisement

Google Gson Development Aid Google

Mobeta ListView GUI Component Mobeta ListView

2292For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.schiztech.swapps
https://www.appbrain.com/info/help/sdk/index.html
https://www.appbrain.com/info/help/sdk/index.html
https://github.com/google/gson
https://github.com/bauerca/drag-sort-listview


F.3.329.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2293

Permission Description Used

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

2293For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.329.3 Data Transmissions During testing, we observed the following types of user in-
formation2294 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

applift-b.apptornado.com (AppTornado) AAID
sdk-b.apptornado.com (AppBrain) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2295

2294We define “user information” in Section 3.
2295https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.330 Bleacher Report: sports news, scores, & highlights

Testing Details

App Name: Bleacher Report: sports news, scores, & highlights
Package Name: com.bleacherreport.android.teamstream
App Developer: Bleacher Report Inc.
Version: 7.16.0 (8368)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.330.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2296

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Conviva Mobile Analytics Conviva
Advertisement

Crashlytics Mobile Analytics Google

(Table Continues)
2296For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bleacherreport.android.teamstream
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://www.comscore.com/
https://www.conviva.com/
http://try.crashlytics.com


com.bleacherreport.android.teamstream: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing


com.bleacherreport.android.teamstream: Detected SDKs (Continued)

SDK Purpose Parent Company

J256 Development Aid J256

LeanPlum Mobile Analytics Leanplum

Moat Mobile Analytics Oracle

MParticle Mobile Analytics mParticle

otto Development Aid Square

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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https://github.com/j256/ormlite-android
https://www.leanplum.com/
https://moat.com/analytics
http://MParticle.com
http://square.github.io/otto/
https://branch.io/
https://commons.apache.org/
http://www.json.org/


F.3.330.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2297

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2297For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.330.3 Data Transmissions During testing, we observed the following types of user in-
formation2298 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

nativesdks.mparticle.com (mParticle) AAID Android ID
identity.mparticle.com (mParticle) AAID Android ID
app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
api.leanplum.com (Leanplum) Android ID
api2.branch.io (Branch Metrics) AAID Android ID
b.scorecardresearch.com (comScore) AAID
www.leanplum.com (Leanplum) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2299

2298We define “user information” in Section 3.
2299https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.331 Todoist: To-Do List, Tasks & Reminders

Testing Details

App Name: Todoist: To-Do List, Tasks & Reminders
Package Name: com.todoist
App Developer: Doist
Version: 15.6.0 (7402)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.331.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2300

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)
2300For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.todoist
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/


com.todoist: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Apache Common Development Aid The Apache Software
Foundation

Google API Client Libraries Development Frame-
work

Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

Tencent Login Social Network Tencent
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://commons.apache.org/
https://developers.google.com/api-client-library/java/
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/JakeWharton/DiskLruCache
https://github.com/square/picasso
https://connect.qq.com


F.3.331.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2301

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

2301For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.331.3 Data Transmissions During testing, we observed the following types of user in-
formation2302 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytic.rollout.io (CloudBees) Android ID
android.todoist.com (Doist) Android ID Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2303

2302We define “user information” in Section 3.
2303https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.332 Property Finder

Testing Details

App Name: Property Finder
Package Name: ae.propertyfinder.propertyfinder
App Developer: Property Finder
Version: 8.4.0 (2532)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.332.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2304

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2304For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=ae.propertyfinder.propertyfinder
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


ae.propertyfinder.propertyfinder: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://github.com/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing


ae.propertyfinder.propertyfinder: Detected SDKs (Continued)

SDK Purpose Parent Company

Nine Old Androids Development Aid Nine Old Androids

Snowplow Mobile Analytics Snowplow Analytics

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

www.appcensus.io F-2176F-2176

https://github.com/JakeWharton/NineOldAndroids
https://snowplowanalytics.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://hamcrest.org/
http://junit.org/


F.3.332.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2305

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2305For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2177F-2177

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.332.3 Data Transmissions During testing, we observed the following types of user in-
formation2306 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk3.ibm.xtify.com (IBM) Android ID
inapps.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
c.propertyfinderdata.com (Unknown) AAID
launches.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2307

2306We define “user information” in Section 3.
2307https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.333 WorkJam

Testing Details

App Name: WorkJam
Package Name: com.workjam.workjam
App Developer: WorkJam, Inc.
Version: 2020.05.05 (20005005)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.333.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2308

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
2308For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2179F-2179

https://play.google.com/store/apps/details?id=com.workjam.workjam
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.workjam.workjam: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

Android Viewpagerindicator Widget Development Aid Jake Wharton
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https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/google/protobuf
https://github.com/JakeWharton/ViewPagerIndicator


F.3.333.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2309

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.

2309For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.333.3 Data Transmissions During testing, we observed the following types of user in-
formation2310 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2311

2310We define “user information” in Section 3.
2311https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2182F-2182
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F.3.334 Theme Store

Testing Details

App Name: Theme Store
Package Name: com.nearme.themestore
App Developer: OPPO ColorOS
Version: 7.0.0 (7005)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.334.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2312

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Fastjson Development Aid Alibaba.com

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2312For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nearme.themestore
https://developers.facebook.com/docs/android
https://github.com/alibaba/fastjson
https://github.com/bumptech/glide/
https://developers.facebook.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.nearme.themestore: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

xUtils Development Aid xUtils

Android Support v4 Development Aid Google

Vungle Advertisement Vungle

Apache Common Development Aid The Apache Software
Foundation

Apache Harmony Development Aid The Apache Software
Foundation

www.appcensus.io F-2184F-2184

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://moat.com/analytics
https://github.com/wyouflf/xUtils
http://developer.android.com/reference/android/support/v4/app/package-summary.html
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https://commons.apache.org/
https://harmony.apache.org/


F.3.334.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2313

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2313For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.334.3 Data Transmissions During testing, we observed the following types of user in-
formation2314 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2315

2314We define “user information” in Section 3.
2315https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.335 OzBargain Free

Testing Details

App Name: OzBargain Free
Package Name: com.minasolution.tools.ozbargainfree
App Developer: Minasolution
Version: 1.6.18 (39)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.335.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2316

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Jsoup Development Aid Jsoup

2316For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.minasolution.tools.ozbargainfree
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
http://jsoup.org/


F.3.335.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2317

Permission Description Used

No dangerous permissions were requested by the app.

2317For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.335.3 Data Transmissions During testing, we observed the following types of user in-
formation2318 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2319

2318We define “user information” in Section 3.
2319https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.336 Superb Casino - HD Free Slots Games

Testing Details

App Name: Superb Casino - HD Free Slots Games
Package Name: com.uphill.slot.classic
App Developer: SuperB Casino
Version: 1.0.44 (58)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.336.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2320

SDK Purpose Parent Company

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
2320For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.uphill.slot.classic
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.uphill.slot.classic: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/zxing/zxing
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://integralads.com
http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/


com.uphill.slot.classic: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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https://unity3d.com/
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.336.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2321

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

2321For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.336.3 Data Transmissions During testing, we observed the following types of user in-
formation2322 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

d2zntg5dbtvaei.cloudfront.net (Unknown) WiFi MAC AAID
graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2323

2322We define “user information” in Section 3.
2323https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.337 CallApp: Caller ID, Call Blocker & Call Recorder

Testing Details

App Name: CallApp: Caller ID, Call Blocker & Call Recorder
Package Name: com.callapp.contacts
App Developer: CallApp Caller ID, Manage & Customize your calls
Version: 1.620 (1620)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.337.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2324

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AerServ Mobile Analytics InMobi

Amazon AWS Development Aid Amazon

Amazon Advertisement Advertisement Amazon

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Esoteric Software 2D Development Aid Esoteric Software

(Table Continues)

2324For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.callapp.contacts
https://developers.facebook.com/docs/android
https://www.aerserv.com/
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/
https://github.com/EsotericSoftware


com.callapp.contacts: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.fyber.com/
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson


com.callapp.contacts: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Tape by Square Utility Square

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

Verizon Development Aid Verizon

Android Viewpagerindicator Widget Development Aid Jake Wharton

Card Library Utility Card Library

JavaMail API Utility JavaMail API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

AspectJ Development Aid AspectJ
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https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://inmobi.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso
https://github.com/square/tape
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp
https://www.verizon.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/gabrielemariotti/cardslib
http://www.oracle.com/technetwork/java/javamail/index.html
https://commons.apache.org/
https://hc.apache.org/
http://jsoup.org/
https://eclipse.org/aspectj/


F.3.337.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2325

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2325For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.337.3 Data Transmissions During testing, we observed the following types of user in-
formation2326 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
s.callapp.com (CallApp) Android ID
graph.facebook.com (Facebook) AAID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2327

2326We define “user information” in Section 3.
2327https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.338 네이버카페 - Naver Cafe

Testing Details

App Name: 네이버카페 - Naver Cafe
Package Name: com.nhn.android.navercafe
App Developer: NAVER Corp.
Version: 4.13.0.3 (19000039)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.338.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2328

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
2328For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nhn.android.navercafe
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.nhn.android.navercafe: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nine Old Androids Development Aid Nine Old Androids

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/JakeWharton/NineOldAndroids
https://github.com/nostra13/Android-Universal-Image-Loader
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
https://hc.apache.org/
http://hamcrest.org/
http://junit.org/
http://www.simpleframework.org/
http://www.slf4j.org/
http://rtyley.github.io/spongycastle/


com.nhn.android.navercafe: Detected SDKs (Continued)

SDK Purpose Parent Company

Spring Framework Development Aid Spring

www.appcensus.io F-2202F-2202

https://projects.spring.io/spring-framework/


F.3.338.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2329

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2329For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.338.3 Data Transmissions During testing, we observed the following types of user in-
formation2330 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

lcs.naver.com (NAVER) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2331

2330We define “user information” in Section 3.
2331https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.339 Empires & Puzzles: Epic Match 3

Testing Details

App Name: Empires & Puzzles: Epic Match 3
Package Name: com.smallgiantgames.empires
App Developer: Small Giant Games
Version: 29.0.1 (1270)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.339.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2332

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2332For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.smallgiantgames.empires
https://www.adjust.com/
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.smallgiantgames.empires: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.339.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2333

Permission Description Used

No dangerous permissions were requested by the app.

2333For an explanation of dangerous permissions, see Section 4.3.
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F.3.339.3 Data Transmissions During testing, we observed the following types of user in-
formation2334 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

app.adjust.com (Adjust) AAID
www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2335

2334We define “user information” in Section 3.
2335https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.340 ESPN Fantasy Sports

Testing Details

App Name: ESPN Fantasy Sports
Package Name: com.espn.fantasy.lm.football
App Developer: ESPN Inc
Version: 7.2.0 (565)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.340.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2336

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

BlueKai (acquired by Oracle) Mobile Analytics Oracle

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Conviva Mobile Analytics Conviva
Advertisement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

2336For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.espn.fantasy.lm.football
https://play.google.com
https://developer.android.com/training/volley/index.html
http://bluekai.com/registry/
https://github.com/bumptech/glide/
https://www.comscore.com/
https://www.conviva.com/
http://try.crashlytics.com
https://developers.facebook.com


com.espn.fantasy.lm.football: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

JsonPath Development Aid Jayway by Devoteam

Localytics Mobile Analytics Localytics

Nielsen Mobile Analytics Nielsen

Nine Old Androids Development Aid Nine Old Androids

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
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http://localytics.com
https://www.nielsen.com
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com.espn.fantasy.lm.football: Detected SDKs (Continued)

SDK Purpose Parent Company

Android Viewpagerindicator Widget Development Aid Jake Wharton

json smart Development Aid json smart

AspectJ Development Aid AspectJ

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

jUnit Java Unit Test Development Aid JUnit Team
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https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/netplex/json-smart-v2
https://eclipse.org/aspectj/
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http://www.json.org/
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F.3.340.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2337

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2337For an explanation of dangerous permissions, see Section 4.3.
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F.3.340.3 Data Transmissions During testing, we observed the following types of user in-
formation2338 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

a23-46-41-6.deploy.static.akamaitechnologies.com
(Unknown)

AAID

graph.facebook.com (Facebook) AAID
a104-113-195-54.deploy.static.akamaitechnologies.com
(Unknown)

AAID

sdk.imrworldwide.com (Nielsen) AAID
android.unid.go.com (Disney) AAID Android ID
analytics.localytics.com (Localytics) AAID Android ID
a23-77-146-19.deploy.static.akamaitechnologies.com
(Unknown)

AAID

tags.bluekai.com (Oracle) AAID
w88.espn.com (Falconhead Capital) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
a104-74-42-142.deploy.static.akamaitechnologies.com
(Unknown)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2339

2338We define “user information” in Section 3.
2339https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.341 DoubleU Casino - Free Slots

Testing Details

App Name: DoubleU Casino - Free Slots
Package Name: com.doubleugames.DoubleUCasino
App Developer: DoubleUGames
Version: 6.26.2 (359)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.341.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2340

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
2340For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.doubleugames.DoubleUCasino
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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com.doubleugames.DoubleUCasino: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
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F.3.341.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2341

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2341For an explanation of dangerous permissions, see Section 4.3.
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F.3.341.3 Data Transmissions During testing, we observed the following types of user in-
formation2342 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
doubleucasino.com (DoubleUGames) Android ID AAID
t.appsflyer.com (AppsFlyer) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2343

2342We define “user information” in Section 3.
2343https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.342 Episode - Choose Your Story

Testing Details

App Name: Episode - Choose Your Story
Package Name: com.episodeinteractive.android.catalog
App Developer: Episode Interactive
Version: 12.60.2 (1260021)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.342.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2344

SDK Purpose Parent Company

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2344For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.episodeinteractive.android.catalog
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.episodeinteractive.android.catalog: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

HyprMX Advertisement HyprMX

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://developer.huawei.com/
https://www.hyprmx.com
https://integralads.com


com.episodeinteractive.android.catalog: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.342.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2345

Permission Description Used

No dangerous permissions were requested by the app.

2345For an explanation of dangerous permissions, see Section 4.3.
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F.3.342.3 Data Transmissions During testing, we observed the following types of user in-
formation2346 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2347

2346We define “user information” in Section 3.
2347https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.343 BG Player

Testing Details

App Name: BG Player
Package Name: com.music.bgplayer
App Developer: Yossef Faroh Zada
Version: 4.0.12 (26)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.343.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2348

SDK Purpose Parent Company

Fabric Mobile Analytics Google

Volley HTTP library Development Aid Google
Networking

Appbrain SDK Mobile Analytics AppBrain
Advertisement

AppBrain Mobile Analytics AppBrain
Advertisement

Applovin Advertisement AppLovin

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

(Table Continues)

2348For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.music.bgplayer
https://get.fabric.io/
https://developer.android.com/training/volley/index.html
https://www.appbrain.com/info/help/sdk/index.html
https://www.appbrain.com/info/help/sdk/index.html
https://www.applovin.com/
https://github.com/astuetz
https://github.com/nostra13/Android-Universal-Image-Loader


com.music.bgplayer: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

Mobeta ListView GUI Component Mobeta ListView

Smaato Advertisement Smaato
LBS

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

simple framework Development Aid simple framework

XML Pull Development Aid XML Pull

www.appcensus.io F-2224F-2224

http://try.crashlytics.com
https://flurry.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://www.millennialmedia.com/
https://moat.com/analytics
https://github.com/bauerca/drag-sort-listview
https://www.smaato.com/
https://commons.apache.org/
http://www.joda.org/joda-time/
http://www.simpleframework.org/
http://www.xmlpull.org/


F.3.343.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2349

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2349For an explanation of dangerous permissions, see Section 4.3.
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F.3.343.3 Data Transmissions During testing, we observed the following types of user in-
formation2350 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-b.apptornado.com (AppBrain) AAID
settings.crashlytics.com (Google) AAID
data.flurry.com (Verizon) AAID Android ID
ads.nexage.com (Verizon) AAID
ads.nexage.com (Verizon) Android ID
sdk-android.ad.smaato.net (Smaato) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2351

2350We define “user information” in Section 3.
2351https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.344 �  Emoji keyboard - Cute Emoticons, GIF, Stickers

Testing Details

App Name: �  Emoji keyboard - Cute Emoticons, GIF, Stickers
Package Name: com.emoji.coolkeyboard
App Developer: Emoji Keyboard & Sticker Design Team
Version: 3.4.2034 (203401)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.344.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2352

SDK Purpose Parent Company

Google Play App Market Google Play

Fasterxml Utility FasterXML

Glide Development Aid Bump Technologies

getui Advertisement getui
Mobile Analytics
Push Notifications

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2352For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.emoji.coolkeyboard
https://play.google.com
http://fasterxml.com/
https://github.com/bumptech/glide/
http://www.getui.com/cn/index.html
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.emoji.coolkeyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.344.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2353

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2353For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.344.3 Data Transmissions During testing, we observed the following types of user in-
formation2354 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
dc.kika-backend.com (Unknown) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2355

2354We define “user information” in Section 3.
2355https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.345 Function - Easy Email Inbox & Productivity Tools

Testing Details

App Name: Function - Easy Email Inbox & Productivity Tools
Package Name: com.myhomescreen.email
App Developer: Yobi Mobi
Version: 2.7.34 (1575)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.345.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2356

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2356For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.myhomescreen.email
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
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com.myhomescreen.email: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)
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com.myhomescreen.email: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

Taboola Advertisement Taboola

Verizon Development Aid Verizon

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

JavaMail API Utility JavaMail API

Apache Common Development Aid The Apache Software
Foundation

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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F.3.345.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2357

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2357For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2234F-2234
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F.3.345.3 Data Transmissions During testing, we observed the following types of user in-
formation2358 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) Android ID AAID
api2.branch.io (Branch Metrics) Android ID AAID
graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) Android ID AAID
tracker.rocketlauncher.mobi (Rocket
Launcher)

AAID

adp-test.rocketlauncher.mobi (Unknown) AAID
adp-10040.rocketlauncher.mobi (Rocket
Launcher)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2359

2358We define “user information” in Section 3.
2359https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.346 Solitaire - Grand Harvest - Tripeaks

Testing Details

App Name: Solitaire - Grand Harvest - Tripeaks
Package Name: net.supertreat.solitaire
App Developer: Supertreat
Version: 1.63.0 (148)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.346.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2360

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
2360For an explanation of SDKs, see Section 4.1.2.
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net.supertreat.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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net.supertreat.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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F.3.346.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2361

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2361For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2239F-2239

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.346.3 Data Transmissions During testing, we observed the following types of user in-
formation2362 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sgh-api-dsa.playtika.com (Giant Interactive
Group)

Android ID AAID

t.appsflyer.com (AppsFlyer) Android ID AAID
sgh-api.playtika.com (Giant Interactive
Group)

Android ID AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2363

2362We define “user information” in Section 3.
2363https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2240F-2240

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.347 Aqua Mail- Email app for Any Email

Testing Details

App Name: Aqua Mail- Email app for Any Email
Package Name: org.kman.AquaMail
App Developer: MobiSystems
Version: 1.24.0-1585 (102400006)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.347.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2364

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

(Table Continues)

2364For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.kman.AquaMail
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/


org.kman.AquaMail: Detected SDKs (Continued)

SDK Purpose Parent Company

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.
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http://api.dashclock.com/reference/com/google/android/apps/dashclock/api/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso


F.3.347.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2365

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2365For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2243F-2243

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.347.3 Data Transmissions During testing, we observed the following types of user in-
formation2366 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2367

2366We define “user information” in Section 3.
2367https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2244F-2244

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.348 Bingo Blitz™  - Bingo Games

Testing Details

App Name: Bingo Blitz™  - Bingo Games
Package Name: air.com.buffalo_studios.newflashbingo
App Developer: Playtika Santa Monica
Version: 4.40.0 (40400034)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.348.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2368

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
2368For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=air.com.buffalo_studios.newflashbingo
http://www.mono-project.com/
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


air.com.buffalo_studios.newflashbingo: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
http://www.ironsrc.com
https://moat.com/analytics


F.3.348.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2369

Permission Description Used

No dangerous permissions were requested by the app.

2369For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2247F-2247

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.348.3 Data Transmissions During testing, we observed the following types of user in-
formation2370 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2371

2370We define “user information” in Section 3.
2371https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2248F-2248

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.349 Oasis Dating - 100% Free Chat

Testing Details

App Name: Oasis Dating - 100% Free Chat
Package Name: com.oasis.wrapper
App Developer: 3HGroupPtyLtd
Version: 2.0.840[0..8] (840)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.349.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2372

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2372For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.oasis.wrapper
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.oasis.wrapper: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
https://moat.com/analytics
https://github.com/square/picasso


com.oasis.wrapper: Detected SDKs (Continued)

SDK Purpose Parent Company

GreenDao Development Aid greenrobot

EventBus Development Aid greenrobot /Markus
Junginger

Apache Http Development Aid The Apache Software
Foundation

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-2251F-2251

https://github.com/greenrobot/greenDAO
https://github.com/greenrobot/EventBus
https://hc.apache.org/
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx
http://www.joda.org/joda-time/
https://github.com/square/retrofit


F.3.349.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2373

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.

2373For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.349.3 Data Transmissions During testing, we observed the following types of user in-
formation2374 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-oasis.trk.mwstats.net (Unknown) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2375

2374We define “user information” in Section 3.
2375https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.350 Pleco Chinese Dictionary

Testing Details

App Name: Pleco Chinese Dictionary
Package Name: com.pleco.chinesesystem
App Developer: Pleco
Version: 3.2.73 (3296)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.350.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2376

SDK Purpose Parent Company

Google Play App Market Google Play

Google Gson Development Aid Google

Android Viewpagerindicator Widget Development Aid Jake Wharton

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

2376For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pleco.chinesesystem
https://play.google.com
https://github.com/google/gson
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/ACRA/acra
https://commons.apache.org/
http://jsoup.org/


F.3.350.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2377

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.

2377For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.350.3 Data Transmissions During testing, we observed the following types of user in-
formation2378 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

plecoapps.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2379

2378We define “user information” in Section 3.
2379https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2256F-2256

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.351 Translate All - Speech Text Camera Translator

Testing Details

App Name: Translate All - Speech Text Camera Translator
Package Name: com.speech.text.translate
App Developer: Translator Lab
Version: 1.6.1 (62)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.351.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2380

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

ShareSDK Social Network Mob Tech
Mobile Analytics

Mob one key share Social Network Mob Tech
Mobile Analytics

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement

(Table Continues)

2380For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.speech.text.translate
https://developers.facebook.com/docs/android
http://www.mob.com/downloadDetail/ShareSDK/android
http://mob.com/
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://developers.facebook.com


com.speech.text.translate: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

mob share Social Network mob share

Mob Tools Social Network Mob Tech
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://integralads.com
https://moat.com/analytics
mob.com
http://www.mob.com/


com.speech.text.translate: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

MoPub Advertisement Twitter

OneSignal Mobile Analytics OneSignal

www.appcensus.io F-2259F-2259

http://www.mopub.com
https://onesignal.com/


F.3.351.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2381

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2381For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2260F-2260

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.351.3 Data Transmissions During testing, we observed the following types of user in-
formation2382 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
onesignal.com (OneSignal) AAID
events.appsflyer.com (AppsFlyer) AAID
impression-east.liftoff.io (Liftoff) AAID
ads-bidder-api.twitter.com (Twitter) AAID
graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2383

2382We define “user information” in Section 3.
2383https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2261F-2261

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.352 Email - Lightning Fast & Secure Mail

Testing Details

App Name: Email - Lightning Fast & Secure Mail
Package Name: com.easilydo.mail
App Developer: Edison Software
Version: 1.14.2 (150)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.352.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2384

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2384For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easilydo.mail
http://mvnrepository.com/artifact/com.amazonaws
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.easilydo.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Kochava Mobile Analytics Kochava

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
http://firebase.com
https://github.com/google/gson
https://github.com/google/guava
https://github.com/zxing/zxing
https://www.kochava.com/


com.easilydo.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org

Joda Time Development Aid Stephen Colebourne

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

XML Pull Development Aid XML Pull

RxJava Retrofit Development Aid RxJava Retrofit
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https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://hockeyapp.net
https://commons.apache.org/
https://hc.apache.org/
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx
http://www.joda.org/joda-time/
http://www.slf4j.org/
http://www.dnsjava.org/
http://www.xmlpull.org/
https://github.com/square/retrofit


F.3.352.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2385

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_CONTACTS Allows an application to read the user’s contacts data.

2385For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2265F-2265

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.352.3 Data Transmissions During testing, we observed the following types of user in-
formation2386 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mail.easilydo.com (Edison Software) Email Android ID
control.kochava.com (Kochava) AAID Android ID
graph.facebook.com (Facebook) AAID Email
www.googleadservices.com (Google) AAID
www.googleapis.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2387

2386We define “user information” in Section 3.
2387https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.353 HelloTalk —Chat, Speak & Learn Foreign Languages

Testing Details

App Name: HelloTalk —Chat, Speak & Learn Foreign Lan-
guages

Package Name: com.hellotalk
App Developer: HelloTalk Learn Languages App
Version: 3.7.4 (1410)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.353.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2388

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Alipay Payment Alipay

Aliyun Development Aid Alibaba Cloud

Amazon In-App Purchasing Payment Amazon

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

2388For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hellotalk
https://play.google.com/store/apps/details?id=com.hellotalk
https://developers.facebook.com/docs/android
https://dev.alipay.com/
https://developer.amazon.com/in-app-purchasing
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.hellotalk: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

LeanPlum Mobile Analytics Leanplum

PayPal Payment PayPal

Sensors Analytics https://www.sensorsdata.cn”Shence Network
Technology (Beijing)
Co.

Sina SSO Social Network Sina Weibo

Weibo Social Network Sina Weibo
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://www.leanplum.com/
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
com.sensorsdata.analytics.android.sdk
http://open.weibo.com/
http://weibo.com/


com.hellotalk: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Tencent Wechat Social Network Tencent

Tencent X5 (SMTT) Social Network Tencent
Advertisement

tencent weixin Open(Share) Social Network tencent weixin
Open(Share)

Signpost Oauth Development Aid Google

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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https://open.weixin.qq.com/
http://x5.tencent.com/tbs/guide/sdkInit.html
https://open.weixin.qq.com/
https://code.google.com/p/oauth-signpost/
https://branch.io/
https://commons.apache.org/
http://www.json.org/


F.3.353.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2389

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2389For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.353.3 Data Transmissions During testing, we observed the following types of user in-
formation2390 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

launches.appsflyer.com (AppsFlyer) AAID
api.leanplum.com (Leanplum) Android ID
sc.hellotalk8.com (HelloTalk) Android ID WiFi MAC

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2391

2390We define “user information” in Section 3.
2391https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.354 The Sydney Morning Herald

Testing Details

App Name: The Sydney Morning Herald
Package Name: com.fairfaxmedia.ink.metro.smh
App Developer: Fairfax Media
Version: 2.1.0 (4446)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.354.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2392

SDK Purpose Parent Company

Google Play App Market Google Play

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2392For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fairfaxmedia.ink.metro.smh
https://play.google.com
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.fairfaxmedia.ink.metro.smh: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Instabug Mobile Analytics Instabug

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

(Table Continues)

www.appcensus.io F-2273F-2273

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
https://instabug.com/crash-reporting
https://www.nielsen.com
https://snowplowanalytics.com/
https://github.com/square/picasso
https://commons.apache.org/
http://www.joda.org/joda-time/


com.fairfaxmedia.ink.metro.smh: Detected SDKs (Continued)

SDK Purpose Parent Company

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework

www.appcensus.io F-2274F-2274

http://jsoup.org/
http://www.simpleframework.org/


F.3.354.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2393

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2393For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.354.3 Data Transmissions During testing, we observed the following types of user in-
formation2394 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdn-gl.imrworldwide.com (Nielsen) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
i.ffx.io (Unknown) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2395

2394We define “user information” in Section 3.
2395https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.355 Houseparty

Testing Details

App Name: Houseparty
Package Name: com.herzick.houseparty
App Developer: Life on Air
Version: 1.41.1 (48682)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.355.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2396

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2396For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.herzick.houseparty
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com


com.herzick.houseparty: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Instabug Mobile Analytics Instabug

Segment Mobile Analytics Segment

Taplytics Mobile Analytics Taplytics
Advertisement

Branch Mobile Analytics Branch Metrics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://instabug.com/crash-reporting
https://segment.com/
https://taplytics.com
https://branch.io/


com.herzick.houseparty: Detected SDKs (Continued)

SDK Purpose Parent Company

HockeyApp Mobile Analytics Microsoft

SLF4J Development Aid SLF4J
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http://hockeyapp.net
http://www.slf4j.org/


F.3.355.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2397

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.

2397For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.355.3 Data Transmissions During testing, we observed the following types of user in-
formation2398 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.taplytics.com (Taplytics) Android ID
events.appsflyer.com (AppsFlyer) AAID
api.segment.io (Segment) AAID Name Email Android ID
api.instabug.com (Instabug) Name Email
t.appsflyer.com (AppsFlyer) AAID
api.branch.io (Branch Metrics) AAID Name Android ID
settings.crashlytics.com (Google) AAID Android ID
api2-prod-alb.secrethouse.party (Housepa-
rty)

Name Email Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2399

2398We define “user information” in Section 3.
2399https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.356 Herald Sun

Testing Details

App Name: Herald Sun
Package Name: com.newscorp.heraldsun
App Developer: NDM
Version: 7.25.0 (171)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.356.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2400

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2400For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.newscorp.heraldsun
https://auth0.com/docs/quickstart/native/android/getting-started
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.newscorp.heraldsun: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Salesforce Marketing Cloud Advertisement Salesforce

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://www.salesforce.com/products/marketing-cloud/
https://github.com/square/okhttp
https://github.com/square/picasso


F.3.356.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2401

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2401For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.356.3 Data Transmissions During testing, we observed the following types of user in-
formation2402 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
mcxtbj1w13dt86c7vs6j-
6j2w9zm.device.marketingcloudapis.com
(Salesforce)

GPS Location Coarse Location

settings.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2403

2402We define “user information” in Section 3.
2403https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.357 Tagged - Meet, Chat & Dating

Testing Details

App Name: Tagged - Meet, Chat & Dating
Package Name: com.taggedapp
App Developer: Ifwe Inc.
Version: 9.25.1 (1366)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.357.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2404

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

(Table Continues)

2404For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.taggedapp
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/


com.taggedapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

CommonsWare MergeAdapter Development Aid CommonsWare

CommonsWare SackOfViewsAdapter Development Aid CommonsWare

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

AccountKit Development Aid Facebook
Social Networking

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
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https://github.com/bumptech/glide/
https://github.com/commonsguy/cwac-merge
https://github.com/commonsguy/cwac-sacklist
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com
https://www.accountkit.com/
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


com.taggedapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Parse.com Mobile Analytics Parse
Development Aid

PayPal Payment PayPal

Smaato Advertisement Smaato
(Table Continues)
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
https://www.hyprmx.com
http://inmobi.com
http://inner-active.com/
https://integralads.com
http://www.ironsrc.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com
https://parse.com/docs/cn/android/guide
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://www.smaato.com/


com.taggedapp: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

picasso Development Aid Square Inc.

Tape by Square Utility Square

Swrve Mobile Analytics Swrve

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Android Viewpagerindicator Widget Development Aid Jake Wharton

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

AspectJ Development Aid AspectJ

Fmod Game Engine Firelight Technologies

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit
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https://github.com/square/picasso
https://github.com/square/tape
https://www.swrve.com/
https://unity3d.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://eclipse.org/aspectj/
https://www.fmod.org/
http://www.joda.org/joda-time/
https://github.com/square/retrofit


F.3.357.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2405

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2405For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.357.3 Data Transmissions During testing, we observed the following types of user in-
formation2406 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) Android ID AAID
data.flurry.com (Verizon) Android ID AAID
secure.tagged.com (IFWE) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2407

2406We define “user information” in Section 3.
2407https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.358 Klondike Adventures

Testing Details

App Name: Klondike Adventures
Package Name: com.vizorapps.klondike
App Developer: VIZOR APPS LTD.
Version: 1.64 (373)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.358.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2408

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2408For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vizorapps.klondike
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.vizorapps.klondike: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
(Table Continues)

www.appcensus.io F-2293F-2293

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://home.tapjoy.com/
https://unity3d.com/


com.vizorapps.klondike: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Apache Common Development Aid The Apache Software
Foundation
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https://unity3d.com/
https://vungle.com
https://commons.apache.org/


F.3.358.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2409

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2409For an explanation of dangerous permissions, see Section 4.3.
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F.3.358.3 Data Transmissions During testing, we observed the following types of user in-
formation2410 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2411

2410We define “user information” in Section 3.
2411https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.359 The Age

Testing Details

App Name: The Age
Package Name: com.fairfaxmedia.ink.metro.age
App Developer: Fairfax Media
Version: 2.1.0 (4446)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.359.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2412

SDK Purpose Parent Company

Google Play App Market Google Play

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2412For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fairfaxmedia.ink.metro.age
https://play.google.com
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
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com.fairfaxmedia.ink.metro.age: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Instabug Mobile Analytics Instabug

Nielsen Mobile Analytics Nielsen

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://snowplowanalytics.com/
https://github.com/square/picasso
https://commons.apache.org/
http://www.joda.org/joda-time/


com.fairfaxmedia.ink.metro.age: Detected SDKs (Continued)

SDK Purpose Parent Company

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework
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http://jsoup.org/
http://www.simpleframework.org/


F.3.359.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2413

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2413For an explanation of dangerous permissions, see Section 4.3.
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F.3.359.3 Data Transmissions During testing, we observed the following types of user in-
formation2414 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

i.ffx.io (Unknown) AAID
metrics.brightcove.com (Brightcove) Android ID
cdn-gl.imrworldwide.com (Nielsen) AAID
api.ffx.io (Unknown) Email Name
graph.facebook.com (Facebook) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2415

2414We define “user information” in Section 3.
2415https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.360 VK —live chatting & free calls

Testing Details

App Name: VK —live chatting & free calls
Package Name: com.vkontakte.android
App Developer: VK.com
Version: 6.2 (5112)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.360.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2416

SDK Purpose Parent Company

ISO Parser Development Aid CoreMedia

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2416For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vkontakte.android
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
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https://developers.facebook.com/docs/android


com.vkontakte.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Maps Utils Map/LBS Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

myTarget Advertisement My.com
Social Networking

myTracker Mobile Analytics My.com

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

SLF4J Development Aid SLF4J
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http://fasterxml.com/
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F.3.360.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2417

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_PHONE_NUMBERS Allows read access to the device’s phone number(s). This is a subset
of the capabilities granted by READ_PHONE_STATE but is exposed to
instant applications.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2417For an explanation of dangerous permissions, see Section 4.3.
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F.3.360.3 Data Transmissions During testing, we observed the following types of user in-
formation2418 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.vk.com (Megafon) Android ID AAID WiFi SSID Email
clientapi.mail.ru (Mail.ru Group) Android ID AAID
tracker-api.my.com (myTracker) Android ID AAID WiFi MAC
www.google.com (Google) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2419

2418We define “user information” in Section 3.
2419https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.361 Stay Focused - App Block & Website Block

Testing Details

App Name: Stay Focused - App Block & Website Block
Package Name: com.stayfocused
App Developer: Innoxapps
Version: 5.0.1 (294)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.361.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2420

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2420For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.stayfocused
https://github.com/zxing/zxing
https://github.com/
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com.stayfocused: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.
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https://github.com/square/picasso


F.3.361.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2421

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

2421For an explanation of dangerous permissions, see Section 4.3.
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F.3.361.3 Data Transmissions During testing, we observed the following types of user in-
formation2422 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2423

2422We define “user information” in Section 3.
2423https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.362 Daylio - Diary, Journal, Mood Tracker

Testing Details

App Name: Daylio - Diary, Journal, Mood Tracker
Package Name: net.daylio
App Developer: Habitics
Version: 1.31.4 (120)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.362.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2424

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2424For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.daylio
http://try.crashlytics.com
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
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net.daylio: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar
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https://developers.google.com/api-client-library/java/
https://github.com/google/guava
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F.3.362.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2425

Permission Description Used

No dangerous permissions were requested by the app.

2425For an explanation of dangerous permissions, see Section 4.3.
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F.3.362.3 Data Transmissions During testing, we observed the following types of user in-
formation2426 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2427

2426We define “user information” in Section 3.
2427https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.363 Siempo - A Launcher for Humans

Testing Details

App Name: Siempo - A Launcher for Humans
Package Name: co.siempo.phone
App Developer: Siempo
Version: 0.1.7.0 (12316)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.363.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2428

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
2428For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2314F-2314

https://play.google.com/store/apps/details?id=co.siempo.phone
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/
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co.siempo.phone: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

OkHttp Development Aid OkHttp

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

EventBus Development Aid greenrobot /Markus
Junginger

JavaMail API Utility JavaMail API

AndroidAnnotations API Development Aid AndroidAnnotations

Apache Harmony Development Aid The Apache Software
Foundation

Scribe Java Lib Development Aid Scribe Video Center

RxJava Retrofit Development Aid RxJava Retrofit
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https://github.com/google/gson
https://github.com/square/okhttp
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F.3.363.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2429

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_CONTACTS Allows an application to read the user’s contacts data.

2429For an explanation of dangerous permissions, see Section 4.3.
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F.3.363.3 Data Transmissions During testing, we observed the following types of user in-
formation2430 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2431

2430We define “user information” in Section 3.
2431https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.364 TypeApp mail - email app

Testing Details

App Name: TypeApp mail - email app
Package Name: com.trtf.blue
App Developer: TypeApp LLC
Version: 1.9.7.32 (15857)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.364.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2432

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
2432For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.trtf.blue
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/bumptech/glide/
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com.trtf.blue: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Roboguice Development Aid Square

Mobeta ListView GUI Component Mobeta ListView

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

GreenDao Development Aid greenrobot

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

htmlCleaner Development Aid htmlCleaner

JDOM2 Development Aid JDOM2

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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https://www.google.com/analytics/tag-manager/
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F.3.364.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2433

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2433For an explanation of dangerous permissions, see Section 4.3.
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F.3.364.3 Data Transmissions During testing, we observed the following types of user in-
formation2434 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2435

2434We define “user information” in Section 3.
2435https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.365 Translate it - Speech and Picture Translate

Testing Details

App Name: Translate it - Speech and Picture Translate
Package Name: com.language.speech.picture.translate
App Developer: Foto Translate
Version: 1.1.5 (16)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.365.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2436

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

ShareSDK Social Network Mob Tech
Mobile Analytics

Mob one key share Social Network Mob Tech
Mobile Analytics

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
(Table Continues)

2436For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.language.speech.picture.translate
https://developers.facebook.com/docs/android
http://www.mob.com/downloadDetail/ShareSDK/android
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http://adcolony.com/
https://www.applovin.com/
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com.language.speech.picture.translate: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

Inmobi Advertisement InMobi

(Table Continues)
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com.language.speech.picture.translate: Detected SDKs (Continued)

SDK Purpose Parent Company

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

mob share Social Network mob share

Mob Tools Social Network Mob Tech
Mobile Analytics

MoPub Advertisement Twitter
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https://integralads.com
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mob.com
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F.3.365.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2437

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2437For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.365.3 Data Transmissions During testing, we observed the following types of user in-
formation2438 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
events.appsflyer.com (AppsFlyer) AAID
ads.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads-bidder-api.twitter.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2439

2438We define “user information” in Section 3.
2439https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.366 Lawnchair 2

Testing Details

App Name: Lawnchair 2
Package Name: ch.deletescape.lawnchair.plah
App Developer: deletescape
Version: 2.0-2589 (2589)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.366.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2440

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

2440For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=ch.deletescape.lawnchair.plah
https://github.com/bumptech/glide/
https://github.com/google/gson
https://github.com/google/protobuf


F.3.366.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2441

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2441For an explanation of dangerous permissions, see Section 4.3.
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F.3.366.3 Data Transmissions During testing, we observed the following types of user in-
formation2442 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2443

2442We define “user information” in Section 3.
2443https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.367 Hot or Not - Find someone right now

Testing Details

App Name: Hot or Not - Find someone right now
Package Name: com.hotornot.app
App Developer: OR NOT LIMITED
Version: 5.169.1 (3346)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.367.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2444

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2444For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hotornot.app
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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com.hotornot.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle
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https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
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F.3.367.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2445

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2445For an explanation of dangerous permissions, see Section 4.3.
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F.3.367.3 Data Transmissions During testing, we observed the following types of user in-
formation2446 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bmaus.hotornot.com (Ruby) AAID Name Email
eu1.hotornot.com (Ruby) AAID
us1.hotornot.com (Ruby) AAID
bma.badoo.app (Badoo) AAID
graph.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2447

2446We define “user information” in Section 3.
2447https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.368 Lily’s Garden

Testing Details

App Name: Lily’s Garden
Package Name: dk.tactile.lilysgarden
App Developer: Tactile Games
Version: 1.62.2 (195471)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.368.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2448

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2448For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=dk.tactile.lilysgarden
https://www.adjust.com/
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


dk.tactile.lilysgarden: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OneSignal Mobile Analytics OneSignal

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

HockeyApp Mobile Analytics Microsoft

Fmod Game Engine Firelight Technologies
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://onesignal.com/
https://prime31.com
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F.3.368.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2449

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2449For an explanation of dangerous permissions, see Section 4.3.
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F.3.368.3 Data Transmissions During testing, we observed the following types of user in-
formation2450 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

flowergarden.tactilews.com (Tactile Games) Android ID AAID
adserver.tactilews.com (Tactile Games) Android ID
analytics-eu.tactilews.com (Tactile Games) Android ID AAID
onesignal.com (OneSignal) AAID
app.adjust.com (Adjust) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2451

2450We define “user information” in Section 3.
2451https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.369 GO Launcher - 3D parallax Themes & HD Wallpapers

Testing Details

App Name: GO Launcher - 3D parallax Themes & HD Wallpa-
pers

Package Name: com.gau.go.launcherex
App Developer: GOMO Live
Version: 3.24 (739)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.369.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2452

SDK Purpose Parent Company

AdColony Advertisement AdColony

AerServ Mobile Analytics InMobi

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

badlogic Game Engine badlogic

(Table Continues)

2452For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gau.go.launcherex
https://play.google.com/store/apps/details?id=com.gau.go.launcherex
http://adcolony.com/
https://www.aerserv.com/
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
http://www.badlogicgames.com/


com.gau.go.launcherex: Detected SDKs (Continued)

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

www.appcensus.io F-2339F-2339

https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://www.google.com/analytics/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.gau.go.launcherex: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids
https://github.com/nostra13/Android-Universal-Image-Loader
https://www.smaato.com/
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://github.com/ACRA/acra
https://commons.apache.org/
https://hc.apache.org/


F.3.369.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2453

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2453For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.369.3 Data Transmissions During testing, we observed the following types of user in-
formation2454 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

69.28.57.173 (Unknown) Android ID AAID
65.255.35.100 (Unknown) Android ID
218.213.150.50 (Unknown) Android ID
218.213.150.38 (Unknown) Android ID AAID
65.255.35.95 (Unknown) Android ID AAID
69.28.57.138 (Unknown) Android ID AAID
121.37.22.146 (Unknown) Android ID
139.9.188.168 (Unknown) Android ID
events.appsflyer.com (AppsFlyer) Android ID AAID
23.236.120.240 (Unknown) Android ID
218.213.150.61 (Unknown) Android ID AAID
69.28.57.146 (Unknown) Android ID AAID
abtest.goforandroid.com (GOMO) Android ID
graph.facebook.com (Facebook) AAID
23.236.120.221 (Unknown) Android ID AAID
69.28.57.172 (Unknown) Android ID AAID
t.appsflyer.com (AppsFlyer) Android ID AAID
65.255.35.101 (Unknown) Android ID
121.37.4.24 (Unknown) Android ID
218.213.150.43 (Unknown) Android ID AAID
218.213.150.51 (Unknown) Android ID AAID
newstoredata.goforandroid.com (GOMO) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2455

2454We define “user information” in Section 3.
2455https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.370 Animal Crossing: Pocket Camp

Testing Details

App Name: Animal Crossing: Pocket Camp
Package Name: com.nintendo.zaca
App Developer: Nintendo Co., Ltd.
Version: 3.2.0 (23070)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.370.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2456

SDK Purpose Parent Company

Android Support v7 Development Aid Google

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Bugsnag Mobile Analytics Bugsnag

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2456For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nintendo.zaca
https://developer.android.com/reference/android/support/v7/app/package-summary.html
https://www.adjust.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://www.bugsnag.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
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com.nintendo.zaca: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-2344F-2344

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://github.com/google/guava
https://unity3d.com/
https://www.fmod.org/


F.3.370.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2457

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

2457For an explanation of dangerous permissions, see Section 4.3.
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F.3.370.3 Data Transmissions During testing, we observed the following types of user in-
formation2458 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2459

2458We define “user information” in Section 3.
2459https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.371 Apex Launcher - Customize,Secure,and Efficient

Testing Details

App Name: Apex Launcher - Customize,Secure,and Efficient
Package Name: com.anddoes.launcher
App Developer: Android Does Team
Version: 4.9.11 (6093)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.371.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2460

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon AWS Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2460For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.anddoes.launcher
https://developers.facebook.com/docs/android
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com.anddoes.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

(Table Continues)
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https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
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com.anddoes.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Bugly Mobile Analytics Tencent

Umeng Analytics Mobile Analytics Alibaba

PubNative Advertisement PubNative

Apache Common Development Aid The Apache Software
Foundation
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http://appmonet.com
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F.3.371.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2461

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2461For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.371.3 Data Transmissions During testing, we observed the following types of user in-
formation2462 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

alog.umeng.com (Alibaba) AAID Android ID WiFi MAC IMEI
Serial #

aqi.wd.amberweather.com (Amber
Weather)

Android ID

sdk-android.ad.smaato.net (Smaato) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
w.ws.amberweather.com (Amber Weather) Android ID
data.flurry.com (Verizon) AAID Android ID
api.mediation.amberweather.com (Amber
Weather)

Android ID

graph.facebook.com (Facebook) AAID Android ID
f.loca.amberweather.com (Amber Weather) Android ID IMSI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2463

2462We define “user information” in Section 3.
2463https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.372 TV Guide Australia: AusTV

Testing Details

App Name: TV Guide Australia: AusTV
Package Name: io.austv.client.android
App Developer: Sladjan Ilic
Version: 1.9 (15)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.372.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2464

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

2464For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=io.austv.client.android
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


io.austv.client.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart
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https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2


F.3.372.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2465

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.

2465For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.372.3 Data Transmissions During testing, we observed the following types of user in-
formation2466 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.austv.io (Sladjan Ilic) Android ID
codepush.appcenter.ms (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2467

2466We define “user information” in Section 3.
2467https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.373 Tinybeans Family Photo Album & Baby Milestones App

Testing Details

App Name: Tinybeans Family Photo Album & Baby Milestones
App

Package Name: com.tinybeans
App Developer: Tinybeans
Version: 4.1.0 (33052)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.373.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2468

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

comscore Mobile Analytics Comscore

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2468For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tinybeans
https://play.google.com/store/apps/details?id=com.tinybeans
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com


com.tinybeans: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

LeanPlum Mobile Analytics Leanplum

AppMonet Advertisement Monet Engine Inc.

Snowplow Mobile Analytics Snowplow Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.leanplum.com/
http://appmonet.com
https://snowplowanalytics.com/


com.tinybeans: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

AspectJ Development Aid AspectJ

SLF4J Development Aid SLF4J
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https://github.com/square/picasso
https://branch.io/
https://commons.apache.org/
http://logging.apache.org/log4j/2.x/
http://www.joda.org/joda-time/
https://eclipse.org/aspectj/
http://www.slf4j.org/


F.3.373.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2469

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2469For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.373.3 Data Transmissions During testing, we observed the following types of user in-
formation2470 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
sb.scorecardresearch.com (comScore) AAID
api.leanplum.com (Leanplum) Android ID
tinybeans.com (Tinybeans) Android ID
api.branch.io (Branch Metrics) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2471

2470We define “user information” in Section 3.
2471https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.374 Athanotify - prayer times

Testing Details

App Name: Athanotify - prayer times
Package Name: com.athanotify
App Developer: el cheikh
Version: 3.1.3 (73)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.374.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2472

SDK Purpose Parent Company

Github Development Aid Github

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Loopj Development Aid James Smith

(Table Continues)

2472For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.athanotify
https://github.com/
http://api.dashclock.com/reference/com/google/android/apps/dashclock/api/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/loopj/android-async-http


com.athanotify: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

simple framework Development Aid simple framework

www.appcensus.io F-2362F-2362

https://github.com/square/picasso
http://www.simpleframework.org/


F.3.374.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2473

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2473For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.374.3 Data Transmissions During testing, we observed the following types of user in-
formation2474 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2475

2474We define “user information” in Section 3.
2475https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.375 imo beta free calls and text

Testing Details

App Name: imo beta free calls and text
Package Name: com.imo.android.imoimbeta
App Developer: imo.im
Version: 2020.05.1022 (20051022)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.375.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2476

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2476For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.imo.android.imoimbeta
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.imo.android.imoimbeta: Detected SDKs (Continued)

SDK Purpose Parent Company

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

xunfei Development Frame-
work

Keda Xunfei Co. Ltd

Analytics

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

MoPub Advertisement Twitter

db4o Development Aid The Apache Software
Foundation

(Table Continues)
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http://fasterxml.com/
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
http://www.xfyun.cn/
https://integralads.com
http://www.mopub.com
https://github.com/mohataher/db4o-android


com.imo.android.imoimbeta: Detected SDKs (Continued)

SDK Purpose Parent Company

Jsoup Development Aid Jsoup

www.appcensus.io F-2367F-2367

http://jsoup.org/


F.3.375.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2477

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_NUMBERS Allows read access to the device’s phone number(s). This is a subset

of the capabilities granted by READ_PHONE_STATE but is exposed to
instant applications.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2477For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.375.3 Data Transmissions During testing, we observed the following types of user in-
formation2478 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.imotech.tech (Chengdu Yunbu Network
Technology Co)

AAID

t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2479

2478We define “user information” in Section 3.
2479https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.376 theCHIVE

Testing Details

App Name: theCHIVE
Package Name: com.thechive
App Developer: Chive Media Group LLC
Version: 2.13.0_Release_Candidate (396)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.376.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2480

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Volley HTTP library Development Aid Google
Networking

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppNexus Advertisement xandr

Apptimize Mobile Analytics Apptimize

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2480For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.thechive
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.android.com/training/volley/index.html
http://www.mono-project.com/
https://www.applovin.com/
https://www.appnexus.com/
http://www.apptimize.com
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.thechive: Detected SDKs (Continued)

SDK Purpose Parent Company

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
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https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com


com.thechive: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IQzone Advertisement IQzone

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
https://iqzone.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mobfox.com/
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/


com.thechive: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

Verve Advertisement Axel Springer

Vungle Advertisement Vungle

Branch Mobile Analytics Branch Metrics
Advertisement

Ogury Presage Advertisement Ogury

Apache Common Development Aid The Apache Software
Foundation

getui Advertisement getui
Mobile Analytics
Push Notifications
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https://www.verizon.com/
https://www.verve.com
https://vungle.com
https://branch.io/
http://www.presage.io/
https://commons.apache.org/
http://www.getui.com/cn/index.html


F.3.376.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2481

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2481For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.376.3 Data Transmissions During testing, we observed the following types of user in-
formation2482 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.inmobi.com (InMobi) AAID
ad.crwdcntrl.net (Lotame) AAID
dev.appboy.com (Braze) Coarse Location
app.appsflyer.com (AppsFlyer) AAID
mediation.adnxs.com (AT&T) GPS Location Coarse Location
api.vungle.com (Vungle) AAID
impression.appsflyer.com (AppsFlyer) AAID
data.flurry.com (Verizon) Android ID AAID GPS Location

Coarse Location
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
api.branch.io (Branch Metrics) Android ID AAID
dsp.api.vungle.com (Vungle) AAID
sdk-android.ad.smaato.net (Smaato) AAID
ads.api.vungle.com (Vungle) AAID
impression-east.liftoff.io (Liftoff) AAID
mpx.mopub.com (Twitter) AAID GPS Location

Coarse Location
graph.facebook.com (Facebook) AAID
ingest.vungle.com (Vungle) AAID
www.facebook.com (Facebook) AAID
b.scorecardresearch.com (comScore) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2483

2482We define “user information” in Section 3.
2483https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.377 BlackBerry Launcher

Testing Details

App Name: BlackBerry Launcher
Package Name: com.blackberry.blackberrylauncher
App Developer: BlackBerry Limited
Version: 2.1902.1.10150 (129)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.377.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2484

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2484For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.blackberry.blackberrylauncher
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.377.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2485

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2485For an explanation of dangerous permissions, see Section 4.3.
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F.3.377.3 Data Transmissions During testing, we observed the following types of user in-
formation2486 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2487

2486We define “user information” in Section 3.
2487https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.378 IG Trading: Spread Betting, CFDs, Forex & Stocks

Testing Details

App Name: IG Trading: Spread Betting, CFDs, Forex & Stocks
Package Name: com.iggroup.android.cfd
App Developer: IG Group
Version: 3.30.3 (420303)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.378.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2488

SDK Purpose Parent Company

Appdynamics Mobile Analytics Appdynamics

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

2488For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.iggroup.android.cfd
https://www.appdynamics.com/
https://www.appsflyer.com/
https://developers.facebook.com
http://fasterxml.com/
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http://firebase.com


com.iggroup.android.cfd: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

PayPal Payment PayPal

picasso Development Aid Square Inc.

Swrve Mobile Analytics Swrve

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/google/gson
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
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F.3.378.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2489

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2489For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.378.3 Data Transmissions During testing, we observed the following types of user in-
formation2490 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) Android ID AAID
1456.api.swrve.com (Swrve) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2491

2490We define “user information” in Section 3.
2491https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.379 Always On Edge - Edge Lighting �

Testing Details

App Name: Always On Edge - Edge Lighting �
Package Name: com.used.aoe
App Developer: Alrbea Ent.
Version: 5.8.1 (2358101)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.379.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2492

SDK Purpose Parent Company

Google Play App Market Google Play

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
2492For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.used.aoe
https://play.google.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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com.used.aoe: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google
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https://github.com/google/gson


F.3.379.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2493

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2493For an explanation of dangerous permissions, see Section 4.3.
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F.3.379.3 Data Transmissions During testing, we observed the following types of user in-
formation2494 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2495

2494We define “user information” in Section 3.
2495https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.380 Loop Habit Tracker

Testing Details

App Name: Loop Habit Tracker
Package Name: org.isoron.uhabits
App Developer: Álinson S Xavier
Version: 1.7.11 (38)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.380.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2496

SDK Purpose Parent Company

ActiveAndroid Development Aid Michael Pardo

Github Development Aid Github

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

2496For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2387F-2387

https://play.google.com/store/apps/details?id=org.isoron.uhabits
https://github.com/pardom/ActiveAndroid
https://github.com/
https://github.com/google/guava
https://github.com/google/guava
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F.3.380.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2497

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2497For an explanation of dangerous permissions, see Section 4.3.
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F.3.380.3 Data Transmissions During testing, we observed the following types of user in-
formation2498 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2499

2498We define “user information” in Section 3.
2499https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.381 Likee - Formerly LIKE Video

Testing Details

App Name: Likee - Formerly LIKE Video
Package Name: video.like
App Developer: BIGO TECHNOLOGY PTE. LTD.
Version: 3.30.6 (3009)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.381.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2500

SDK Purpose Parent Company

Alibaba Amap Map/LBS Alibaba

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

AMAP autonavi API Map/LBS Alibaba

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2500For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=video.like
https://lbs.amap.com/
https://play.google.com
https://www.appsflyer.com/
https://lbs.amap.com/
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https://developers.facebook.com/docs/android


video.like: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Weibo Social Network Sina Weibo
(Table Continues)
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https://github.com/zxing/zxing
http://developer.huawei.com/
http://weibo.com/


video.like: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

RxJava Retrofit Development Aid RxJava Retrofit
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https://connect.qq.com
https://open.weixin.qq.com/
https://dev.mi.com/console/appservice/push.html
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https://github.com/ACRA/acra
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F.3.381.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2501

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.

2501For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.381.3 Data Transmissions During testing, we observed the following types of user in-
formation2502 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

inapps.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2503

2502We define “user information” in Section 3.
2503https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2394F-2394
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F.3.382 Connect for Hotmail & Outlook: Mail and Calendar

Testing Details

App Name: Connect for Hotmail & Outlook: Mail and Calen-
dar

Package Name: com.connectivityapps.hotmail
App Developer: Connectivity Apps
Version: 5.3.5 (37)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.382.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2504

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon AWS Development Aid Amazon

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

getui Advertisement getui
Mobile Analytics
Push Notifications

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

(Table Continues)

2504For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.connectivityapps.hotmail
https://play.google.com/store/apps/details?id=com.connectivityapps.hotmail
https://developers.facebook.com/docs/android
http://mvnrepository.com/artifact/com.amazonaws
https://www.appsflyer.com/
http://www.getui.com/cn/index.html
https://developers.facebook.com
https://flurry.com


com.connectivityapps.hotmail: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://integralads.com
http://www.millennialmedia.com/
https://moat.com/analytics
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http://hockeyapp.net
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F.3.382.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2505

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2505For an explanation of dangerous permissions, see Section 4.3.
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F.3.382.3 Data Transmissions During testing, we observed the following types of user in-
formation2506 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk.hockeyapp.net (Microsoft) Android ID
t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2507

2506We define “user information” in Section 3.
2507https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.383 Podcast Republic - Podcast Player & Radio App

Testing Details

App Name: Podcast Republic - Podcast Player & Radio App
Package Name: com.itunestoppodcastplayer.app
App Developer: Podcast Republic
Version: 20.5.11R (210995)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.383.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2508

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
2508For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.itunestoppodcastplayer.app
https://github.com/bumptech/glide/
http://fasterxml.com/
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
http://firebase.com


com.itunestoppodcastplayer.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

YouTube Android Player API Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Parse.com Mobile Analytics Parse
Development Aid

Jsoup Development Aid Jsoup
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https://developers.google.com/youtube/android/player/
https://integralads.com
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http://www.mopub.com
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http://jsoup.org/


F.3.383.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2509

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2509For an explanation of dangerous permissions, see Section 4.3.
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F.3.383.3 Data Transmissions During testing, we observed the following types of user in-
formation2510 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2511

2510We define “user information” in Section 3.
2511https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.384 Arknights

Testing Details

App Name: Arknights
Package Name: com.YoStarEN.Arknights
App Developer: Yostar Limited.
Version: 0.8.14 (39)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.384.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2512

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Aliyun Development Aid Alibaba Cloud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2512For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.YoStarEN.Arknights
https://www.adjust.com/
https://developers.facebook.com
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com.YoStarEN.Arknights: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

TendDaTa Mobile Analytics TalkingData

TalkingData Mobile Analytics TalkingData

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
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F.3.384.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2513

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2513For an explanation of dangerous permissions, see Section 4.3.
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F.3.384.3 Data Transmissions During testing, we observed the following types of user in-
formation2514 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2515

2514We define “user information” in Section 3.
2515https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.385 Nonogram.com - Picture cross puzzle game

Testing Details

App Name: Nonogram.com - Picture cross puzzle game
Package Name: com.easybrain.nonogram
App Developer: Easybrain
Version: 2.1.0 (21012)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.385.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2516

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Fyber Advertisement Fyber

(Table Continues)
2516For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easybrain.nonogram
https://developers.facebook.com/docs/android
https://www.adjust.com/
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com.easybrain.nonogram: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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com.easybrain.nonogram: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

PubNative Advertisement PubNative

Fmod Game Engine Firelight Technologies
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https://www.verizon.com/
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F.3.385.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2517

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2517For an explanation of dangerous permissions, see Section 4.3.
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F.3.385.3 Data Transmissions During testing, we observed the following types of user in-
formation2518 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-nonogram-android.easybrain.com
(Easybrain)

AAID

app.adjust.com (Adjust) AAID
api-us.appodealx.com (Appodeal) AAID
ads.api.vungle.com (Vungle) AAID
api.appodealx.com (Appodeal) AAID
ads.mopub.com (Twitter) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
www.facebook.com (Facebook) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

api.vungle.com (Vungle) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

backend.pubnative.net (Media and Games
Invest)

AAID

graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2519

2518We define “user information” in Section 3.
2519https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.386 Power Shade: Notification Panel & Quick Settings

Testing Details

App Name: Power Shade: Notification Panel & Quick Settings
Package Name: com.treydev.pns
App Developer: Treydev Inc
Version: 15.71 (1571000)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.386.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2520

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

2520For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2412F-2412

https://play.google.com/store/apps/details?id=com.treydev.pns
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.386.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2521

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2521For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.386.3 Data Transmissions During testing, we observed the following types of user in-
formation2522 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2523

2522We define “user information” in Section 3.
2523https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.387 GMX - Mail & Cloud

Testing Details

App Name: GMX - Mail & Cloud
Package Name: de.gmx.mobile.android.mail
App Developer: GMX
Version: 6.14.3 (404258)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.387.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2524

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2524For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=de.gmx.mobile.android.mail
https://github.com/bumptech/glide/
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


de.gmx.mobile.android.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

INFOnline Mobile Analytics InfOnline

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

QihooPP Framework Development Frame-
work

Qihoo 360

Mobile Analytics
Cybersecurity

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

XML Pull Development Aid XML Pull
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https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/square/picasso
https://www.infonline.de
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
https://hc.apache.org/
http://james.apache.org
http://www.bouncycastle.org/java.html
http://dev.360.cn
http://jsoup.org/
http://www.slf4j.org/
http://www.dnsjava.org/
http://www.xmlpull.org/


F.3.387.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2525

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2525For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.387.3 Data Transmissions During testing, we observed the following types of user in-
formation2526 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cats-mobile.ui-portal.de (United Internet Me-
dia)

Android ID

de.ioam.de (Infonline) AAID
config.ioam.de (Infonline) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2527

2526We define “user information” in Section 3.
2527https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.388 Zoho Mail - Email and Calendar

Testing Details

App Name: Zoho Mail - Email and Calendar
Package Name: com.zoho.mail
App Developer: Zoho Corporation
Version: 2.4.15.3 (101)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.388.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2528

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2528For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2419F-2419

https://play.google.com/store/apps/details?id=com.zoho.mail
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.zoho.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation
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https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/


F.3.388.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2529

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2529For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.388.3 Data Transmissions During testing, we observed the following types of user in-
formation2530 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

jproxy.zoho.com (Zoho) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2531

2530We define “user information” in Section 3.
2531https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.389 Notch Notifications for MIUI

Testing Details

App Name: Notch Notifications for MIUI
Package Name: zanini.andrea.notchtest
App Developer: Andrea Zanini
Version: 2.0.1568 (1568)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.389.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2532

SDK Purpose Parent Company

Android Support v4 Development Aid Google

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2532For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=zanini.andrea.notchtest
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


zanini.andrea.notchtest: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

www.appcensus.io F-2424F-2424



F.3.389.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2533

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2533For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2425F-2425

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.389.3 Data Transmissions During testing, we observed the following types of user in-
formation2534 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2535

2534We define “user information” in Section 3.
2535https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.390 Yahoo Fantasy Sports - #1 Rated Fantasy App

Testing Details

App Name: Yahoo Fantasy Sports - #1 Rated Fantasy App
Package Name: com.yahoo.mobile.client.android.fantasyfootball
App Developer: Yahoo
Version: 10.17.2 (1300015063)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.390.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2536

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

2536For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.yahoo.mobile.client.android.fantasyfootball
https://github.com/bumptech/glide/
https://www.comscore.com/
https://developers.facebook.com
http://fasterxml.com/
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.yahoo.mobile.client.android.fantasyfootball: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

db4o Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://github.com/google/guava
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/mohataher/db4o-android
http://www.joda.org/joda-time/


F.3.390.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2537

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2537For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.390.3 Data Transmissions During testing, we observed the following types of user in-
formation2538 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onepush.query.yahoo.com (Verizon) Android ID
m.yap.yahoo.com (Verizon) AAID Android ID
secure-dcr.imrworldwide.com (Nielsen) AAID
geo.yahoo.com (Verizon) AAID Android ID
guce.oath.com (Verizon) AAID Android ID
analytics.query.yahoo.com (Verizon) AAID
sb.scorecardresearch.com (comScore) AAID
sdk.imrworldwide.com (Nielsen) AAID
data.flurry.com (Verizon) AAID Android ID
bats.video.yahoo.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2539

2538We define “user information” in Section 3.
2539https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.391 hipages for Business - Get & Manage Jobs

Testing Details

App Name: hipages for Business - Get & Manage Jobs
Package Name: com.hip.tradie.android
App Developer: Hipages Group
Version: 3.12.20 (385)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.391.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2540

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Dynatrace Mobile Analytics Compuware
Development Aid

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2540For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hip.tradie.android
http://www.mono-project.com/
http://try.crashlytics.com
https://www.dynatrace.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.hip.tradie.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Snowplow Mobile Analytics Snowplow Analytics

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

HockeyApp Mobile Analytics Microsoft

SLF4J Development Aid SLF4J
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https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://snowplowanalytics.com/
https://github.com/square/picasso
https://branch.io/
http://hockeyapp.net
http://www.slf4j.org/


F.3.391.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2541

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2541For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.391.3 Data Transmissions During testing, we observed the following types of user in-
formation2542 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sp.hipages.com.au (hipages) AAID
api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2543

2542We define “user information” in Section 3.
2543https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.392 Cleaner For Android :Phone Booster & RAM Optimizer

Testing Details

App Name: Cleaner For Android :Phone Booster & RAM Opti-
mizer

Package Name: com.systweak.systemoptimizer
App Developer: SYSTWEAK SOFTWARE PRIVATE LIMITED
Version: 7.9.9.31 (50)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.392.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2544

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
2544For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.systweak.systemoptimizer
https://play.google.com/store/apps/details?id=com.systweak.systemoptimizer
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.systweak.systemoptimizer: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

Card Library Utility Card Library

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

hamcrest Development Aid Hamcrest

Jsoup Development Aid Jsoup

jUnit Java Unit Test Development Aid JUnit Team

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
https://github.com/gabrielemariotti/cardslib
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://www.bouncycastle.org/java.html
http://hamcrest.org/
http://jsoup.org/
http://junit.org/
http://kobjects.org
http://ksoap2.sourceforge.net/
http://www.kxml.org/
http://www.xmlpull.org/


F.3.392.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2545

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2545For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.392.3 Data Transmissions During testing, we observed the following types of user in-
formation2546 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

167.172.155.182 (Unknown) AAID
www.systweak.com (Systweak Software) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2547

2546We define “user information” in Section 3.
2547https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.393 SelfWealth

Testing Details

App Name: SelfWealth
Package Name: au.com.selfwealth.mobile
App Developer: SelfWealth Limited
Version: 1.0.81 (81)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.393.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2548

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

(Table Continues)

2548For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.selfwealth.mobile
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/


au.com.selfwealth.mobile: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation
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https://cordova.apache.org/


F.3.393.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2549

Permission Description Used

No dangerous permissions were requested by the app.

2549For an explanation of dangerous permissions, see Section 4.3.
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F.3.393.3 Data Transmissions During testing, we observed the following types of user in-
formation2550 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2551

2550We define “user information” in Section 3.
2551https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.394 Boxer - Workspace ONE

Testing Details

App Name: Boxer - Workspace ONE
Package Name: com.boxer.email
App Developer: Boxer
Version: 5.17.0.3 (1612)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.394.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2552

SDK Purpose Parent Company

Joda Time Development Aid Stephen Colebourne

Volley HTTP library Development Aid Google
Networking

Apache Common Development Aid The Apache Software
Foundation

HttpClient Android repackage buildscript Development Aid Marek Sebera

Fasterxml Utility FasterXML

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
2552For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.boxer.email
http://www.joda.org/joda-time/
https://developer.android.com/training/volley/index.html
https://commons.apache.org/
https://github.com/smarek/httpclient-android
http://fasterxml.com/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.boxer.email: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MixPanel Mobile Analytics Mixpanel

UserVoice Android SDK Utility UserVoice

Android Viewpagerindicator Widget Development Aid Jake Wharton

DATE4J Development Aid DATE4J

Google GData Development Aid Google

JavaX Annotation API Utility JavaX Annotation API

Zip4j Development Aid Srikanth Lingala

Signpost Oauth Development Aid Google

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework

Spongy Castle Development Aid Spongy Castle

Dnsjava Development Aid XBill
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https://github.com/google/guava
http://firebase.com
https://github.com/google/gson
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F.3.394.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2553

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2553For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2445F-2445

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.394.3 Data Transmissions During testing, we observed the following types of user in-
formation2554 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

eventproxy.na1.data.vmwservices.com
(Dell)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2555

2554We define “user information” in Section 3.
2555https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.395 AppLock - Fingerprint

Testing Details

App Name: AppLock - Fingerprint
Package Name: com.sp.protector.free
App Developer: SpSoft
Version: 7.5.2 (194)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.395.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2556

SDK Purpose Parent Company

Cauly Advertisement Cauly

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
2556For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sp.protector.free
https://www.cauly.net
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
http://firebase.com


com.sp.protector.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Sun Mail.jar Development Aid Oracle

JavaBeans Activation Framework (JAF) Utility JavaBeans Activation
Framework (JAF)

JavaMail API Utility JavaMail API

Apache Harmony Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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http://www.oracle.com/technetwork/java/javase/jaf-135115.html
http://www.oracle.com/technetwork/java/javamail/index.html
https://harmony.apache.org/
https://hc.apache.org/


F.3.395.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2557

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2557For an explanation of dangerous permissions, see Section 4.3.
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F.3.395.3 Data Transmissions During testing, we observed the following types of user in-
formation2558 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

spsoftmobile.com (Spsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2559

2558We define “user information” in Section 3.
2559https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.396 Kiwi Browser - Fast & Quiet

Testing Details

App Name: Kiwi Browser - Fast & Quiet
Package Name: com.kiwibrowser.browser
App Developer: Geometry OU
Version: Quadea (159)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.396.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2560

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

2560For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kiwibrowser.browser
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava


F.3.396.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2561

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2561For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.396.3 Data Transmissions During testing, we observed the following types of user in-
formation2562 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2563

2562We define “user information” in Section 3.
2563https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.397 Forge of Empires

Testing Details

App Name: Forge of Empires
Package Name: com.innogames.foeandroid
App Developer: InnoGames GmbH
Version: 1.177.1 (446)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.397.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2564

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

2564For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.innogames.foeandroid
https://www.adjust.com/
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.innogames.foeandroid: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Loopj Development Aid James Smith

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://developer.huawei.com/
https://github.com/loopj/android-async-http
https://github.com/smarek/httpclient-android
http://www.cocos2d-x.org/


F.3.397.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2565

Permission Description Used

No dangerous permissions were requested by the app.

2565For an explanation of dangerous permissions, see Section 4.3.
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F.3.397.3 Data Transmissions During testing, we observed the following types of user in-
formation2566 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2567

2566We define “user information” in Section 3.
2567https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.398 Azur Lane

Testing Details

App Name: Azur Lane
Package Name: com.YoStarEN.AzurLane
App Developer: Yostar Limited.
Version: 3.1.15 (3115)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.398.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2568

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

2568For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.YoStarEN.AzurLane
https://www.adjust.com/
https://play.google.com
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com.YoStarEN.AzurLane: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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https://github.com/zxing/zxing
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F.3.398.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2569

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2569For an explanation of dangerous permissions, see Section 4.3.
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F.3.398.3 Data Transmissions During testing, we observed the following types of user in-
formation2570 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2571

2570We define “user information” in Section 3.
2571https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.399 TopBuzz News: Breaking, Local, Entertaining & FREE

Testing Details

App Name: TopBuzz News: Breaking, Local, Entertaining & FREE
Package Name: com.ss.android.article.master
App Developer: TopBuzz
Version: 10.1.7.02 (101702)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.399.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2572

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2572For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ss.android.article.master
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://github.com/bumptech/glide/
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https://developers.facebook.com
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com.ss.android.article.master: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

picasso Development Aid Square Inc.

Apache Http Development Aid The Apache Software
Foundation

Json org Development Aid Json org

RxJava Retrofit Development Aid RxJava Retrofit
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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F.3.399.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2573

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2573For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.399.3 Data Transmissions During testing, we observed the following types of user in-
formation2574 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
reports.crashlytics.com (Google) AAID Android ID
isub.isnssdk.com (Unknown) AAID Android ID
dm.isnssdk.com (Unknown) AAID Android ID
ichannel-tb.isnssdk.com (Unknown) AAID Android ID
i16-tb.isnssdk.com (Unknown) AAID Android ID GPS Location

Coarse Location
api2.musical.ly (TikTok) AAID Android ID
dm.toutiao.com (Toutiao) AAID Android ID
settings.crashlytics.com (Google) AAID Android ID
ichannel.isnssdk.com (Unknown) AAID Android ID
isub-tb.isnssdk.com (Unknown) AAID Android ID
log-tb.isnssdk.com (Unknown) AAID Android ID
log.isnssdk.com (Unknown) AAID Android ID
h5.isnssdk.com (Unknown) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2575

2574We define “user information” in Section 3.
2575https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.400 Spoilers Blocker

Testing Details

App Name: Spoilers Blocker
Package Name: com.invariantlabs.spoilers
App Developer: Invariant Labs
Version: 1.0.6 (7)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.400.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2576

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

PrettyTime Development Aid OCPsoft

2576For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.invariantlabs.spoilers
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/ocpsoft/prettytime


F.3.400.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2577

Permission Description Used

No dangerous permissions were requested by the app.

2577For an explanation of dangerous permissions, see Section 4.3.
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F.3.400.3 Data Transmissions During testing, we observed the following types of user in-
formation2578 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2579

2578We define “user information” in Section 3.
2579https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.401 Summoners War

Testing Details

App Name: Summoners War
Package Name: com.com2us.smon.normal.freefull.google.kr.android.common
App Developer: Com2uS
Version: 5.3.3 (53300)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.401.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2580

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Alipay Payment Alipay

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

2580For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.com2us.smon.normal.freefull.google.kr.android.common
https://www.adjust.com/
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com.com2us.smon.normal.freefull.google.kr.android.common: Detected SDKs (Contin-
ued)

SDK Purpose Parent Company

Mobile Analytics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

YouTube Android Player API Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Singular Mobile Analytics Singular

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

tencent weixin Open(Share) Social Network tencent weixin
Open(Share)

EventBus Development Aid greenrobot /Markus
Junginger

OKHttp3.0 Development Aid Square

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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F.3.401.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2581

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2581For an explanation of dangerous permissions, see Section 4.3.
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F.3.401.3 Data Transmissions During testing, we observed the following types of user in-
formation2582 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-api-v1.singular.net (Singular) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2583

2582We define “user information” in Section 3.
2583https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.402 The Courier-Mail

Testing Details

App Name: The Courier-Mail
Package Name: com.newscorp.couriermail
App Developer: NDM
Version: 7.25.0 (171)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.402.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2584

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2584For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.newscorp.couriermail
https://auth0.com/docs/quickstart/native/android/getting-started
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.newscorp.couriermail: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Salesforce Marketing Cloud Advertisement Salesforce

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
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F.3.402.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2585

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2585For an explanation of dangerous permissions, see Section 4.3.
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F.3.402.3 Data Transmissions During testing, we observed the following types of user in-
formation2586 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
settings.crashlytics.com (Google) AAID Android ID
mcxtbj1w13dt86c7vs6j-
6j2w9zm.device.marketingcloudapis.com
(Salesforce)

GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2587

2586We define “user information” in Section 3.
2587https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.403 Sync for reddit

Testing Details

App Name: Sync for reddit
Package Name: com.laurencedawson.reddit_sync
App Developer: Red Apps LTD
Version: 19.0.3 (866)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.403.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2588

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2588For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.laurencedawson.reddit_sync
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.laurencedawson.reddit_sync: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

AspectJ Development Aid AspectJ

www.appcensus.io F-2478F-2478

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://commons.apache.org/
http://jsoup.org/
https://eclipse.org/aspectj/


F.3.403.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2589

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2589For an explanation of dangerous permissions, see Section 4.3.
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F.3.403.3 Data Transmissions During testing, we observed the following types of user in-
formation2590 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tr-asia.adsmoloco.com (Moloco) AAID
impression-east.liftoff.io (Liftoff) AAID
s.amazon-adsystem.com (Amazon) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

ads.mopub.com (Twitter) AAID
mads.amazon-adsystem.com (Amazon) AAID
view.adjust.com (Adjust) AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2591

2590We define “user information” in Section 3.
2591https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.404 Handcent Next SMS (Best texting with MMS,stickers)

Testing Details

App Name: Handcent Next SMS (Best texting with
MMS,stickers)

Package Name: com.handcent.app.nextsms
App Developer: Handcent
Version: 8.9.6.4 (40809609)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.404.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2592

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

2592For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.handcent.app.nextsms
https://play.google.com/store/apps/details?id=com.handcent.app.nextsms
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.handcent.app.nextsms: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

MoPub Advertisement Twitter

PayPal Payment PayPal

picasso Development Aid Square Inc.

Apache Harmony Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Smack Utility igniterealtime.org

Smack Extensions Development Aid igniterealtime.org

Mozilla Rhino Development Aid Mozilla
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https://github.com/google/gson
https://integralads.com
http://www.mopub.com
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://github.com/square/picasso
https://harmony.apache.org/
https://hc.apache.org/
http://james.apache.org
https://mvnrepository.com/artifact/jivesoftware/smack
https://mvnrepository.com/artifact/jivesoftware/smackx
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino


F.3.404.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2593

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_SMS Allows an application to read SMS messages.
READ_CONTACTS Allows an application to read the user’s contacts data.

2593For an explanation of dangerous permissions, see Section 4.3.
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F.3.404.3 Data Transmissions During testing, we observed the following types of user in-
formation2594 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

76.164.219.42 (Unknown) Android ID IMEI IMSI
mobile.measurelib.com (Unknown) Android ID BT Name WiFi MAC

WiFi SSID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2595

2594We define “user information” in Section 3.
2595https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.405 Virus Cleaner - Antivirus Free & Phone Cleaner

Testing Details

App Name: Virus Cleaner - Antivirus Free & Phone Cleaner
Package Name: phone.antivirus.virus.cleaner.junk.clean.speed.booster.master
App Developer: Super Cleaner Studio
Version: 1.1.10 (23)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.405.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2596

SDK Purpose Parent Company

No known SDKs were detected within the app.

2596For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=phone.antivirus.virus.cleaner.junk.clean.speed.booster.master


F.3.405.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2597

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2597For an explanation of dangerous permissions, see Section 4.3.
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F.3.405.3 Data Transmissions During testing, we observed the following types of user in-
formation2598 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2599

2598We define “user information” in Section 3.
2599https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.406 theScore: Live Sports Scores, News, Stats & Videos

Testing Details

App Name: theScore: Live Sports Scores, News, Stats & Videos
Package Name: com.fivemobile.thescore
App Developer: theScore, Inc.
Version: 20.8.0 (20080)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.406.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2600

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Google Admob Advertisement Google

Amazon Advertisement Advertisement Amazon

Amplitude Mobile Analytics Amplitude

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

(Table Continues)

2600For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fivemobile.thescore
https://developers.facebook.com/docs/android
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://www.google.com/admob/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
http://www.amplitude.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/


com.fivemobile.thescore: Detected SDKs (Continued)

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Esoteric Software 2D Development Aid Esoteric Software

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
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https://github.com/bumptech/glide/
https://www.comscore.com/
http://try.crashlytics.com
https://github.com/EsotericSoftware
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.fivemobile.thescore: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Disk LRU Cache Development Aid Jake Wharton

Krux Mobile Analytics Salesforce

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

OpenX Advertisement OpenX

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

Verve Advertisement Axel Springer

EventBus Development Aid greenrobot /Markus
Junginger

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)
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https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
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https://www.openx.com/
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https://www.verve.com
https://github.com/greenrobot/EventBus
https://branch.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar


com.fivemobile.thescore: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J

SnakeYAML Development Aid SnakeYAML

Teads Advertisement Teads
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https://commons.apache.org/
http://www.slf4j.org/
https://bitbucket.org/asomov/snakeyaml
https://www.teads.tv


F.3.406.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2601

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2601For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.406.3 Data Transmissions During testing, we observed the following types of user in-
formation2602 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID
impression.appsflyer.com (AppsFlyer) AAID
tr-asia.adsmoloco.com (Moloco) AAID
sb.scorecardresearch.com (comScore) AAID
r.teads.tv (Teads) AAID
consumer.krxd.net (Salesforce) AAID
api2.branch.io (Branch Metrics) AAID Android ID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

api.amplitude.com (Amplitude) AAID GPS Location
Coarse Location

analytics-tracker.thescore.com (theScore) AAID GPS Location
Coarse Location

cdn.krxd.net (PerfectPrivacy) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2603

2602We define “user information” in Section 3.
2603https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.407 BaconReader for Reddit

Testing Details

App Name: BaconReader for Reddit
Package Name: com.onelouder.baconreader
App Developer: OneLouder Apps
Version: 5.7.0 (123)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.407.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2604

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

(Table Continues)

2604For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.onelouder.baconreader
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/bumptech/glide/
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https://developers.facebook.com
https://flurry.com
https://www.fyber.com/


com.onelouder.baconreader: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

(Table Continues)
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https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
http://inner-active.com/
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/


com.onelouder.baconreader: Detected SDKs (Continued)

SDK Purpose Parent Company

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Jackson Json-processor Utility The Codehaus

RxJava Retrofit Development Aid RxJava Retrofit
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https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
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F.3.407.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2605

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

2605For an explanation of dangerous permissions, see Section 4.3.
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F.3.407.3 Data Transmissions During testing, we observed the following types of user in-
formation2606 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-android.ad.smaato.net (Smaato) AAID
impression-east.liftoff.io (Liftoff) AAID
ads.mopub.com (Twitter) AAID
data.flurry.com (Verizon) AAID Android ID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

view.adjust.com (Adjust) AAID
wv.inner-active.mobi (Fyber) AAID
topapps-func.pinsightmedia.com (InMobi) AAID Android ID
www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
mpx.mopub.com (Twitter) AAID
tr-asia.adsmoloco.com (Moloco) AAID
s.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2607

2606We define “user information” in Section 3.
2607https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.408 CR Program Archive

Testing Details

App Name: CR Program Archive
Package Name: com.cri.archive
App Developer: Commercial Radio Productions Ltd
Version: 1.3.5 (49)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.408.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2608

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Amazon AWS Development Aid Amazon

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

2608For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cri.archive
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.cri.archive: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J

www.appcensus.io F-2500F-2500

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://www.slf4j.org/


F.3.408.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2609

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

ACCESS_FINE_LOCATION Allows an app to access precise location.

2609For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.408.3 Data Transmissions During testing, we observed the following types of user in-
formation2610 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2611

2610We define “user information” in Section 3.
2611https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.409 CNBC: Breaking Business News & Live Market Data

Testing Details

App Name: CNBC: Breaking Business News & Live Market Data
Package Name: com.cnbc.client
App Developer: NBCUniversal Media, LLC
Version: 3.8.1 (4621)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.409.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2612

SDK Purpose Parent Company

Apptentive Mobile Analytics Apptentive

Glide Development Aid Bump Technologies

Carnival Mobile Analytics Campaign Monitor

comscore Mobile Analytics Comscore

Fasterxml Utility FasterXML

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
2612For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cnbc.client
https://www.apptentive.com/
https://github.com/bumptech/glide/
http://carnival.io/
https://www.comscore.com/
http://fasterxml.com/
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.cnbc.client: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Kochava Mobile Analytics Kochava

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Nielsen Mobile Analytics Nielsen

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

Apache Common Development Aid The Apache Software
Foundation

Json org Development Aid Json org

simple framework Development Aid simple framework

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-2504F-2504

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.kochava.com/
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://moat.com/analytics
https://newrelic.com/
http://www.newrelic.com
https://www.nielsen.com
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://www.urbanairship.com/
https://commons.apache.org/
http://www.json.org/
http://www.simpleframework.org/
https://github.com/square/retrofit


F.3.409.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2613

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2613For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.409.3 Data Transmissions During testing, we observed the following types of user in-
formation2614 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

b.scorecardresearch.com (comScore) AAID Android ID
nbcume.sc.omtrdc.net (Adobe) AAID
control.kochava.com (Kochava) AAID Android ID WiFi BSSID

WiFi SSID
api.apptentive.com (Apptentive) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2615

2614We define “user information” in Section 3.
2615https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.410 Fast Typing Keyboard

Testing Details

App Name: Fast Typing Keyboard
Package Name: com.jb.gokeyboard.theme.timssfasttypingkeyboard
App Developer: Launcher 2020 - Themes & Keyboard Apps
Version: 1.275.18.131 (131)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.410.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2616

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2616For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.jb.gokeyboard.theme.timssfasttypingkeyboard
https://developers.facebook.com/docs/android
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.jb.gokeyboard.theme.timssfasttypingkeyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)

www.appcensus.io F-2508F-2508

http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar


com.jb.gokeyboard.theme.timssfasttypingkeyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

getui Advertisement getui
Mobile Analytics
Push Notifications

www.appcensus.io F-2509F-2509

https://hc.apache.org/
http://www.getui.com/cn/index.html


F.3.410.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2617

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2617For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2510F-2510

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.410.3 Data Transmissions During testing, we observed the following types of user in-
formation2618 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2619

2618We define “user information” in Section 3.
2619https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2511F-2511

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.411 Swarachakra Tamil Keyboard

Testing Details

App Name: Swarachakra Tamil Keyboard
Package Name: iit.android.swarachakraTamil
App Developer: Swarachakra Team, IDC, IIT Bombay
Version: 2.01 (20)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.411.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2620

SDK Purpose Parent Company

No known SDKs were detected within the app.

2620For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2512F-2512

https://play.google.com/store/apps/details?id=iit.android.swarachakraTamil


F.3.411.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2621

Permission Description Used

No dangerous permissions were requested by the app.

2621For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.411.3 Data Transmissions During testing, we observed the following types of user in-
formation2622 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2623

2622We define “user information” in Section 3.
2623https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2514F-2514

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.412 Dolphin Jetpack - Fast & Flash

Testing Details

App Name: Dolphin Jetpack - Fast & Flash
Package Name: com.dolphin.browser.engine
App Developer: Dolphin Browser
Version: 7.3.1 (210)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.412.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2624

SDK Purpose Parent Company

No known SDKs were detected within the app.

2624For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.dolphin.browser.engine


F.3.412.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2625

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2625For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.412.3 Data Transmissions During testing, we observed the following types of user in-
formation2626 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

opsen.dolphin-browser.com (Dolphin
Browser)

Android ID

opsen.dolphin-browser.com (Dolphin
Browser)

Android ID

pnsen.dolphin-browser.com (Dolphin
Browser)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2627

2626We define “user information” in Section 3.
2627https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2517F-2517

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.413 R.L. Wallpapers Flashlight&Compass

Testing Details

App Name: R.L. Wallpapers Flashlight&Compass
Package Name: com.fla.wal.compas
App Developer: Dany iApp
Version: 1.1.0 (110)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.413.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2628

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2628For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.fla.wal.compas
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.fla.wal.compas: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com


com.fla.wal.compas: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation

www.appcensus.io F-2520F-2520

http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/
https://hc.apache.org/


F.3.413.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2629

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2629For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.413.3 Data Transmissions During testing, we observed the following types of user in-
formation2630 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2631

2630We define “user information” in Section 3.
2631https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.414 Action Launcher: Pixel Edition

Testing Details

App Name: Action Launcher: Pixel Edition
Package Name: com.actionlauncher.playstore
App Developer: Action Launcher
Version: 45.0 (45000500)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.414.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2632

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2632For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.actionlauncher.playstore
https://play.google.com
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.actionlauncher.playstore: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

picasso Development Aid Square Inc.

www.appcensus.io F-2524F-2524

https://github.com/google/gson
https://github.com/square/picasso


F.3.414.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2633

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2633For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.414.3 Data Transmissions During testing, we observed the following types of user in-
formation2634 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2635

2634We define “user information” in Section 3.
2635https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.415 News Home - Full Screen News Widget and Launcher

Testing Details

App Name: News Home - Full Screen News Widget and
Launcher

Package Name: com.myhomescreen.news
App Developer: Yobi Mobi
Version: 2.6.21 (3340)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.415.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2636

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2636For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.myhomescreen.news
https://play.google.com/store/apps/details?id=com.myhomescreen.news
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.myhomescreen.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)
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https://developers.facebook.com/docs/android
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com.myhomescreen.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

Taboola Advertisement Taboola

Verizon Development Aid Verizon

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

JavaMail API Utility JavaMail API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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F.3.415.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2637

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2637For an explanation of dangerous permissions, see Section 4.3.
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F.3.415.3 Data Transmissions During testing, we observed the following types of user in-
formation2638 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
tracker.rocketlauncher.mobi (Rocket
Launcher)

AAID

data.flurry.com (Verizon) AAID Android ID
adp-10080.rocketlauncher.mobi (Rocket
Launcher)

AAID

adp-10080.rocketlauncher.mobi (Rocket
Launcher)

AAID

t.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2639

2638We define “user information” in Section 3.
2639https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.416 Pedometer

Testing Details

App Name: Pedometer
Package Name: com.baidu.news.pedometer
App Developer: Bright Star Lab
Version: 1.1.1 (111)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.416.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2640

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2640For an explanation of SDKs, see Section 4.1.2.
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com.baidu.news.pedometer: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.baidu.news.pedometer: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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F.3.416.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2641

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2641For an explanation of dangerous permissions, see Section 4.3.
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F.3.416.3 Data Transmissions During testing, we observed the following types of user in-
formation2642 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sy-v1.presage.io (Ogury) AAID
res1.applovin.com (AppLovin) BT BSSID
pad-v3.presage.io (Ogury) AAID
p.presage.io (Ogury) AAID
graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID
pl-v2.presage.io (Ogury) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2643

2642We define “user information” in Section 3.
2643https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.417 Messenger app, Light All-in-One, Live Free Chat

Testing Details

App Name: Messenger app, Light All-in-One, Live Free Chat
Package Name: comm.essagechat.listing
App Developer: Palinka Apps
Version: 17.0 (17)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.417.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2644

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
2644For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=comm.essagechat.listing
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comm.essagechat.listing: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MoPub Advertisement Twitter

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

getui Advertisement getui
Mobile Analytics
Push Notifications

ZXing (’Zebra Crossing’) Development Aid ZXing Project
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F.3.417.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2645

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2645For an explanation of dangerous permissions, see Section 4.3.
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F.3.417.3 Data Transmissions During testing, we observed the following types of user in-
formation2646 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.onesignal.com (OneSignal) AAID
data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2647

2646We define “user information” in Section 3.
2647https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.418 IMVU - Game with 3D Avatars, Chat and Real Friends

Testing Details

App Name: IMVU - Game with 3D Avatars, Chat and Real
Friends

Package Name: com.imvu.mobilecordova
App Developer: IMVU, Inc.
Version: 5.3.2.50302006 (50302006)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.418.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2648

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2648For an explanation of SDKs, see Section 4.1.2.
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com.imvu.mobilecordova: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

(Table Continues)
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com.imvu.mobilecordova: Detected SDKs (Continued)

SDK Purpose Parent Company

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

LeanPlum Mobile Analytics Leanplum

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Vungle Advertisement Vungle
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F.3.418.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2649

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2649For an explanation of dangerous permissions, see Section 4.3.
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F.3.418.3 Data Transmissions During testing, we observed the following types of user in-
formation2650 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.leanplum.com (Leanplum) Android ID
graph.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2651

2650We define “user information” in Section 3.
2651https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.419 D Notes - Smart & Material - Notes, Lists & Photos

Testing Details

App Name: D Notes - Smart & Material - Notes, Lists & Photos
Package Name: com.dvdb.bergnotes
App Developer: Damian van den Berg
Version: 2.1.25 (40)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.419.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2652

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

DOV-E Payment DOV-E
Push Notifications

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
2652For an explanation of SDKs, see Section 4.1.2.
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com.dvdb.bergnotes: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation
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F.3.419.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2653

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
RECORD_AUDIO Allows an application to record audio.

2653For an explanation of dangerous permissions, see Section 4.3.
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F.3.419.3 Data Transmissions During testing, we observed the following types of user in-
formation2654 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2655

2654We define “user information” in Section 3.
2655https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.420 SmartNews: Local Breaking News

Testing Details

App Name: SmartNews: Local Breaking News
Package Name: jp.gocro.smartnews.android
App Developer: SmartNews, Inc.
Version: 7.7.0 (410)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.420.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2656

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

2656For an explanation of SDKs, see Section 4.1.2.
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jp.gocro.smartnews.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

MaterialProgressBar Development Aid MaterialProgressBar
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F.3.420.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2657

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2657For an explanation of dangerous permissions, see Section 4.3.
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F.3.420.3 Data Transmissions During testing, we observed the following types of user in-
formation2658 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
mpx.mopub.com (Twitter) AAID GPS Location

Coarse Location
www.smartnews.be (SmartNews) GPS Location Coarse Location
app.adjust.com (Adjust) AAID
impression-east.liftoff.io (Liftoff) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2659

2658We define “user information” in Section 3.
2659https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.421 Bigfoot - FREE in-game assistant for mobile player

Testing Details

App Name: Bigfoot - FREE in-game assistant for mobile player
Package Name: us.ozteam.bigfoot
App Developer: Oz Interactive
Version: 2.0.56.2000 (2002000372)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.421.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2660

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ISO Parser Development Aid CoreMedia

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2660For an explanation of SDKs, see Section 4.1.2.
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us.ozteam.bigfoot: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Bugly Mobile Analytics Tencent

Tencent Wechat Social Network Tencent

Zip4j Development Aid Srikanth Lingala

AspectJ Development Aid AspectJ
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F.3.421.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2661

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2661For an explanation of dangerous permissions, see Section 4.3.
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F.3.421.3 Data Transmissions During testing, we observed the following types of user in-
formation2662 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2663

2662We define “user information” in Section 3.
2663https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.422 Laban Key Go Tieng Viet

Testing Details

App Name: Laban Key Go Tieng Viet
Package Name: com.vng.inputmethod.labankey
App Developer: Zalo Group
Version: 20.4.2 (20040261)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.422.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2664

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

2664For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vng.inputmethod.labankey
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.vng.inputmethod.labankey: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

SLF4J Development Aid SLF4J

www.appcensus.io F-2559F-2559

https://www.doubleclickbygoogle.com/
http://firebase.com
https://integralads.com
http://www.slf4j.org/


F.3.422.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2665

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2665For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2560F-2560

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.422.3 Data Transmissions During testing, we observed the following types of user in-
formation2666 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

laban.vn (Laban) Android ID
ztevents.zaloapp.com (Zalo Group) AAID
centralized.zaloapp.com (Zalo Group) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2667

2666We define “user information” in Section 3.
2667https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.423 AppBlock - Stay Focused (Block Websites & Apps)

Testing Details

App Name: AppBlock - Stay Focused (Block Websites & Apps)
Package Name: cz.mobilesoft.appblock
App Developer: MobileSoft s.r.o.
Version: 4.3.10 (165)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.423.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2668

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)

2668For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=cz.mobilesoft.appblock
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/


cz.mobilesoft.appblock: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/square/picasso
https://commons.apache.org/


F.3.423.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2669

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.

2669For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.423.3 Data Transmissions During testing, we observed the following types of user in-
formation2670 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2671

2670We define “user information” in Section 3.
2671https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.424 Friendly for Facebook

Testing Details

App Name: Friendly for Facebook
Package Name: io.friendly
App Developer: Friendly App Studio
Version: 4.4.07 (1103)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.424.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2672

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2672For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=io.friendly
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
http://www.getui.com/cn/index.html
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


io.friendly: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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http://firebase.com
https://github.com/google/guava
https://github.com/google/protobuf
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://jsoup.org/


F.3.424.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2673

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2673For an explanation of dangerous permissions, see Section 4.3.
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F.3.424.3 Data Transmissions During testing, we observed the following types of user in-
formation2674 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2675

2674We define “user information” in Section 3.
2675https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.425 Splendid Live Wallpapers

Testing Details

App Name: Splendid Live Wallpapers
Package Name: com.my.new.wallpaper.lww
App Developer: Thomass Lab
Version: 1.1.1 (111)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.425.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2676

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2676For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.my.new.wallpaper.lww
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.my.new.wallpaper.lww: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com


com.my.new.wallpaper.lww: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/
https://hc.apache.org/


F.3.425.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2677

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2677For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.425.3 Data Transmissions During testing, we observed the following types of user in-
formation2678 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2679

2678We define “user information” in Section 3.
2679https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.426 NotifyBuddy - AMOLED Notification Light

Testing Details

App Name: NotifyBuddy - AMOLED Notification Light
Package Name: com.xander.android.notifybuddy
App Developer: XanderApps
Version: 1.81 (89)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.426.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2680

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2680For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.xander.android.notifybuddy
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.426.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2681

Permission Description Used

No dangerous permissions were requested by the app.

2681For an explanation of dangerous permissions, see Section 4.3.
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F.3.426.3 Data Transmissions During testing, we observed the following types of user in-
formation2682 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2683

2682We define “user information” in Section 3.
2683https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.427 Arabic keyboard: Arabic Language Keyboard

Testing Details

App Name: Arabic keyboard: Arabic Language Keyboard
Package Name: com.arabic.keyboard.arabic.language.keyboard.app
App Developer: Simple Keyboard, theme & emoji
Version: 1.3 (4)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.427.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2684

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Heyzap Development Aid Fyber

(Table Continues)

2684For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.arabic.keyboard.arabic.language.keyboard.app
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://www.heyzap.com


com.arabic.keyboard.arabic.language.keyboard.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Millennial Media Advertisement Verizon

Nexage SourceKit-MRAID(part of MillennialMedia) Advertisement Verizon

www.appcensus.io F-2579F-2579

http://www.nexage.com
http://nexage.com/


F.3.427.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2685

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2685For an explanation of dangerous permissions, see Section 4.3.
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F.3.427.3 Data Transmissions During testing, we observed the following types of user in-
formation2686 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2687

2686We define “user information” in Section 3.
2687https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.428 Call Free : Free Call & Free Text

Testing Details

App Name: Call Free : Free Call & Free Text
Package Name: call.free.international.phone.call
App Developer: Call Free, Caller ID, Call Recorder by Call Team
Version: 1.7.5 (175)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.428.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2688

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Tencent Wechat Social Network Tencent

AdColony Advertisement AdColony

AdSDK Advertisement MobFox

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

(Table Continues)

2688For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=call.free.international.phone.call
https://developers.facebook.com/docs/android
https://open.weixin.qq.com/
http://adcolony.com/
https://github.com/MeiCassieDong/test
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com


call.free.international.phone.call: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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https://flurry.com
https://www.fyber.com/
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson


call.free.international.phone.call: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Supersonic Ads Advertisement Ironsource

Supersonic MediationSDK(Abandoned) Advertisement Ironsource

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

EventBus Development Aid greenrobot /Markus
Junginger
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https://developers.google.com/international/
https://github.com/zxing/zxing
http://inner-active.com/
https://integralads.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://appmonet.com
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https://www.supersonic.com/
https://github.com/SupersonicAds/android-mediation-sdk
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/greenrobot/EventBus


F.3.428.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2689

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

2689For an explanation of dangerous permissions, see Section 4.3.
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F.3.428.3 Data Transmissions During testing, we observed the following types of user in-
formation2690 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID
ads.mopub.com (Twitter) AAID
data.flurry.com (Verizon) AAID Android ID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2691

2690We define “user information” in Section 3.
2691https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.429 Alarm Clock for Heavy Sleepers —Loud + Smart Math

Testing Details

App Name: Alarm Clock for Heavy Sleepers —Loud + Smart
Math

Package Name: com.amdroidalarmclock.amdroid
App Developer: AMdroid Alarm Clock - No more oversleep
Version: 4.9.2 (226)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.429.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2692

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Appodeal Ads Advertisement Appodeal

Appodeal Advertisement Appodeal

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
2692For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amdroidalarmclock.amdroid
https://play.google.com/store/apps/details?id=com.amdroidalarmclock.amdroid
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appodeal.com
https://www.appodeal.com
http://try.crashlytics.com
https://developers.facebook.com


com.amdroidalarmclock.amdroid: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Instabug Mobile Analytics Instabug

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

(Table Continues)
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https://target.my.com/


com.amdroidalarmclock.amdroid: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Tapjoy Advertisement Tapjoy

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

MaterialProgressBar Development Aid MaterialProgressBar
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https://github.com/square/picasso
http://www.startapp.com/
https://open.weixin.qq.com/
https://home.tapjoy.com/
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http://www.presage.io/
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F.3.429.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2693

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2693For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.429.3 Data Transmissions During testing, we observed the following types of user in-
formation2694 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2695

2694We define “user information” in Section 3.
2695https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.430 Bible Coloring - Paint by Number, Free Bible Games

Testing Details

App Name: Bible Coloring - Paint by Number, Free Bible Games
Package Name: holy.bible.biblegame.bibleverse.color.by.number.colorbynumber.paint.pixel.art
App Developer: iDailybread.org
Version: 2.1.5 (205)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.430.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2696

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement

(Table Continues)
2696For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=holy.bible.biblegame.bibleverse.color.by.number.colorbynumber.paint.pixel.art
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


holy.bible.biblegame.bibleverse.color.by.number.colorbynumber.paint.pixel.art: De-
tected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com


holy.bible.biblegame.bibleverse.color.by.number.colorbynumber.paint.pixel.art: De-
tected SDKs (Continued)

SDK Purpose Parent Company

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

MaterialProgressBar Development Aid MaterialProgressBar

Zip4j Development Aid Srikanth Lingala

Apache Common Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit
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https://integralads.com
http://www.ironsrc.com
https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
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F.3.430.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2697

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2697For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.430.3 Data Transmissions During testing, we observed the following types of user in-
formation2698 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tr-asia.adsmoloco.com (Moloco) AAID
graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

events.appsflyer.com (AppsFlyer) Android ID AAID
ads.mopub.com (Twitter) AAID
t.appsflyer.com (AppsFlyer) Android ID AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

view.adjust.com (Adjust) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2699

2698We define “user information” in Section 3.
2699https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.431 Covet Fashion - Dress Up Game

Testing Details

App Name: Covet Fashion - Dress Up Game
Package Name: com.crowdstar.covetfashion
App Developer: Crowdstar Inc
Version: 20.04.202 (2020050602)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.431.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2700

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Game Studios Game Engine Amazon

Amazon AWS Development Aid Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Auth SDK Development Aid Amazon

Amazon Analytics Mobile Analytics Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

(Table Continues)

2700For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.crowdstar.covetfashion
https://developers.facebook.com/docs/android
http://adcolony.com/
https://games.amazon.com/
http://mvnrepository.com/artifact/com.amazonaws
https://developer.amazon.com/in-app-purchasing
https://developer.amazon.com/public/apis/engage/login-with-amazon/docs/use_sdk_android.html
https://developer.amazon.com/public/apis/manage/analytics/docs/analytics-for-android-fire-os
https://play.google.com
https://developer.android.com/training/volley/index.html


com.crowdstar.covetfashion: Detected SDKs (Continued)

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

batch Mobile Analytics Batch

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

(Table Continues)
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http://www.mono-project.com/
https://www.applovin.com/
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
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com.crowdstar.covetfashion: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Jirbo Development Aid Jirbo
Advertisement

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Singular Mobile Analytics Singular

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
(Table Continues)
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https://github.com/google/gson
https://github.com/zxing/zxing
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com.crowdstar.covetfashion: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

SLF4J Development Aid SLF4J
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F.3.431.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2701

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2701For an explanation of dangerous permissions, see Section 4.3.
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F.3.431.3 Data Transmissions During testing, we observed the following types of user in-
formation2702 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

accel-game.covetfashion.com (Glu Mobile) AAID Android ID
pixlog.covetfashion.com (Glu Mobile) AAID
pix-rt.covetfashion.com (Glu Mobile) AAID
prod.geo.gluops.com (Glu Mobile) AAID
prd1.revid.centech.glulive.com (Unknown) AAID
kinesis.us-east-1.amazonaws.com (Un-
known)

AAID Android ID

graph.facebook.com (Facebook) AAID
prd1.session.centech.glulive.com (Unknown) AAID
sdk.iad-03.braze.com (Braze) AAID
api2.branch.io (Branch Metrics) AAID Android ID
crowdstar.helpshift.com (HelpShift) Android ID
prd1.personalization.centech.glulive.com
(Unknown)

AAID

sdk-api-v1.singular.net (Singular) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2703

2702We define “user information” in Section 3.
2703https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.432 Idle Army Base

Testing Details

App Name: Idle Army Base
Package Name: com.neonplay.casualidlearmybase
App Developer: Neon Play
Version: 1.10.2 (271)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.432.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2704

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2704For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.neonplay.casualidlearmybase
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
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https://www.applovin.com/
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com.neonplay.casualidlearmybase: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

Singular Mobile Analytics Singular

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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com.neonplay.casualidlearmybase: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.432.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2705

Permission Description Used

No dangerous permissions were requested by the app.

2705For an explanation of dangerous permissions, see Section 4.3.
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F.3.432.3 Data Transmissions During testing, we observed the following types of user in-
formation2706 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

outcome-cdn.supersonicads.com (Iron-
source)

AAID

www.facebook.com (Facebook) AAID
adc3-launch.adcolony.com (AdColony) AAID
wd.adcolony.com (AdColony) AAID
exceptions.singular.net (Singular) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

pm-gateway.supersonicads.com (Iron-
source)

AAID

api.gameanalytics.com (Mobvista) AAID Android ID
init.supersonicads.com (Ironsource) AAID
ws.tapjoyads.com (TapJoy) AAID
iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

rpc.tapjoy.com (TapJoy) AAID
sdk-api-v1.singular.net (Singular) AAID Android ID
placements.tapjoy.com (TapJoy) AAID
connect.tapjoy.com (TapJoy) AAID
setting.rayjump.com (Mobvista) AAID
analytics.rayjump.com (Mobvista) AAID
graph.facebook.com (Facebook) AAID
ads30.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2707

2706We define “user information” in Section 3.
2707https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.433 Battery Screen Saver - Customizable Daydream

Testing Details

App Name: Battery Screen Saver - Customizable Daydream
Package Name: com.zas.batteryscreensaver
App Developer: Zas
Version: 1.4.3.4 (16)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.433.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2708

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2708For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.zas.batteryscreensaver
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F.3.433.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2709

Permission Description Used

No dangerous permissions were requested by the app.

2709For an explanation of dangerous permissions, see Section 4.3.
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F.3.433.3 Data Transmissions During testing, we observed the following types of user in-
formation2710 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2711

2710We define “user information” in Section 3.
2711https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.434 Social Messenger: Free Mobile Calling, Live Chats

Testing Details

App Name: Social Messenger: Free Mobile Calling, Live Chats
Package Name: com.messagingnew.allinone
App Developer: CanAli
Version: 8.0 (83)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.434.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2712

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
2712For an explanation of SDKs, see Section 4.1.2.
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com.messagingnew.allinone: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

OneSignal Mobile Analytics OneSignal

getui Advertisement getui
Mobile Analytics
Push Notifications

ZXing (’Zebra Crossing’) Development Aid ZXing Project
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://onesignal.com/
http://www.getui.com/cn/index.html
https://github.com/zxing/zxing


F.3.434.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2713

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.

2713For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2613F-2613

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.434.3 Data Transmissions During testing, we observed the following types of user in-
formation2714 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
control.kochava.com (Kochava) AAID Android ID
app.adjust.com (Adjust) AAID
api.onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2715

2714We define “user information” in Section 3.
2715https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.435 POC Bible (Malayalam)

Testing Details

App Name: POC Bible (Malayalam)
Package Name: org.jesusyouth.poc.activity
App Developer: Jesus Youth
Version: 8.1 (9)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.435.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2716

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

MaterialProgressBar Development Aid MaterialProgressBar

2716For an explanation of SDKs, see Section 4.1.2.
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F.3.435.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2717

Permission Description Used

No dangerous permissions were requested by the app.

2717For an explanation of dangerous permissions, see Section 4.3.
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F.3.435.3 Data Transmissions During testing, we observed the following types of user in-
formation2718 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2719

2718We define “user information” in Section 3.
2719https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.436 Stuff.co.nz

Testing Details

App Name: Stuff.co.nz
Package Name: nz.co.stuff.android.news
App Developer: Stuff Limited
Version: 3.33.1 (946)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.436.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2720

SDK Purpose Parent Company

Omniture Mobile Analytics Adobe

Amazon AWS Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Brightcove Advertisement Brightcove

Chartbeat Mobile Analytics Chartbeat

comscore Mobile Analytics Comscore

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

(Table Continues)

2720For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=nz.co.stuff.android.news
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nz.co.stuff.android.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Gigya Mobile Analytics SAP

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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nz.co.stuff.android.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

OutBrain Advertisement Outbrain

PayPal Payment PayPal

SlidingMenu GUI Component SlidingMenu

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.436.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2721

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2721For an explanation of dangerous permissions, see Section 4.3.
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F.3.436.3 Data Transmissions During testing, we observed the following types of user in-
formation2722 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

socialize.us1.gigya.com (SAP) Android ID
fairfaxnz.d1.sc.omtrdc.net (Adobe) AAID
pixel.mathtag.com (MediaMath) AAID
fairfax.demdex.net (Adobe) AAID
odb.outbrain.com (Outbrain) AAID
data.flurry.com (Verizon) Android ID AAID
graph.facebook.com (Facebook) AAID
www.neighbourly.co.nz (neighbourly) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2723

2722We define “user information” in Section 3.
2723https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.437 Antimatter Dimensions

Testing Details

App Name: Antimatter Dimensions
Package Name: kajfosz.antimatterdimensions
App Developer: Jakub Kajfosz
Version: 2.23.1 (20230010)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.437.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2724

SDK Purpose Parent Company

Android Support v4 Development Aid Google

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2724For an explanation of SDKs, see Section 4.1.2.
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kajfosz.antimatterdimensions: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar
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F.3.437.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2725

Permission Description Used

No dangerous permissions were requested by the app.

2725For an explanation of dangerous permissions, see Section 4.3.
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F.3.437.3 Data Transmissions During testing, we observed the following types of user in-
formation2726 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2727

2726We define “user information” in Section 3.
2727https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.438 Auto- Athkar for muslims

Testing Details

App Name: Auto- Athkar for muslims
Package Name: com.revanen.athkar
App Developer: Kunooz.
Version: 8.5 (75)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.438.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2728

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

2728For an explanation of SDKs, see Section 4.1.2.
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com.revanen.athkar: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Loopj Development Aid James Smith

OkHttp Development Aid OkHttp

HttpClient Android repackage buildscript Development Aid Marek Sebera

JavaX Annotation API Utility JavaX Annotation API
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F.3.438.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2729

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2729For an explanation of dangerous permissions, see Section 4.3.
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F.3.438.3 Data Transmissions During testing, we observed the following types of user in-
formation2730 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID Android ID
e.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2731

2730We define “user information” in Section 3.
2731https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.439 BLEACH Brave Souls - 3D Action

Testing Details

App Name: BLEACH Brave Souls - 3D Action
Package Name: com.klab.bleach
App Developer: KLab
Version: 10.0.3 (143)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.439.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2732

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

2732For an explanation of SDKs, see Section 4.1.2.
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com.klab.bleach: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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F.3.439.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2733

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2733For an explanation of dangerous permissions, see Section 4.3.
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F.3.439.3 Data Transmissions During testing, we observed the following types of user in-
formation2734 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

game.bleach-bravesouls.com (KLab) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2735

2734We define “user information” in Section 3.
2735https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.440 Messenger for Messages,Video Chat,Call ID for Free

Testing Details

App Name: Messenger for Messages,Video Chat,Call ID for
Free

Package Name: messenger.chat.social.messenger.lite
App Developer: Messenger Pro : Free Texts & Messages by Appy-

High
Version: 1.4.7 (147)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.440.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2736

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

CallDorado Mobile Analytics Calldorado
User engagement

CleverTap Mobile Analytics CleverTap

Facebook Social Network Facebook
Advertisement

(Table Continues)
2736For an explanation of SDKs, see Section 4.1.2.
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messenger.chat.social.messenger.lite: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
(Table Continues)
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messenger.chat.social.messenger.lite: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

picasso Development Aid Square Inc.

Crashlytics Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

www.appcensus.io F-2638F-2638

https://github.com/square/picasso
http://try.crashlytics.com
https://github.com/zxing/zxing


F.3.440.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2737

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2737For an explanation of dangerous permissions, see Section 4.3.
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F.3.440.3 Data Transmissions During testing, we observed the following types of user in-
formation2738 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

in.cuebiq.com (Cuebiq) AAID
graph.facebook.com (Facebook) AAID
settings.crashlytics.com (Google) AAID Android ID
api.smartechmetrics.com (Unknown) GPS Location Coarse Location

AAID WiFi SSID WiFi BSSID
api.myendpoint.io (X-Mode) GPS Location Coarse Location

AAID WiFi SSID WiFi BSSID
wzrkt.com (CleverTap) GPS Location Coarse Location

AAID
www.facebook.com (Facebook) AAID
hail-reporting.tutelatechnologies.com
(Tutela)

GPS Location Coarse Location
AAID WiFi SSID WiFi BSSID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2739

2738We define “user information” in Section 3.
2739https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.441 Screen Time - Restrain yourself & parent control

Testing Details

App Name: Screen Time - Restrain yourself & parent control
Package Name: master.app.screentime
App Developer: IRIDIUM DUST LIMITED
Version: 2.2.1 (120201)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.441.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2740

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2740For an explanation of SDKs, see Section 4.1.2.
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F.3.441.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2741

Permission Description Used

No dangerous permissions were requested by the app.

2741For an explanation of dangerous permissions, see Section 4.3.
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F.3.441.3 Data Transmissions During testing, we observed the following types of user in-
formation2742 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2743

2742We define “user information” in Section 3.
2743https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.442 Scrabble® GO - New Word Game

Testing Details

App Name: Scrabble® GO - New Word Game
Package Name: com.pieyel.scrabble
App Developer: Scopely
Version: 1.22.0 (1220000175)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.442.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2744

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Bugsnag Mobile Analytics Bugsnag

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2744For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pieyel.scrabble
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.bugsnag.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.pieyel.scrabble: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
https://www.hyprmx.com
http://inmobi.com
http://inner-active.com/
http://www.ironsrc.com


com.pieyel.scrabble: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.442.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2745

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.

2745For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.442.3 Data Transmissions During testing, we observed the following types of user in-
formation2746 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

rpc.tapjoy.com (TapJoy) AAID
489a19fa-d831-4954-858d-
46436d5cdb20.register.collector.scopely.io
(Scopely)

Android ID AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
www.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
connect.tapjoy.com (TapJoy) AAID
placements.tapjoy.com (TapJoy) AAID
ws.tapjoyads.com (TapJoy) AAID
scopely.helpshift.com (HelpShift) Android ID
api.production.scrabble.withbuddies.com
(Scopely)

Android ID AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

489a19fa-d831-4954-858d-
46436d5cdb20.event.collector.scopely.io
(Scopely)

Android ID

graph.facebook.com (Facebook) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2747

2746We define “user information” in Section 3.
2747https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.443 Elixir 2 - Widgets

Testing Details

App Name: Elixir 2 - Widgets
Package Name: com.bartat.android.elixir.widget
App Developer: Tamás Barta
Version: 2.43.3 (104)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.443.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2748

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

JavaBeans(TM) Activation Framework Development Aid Oracle

(Table Continues)

2748For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bartat.android.elixir.widget
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp


com.bartat.android.elixir.widget: Detected SDKs (Continued)

SDK Purpose Parent Company

Sun Mail.jar Development Aid Oracle

JavaBeans Activation Framework (JAF) Utility JavaBeans Activation
Framework (JAF)

JavaMail API Utility JavaMail API

Apache Harmony Development Aid The Apache Software
Foundation
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http://www.oracle.com/technetwork/java/javase/jaf-135115.html
http://www.oracle.com/technetwork/java/javamail/index.html
https://harmony.apache.org/


F.3.443.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2749

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2749For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.443.3 Data Transmissions During testing, we observed the following types of user in-
formation2750 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2751

2750We define “user information” in Section 3.
2751https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.444 Phone Cleaner- Cache Clean, Android Booster Master

Testing Details

App Name: Phone Cleaner- Cache Clean, Android Booster
Master

Package Name: phone.cleaner.speed.booster.cache.clean.android.master
App Developer: Super Cleaner Studio
Version: 1.3.7 (46)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.444.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2752

SDK Purpose Parent Company

No known SDKs were detected within the app.

2752For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=phone.cleaner.speed.booster.cache.clean.android.master
https://play.google.com/store/apps/details?id=phone.cleaner.speed.booster.cache.clean.android.master


F.3.444.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2753

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2753For an explanation of dangerous permissions, see Section 4.3.
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F.3.444.3 Data Transmissions During testing, we observed the following types of user in-
formation2754 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2755

2754We define “user information” in Section 3.
2755https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.445 Digital Clock Widget

Testing Details

App Name: Digital Clock Widget
Package Name: com.maize.digitalClock
App Developer: Maize
Version: 3.0.3 (88)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.445.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2756

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)

2756For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.maize.digitalClock
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://integralads.com


com.maize.digitalClock: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter
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https://moat.com/analytics
http://www.mopub.com


F.3.445.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2757

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2757For an explanation of dangerous permissions, see Section 4.3.
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F.3.445.3 Data Transmissions During testing, we observed the following types of user in-
formation2758 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2759

2758We define “user information” in Section 3.
2759https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2659F-2659
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F.3.446 Powerful Flashlight

Testing Details

App Name: Powerful Flashlight
Package Name: com.meituan.ybw.flash
App Developer: SR Media Market
Version: 1.0.9 (109)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.446.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2760

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2760For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.meituan.ybw.flash
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.meituan.ybw.flash: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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https://github.com/
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com.meituan.ybw.flash: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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http://www.ironsrc.com
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F.3.446.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2761

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2761For an explanation of dangerous permissions, see Section 4.3.
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F.3.446.3 Data Transmissions During testing, we observed the following types of user in-
formation2762 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2763

2762We define “user information” in Section 3.
2763https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.447 Joey for Reddit

Testing Details

App Name: Joey for Reddit
Package Name: o.o.joey
App Developer: CodesForLiving
Version: 1.8.6.2 (294)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.447.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2764

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

ISO Parser Development Aid CoreMedia

Crashlytics Mobile Analytics Google

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)

2764For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=o.o.joey
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
http://try.crashlytics.com
https://github.com/nostra13/Android-Universal-Image-Loader
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o.o.joey: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

getui Advertisement getui
Mobile Analytics

(Table Continues)
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https://github.com/
https://www.google.com/ads/
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http://www.getui.com/cn/index.html


o.o.joey: Detected SDKs (Continued)

SDK Purpose Parent Company

Push Notifications

www.appcensus.io F-2667F-2667



F.3.447.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2765

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2765For an explanation of dangerous permissions, see Section 4.3.
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F.3.447.3 Data Transmissions During testing, we observed the following types of user in-
formation2766 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2767

2766We define “user information” in Section 3.
2767https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.448 SUDOKU - Free Games

Testing Details

App Name: SUDOKU - Free Games
Package Name: com.kraisoft.sudoku
App Developer: Kraisoft
Version: 1.1.512 (181)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.448.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2768

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2768For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kraisoft.sudoku
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F.3.448.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2769

Permission Description Used

No dangerous permissions were requested by the app.

2769For an explanation of dangerous permissions, see Section 4.3.
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F.3.448.3 Data Transmissions During testing, we observed the following types of user in-
formation2770 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2771

2770We define “user information” in Section 3.
2771https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.449 Universal Email App

Testing Details

App Name: Universal Email App
Package Name: park.hotm.email.app
App Developer: Craigpark Limited
Version: 11.13.1.29164 (29164)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.449.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2772

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2772For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=park.hotm.email.app
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https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
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park.hotm.email.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google API Client Libraries Development Frame-
work

Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Microsoft Appcenter Analytics Mobile Analytics Microsoft

(Table Continues)

www.appcensus.io F-2674F-2674

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
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park.hotm.email.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Microsoft Appcenter Crashes Mobile Analytics Microsoft

myTarget Advertisement My.com
Social Networking

myTracker Mobile Analytics My.com

Nine Old Androids Development Aid Nine Old Androids

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

DATE4J Development Aid DATE4J

JavaX Annotation API Utility JavaX Annotation API

JavaMail API Utility JavaMail API

HockeyApp Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

www.appcensus.io F-2675F-2675

https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://target.my.com/
https://tracker.my.com/
https://github.com/JakeWharton/NineOldAndroids
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp
http://www.date4j.net/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.oracle.com/technetwork/java/javamail/index.html
http://hockeyapp.net
https://commons.apache.org/
https://hc.apache.org/
http://jsoup.org/


F.3.449.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2773

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2773For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.449.3 Data Transmissions During testing, we observed the following types of user in-
formation2774 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID Android ID
aj-https.my.com (myTracker) AAID Android ID
www.facebook.com (Facebook) AAID
ad.mail.ru (Megafon) AAID Android ID
data.flurry.com (Verizon) AAID Android ID
analytics.query.yahoo.com (Verizon) AAID
tracker-api.my.com (myTracker) AAID Android ID WiFi MAC
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2775

2774We define “user information” in Section 3.
2775https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.450 YourHour - Phone Addiction Tracker & Controller

Testing Details

App Name: YourHour - Phone Addiction Tracker & Controller
Package Name: com.mindefy.phoneaddiction.mobilepe
App Developer: Mindefy Labs
Version: 1.9.164 (164)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.450.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2776

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

2776For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mindefy.phoneaddiction.mobilepe
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.mindefy.phoneaddiction.mobilepe: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

otto Development Aid Square

picasso Development Aid Square Inc.

www.appcensus.io F-2679F-2679

https://github.com/google/gson
http://square.github.io/otto/
https://github.com/square/picasso


F.3.450.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2777

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2777For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.450.3 Data Transmissions During testing, we observed the following types of user in-
formation2778 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2779

2778We define “user information” in Section 3.
2779https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.451 All Video Downloader - Save Social Media Videos

Testing Details

App Name: All Video Downloader - Save Social Media Videos
Package Name: com.m24apps.socialvideo
App Developer: m24apps
Version: 32.0 (32)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.451.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2780

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

CallDorado Mobile Analytics Calldorado
User engagement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2780For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.m24apps.socialvideo
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
http://calldorado.com
http://try.crashlytics.com
https://developers.facebook.com


com.m24apps.socialvideo: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.mopub.com
https://github.com/square/picasso
http://www.startapp.com/


com.m24apps.socialvideo: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Tencent Wechat Social Network Tencent

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

www.appcensus.io F-2684F-2684

https://open.weixin.qq.com/
https://commons.apache.org/
http://jsoup.org/


F.3.451.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2781

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2781For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2685F-2685

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.451.3 Data Transmissions During testing, we observed the following types of user in-
formation2782 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2783

2782We define “user information” in Section 3.
2783https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.452 Clean Fast Pro –a smart & fast way to clean phone

Testing Details

App Name: Clean Fast Pro –a smart & fast way to clean phone
Package Name: com.clean.booster.junk.faster.cooler
App Developer: Deepcleaner Tech
Version: 1.0.5 (5)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.452.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2784

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2784For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.clean.booster.junk.faster.cooler
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.clean.booster.junk.faster.cooler: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Roboguice Development Aid Square

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://github.com/roboguice/roboguice
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.452.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2785

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2785For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.452.3 Data Transmissions During testing, we observed the following types of user in-
formation2786 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2787

2786We define “user information” in Section 3.
2787https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2690F-2690

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.453 Firefox Preview

Testing Details

App Name: Firefox Preview
Package Name: org.mozilla.fenix
App Developer: Mozilla
Version: 5.0.0 (21212137)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.453.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2788

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2788For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.mozilla.fenix
https://www.adjust.com/
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


org.mozilla.fenix: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Disk LRU Cache Development Aid Jake Wharton

LeanPlum Mobile Analytics Leanplum

SLF4J Development Aid SLF4J

SnakeYAML Development Aid SnakeYAML

www.appcensus.io F-2692F-2692

https://github.com/google/guava
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/JakeWharton/DiskLruCache
https://www.leanplum.com/
http://www.slf4j.org/
https://bitbucket.org/asomov/snakeyaml


F.3.453.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2789

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
CAMERA Required to be able to access the camera device.

2789For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2693F-2693

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.453.3 Data Transmissions During testing, we observed the following types of user in-
formation2790 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2791

2790We define “user information” in Section 3.
2791https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2694F-2694

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.454 Simeji Japanese keyboard+Emoji

Testing Details

App Name: Simeji Japanese keyboard+Emoji
Package Name: com.adamrocker.android.input.simeji
App Developer: バイドゥ株式�社

Version: 14.5.2 (744)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.454.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2792

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Baidu APP SDK Development Aid Baidu

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
2792For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.adamrocker.android.input.simeji
https://play.google.com
https://www.appsflyer.com/
https://developer.baidu.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.adamrocker.android.input.simeji: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

OkHttp Development Aid OkHttp

Signpost Oauth Development Aid Google

www.appcensus.io F-2696F-2696

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/square/okhttp
https://code.google.com/p/oauth-signpost/


F.3.454.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2793

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

2793For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.454.3 Data Transmissions During testing, we observed the following types of user in-
formation2794 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID
launches.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
api.simeji.me (Baidu) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2795

2794We define “user information” in Section 3.
2795https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.455 Radio Mexico: Online Radio, Internet Radio

Testing Details

App Name: Radio Mexico: Online Radio, Internet Radio
Package Name: com.appmind.radios.mx
App Developer: AppMind - Radio FM, Radio Online, Music and

News
Version: 2.3.43 (1269)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.455.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2796

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

2796For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.appmind.radios.mx
https://developers.facebook.com/docs/android
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.appmind.radios.mx: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

GreenDao Development Aid greenrobot

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://inmobi.com
https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://github.com/greenrobot/greenDAO


com.appmind.radios.mx: Detected SDKs (Continued)

SDK Purpose Parent Company

Display Advertisement Display

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

www.appcensus.io F-2701F-2701

https://www.display.io/en/
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/


F.3.455.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2797

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2797For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.455.3 Data Transmissions During testing, we observed the following types of user in-
formation2798 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.wortise.com (Wortise) AAID
ssp.api.tappx.com (: Tappx) GPS Location Coarse Location

Android ID AAID
api2.mytuner.mobi (AppGeneration ) Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2799

2798We define “user information” in Section 3.
2799https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.456 Stylish –Customize Your Navbar & Weather Widget

Testing Details

App Name: Stylish –Customize Your Navbar & Weather Widget
Package Name: com.stylish.stylebar
App Developer: Stylish for Android
Version: 1.0.485 (10485)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.456.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2800

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2800For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.stylish.stylebar
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
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F.3.456.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2801

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.

2801For an explanation of dangerous permissions, see Section 4.3.
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F.3.456.3 Data Transmissions During testing, we observed the following types of user in-
formation2802 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

register.appsflyer.com (AppsFlyer) AAID
settings.crashlytics.com (Google) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2803

2802We define “user information” in Section 3.
2803https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.457 iPlayer & iWallpaper

Testing Details

App Name: iPlayer & iWallpaper
Package Name: com.ldl.videoedit.iwallpapers
App Developer: Hopesalive
Version: 1.1.3 (113)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.457.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2804

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2804For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ldl.videoedit.iwallpapers
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.ldl.videoedit.iwallpapers: Detected SDKs (Continued)

SDK Purpose Parent Company

ISO Parser Development Aid CoreMedia

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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https://www.doubleclickbygoogle.com/
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com.ldl.videoedit.iwallpapers: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

JavaX Annotation API Utility JavaX Annotation API

Apache Http Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ
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http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
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F.3.457.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2805

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2805For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.457.3 Data Transmissions During testing, we observed the following types of user in-
formation2806 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2807

2806We define “user information” in Section 3.
2807https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.458 LED Keyboard Lighting - Mechanical Keyboard RGB

Testing Details

App Name: LED Keyboard Lighting - Mechanical Keyboard
RGB

Package Name: com.flashkeyboard.leds
App Developer: Zayzik Studio
Version: 5.8.37 (101)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.458.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2808

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

OkHttp Development Aid OkHttp

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)

2808For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.flashkeyboard.leds
https://play.google.com/store/apps/details?id=com.flashkeyboard.leds
https://developers.facebook.com/docs/android
https://github.com/square/okhttp
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/


com.flashkeyboard.leds: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.
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https://www.doubleclickbygoogle.com/
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F.3.458.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2809

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2809For an explanation of dangerous permissions, see Section 4.3.
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F.3.458.3 Data Transmissions During testing, we observed the following types of user in-
formation2810 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2811

2810We define “user information” in Section 3.
2811https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.459 Digital Detox � Focus and fight phone addiction

Testing Details

App Name: Digital Detox � Focus and fight phone addiction
Package Name: com.urbandroid.ddc
App Developer: Urbandroid (Petr Nálevka)
Version: 5.8 (146)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.459.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2812

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

(Table Continues)
2812For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.urbandroid.ddc
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/


com.urbandroid.ddc: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries (3rd Party) Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
http://firebase.com
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F.3.459.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2813

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2813For an explanation of dangerous permissions, see Section 4.3.
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F.3.459.3 Data Transmissions During testing, we observed the following types of user in-
formation2814 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2815

2814We define “user information” in Section 3.
2815https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.460 Superb Wallpapers Flashlight Compass all in one

Testing Details

App Name: Superb Wallpapers Flashlight Compass all in one
Package Name: com.tencent.tl.wallpaper
App Developer: Rocky Station
Version: 1.0.4 (104)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.460.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2816

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2816For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tencent.tl.wallpaper
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
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https://github.com/bumptech/glide/
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com.tencent.tl.wallpaper: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com
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https://developers.facebook.com/docs/android
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com.tencent.tl.wallpaper: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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http://www.ironsrc.com
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F.3.460.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2817

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2817For an explanation of dangerous permissions, see Section 4.3.
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F.3.460.3 Data Transmissions During testing, we observed the following types of user in-
formation2818 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2819

2818We define “user information” in Section 3.
2819https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.461 The Seven Deadly Sins: Grand Cross

Testing Details

App Name: The Seven Deadly Sins: Grand Cross
Package Name: com.netmarble.nanagb
App Developer: Netmarble
Version: 1.0.9 (65010009)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.461.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2820

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

2820For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.netmarble.nanagb
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
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com.netmarble.nanagb: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

Singular Mobile Analytics Singular

picasso Development Aid Square Inc.

(Table Continues)
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com.netmarble.nanagb: Detected SDKs (Continued)

SDK Purpose Parent Company

Tape by Square Utility Square

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://github.com/square/tape
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F.3.461.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2821

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

2821For an explanation of dangerous permissions, see Section 4.3.
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F.3.461.3 Data Transmissions During testing, we observed the following types of user in-
formation2822 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-api-v1.singular.net (Singular) AAID
api.at.netmarble.net (Netmarble) AAID Android ID
mobileapi.netmarble.com (Netmarble US) Android ID
graph.facebook.com (Facebook) AAID
noticeboard.netmarble.com (Netmarble US) Android ID
mobileauth-rest.netmarble.com (Netmarble
US)

AAID Android ID

popup.netmarble.com (Netmarble US) Android ID
marbleproduct.netmarble.com (Netmarble
US)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

netmarbleslog.netmarble.com (Netmarble
US)

AAID Android ID

push.netmarble.com (Netmarble US) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2823

2822We define “user information” in Section 3.
2823https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.462 Hear Boost: Enhanced Microphone Volume & Recording

Testing Details

App Name: Hear Boost: Enhanced Microphone Volume &
Recording

Package Name: com.audiofix.hearboost
App Developer: Future Moments
Version: 1.26 (26)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.462.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2824

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

2824For an explanation of SDKs, see Section 4.1.2.
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com.audiofix.hearboost: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google
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https://github.com/google/gson


F.3.462.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2825

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

2825For an explanation of dangerous permissions, see Section 4.3.
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F.3.462.3 Data Transmissions During testing, we observed the following types of user in-
formation2826 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2827

2826We define “user information” in Section 3.
2827https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.463 Recovery all photo deleted

Testing Details

App Name: Recovery all photo deleted
Package Name: com.vttl.app7.restoreimages
App Developer: VTTL
Version: 1.9 (10)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.463.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2828

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
2828For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vttl.app7.restoreimages
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com.vttl.app7.restoreimages: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MaterialProgressBar Development Aid MaterialProgressBar
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F.3.463.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2829

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2829For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.463.3 Data Transmissions During testing, we observed the following types of user in-
formation2830 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2831

2830We define “user information” in Section 3.
2831https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.464 Network Monitor Mini

Testing Details

App Name: Network Monitor Mini
Package Name: info.kfsoft.android.TrafficIndicator
App Developer: KF Software House
Version: 1.0.259 (259)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.464.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2832

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

2832For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=info.kfsoft.android.TrafficIndicator
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson


info.kfsoft.android.TrafficIndicator: Detected SDKs (Continued)

SDK Purpose Parent Company

AChartEngine Development Aid AChartEngine

www.appcensus.io F-2740F-2740

http://www.achartengine.org/


F.3.464.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2833

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2833For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.464.3 Data Transmissions During testing, we observed the following types of user in-
formation2834 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2835

2834We define “user information” in Section 3.
2835https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.465 TextFun : Free Texting & Calling

Testing Details

App Name: TextFun : Free Texting & Calling
Package Name: com.textfun.text.free.call
App Developer: SMS Messenger
Version: 2.0.6 (206)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.465.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2836

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Play App Market Google Play

getui Advertisement getui
Mobile Analytics
Push Notifications

Tencent Wechat Social Network Tencent

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2836For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.textfun.text.free.call
https://github.com/bumptech/glide/
https://play.google.com
http://www.getui.com/cn/index.html
https://open.weixin.qq.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.textfun.text.free.call: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

Umeng Analytics Mobile Analytics Alibaba
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
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F.3.465.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2837

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface for the user to confirm the call.

2837For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.465.3 Data Transmissions During testing, we observed the following types of user in-
formation2838 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2839

2838We define “user information” in Section 3.
2839https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.466 Multi Parallel - Multiple Accounts & App Clone

Testing Details

App Name: Multi Parallel - Multiple Accounts & App Clone
Package Name: multi.parallel.dualspace.cloner
App Developer: Winterfell Applab - Clone App & Status Down-

loader
Version: 1.3.60.0427 (1360)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.466.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2840

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
2840For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=multi.parallel.dualspace.cloner
https://developers.facebook.com/docs/android
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


multi.parallel.dualspace.cloner: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba
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http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
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https://moat.com/analytics
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F.3.466.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2841

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
USE_SIP Allows an application to use SIP service.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2841For an explanation of dangerous permissions, see Section 4.3.
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F.3.466.3 Data Transmissions During testing, we observed the following types of user in-
formation2842 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

plbslog.umeng.com (Alibaba) WiFi MAC Android ID AAID
ulogs.umeng.com (Alibaba) WiFi MAC Android ID AAID

BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2843

2842We define “user information” in Section 3.
2843https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.467 Word Expert

Testing Details

App Name: Word Expert
Package Name: com.pisanu.scrabbleexpert.free
App Developer: Pisanu Chaloemrattanaporn
Version: 4.3 (82)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.467.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2844

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Amazon Mobile Associates Advertisement Amazon

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

2844For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.pisanu.scrabbleexpert.free
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://developer.amazon.com/mobile-associates
https://www.applovin.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.pisanu.scrabbleexpert.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

MaterialProgressBar Development Aid MaterialProgressBar
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://integralads.com
http://www.ironsrc.com
https://moat.com/analytics
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F.3.467.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2845

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2845For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2753F-2753

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.467.3 Data Transmissions During testing, we observed the following types of user in-
formation2846 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ipds.adrta.com (Pixalate) AAID
view.adjust.com (Adjust) AAID
s.amazon-adsystem.com (Amazon) AAID
graph.facebook.com (Facebook) AAID
impression-east.liftoff.io (Liftoff) AAID
mpx.mopub.com (Twitter) AAID
mads.amazon-adsystem.com (Amazon) AAID
adrta.com (Pixalate) AAID
ads.mopub.com (Twitter) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

www.facebook.com (Facebook) AAID
tr-asia.adsmoloco.com (Moloco) AAID
mopub-east3-bidder.manage.com (Man-
age)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2847

2846We define “user information” in Section 3.
2847https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.468 Muviz –Navbar Music Visualizer

Testing Details

App Name: Muviz –Navbar Music Visualizer
Package Name: com.perfectapps.muviz
App Developer: Sparkine Labs
Version: 5.0.5.0 (119)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.468.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2848

SDK Purpose Parent Company

Android Support v4 Development Aid Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

2848For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.perfectapps.muviz
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://www.google.com/ads/
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F.3.468.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2849

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2849For an explanation of dangerous permissions, see Section 4.3.
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F.3.468.3 Data Transmissions During testing, we observed the following types of user in-
formation2850 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.sparkine.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2851

2850We define “user information” in Section 3.
2851https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.469 a decluttered launcher - minimalism & productivity

Testing Details

App Name: a decluttered launcher - minimalism & productivity
Package Name: com.declutter.adeclutteredlauncher
App Developer: declutter
Version: beta3 (65)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.469.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2852

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

(Table Continues)

2852For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.declutter.adeclutteredlauncher
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
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com.declutter.adeclutteredlauncher: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API
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https://github.com/google/guava
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F.3.469.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2853

Permission Description Used

READ_CALENDAR Allows an application to read the user’s calendar data.

2853For an explanation of dangerous permissions, see Section 4.3.
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F.3.469.3 Data Transmissions During testing, we observed the following types of user in-
formation2854 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2855

2854We define “user information” in Section 3.
2855https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.470 Powerful Cleaner (Boost&Clean)

Testing Details

App Name: Powerful Cleaner (Boost&Clean)
Package Name: com.powerful.cleaner
App Developer: Powerful cleaner dev
Version: 3.0.22 (234)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.470.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2856

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Fastjson Development Aid Alibaba.com

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2856For an explanation of SDKs, see Section 4.1.2.
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com.powerful.cleaner: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IQzone Advertisement IQzone

IronSource Advertisement IronSource
(Table Continues)
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com.powerful.cleaner: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tapjoy Advertisement Tapjoy

YouAppi Advertisement YouAppi

Apache Common Development Aid The Apache Software
Foundation

EventBus Development Aid greenrobot /Markus
Junginger

Android Support v4 Development Aid Google
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https://www.mintegral.com/en/
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F.3.470.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2857

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2857For an explanation of dangerous permissions, see Section 4.3.
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F.3.470.3 Data Transmissions During testing, we observed the following types of user in-
formation2858 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mpx.mopub.com (Twitter) AAID
midas.subcdn.com (SubCDN) AAID
data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
req.startappservice.com (StartApp) AAID
config.inmobi.com (InMobi) AAID
init.startappservice.com (StartApp) AAID
ads.mopub.com (Twitter) AAID
adsmetadata.startappservice.com (Star-
tApp)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2859

2858We define “user information” in Section 3.
2859https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.471 WEB.DE Mail & Cloud

Testing Details

App Name: WEB.DE Mail & Cloud
Package Name: de.web.mobile.android.mail
App Developer: WEB.DE
Version: 6.14.3 (404256)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.471.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2860

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2860For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=de.web.mobile.android.mail
https://github.com/bumptech/glide/
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
http://firebase.com


de.web.mobile.android.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

INFOnline Mobile Analytics InfOnline

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

QihooPP Framework Development Frame-
work

Qihoo 360

Mobile Analytics
Cybersecurity

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill

XML Pull Development Aid XML Pull
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https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/square/picasso
https://www.infonline.de
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
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F.3.471.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2861

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2861For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.471.3 Data Transmissions During testing, we observed the following types of user in-
formation2862 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

de.ioam.de (Infonline) AAID
config.ioam.de (Infonline) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2863

2862We define “user information” in Section 3.
2863https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.472 Assistive Touch iOS 13

Testing Details

App Name: Assistive Touch iOS 13
Package Name: com.luutinhit.assistivetouch
App Developer: LuuTinh Developer
Version: 2.3.6 (236)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.472.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2864

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2864For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.luutinhit.assistivetouch
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.472.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2865

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

2865For an explanation of dangerous permissions, see Section 4.3.
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F.3.472.3 Data Transmissions During testing, we observed the following types of user in-
formation2866 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2867

2866We define “user information” in Section 3.
2867https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.473 Call Recorder - Automatic Call Recorder - callX

Testing Details

App Name: Call Recorder - Automatic Call Recorder - callX
Package Name: com.smsrobot.callrecorder
App Developer: SMSROBOT LTD (Auto Call Recorder, Period

Tracker)
Version: 8.3 (74)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.473.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2868

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppNexus Advertisement xandr

Fasterxml Utility FasterXML

(Table Continues)
2868For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.smsrobot.callrecorder
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.aerserv.com/
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https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appnexus.com/
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com.smsrobot.callrecorder: Detected SDKs (Continued)

SDK Purpose Parent Company

CallDorado Mobile Analytics Calldorado
User engagement

Crashlytics Mobile Analytics Google

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

(Table Continues)
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http://calldorado.com
http://try.crashlytics.com
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https://www.google.com/ads/
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https://github.com/google/guava


com.smsrobot.callrecorder: Detected SDKs (Continued)

SDK Purpose Parent Company

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Add Apt Tr Advertisement AddApptr GmbH

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Smart Development Aid Smart

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Apache Http Development Aid The Apache Software
Foundation
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http://inmobi.com
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F.3.473.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2869

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2869For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.473.3 Data Transmissions During testing, we observed the following types of user in-
formation2870 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2871

2870We define “user information” in Section 3.
2871https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.474 Editin Photos

Testing Details

App Name: Editin Photos
Package Name: com.aili.mycameras.imageedit
App Developer: Vanila iTech
Version: 1.1.0 (110)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.474.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2872

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2872For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.aili.mycameras.imageedit
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.aili.mycameras.imageedit: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)

www.appcensus.io F-2780F-2780

https://developers.facebook.com
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com.aili.mycameras.imageedit: Detected SDKs (Continued)

SDK Purpose Parent Company

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

JavaX Annotation API Utility JavaX Annotation API

Apache Http Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull
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https://integralads.com
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https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
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F.3.474.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2873

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2873For an explanation of dangerous permissions, see Section 4.3.
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F.3.474.3 Data Transmissions During testing, we observed the following types of user in-
formation2874 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2875

2874We define “user information” in Section 3.
2875https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.475 Fashion Wallpapers

Testing Details

App Name: Fashion Wallpapers
Package Name: com.fasyang.wallpaperproject
App Developer: Venice High
Version: 1.0.8 (108)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.475.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2876

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2876For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2784F-2784
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http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
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com.fasyang.wallpaperproject: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.fasyang.wallpaperproject: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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F.3.475.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2877

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2877For an explanation of dangerous permissions, see Section 4.3.
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F.3.475.3 Data Transmissions During testing, we observed the following types of user in-
formation2878 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2879

2878We define “user information” in Section 3.
2879https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.476 Electric Screen for Prank Live Wallpaper &Launcher

Testing Details

App Name: Electric Screen for Prank Live Wallpaper
&Launcher

Package Name: mobi.infolife.ezweather.livewallpaper.g2n19
App Developer: Weather Widget Theme Dev Team
Version: 4.7.0.687_50122 (50122)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.476.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2880

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Admob Advertisement Google

Google Play App Market Google Play

Roboguice Development Aid Square

Glide Development Aid Bump Technologies

Android Support v4 Development Aid Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

2880For an explanation of SDKs, see Section 4.1.2.
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mobi.infolife.ezweather.livewallpaper.g2n19: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

(Table Continues)
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mobi.infolife.ezweather.livewallpaper.g2n19: Detected SDKs (Continued)

SDK Purpose Parent Company

Bugly Mobile Analytics Tencent

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PubNative Advertisement PubNative

Apache Common Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx
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F.3.476.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2881

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2881For an explanation of dangerous permissions, see Section 4.3.
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F.3.476.3 Data Transmissions During testing, we observed the following types of user in-
formation2882 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.mediation.amberweather.com (Amber
Weather)

Android ID

f.loca.amberweather.com (Amber Weather) Coarse Location
f.loca.amberweather.com (Amber Weather) Android ID
ipds.adrta.com (Pixalate) Android ID
external-syd2-1.xx.fbcdn.net (Facebook) Coarse Location
graph.facebook.com (Facebook) AAID Android ID Coarse Location
sdk-android.ad.smaato.net (Smaato) AAID Coarse Location
ads.mopub.com (Twitter) AAID Coarse Location

GPS Location
aqi.wd.amberweather.com (Amber
Weather)

Android ID Coarse Location

alog.umeng.com (Alibaba) AAID Android ID WiFi MAC
Serial # IMEI

api.pubnative.net (Media and Games In-
vest)

AAID Coarse Location
GPS Location

api.global-gamebox.cocos.com (cocos2dx) AAID
w.ws.amberweather.com (Amber Weather) Android ID Coarse Location
adrta.com (Pixalate) Android ID
push.amberweather.com (Amber Weather) Android ID
f.store.amberweather.com (Amber
Weather)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2883

2882We define “user information” in Section 3.
2883https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2793F-2793

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.477 Muviz Edge - Music Visualizer, Edge Music Lighting

Testing Details

App Name: Muviz Edge - Music Visualizer, Edge Music Lighting
Package Name: com.sparkine.muvizedge
App Developer: Sparkine Labs
Version: 1.1.3.0 (26)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.477.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2884

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

2884For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2794F-2794

https://play.google.com/store/apps/details?id=com.sparkine.muvizedge
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


F.3.477.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2885

Permission Description Used

RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2885For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2795F-2795

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.477.3 Data Transmissions During testing, we observed the following types of user in-
formation2886 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2887

2886We define “user information” in Section 3.
2887https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2796F-2796

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.478 Fullscreen Immersive - No Ads, No Root

Testing Details

App Name: Fullscreen Immersive - No Ads, No Root
Package Name: immersive.duna.com.immersivemode
App Developer: PhotoSafe Inc.
Version: 3.4 (72)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.478.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2888

SDK Purpose Parent Company

Google Play App Market Google Play

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2888For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2797F-2797

https://play.google.com/store/apps/details?id=immersive.duna.com.immersivemode
https://play.google.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
http://firebase.com


immersive.duna.com.immersivemode: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API

www.appcensus.io F-2798F-2798

https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/square/okhttp
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.478.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2889

Permission Description Used

No dangerous permissions were requested by the app.

2889For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.478.3 Data Transmissions During testing, we observed the following types of user in-
formation2890 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2891

2890We define “user information” in Section 3.
2891https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2800F-2800

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.479 Quran Mazid (Tafsir & Word By Word)

Testing Details

App Name: Quran Mazid (Tafsir & Word By Word)
Package Name: com.ihadis.quran
App Developer: Digital Apps BD
Version: 4.0.4 (62)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.479.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2892

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

2892For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2801F-2801

https://play.google.com/store/apps/details?id=com.ihadis.quran
http://try.crashlytics.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


com.ihadis.quran: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

www.appcensus.io F-2802F-2802

https://github.com/square/picasso


F.3.479.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2893

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

2893For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2803F-2803

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.479.3 Data Transmissions During testing, we observed the following types of user in-
formation2894 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dashboardapi.digitalappsbd.com (Un-
known)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2895

2894We define “user information” in Section 3.
2895https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2804F-2804

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.480 Lucky Time - Win Your Lucky Day & Real Money

Testing Details

App Name: Lucky Time - Win Your Lucky Day & Real Money
Package Name: playgame.realmoney.free.scratchers.win.luckytime
App Developer: Luckytime App Team
Version: 1.3.46 (103046)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.480.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2896

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
2896For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2805F-2805

https://play.google.com/store/apps/details?id=playgame.realmoney.free.scratchers.win.luckytime
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


playgame.realmoney.free.scratchers.win.luckytime: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.hyprmx.com
http://inmobi.com
https://integralads.com
http://www.ironsrc.com


playgame.realmoney.free.scratchers.win.luckytime: Detected SDKs (Continued)

SDK Purpose Parent Company

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Pollfish Development Aid Pollfish

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

ZXing (’Zebra Crossing’) Development Aid ZXing Project

www.appcensus.io F-2807F-2807

https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://www.pollfish.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/zxing/zxing


F.3.480.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2897

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2897For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2808F-2808

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.480.3 Data Transmissions During testing, we observed the following types of user in-
formation2898 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

connect.tapjoy.com (TapJoy) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

init.supersonicads.com (Ironsource) AAID
placements.tapjoy.com (TapJoy) AAID
wv.inner-active.mobi (Fyber) AAID
wd.adcolony.com (AdColony) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

ads30.adcolony.com (AdColony) AAID
config.inmobi.com (InMobi) AAID
www.facebook.com (Facebook) AAID
setting.rayjump.com (Mobvista) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
ads.api.vungle.com (Vungle) AAID
api.vungle.com (Vungle) AAID
t.appsflyer.com (AppsFlyer) AAID
adc3-launch.adcolony.com (AdColony) AAID
analytics.rayjump.com (Mobvista) AAID
rpc.tapjoy.com (TapJoy) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2899

2898We define “user information” in Section 3.
2899https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2809F-2809

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.481 Free Music：offline mp3 No WiFi Music Download Free

Testing Details

App Name: Free Music：offline mp3 No WiFi Music Download
Free

Package Name: com.freemusic.offline.us
App Developer: Music & Game Inc.
Version: 1.0.9 (202003280)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.481.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2900

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
2900For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.freemusic.offline.us
https://play.google.com/store/apps/details?id=com.freemusic.offline.us
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.freemusic.offline.us: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API

Jsoup Development Aid Jsoup

Mozilla Rhino Development Aid Mozilla

www.appcensus.io F-2811F-2811

https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://jsoup.org/
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino


F.3.481.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2901

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2901For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2812F-2812

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.481.3 Data Transmissions During testing, we observed the following types of user in-
formation2902 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.us.musicfm.xyz (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2903

2902We define “user information” in Section 3.
2903https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2813F-2813

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.482 Paint by Number - Pixel Art, Free Coloring Book

Testing Details

App Name: Paint by Number - Pixel Art, Free Coloring Book
Package Name: sandbox.pixel.number.coloring.book.page.art.free
App Developer: Beetles Games Studio
Version: 3.18.3 (126)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.482.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2904

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement

(Table Continues)
2904For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2814F-2814

https://play.google.com/store/apps/details?id=sandbox.pixel.number.coloring.book.page.art.free
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


sandbox.pixel.number.coloring.book.page.art.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

(Table Continues)

www.appcensus.io F-2815F-2815

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com


sandbox.pixel.number.coloring.book.page.art.free: Detected SDKs (Continued)

SDK Purpose Parent Company

IronSource Advertisement IronSource
Mobile Analytics

mobfox Advertisement Mobfox

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

MaterialProgressBar Development Aid MaterialProgressBar

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-2816F-2816

http://www.ironsrc.com
http://www.mobfox.com/
https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
https://bugly.qq.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://github.com/square/retrofit


F.3.482.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2905

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

2905For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.482.3 Data Transmissions During testing, we observed the following types of user in-
formation2906 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

spire.aarki.net (Aarki) AAID
www.facebook.com (Facebook) AAID
publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

events.appsflyer.com (AppsFlyer) AAID Android ID
graph.facebook.com (Facebook) AAID
impression.appsflyer.com (AppsFlyer) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

tr-asia.adsmoloco.com (Moloco) AAID
rm-hk.aarki.net (Aarki) AAID
googleads.g.doubleclick.net (Google) AAID
t.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2907

2906We define “user information” in Section 3.
2907https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2818F-2818

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.483 Extra-High Volume Booster & Loud Speaker Booster

Testing Details

App Name: Extra-High Volume Booster & Loud Speaker Booster
Package Name: com.extravolumebooster.soundamplifier.equalizer
App Developer: Cetin FunLab
Version: 2.1.2 (6)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.483.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2908

SDK Purpose Parent Company

AdColony Advertisement AdColony

Volley HTTP library Development Aid Google
Networking

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

2908For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2819F-2819

https://play.google.com/store/apps/details?id=com.extravolumebooster.soundamplifier.equalizer
http://adcolony.com/
https://developer.android.com/training/volley/index.html
https://www.bugsnag.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.extravolumebooster.soundamplifier.equalizer: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

OneSignal Mobile Analytics OneSignal

OkHttp Development Aid OkHttp

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
http://www.ironsrc.com
https://moat.com/analytics
https://onesignal.com/
https://github.com/square/okhttp
https://unity3d.com/


com.extravolumebooster.soundamplifier.equalizer: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Ogury Presage Advertisement Ogury

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-2821F-2821

https://unity3d.com/
https://github.com/zxing/zxing
http://www.presage.io/
https://commons.apache.org/


F.3.483.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2909

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2909For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.483.3 Data Transmissions During testing, we observed the following types of user in-
formation2910 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID
control.kochava.com (Kochava) AAID Android ID
data.flurry.com (Verizon) AAID Android ID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2911

2910We define “user information” in Section 3.
2911https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.484 One Booster - Antivirus, Booster, Phone Cleaner

Testing Details

App Name: One Booster - Antivirus, Booster, Phone Cleaner
Package Name: com.cleanteam.oneboost
App Developer: One Family
Version: 1.4.2.1 (1421)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.484.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2912

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Admob Advertisement Google

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2912For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cleanteam.oneboost
https://developers.facebook.com/docs/android
https://www.google.com/admob/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.cleanteam.oneboost: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/


com.cleanteam.oneboost: Detected SDKs (Continued)

SDK Purpose Parent Company

Umeng Analytics Mobile Analytics Alibaba

PubNative Advertisement PubNative

www.appcensus.io F-2826F-2826

https://www.umeng.com/analytics
https://pubnative.net/


F.3.484.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2913

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2913For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.484.3 Data Transmissions During testing, we observed the following types of user in-
formation2914 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
api.mediation.amberweather.com (Amber
Weather)

Android ID

alog.umeng.com (Alibaba) AAID WiFi MAC Android ID
adrta.com (Pixalate) Android ID
graph.facebook.com (Facebook) AAID Android ID
ipds.adrta.com (Pixalate) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2915

2914We define “user information” in Section 3.
2915https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2828F-2828

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.485 Custom AOD (Add images on Always On Display)

Testing Details

App Name: Custom AOD (Add images on Always On Display)
Package Name: com.somen.customaod
App Developer: Dhwani developer
Version: 3.0.7 Beta (29)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.485.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2916

SDK Purpose Parent Company

Android Support v4 Development Aid Google

OkHttp Development Aid OkHttp

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
2916For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.somen.customaod
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://github.com/square/okhttp
https://play.google.com
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.somen.customaod: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

picasso Development Aid Square Inc.

www.appcensus.io F-2830F-2830

https://github.com/square/picasso


F.3.485.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2917

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2917For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2831F-2831

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.485.3 Data Transmissions During testing, we observed the following types of user in-
formation2918 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2919

2918We define “user information” in Section 3.
2919https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2832F-2832

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.486 My Talking Tom Friends

Testing Details

App Name: My Talking Tom Friends
Package Name: com.outfit7.mytalkingtomfriends
App Developer: Outfit7 Limited
Version: 1.0.5.1451 (60)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.486.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2920

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
(Table Continues)

2920For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2833F-2833

https://play.google.com/store/apps/details?id=com.outfit7.mytalkingtomfriends
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
https://developers.facebook.com


com.outfit7.mytalkingtomfriends: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fyber Advertisement Fyber

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)

www.appcensus.io F-2834F-2834

https://www.fyber.com/
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://www.hyprmx.com
http://inmobi.com
http://inner-active.com/
https://integralads.com


com.outfit7.mytalkingtomfriends: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IQzone Advertisement IQzone

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

Soomla Advertisement Soomla

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

Nexage SourceKit-MRAID(part of MillennialMedia) Advertisement Verizon

Jackson Json-processor Utility The Codehaus

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

Spring Framework Development Aid Spring
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https://iqzone.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mobfox.com/
http://www.mopub.com
https://target.my.com/
https://www.smaato.com/
https://soomla.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://nexage.com/
https://github.com/codehaus/jackson
http://hamcrest.org/
http://junit.org/
https://projects.spring.io/spring-framework/


F.3.486.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2921

Permission Description Used

RECORD_AUDIO Allows an application to record audio.

2921For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2836F-2836

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.486.3 Data Transmissions During testing, we observed the following types of user in-
formation2922 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

t.appsflyer.com (AppsFlyer) AAID
analytics.rayjump.com (Mobvista) AAID
config.inmobi.com (InMobi) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

outcome-ssp.supersonicads.com (Iron-
source)

AAID

setting.rayjump.com (Mobvista) AAID
init.supersonicads.com (Ironsource) AAID
wv.inner-active.mobi (Fyber) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2923

2922We define “user information” in Section 3.
2923https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2837F-2837

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.487 hyperion launcher

Testing Details

App Name: hyperion launcher
Package Name: projekt.launcher
App Developer: prjkt.io
Version: fifty two (52)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.487.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2924

SDK Purpose Parent Company

Google Play App Market Google Play

MaterialProgressBar Development Aid MaterialProgressBar

2924For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=projekt.launcher
https://play.google.com
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.487.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2925

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2925For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.487.3 Data Transmissions During testing, we observed the following types of user in-
formation2926 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2927

2926We define “user information” in Section 3.
2927https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2840F-2840

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.488 Exchange Rates

Testing Details

App Name: Exchange Rates
Package Name: com.despdev.currencyconverter
App Developer: despDev
Version: 3.6 (36)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.488.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2928

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2928For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.despdev.currencyconverter
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.despdev.currencyconverter: Detected SDKs (Continued)

SDK Purpose Parent Company

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

www.appcensus.io F-2842F-2842

https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/


F.3.488.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2929

Permission Description Used

No dangerous permissions were requested by the app.

2929For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.488.3 Data Transmissions During testing, we observed the following types of user in-
formation2930 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2931

2930We define “user information” in Section 3.
2931https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2844F-2844

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.489 Dhamma.org

Testing Details

App Name: Dhamma.org
Package Name: org.dhamma
App Developer: Dhamma.org
Version: 1.2.58 (111)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.489.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2932

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

2932For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.dhamma
http://try.crashlytics.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava


org.dhamma: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-2846F-2846

https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/square/okhttp
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/


F.3.489.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2933

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

2933For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2847F-2847

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.489.3 Data Transmissions During testing, we observed the following types of user in-
formation2934 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2935

2934We define “user information” in Section 3.
2935https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2848F-2848

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.490 hi5 - meet, chat & flirt

Testing Details

App Name: hi5 - meet, chat & flirt
Package Name: com.hi5.app
App Developer: Ifwe Inc.
Version: 9.26.0 (1374)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.490.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2936

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

(Table Continues)

2936For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.hi5.app
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/


com.hi5.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Glide Development Aid Bump Technologies

CommonsWare MergeAdapter Development Aid CommonsWare

CommonsWare SackOfViewsAdapter Development Aid CommonsWare

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

AccountKit Development Aid Facebook
Social Networking

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
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https://auth0.com/docs/quickstart/native/android/getting-started
https://github.com/bumptech/glide/
https://github.com/commonsguy/cwac-merge
https://github.com/commonsguy/cwac-sacklist
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com
https://www.accountkit.com/
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.hi5.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HyprMX Advertisement HyprMX

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Parse.com Mobile Analytics Parse
Development Aid

PayPal Payment PayPal

(Table Continues)
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/zxing/zxing
https://www.hyprmx.com
http://inmobi.com
http://inner-active.com/
https://integralads.com
http://www.ironsrc.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com
https://parse.com/docs/cn/android/guide
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/


com.hi5.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Tape by Square Utility Square

Swrve Mobile Analytics Swrve

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Android Viewpagerindicator Widget Development Aid Jake Wharton

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

AspectJ Development Aid AspectJ

Fmod Game Engine Firelight Technologies

Joda Time Development Aid Stephen Colebourne
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https://www.smaato.com/
https://github.com/square/picasso
https://github.com/square/tape
https://www.swrve.com/
https://unity3d.com/
https://unity3d.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://eclipse.org/aspectj/
https://www.fmod.org/
http://www.joda.org/joda-time/


F.3.490.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2937

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2937For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.490.3 Data Transmissions During testing, we observed the following types of user in-
formation2938 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID GPS Location
Coarse Location

t.appsflyer.com (AppsFlyer) AAID Android ID
googleads.g.doubleclick.net (Google) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID GPS Location
Coarse Location

data.flurry.com (Verizon) AAID Android ID
service.fyber.com (Fyber) AAID
mpx.mopub.com (Twitter) AAID GPS Location

Coarse Location
events.appsflyer.com (AppsFlyer) AAID Android ID
secure.hi5.com (NuCom Group) AAID GPS Location

Coarse Location Android ID Email
Name

graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2939

2938We define “user information” in Section 3.
2939https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.491 Color Wallpapers

Testing Details

App Name: Color Wallpapers
Package Name: com.play.ljj.wallpapercomapss
App Developer: Creative Park Zone
Version: 1.0.8 (108)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.491.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2940

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2940For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.play.ljj.wallpapercomapss
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/


com.play.ljj.wallpapercomapss: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com


com.play.ljj.wallpapercomapss: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation
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http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/
https://hc.apache.org/


F.3.491.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2941

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2941For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.491.3 Data Transmissions During testing, we observed the following types of user in-
formation2942 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.cnbplus.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2943

2942We define “user information” in Section 3.
2943https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.492 Flash Keyboard Emoji

Testing Details

App Name: Flash Keyboard Emoji
Package Name: com.dotc.latin.ime.tap
App Developer: Flashkeyboard Team
Version: 1.0.1101.0221 (1101)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.492.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2944

SDK Purpose Parent Company

Logback Development Aid qos_ch

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2944For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.dotc.latin.ime.tap
http://logback.qos.ch/
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://developers.facebook.com


com.dotc.latin.ime.tap: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Heyzap Development Aid Fyber

IronSource Advertisement IronSource
Mobile Analytics

xUtils Development Aid xUtils

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.heyzap.com
http://www.ironsrc.com
https://github.com/wyouflf/xUtils
https://github.com/loopj/android-async-http
https://moat.com/analytics


com.dotc.latin.ime.tap: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Bugly Mobile Analytics Tencent

Tencent Wechat Social Network Tencent

Tecent MTA Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

SLF4J Development Aid SLF4J
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http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids
https://bugly.qq.com/
https://open.weixin.qq.com/
http://mta.qq.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.slf4j.org/


F.3.492.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2945

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2945For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.492.3 Data Transmissions During testing, we observed the following types of user in-
formation2946 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cd.gamesta.info (Unknown) AAID
register.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID
st.finenigo.info (Unknown) AAID
cf.finenigo.info (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2947

2946We define “user information” in Section 3.
2947https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.493 Vegas Friends - Casino Slots for Free

Testing Details

App Name: Vegas Friends - Casino Slots for Free
Package Name: com.funtriolimited.slots.casino.free
App Developer: Grande Games
Version: 1.0.006 (37)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.493.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2948

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
2948For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.funtriolimited.slots.casino.free
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.funtriolimited.slots.casino.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
http://www.ironsrc.com
https://moat.com/analytics
http://www.mopub.com
https://bugly.qq.com/
https://unity3d.com/
https://unity3d.com/


com.funtriolimited.slots.casino.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://vungle.com
https://www.fmod.org/


F.3.493.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2949

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

2949For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.493.3 Data Transmissions During testing, we observed the following types of user in-
formation2950 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
www.facebook.com (Facebook) AAID
bolegames.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2951

2950We define “user information” in Section 3.
2951https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.494 Virus Cleaner-Antivirus, Phone Clean, Boost Master

Testing Details

App Name: Virus Cleaner-Antivirus, Phone Clean, Boost Master
Package Name: virus.cleaner.antivirus.phone.security.boost
App Developer: Super Security Studio
Version: 1.3.3 (133)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.494.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2952

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdSDK Advertisement MobFox

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

2952For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=virus.cleaner.antivirus.phone.security.boost
https://developers.facebook.com/docs/android
https://github.com/MeiCassieDong/test
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


virus.cleaner.antivirus.phone.security.boost: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/


virus.cleaner.antivirus.phone.security.boost: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Umeng Analytics Mobile Analytics Alibaba

Ogury Presage Advertisement Ogury

Apache Common Development Aid The Apache Software
Foundation
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https://www.umeng.com/analytics
http://www.presage.io/
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F.3.494.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2953

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2953For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.494.3 Data Transmissions During testing, we observed the following types of user in-
formation2954 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mpx.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID
impression-east.liftoff.io (Liftoff) AAID
graph.facebook.com (Facebook) AAID
ads.mopub.com (Twitter) AAID
adrta.com (Pixalate) AAID
tr-asia.adsmoloco.com (Moloco) AAID
view.adjust.com (Adjust) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

alog.umeng.com (Alibaba) AAID WiFi MAC Android ID IMEI
Serial #

p.presage.io (Ogury) AAID
smart.mobvista.com (Mobvista) AAID
mopub-east3-bidder.manage.com (Man-
age)

AAID

ipds.adrta.com (Pixalate) AAID
impression.appsflyer.com (AppsFlyer) AAID
pad-v3.presage.io (Ogury) AAID
ads-bidder-api.twitter.com (Twitter) AAID
sdk-android.ad.smaato.net (Smaato) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2955

2954We define “user information” in Section 3.
2955https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.495 Block Apps - Productivity & Digital Wellbeing

Testing Details

App Name: Block Apps - Productivity & Digital Wellbeing
Package Name: com.wverlaek.block
App Developer: WVerlaek
Version: 3.0.0 (52)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.495.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2956

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

2956For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.wverlaek.block
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.wverlaek.block: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson


F.3.495.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2957

Permission Description Used

No dangerous permissions were requested by the app.

2957For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.495.3 Data Transmissions During testing, we observed the following types of user in-
formation2958 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2959

2958We define “user information” in Section 3.
2959https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.496 Messenger App for Free Video messages, Video Calls

Testing Details

App Name: Messenger App for Free Video messages, Video
Calls

Package Name: messenger.video.call.chat.free
App Developer: Messenger Pro : Free Texts & Messages by Appy-

High
Version: 1.3.6 (37)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.496.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2960

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

CallDorado Mobile Analytics Calldorado
User engagement

CleverTap Mobile Analytics CleverTap

Crashlytics Mobile Analytics Google

(Table Continues)

2960For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=messenger.video.call.chat.free
https://play.google.com/store/apps/details?id=messenger.video.call.chat.free
https://developers.facebook.com/docs/android
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messenger.video.call.chat.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

(Table Continues)
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messenger.video.call.chat.free: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

OneSignal Mobile Analytics OneSignal

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Taboola Advertisement Taboola

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fasterxml Utility FasterXML

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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F.3.496.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2961

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

2961For an explanation of dangerous permissions, see Section 4.3.
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F.3.496.3 Data Transmissions During testing, we observed the following types of user in-
formation2962 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID GPS Location
Coarse Location

api.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
wzrkt.com (CleverTap) AAID
in.cuebiq.com (Cuebiq) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2963

2962We define “user information” in Section 3.
2963https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.497 Weather Forecast - Accurate Weather App

Testing Details

App Name: Weather Forecast - Accurate Weather App
Package Name: com.weatherforecast.accurate.weatherapp2019
App Developer: Weather Forecast - Accurate Weather Team
Version: 2.0.2 (14)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.497.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2964

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

2964For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2884F-2884
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com.weatherforecast.accurate.weatherapp2019: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne
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F.3.497.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2965

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2965For an explanation of dangerous permissions, see Section 4.3.
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F.3.497.3 Data Transmissions During testing, we observed the following types of user in-
formation2966 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

adsmetadata.startappservice.com (Star-
tApp)

AAID

www.facebook.com (Facebook) AAID
infoevent.startappservice.com (StartApp) AAID
ads.api.vungle.com (Vungle) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

req.startappservice.com (StartApp) AAID
api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2967

2966We define “user information” in Section 3.
2967https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.498 DIY color keyboard

Testing Details

App Name: DIY color keyboard
Package Name: com.diy.keyboard
App Developer: Paredes BLACKGOAT
Version: 1.4.5 (2981)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.498.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2968

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
2968For an explanation of SDKs, see Section 4.1.2.
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com.diy.keyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

MoPub Advertisement Twitter

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Bugly Mobile Analytics Tencent

Apache Common Development Aid The Apache Software
Foundation
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F.3.498.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2969

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2969For an explanation of dangerous permissions, see Section 4.3.
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F.3.498.3 Data Transmissions During testing, we observed the following types of user in-
formation2970 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.appsflyer.com (AppsFlyer) Android ID AAID
cis.diy-keyboard.com (Paredes BLACKGOAT) Android ID
t.appsflyer.com (AppsFlyer) Android ID AAID
dis.diy-keyboard.com (Paredes BLACKGOAT) Android ID
oijlk.eldoople.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2971

2970We define “user information” in Section 3.
2971https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.499 Happy Wheels

Testing Details

App Name: Happy Wheels
Package Name: com.fancyforce.happywheels
App Developer: James Bonacci
Version: 1.0.6 (23)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.499.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2972

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

2972For an explanation of SDKs, see Section 4.1.2.
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com.fancyforce.happywheels: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

cocos2DX Game Engine cocos2dx
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F.3.499.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2973

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2973For an explanation of dangerous permissions, see Section 4.3.
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F.3.499.3 Data Transmissions During testing, we observed the following types of user in-
formation2974 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wv.inner-active.mobi (Fyber) AAID Coarse Location
GPS Location

us01.rayjump.com (Mobvista) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

ads.inmobi.com (InMobi) AAID Coarse Location
analytics.rayjump.com (Mobvista) AAID
ads30.adcolony.com (AdColony) AAID
vg-hb.rayjump.com (Mobvista) AAID
wd.adcolony.com (AdColony) AAID
init.supersonicads.com (Ironsource) AAID
adx-tk.rayjump.com (Mobvista) AAID
adc3-launch.adcolony.com (AdColony) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

www.facebook.com (Facebook) AAID
sg-hb.rayjump.com (Mobvista) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

config.inmobi.com (InMobi) AAID
setting.rayjump.com (Mobvista) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2975

2974We define “user information” in Section 3.
2975https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.500 Messenger SMS & MMS

Testing Details

App Name: Messenger SMS & MMS
Package Name: sms.mms.messages.text.free
App Developer: Share File Technologies
Version: 17.0 (17)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.500.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2976

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

2976For an explanation of SDKs, see Section 4.1.2.
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sms.mms.messages.text.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

getui Advertisement getui
Mobile Analytics
Push Notifications
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F.3.500.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2977

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
SEND_SMS Allows an application to send SMS messages.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
READ_SMS Allows an application to read SMS messages.
CAMERA Required to be able to access the camera device.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

2977For an explanation of dangerous permissions, see Section 4.3.
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F.3.500.3 Data Transmissions During testing, we observed the following types of user in-
formation2978 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2979

2978We define “user information” in Section 3.
2979https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.501 Magic cleaner PRO

Testing Details

App Name: Magic cleaner PRO
Package Name: pro.magic.cleaner.boost
App Developer: Utility App Studio
Version: 1.45 (45)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.501.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2980

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
2980For an explanation of SDKs, see Section 4.1.2.
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pro.magic.cleaner.boost: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

AppMetrica Mobile Analytics Yandex
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F.3.501.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2981

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2981For an explanation of dangerous permissions, see Section 4.3.
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F.3.501.3 Data Transmissions During testing, we observed the following types of user in-
formation2982 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

rosenberg.appmetrica.yandex.net (Yandex) AAID Android ID
startup.mobile.yandex.net (Yandex) AAID
report.appmetrica.yandex.net (Yandex) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2983

2982We define “user information” in Section 3.
2983https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.502 Super Flashlight

Testing Details

App Name: Super Flashlight
Package Name: com.superapp.xincheng
App Developer: Craig’s Hub
Version: 1.0.8 (108)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.502.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2984

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

(Table Continues)

2984For an explanation of SDKs, see Section 4.1.2.
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com.superapp.xincheng: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
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com.superapp.xincheng: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Apache Http Development Aid The Apache Software
Foundation

www.appcensus.io F-2906F-2906

http://www.ironsrc.com
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/
https://hc.apache.org/


F.3.502.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2985

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

2985For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.502.3 Data Transmissions During testing, we observed the following types of user in-
formation2986 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2987

2986We define “user information” in Section 3.
2987https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.503 One Security - Antivirus, Cleaner, Booster

Testing Details

App Name: One Security - Antivirus, Cleaner, Booster
Package Name: com.cleanteam.onesecurity
App Developer: One Family
Version: 1.0.9.0 (1090)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.503.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2988

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Admob Advertisement Google

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

2988For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cleanteam.onesecurity
https://developers.facebook.com/docs/android
https://www.google.com/admob/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.cleanteam.onesecurity: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/


com.cleanteam.onesecurity: Detected SDKs (Continued)

SDK Purpose Parent Company

Umeng Analytics Mobile Analytics Alibaba

PubNative Advertisement PubNative

www.appcensus.io F-2911F-2911

https://www.umeng.com/analytics
https://pubnative.net/


F.3.503.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2989

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

2989For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.503.3 Data Transmissions During testing, we observed the following types of user in-
formation2990 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

alog.umeng.com (Alibaba) AAID Android ID WiFi MAC IMEI
Serial #

adrta.com (Pixalate) Android ID
ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
api.mediation.amberweather.com (Amber
Weather)

Android ID

ipds.adrta.com (Pixalate) Android ID
api.pubnative.net (Media and Games In-
vest)

AAID

googleads.g.doubleclick.net (Google) AAID
graph.facebook.com (Facebook) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2991

2990We define “user information” in Section 3.
2991https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2913F-2913

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.504 Fast Cache Cleaner

Testing Details

App Name: Fast Cache Cleaner
Package Name: jp.snowlife01.android.cache_delete
App Developer: HDM Dev Team
Version: 2.2.0 (15)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.504.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2992

SDK Purpose Parent Company

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

2992For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jp.snowlife01.android.cache_delete
https://github.com/daimajia/AndroidViewAnimations
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.504.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2993

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

2993For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.504.3 Data Transmissions During testing, we observed the following types of user in-
formation2994 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2995

2994We define “user information” in Section 3.
2995https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.505 MobileIron Email+

Testing Details

App Name: MobileIron Email+
Package Name: com.mobileiron.client.android.pim
App Developer: MobileIron
Version: 2.18.2.0.1 (218200001)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.505.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:2996

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Glide Development Aid Bump Technologies

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Gson Development Aid Google

Google Internationalization Development Aid Google

LEDataStream Development Aid LEDataStream

MixPanel Mobile Analytics Mixpanel

(Table Continues)

2996For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobileiron.client.android.pim
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://github.com/bumptech/glide/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/gson
https://developers.google.com/international/
http://mindprod.com/products1.html
https://mixpanel.com/


com.mobileiron.client.android.pim: Detected SDKs (Continued)

SDK Purpose Parent Company

Nine Old Androids Development Aid Nine Old Androids

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J
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https://github.com/JakeWharton/NineOldAndroids
https://commons.apache.org/
https://hc.apache.org/
http://james.apache.org
http://www.bouncycastle.org/java.html
http://www.joda.org/joda-time/
http://jsoup.org/
http://www.slf4j.org/


F.3.505.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.2997

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

2997For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.505.3 Data Transmissions During testing, we observed the following types of user in-
formation2998 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.2999

2998We define “user information” in Section 3.
2999https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.506 Padenatef

Testing Details

App Name: Padenatef
Package Name: com.sun.newjbq.beijing.ten
App Developer: Holmes Shop
Version: 1.0.2 (102)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.506.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3000

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Fastjson Development Aid Alibaba.com

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

Appodeal Ads Advertisement Appodeal

Appodeal Advertisement Appodeal

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
(Table Continues)

3000For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sun.newjbq.beijing.ten
https://developers.facebook.com/docs/android
http://adcolony.com/
https://github.com/alibaba/fastjson
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appodeal.com
https://www.appodeal.com
https://github.com/bumptech/glide/
http://www.chartboost.com/
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com.sun.newjbq.beijing.ten: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.fyber.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/zxing/zxing


com.sun.newjbq.beijing.ten: Detected SDKs (Continued)

SDK Purpose Parent Company

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Ogury Presage Advertisement Ogury

(Table Continues)
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http://inmobi.com
https://integralads.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://target.my.com/
https://www.smaato.com/
https://github.com/square/picasso
http://www.startapp.com/
https://open.weixin.qq.com/
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
http://www.presage.io/


com.sun.newjbq.beijing.ten: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-2924F-2924

https://hc.apache.org/
http://www.joda.org/joda-time/


F.3.506.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3001

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3001For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2925F-2925

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.506.3 Data Transmissions During testing, we observed the following types of user in-
formation3002 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.cnbplus.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3003

3002We define “user information” in Section 3.
3003https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.507 디시인사이드 - dcinside

Testing Details

App Name: 디시인사이드 - dcinside
Package Name: com.dcinside.app
App Developer: dcinside
Version: 3.8.2 (30201)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.507.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3004

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Cauly Advertisement Cauly

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

3004For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.dcinside.app
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://www.criteo.com/
https://developers.facebook.com
https://www.cauly.net
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.dcinside.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

AdFit (Daum) Advertisement Kakao Corp

ADLIB Advertisement NHN Entertainment

getui Advertisement getui
Mobile Analytics
Push Notifications

JavaX Annotation API Utility JavaX Annotation API

TagSoup Utility Chester County Inter-
link

Jsoup Development Aid Jsoup
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://www.daum.net
https://adlibr.com
http://www.getui.com/cn/index.html
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/orbeon/tagsoup
http://jsoup.org/


F.3.507.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3005

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3005For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.507.3 Data Transmissions During testing, we observed the following types of user in-
formation3006 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

googleads.g.doubleclick.net (Google) AAID
sgbid.prod.sift.co (Sift) AAID
www.facebook.com (Facebook) AAID
us01.dspunion.com (Unknown) AAID
analytics.rayjump.com (Mobvista) AAID
tkimpdsp.mobvista.com (Mobvista) AAID
gwk.adlibr.com (Unknown) AAID
vabid.prod.sift.co (Sift) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3007

3006We define “user information” in Section 3.
3007https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.508 WordBit 英語 (自動學習) -繁體

Testing Details

App Name: WordBit 英語 (自動學習) -繁體

Package Name: net.wordbit.entw
App Developer: WordBit
Version: 1.3.8.49 (1030080049)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.508.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3008

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3008For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.wordbit.entw
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
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net.wordbit.entw: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

igaworks Advertisement IGAWorks

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

skplanet Advertisement SK Telekom

picasso Development Aid Square Inc.

Jsoup Development Aid Jsoup
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
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http://inmobi.com
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F.3.508.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3009

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3009For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2933F-2933
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F.3.508.3 Data Transmissions During testing, we observed the following types of user in-
formation3010 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sspi.adpopcorn.com (IGAWorks) AAID
ads.inmobi.com (InMobi) AAID
graph.facebook.com (Facebook) AAID
config.inmobi.com (InMobi) AAID
www.facebook.com (Facebook) AAID
www.wordbit.net (Wordbit) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3011

3010We define “user information” in Section 3.
3011https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.509 Space Clean & Super Phone Cleaner

Testing Details

App Name: Space Clean & Super Phone Cleaner
Package Name: com.ludashi.superclean
App Developer: DUALSPACE studio
Version: 4.0.7 (47)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.509.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3012

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3012For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ludashi.superclean
https://developers.facebook.com/docs/android
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ludashi.superclean: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://github.com/zxing/zxing
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
https://unity3d.com/


F.3.509.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3013

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

3013For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.509.3 Data Transmissions During testing, we observed the following types of user in-
formation3014 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3015

3014We define “user information” in Section 3.
3015https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.510 Pedometer winwalk - walk, sweat & win egift cards

Testing Details

App Name: Pedometer winwalk - walk, sweat & win egift cards
Package Name: com.winwalk.android
App Developer: GALA MIX Inc.
Version: 2.0.1 (285)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.510.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3016

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

(Table Continues)

3016For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2939F-2939

https://play.google.com/store/apps/details?id=com.winwalk.android
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/


com.winwalk.android: Detected SDKs (Continued)

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nine Old Androids Development Aid Nine Old Androids

Pollfish Development Aid Pollfish

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne
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http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/JakeWharton/NineOldAndroids
https://www.pollfish.com/
https://unity3d.com/
https://unity3d.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://www.joda.org/joda-time/


F.3.510.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3017

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3017For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.510.3 Data Transmissions During testing, we observed the following types of user in-
formation3018 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.fyber.com (Fyber) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
wss.pollfish.com (Pollfish) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3019

3018We define “user information” in Section 3.
3019https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.511 Super Security –Antivirus, AppLock, Virus Cleaner

Testing Details

App Name: Super Security –Antivirus, AppLock, Virus Cleaner
Package Name: com.ludashi.security
App Developer: DUALSPACE studio
Version: 2.1.7 (11)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.511.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3020

SDK Purpose Parent Company

Umeng push Development Aid Alibaba
Push Notifications

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3020For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ludashi.security
http://mobile.umeng.com/push
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.ludashi.security: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Taobao ACCS Development Aid Taobao

Umeng Analytics Mobile Analytics Alibaba

Umeng Message Push Development Aid Alibaba
Push Notifications

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Umeng U-push (Old version called agoo) Development Aid Alibaba
Push Notifications
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://open.taobao.com/
https://www.umeng.com/analytics
http://dev.umeng.com/push/android/sdk-download
https://unity3d.com/
https://unity3d.com/
http://dev.umeng.com/push/android/integration


F.3.511.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3021

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3021For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.511.3 Data Transmissions During testing, we observed the following types of user in-
formation3022 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

msg.umengcloud.com (Alibaba) WiFi MAC Android ID
plbslog.umeng.com (Alibaba) AAID WiFi MAC Android ID
ulogs.umeng.com (Alibaba) AAID WiFi MAC Android ID

BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3023

3022We define “user information” in Section 3.
3023https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.512 Slot Machines –Slots of Immortality™ Free Pokies

Testing Details

App Name: Slot Machines –Slots of Immortality™ Free Pokies
Package Name: com.bi.slots.immortality
App Developer: Bad Ibis Games Ltd
Version: 1.46.3 (3003)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.512.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3024

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

deltaDNA Mobile Analytics Unity Technologies

(Table Continues)

3024For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bi.slots.immortality
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://deltadna.com/


com.bi.slots.immortality: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

HyprMX Advertisement HyprMX

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://developer.huawei.com/
https://www.hyprmx.com


com.bi.slots.immortality: Detected SDKs (Continued)

SDK Purpose Parent Company

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Soomla Advertisement Soomla

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

cocos2DX Game Engine cocos2dx
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http://inmobi.com
http://inner-active.com/
http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://soomla.com/
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https://unity3d.com/
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https://vungle.com
https://github.com/smarek/httpclient-android
https://branch.io/
http://www.cocos2d-x.org/


F.3.512.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3025

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3025For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.512.3 Data Transmissions During testing, we observed the following types of user in-
formation3026 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

view.adjust.com (Adjust) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

init.supersonicads.com (Ironsource) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
wd.adcolony.com (AdColony) AAID
tr-us.adsmoloco.com (Moloco) AAID
teleport.soom.la (Soomla) AAID Android ID
ads.api.vungle.com (Vungle) AAID
www.facebook.com (Facebook) AAID
bi-2-f2876.firebaseio.com (Unknown) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ingest.vungle.com (Vungle) AAID
adc3-launch.adcolony.com (AdColony) AAID
dsp.api.vungle.com (Vungle) AAID
wv.inner-active.mobi (Fyber) AAID
impression-east.liftoff.io (Liftoff) AAID
live.chartboost.com (Chartboost) AAID
ads30.adcolony.com (AdColony) AAID
api.vungle.com (Vungle) AAID
inapps.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3027

3026We define “user information” in Section 3.
3027https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2951F-2951
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F.3.513 Naver Whale Browser

Testing Details

App Name: Naver Whale Browser
Package Name: com.naver.whale
App Developer: NAVER Corp.
Version: 1.4.3.2 (1055)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.513.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3028

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
3028For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.naver.whale
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
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com.naver.whale: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Apache Log4j Development Aid The Apache Software
Foundation

simple framework Development Aid simple framework
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http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
http://logging.apache.org/log4j/2.x/
http://www.simpleframework.org/


F.3.513.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3029

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3029For an explanation of dangerous permissions, see Section 4.3.
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F.3.513.3 Data Transmissions During testing, we observed the following types of user in-
formation3030 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3031

3030We define “user information” in Section 3.
3031https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.514 Minimalist launcher for focus | Before Launcher

Testing Details

App Name: Minimalist launcher for focus | Before Launcher
Package Name: com.beforesoft.launcher
App Developer: Before Labs
Version: 3.0.1 (255)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.514.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3032

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

3032For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.beforesoft.launcher
https://github.com/bumptech/glide/
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http://firebase.com
https://github.com/google/guava


com.beforesoft.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API
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https://github.com/google/gson
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F.3.514.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3033

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3033For an explanation of dangerous permissions, see Section 4.3.
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F.3.514.3 Data Transmissions During testing, we observed the following types of user in-
formation3034 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3035

3034We define “user information” in Section 3.
3035https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.515 Local Weather Forecast

Testing Details

App Name: Local Weather Forecast
Package Name: tools.weather.forecast
App Developer: Tools Dev
Version: 2.10.14 (47)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.515.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3036

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3036For an explanation of SDKs, see Section 4.1.2.
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tools.weather.forecast: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

Umeng Analytics Mobile Analytics Alibaba

MaterialProgressBar Development Aid MaterialProgressBar
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https://github.com/google/gson
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F.3.515.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3037

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3037For an explanation of dangerous permissions, see Section 4.3.
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F.3.515.3 Data Transmissions During testing, we observed the following types of user in-
formation3038 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.worldweatheronline.com (Unknown) GPS Location Coarse Location
alog.umeng.com (Alibaba) WiFi MAC Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3039

3038We define “user information” in Section 3.
3039https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2963F-2963

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.516 Ssafe Security - junk virus cleaner

Testing Details

App Name: Ssafe Security - junk virus cleaner
Package Name: com.antivirus.s.security.booster.speedup
App Developer: Paas Dev
Version: 1.3.8 (12)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.516.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3040

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3040For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.antivirus.s.security.booster.speedup
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.antivirus.s.security.booster.speedup: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

EventBus Development Aid greenrobot /Markus
Junginger

www.appcensus.io F-2965F-2965

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/greenrobot/EventBus


F.3.516.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3041

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3041For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.516.3 Data Transmissions During testing, we observed the following types of user in-
formation3042 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3043

3042We define “user information” in Section 3.
3043https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.517 BaBe+ - Berita Indonesia

Testing Details

App Name: BaBe+ - Berita Indonesia
Package Name: com.ss.android.article.master.id
App Developer: Mainspring
Version: 10.6.2.02 (106202)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.517.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3044

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3044For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ss.android.article.master.id
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ss.android.article.master.id: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://github.com/square/picasso


com.ss.android.article.master.id: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-2970F-2970

https://hc.apache.org/
https://github.com/square/retrofit


F.3.517.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3045

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3045For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.517.3 Data Transmissions During testing, we observed the following types of user in-
formation3046 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

isub.sgsnssdk.com (ByteDance) AAID Android ID
h5.sgsnssdk.com (ByteDance) AAID Android ID
i.sgsnssdk.com (ByteDance) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID
graph.facebook.com (Facebook) AAID
dm.toutiao.com (Toutiao) AAID Android ID
isub-tb.sgsnssdk.com (ByteDance) AAID Android ID
dm.sgsnssdk.com (ByteDance) AAID Android ID
ichannel.sgsnssdk.com (ByteDance) AAID Android ID
log.snssdk.com (ByteDance) AAID Android ID
i16-tb.sgsnssdk.com (ByteDance) AAID Android ID
log-tb.sgsnssdk.com (ByteDance) AAID Android ID
mon.sgsnssdk.com (ByteDance) AAID Android ID
ichannel-tb.sgsnssdk.com (ByteDance) AAID Android ID
log.sgsnssdk.com (ByteDance) AAID Android ID
events.appsflyer.com (AppsFlyer) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3047

3046We define “user information” in Section 3.
3047https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2972F-2972

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.518 iLauncher OS13-Phone X style

Testing Details

App Name: iLauncher OS13-Phone X style
Package Name: com.amber.launcher.ios.iphonex.apple.os11
App Developer: Weather Widget Theme Dev Team
Version: 4.7.0.687_50122 (50122)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.518.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3048

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Admob Advertisement Google

Google Play App Market Google Play

Roboguice Development Aid Square

Glide Development Aid Bump Technologies

Android Support v4 Development Aid Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3048For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amber.launcher.ios.iphonex.apple.os11
https://developers.facebook.com/docs/android
https://www.google.com/admob/
https://play.google.com
https://github.com/roboguice/roboguice
https://github.com/bumptech/glide/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.amber.launcher.ios.iphonex.apple.os11: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Bugly Mobile Analytics Tencent

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/
https://bugly.qq.com/


com.amber.launcher.ios.iphonex.apple.os11: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PubNative Advertisement PubNative

Apache Common Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

www.appcensus.io F-2975F-2975

https://github.com/zxing/zxing
https://pubnative.net/
https://commons.apache.org/
http://www.cocos2d-x.org/


F.3.518.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3049

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3049For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.518.3 Data Transmissions During testing, we observed the following types of user in-
formation3050 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

w.ws.amberweather.com (Amber Weather) Android ID Coarse Location
rm-hk.aarki.net (Aarki) AAID
alog.umeng.com (Alibaba) AAID Android ID WiFi MAC

Serial # IMEI
ipds.adrta.com (Pixalate) Android ID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location
googleads.g.doubleclick.net (Google) AAID
www.fqtag.com (Unknown) AAID
api.global-gamebox.cocos.com (cocos2dx) AAID
spire.aarki.net (Aarki) AAID
graph.facebook.com (Facebook) AAID Android ID
us01.rayjump.com (Mobvista) AAID
api.mediation.amberweather.com (Amber
Weather)

Android ID

data.ad-score.com (Unknown) AAID
push.amberweather.com (Amber Weather) Android ID
aqi.wd.amberweather.com (Amber
Weather)

Android ID Coarse Location

f.loca.amberweather.com (Amber Weather) Coarse Location
f.loca.amberweather.com (Amber Weather) Android ID
push.statics.amberweather.com (Amber
Weather)

Android ID

sdk-android.ad.smaato.net (Smaato) AAID Coarse Location
dsp.mobvista.com (Mobvista) AAID
f.store.amberweather.com (Amber
Weather)

Android ID

adrta.com (Pixalate) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3051

3050We define “user information” in Section 3.
3051https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.519 Free Video Downloader - Save Video From Net

Testing Details

App Name: Free Video Downloader - Save Video From Net
Package Name: video.downloader.hider
App Developer: Studio Video Downloader X
Version: 2.4 (24)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.519.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3052

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3052For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=video.downloader.hider
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://developers.facebook.com
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


video.downloader.hider: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Jsoup Development Aid Jsoup
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https://www.doubleclickbygoogle.com/
http://firebase.com
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://jsoup.org/


F.3.519.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3053

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3053For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.519.3 Data Transmissions During testing, we observed the following types of user in-
formation3054 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3055

3054We define “user information” in Section 3.
3055https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.520 Slot Bonanza - Free casino slot machine game 777

Testing Details

App Name: Slot Bonanza - Free casino slot machine game 777
Package Name: com.infiapps.slotbonanza
App Developer: Joyvoo LTD
Version: 2.322 (3183)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.520.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3056

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3056For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.infiapps.slotbonanza
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.infiapps.slotbonanza: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

OneSignal Mobile Analytics OneSignal

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

JavaBeans Activation Framework (JAF) Utility JavaBeans Activation
Framework (JAF)

JavaMail API Utility JavaMail API

Apache Harmony Development Aid The Apache Software
Foundation

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://moat.com/analytics
https://onesignal.com/
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp
http://www.oracle.com/technetwork/java/javase/jaf-135115.html
http://www.oracle.com/technetwork/java/javamail/index.html
https://harmony.apache.org/


com.infiapps.slotbonanza: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx
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https://hc.apache.org/
http://www.cocos2d-x.org/


F.3.520.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3057

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3057For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.520.3 Data Transmissions During testing, we observed the following types of user in-
formation3058 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
onesignal.com (OneSignal) AAID
graph.facebook.com (Facebook) AAID
live.chartboost.com (Chartboost) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3059

3058We define “user information” in Section 3.
3059https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.521 Social detective

Testing Details

App Name: Social detective
Package Name: com.social.detective
App Developer: Profile detective tools
Version: 20 (20)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.521.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3060

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3060For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.social.detective
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.social.detective: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

Jsoup Development Aid Jsoup
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https://unity3d.com/
https://www.fmod.org/
http://jsoup.org/


F.3.521.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3061

Permission Description Used

No dangerous permissions were requested by the app.

3061For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.521.3 Data Transmissions During testing, we observed the following types of user in-
formation3062 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
mads.amazon-adsystem.com (Amazon) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3063

3062We define “user information” in Section 3.
3063https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.522 Galaxy S10 Launcher for Samsung

Testing Details

App Name: Galaxy S10 Launcher for Samsung
Package Name: com.amber.launcher.samsung.s10.galaxy.s9.s8.s10lite
App Developer: Weather Widget Theme Dev Team
Version: 4.7.0.687_50122 (50122)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.522.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3064

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Admob Advertisement Google

Google Play App Market Google Play

Roboguice Development Aid Square

Glide Development Aid Bump Technologies

Android Support v4 Development Aid Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3064For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.amber.launcher.samsung.s10.galaxy.s9.s8.s10lite
https://developers.facebook.com/docs/android
https://www.google.com/admob/
https://play.google.com
https://github.com/roboguice/roboguice
https://github.com/bumptech/glide/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.amber.launcher.samsung.s10.galaxy.s9.s8.s10lite: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Bugly Mobile Analytics Tencent

(Table Continues)

www.appcensus.io F-2992F-2992

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://integralads.com
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/
https://bugly.qq.com/


com.amber.launcher.samsung.s10.galaxy.s9.s8.s10lite: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

PubNative Advertisement PubNative

Apache Common Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

www.appcensus.io F-2993F-2993

https://github.com/zxing/zxing
https://pubnative.net/
https://commons.apache.org/
http://www.cocos2d-x.org/


F.3.522.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3065

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3065For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2994F-2994

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.522.3 Data Transmissions During testing, we observed the following types of user in-
formation3066 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dsp.mobvista.com (Mobvista) AAID
api.global-gamebox.cocos.com (cocos2dx) AAID
adrta.com (Pixalate) Android ID
sgbid.prod.sift.co (Sift) AAID
api.mediation.amberweather.com (Amber
Weather)

Android ID

f.loca.amberweather.com (Amber Weather) Coarse Location GPS Location
f.loca.amberweather.com (Amber Weather) Android ID
alog.umeng.com (Alibaba) AAID Android ID WiFi MAC IMEI

Serial #
us01.rayjump.com (Mobvista) AAID
graph.facebook.com (Facebook) AAID Android ID
push.statics.amberweather.com (Amber
Weather)

Android ID

f.store.amberweather.com (Amber
Weather)

Android ID

ipds.adrta.com (Pixalate) Android ID
ads.mopub.com (Twitter) AAID Coarse Location

GPS Location
www.fqtag.com (Unknown) AAID
sdk-android.ad.smaato.net (Smaato) AAID Coarse Location
w.ws.amberweather.com (Amber Weather) Android ID Coarse Location

GPS Location
push.amberweather.com (Amber Weather) Android ID
aqi.wd.amberweather.com (Amber
Weather)

Android ID Coarse Location
GPS Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3067

3066We define “user information” in Section 3.
3067https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2995F-2995

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.523 ParentLove: Baby Tracker Feedings Diapers Pumping

Testing Details

App Name: ParentLove: Baby Tracker Feedings Diapers Pump-
ing

Package Name: com.coquisoft.parentlove
App Developer: Coquisoft LLC
Version: 7.3.0 (473002)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.523.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3068

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

3068For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-2996F-2996

https://play.google.com/store/apps/details?id=com.coquisoft.parentlove
https://play.google.com/store/apps/details?id=com.coquisoft.parentlove
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.coquisoft.parentlove: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Branch Mobile Analytics Branch Metrics
Advertisement

Mono for Android Development Aid Mono for Android

www.appcensus.io F-2997F-2997

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://branch.io/
http://www.mono-project.com/


F.3.523.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3069

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3069For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-2998F-2998

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.523.3 Data Transmissions During testing, we observed the following types of user in-
formation3070 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3071

3070We define “user information” in Section 3.
3071https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-2999F-2999

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.524 Tap Roulette ++Shock my Friend

Testing Details

App Name: Tap Roulette ++Shock my Friend
Package Name: com.TAP.TapTapTap
App Developer: Go best
Version: 2.8 (7)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.524.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3072

SDK Purpose Parent Company

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

GameAnalytics Mobile Analytics Mobvista

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
3072For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3000F-3000

https://play.google.com/store/apps/details?id=com.TAP.TapTapTap
https://www.applovin.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://gameanalytics.com/features
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.TAP.TapTapTap: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3001F-3001

https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.524.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3073

Permission Description Used

No dangerous permissions were requested by the app.

3073For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3002F-3002

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.524.3 Data Transmissions During testing, we observed the following types of user in-
formation3074 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

api.gameanalytics.com (Mobvista) AAID
cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID BT Name
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3075

3074We define “user information” in Section 3.
3075https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3003F-3003

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.525 Palabre Feedly RSS Reader News

Testing Details

App Name: Palabre Feedly RSS Reader News
Package Name: com.levelup.palabre
App Developer: LevelUp Studio
Version: 3.2.4 (3020400)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.525.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3076

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

3076For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3004F-3004

https://play.google.com/store/apps/details?id=com.levelup.palabre
http://try.crashlytics.com
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.levelup.palabre: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

MoPub Advertisement Twitter

ListViewAnimations GUI Component ListViewAnimations

SLF4J Development Aid SLF4J

Jsoup Development Aid Jsoup

www.appcensus.io F-3005F-3005

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
http://www.mopub.com
https://github.com/nhaarman/ListViewAnimations
http://www.slf4j.org/
http://jsoup.org/


F.3.525.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3077

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3077For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3006F-3006

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.525.3 Data Transmissions During testing, we observed the following types of user in-
formation3078 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3079

3078We define “user information” in Section 3.
3079https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3007F-3007

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.526 Gaydorado

Testing Details

App Name: Gaydorado
Package Name: com.starg.rainbow
App Developer: CocoBear
Version: 1.20.1 (57)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.526.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3080

SDK Purpose Parent Company

ShareSDK Social Network Mob Tech
Mobile Analytics

Mob one key share Social Network Mob Tech
Mobile Analytics

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3080For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3008F-3008

https://play.google.com/store/apps/details?id=com.starg.rainbow
http://www.mob.com/downloadDetail/ShareSDK/android
http://mob.com/
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.starg.rainbow: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

mob share Social Network mob share

Mob Tools Social Network Mob Tech
Mobile Analytics

Sina SSO Social Network Sina Weibo

Weibo Social Network Sina Weibo
LBS

Tencent Tpush (Xinge) Development Aid Tencent
Push Notifications

Bugly Mobile Analytics Tencent

(Table Continues)

www.appcensus.io F-3009F-3009

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
mob.com
http://www.mob.com/
http://open.weibo.com/
http://weibo.com/
http://xg.qq.com/
https://bugly.qq.com/


com.starg.rainbow: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

www.appcensus.io F-3010F-3010

https://commons.apache.org/
https://hc.apache.org/
http://www.cocos2d-x.org/


F.3.526.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3081

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3081For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3011F-3011

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.526.3 Data Transmissions During testing, we observed the following types of user in-
formation3082 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
120.53.212.235 (Unknown) Android ID
t.appsflyer.com (AppsFlyer) AAID
211.159.144.193 (Unknown) Android ID
events.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3083

3082We define “user information” in Section 3.
3083https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3012F-3012

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.527 Sri Lanka Radio - All Radio Stations Online

Testing Details

App Name: Sri Lanka Radio - All Radio Stations Online
Package Name: com.srilanka.fmradio.lite
App Developer: Radio Pro Free Apps - Bizzlead
Version: 5.1 (51)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.527.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3084

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3084For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3013F-3013

https://play.google.com/store/apps/details?id=com.srilanka.fmradio.lite
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.srilanka.fmradio.lite: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-3014F-3014



F.3.527.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3085

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3085For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3015F-3015

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.527.3 Data Transmissions During testing, we observed the following types of user in-
formation3086 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3087

3086We define “user information” in Section 3.
3087https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3016F-3016

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.528 Super S9 Launcher for Galaxy S9/S8/S10 launcher

Testing Details

App Name: Super S9 Launcher for Galaxy S9/S8/S10 launcher
Package Name: com.s9launcher.galaxy.launcher
App Developer: Super Launcher Serie
Version: 5.2 (47)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.528.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3088

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3088For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3017F-3017

https://play.google.com/store/apps/details?id=com.s9launcher.galaxy.launcher
https://play.google.com
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.s9launcher.galaxy.launcher: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Android Package management Development Aid Android Package
management

Taboola Advertisement Taboola

www.appcensus.io F-3018F-3018

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developer.android.com/reference/android/content/pm/package-summary.html
https://www.taboola.com/


F.3.528.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3089

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

3089For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3019F-3019

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.528.3 Data Transmissions During testing, we observed the following types of user in-
formation3090 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.900m.net (Unknown) AAID
121.40.46.187 (Unknown) AAID
ulogs.umeng.com (Alibaba) WiFi MAC

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3091

3090We define “user information” in Section 3.
3091https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3020F-3020

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.529 Material Sudoku

Testing Details

App Name: Material Sudoku
Package Name: com.jdamcd.sudoku
App Developer: OkayCode
Version: 3.0-42 (42)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.529.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3092

SDK Purpose Parent Company

No known SDKs were detected within the app.

3092For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3021F-3021

https://play.google.com/store/apps/details?id=com.jdamcd.sudoku


F.3.529.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3093

Permission Description Used

No dangerous permissions were requested by the app.

3093For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3022F-3022

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.529.3 Data Transmissions During testing, we observed the following types of user in-
formation3094 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3095

3094We define “user information” in Section 3.
3095https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3023F-3023

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.530 Game of Words: Free Word Games & Puzzles

Testing Details

App Name: Game of Words: Free Word Games & Puzzles
Package Name: com.TinyBit.GameOfWords
App Developer: DreamLoft
Version: 1.27.0 (141)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.530.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3096

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

3096For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.TinyBit.GameOfWords
https://www.adjust.com/
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.TinyBit.GameOfWords: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://unity3d.com/
https://www.fmod.org/


F.3.530.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3097

Permission Description Used

No dangerous permissions were requested by the app.

3097For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3026F-3026

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.530.3 Data Transmissions During testing, we observed the following types of user in-
formation3098 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3099

3098We define “user information” in Section 3.
3099https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3027F-3027

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.531 EL PAÍS

Testing Details

App Name: EL PAÍS
Package Name: com.elpais.elpais
App Developer: El País
Version: 2.10.0 (441)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.531.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3100

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Omniture Mobile Analytics Adobe

Amazon AWS Development Aid Amazon

Glide Development Aid Bump Technologies

Chartbeat Mobile Analytics Chartbeat

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3100For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.elpais.elpais
https://commons.apache.org/
http://www.omniture.com
http://mvnrepository.com/artifact/com.amazonaws
https://github.com/bumptech/glide/
https://chartbeat.com/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com


com.elpais.elpais: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OutBrain Advertisement Outbrain

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

Jsoup Development Aid Jsoup

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.outbrain.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://www.urbanairship.com/
http://jsoup.org/


com.elpais.elpais: Detected SDKs (Continued)

SDK Purpose Parent Company

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3030F-3030

https://github.com/square/retrofit


F.3.531.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3101

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3101For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3031F-3031

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.531.3 Data Transmissions During testing, we observed the following types of user in-
formation3102 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
sb.scorecardresearch.com (comScore) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3103

3102We define “user information” in Section 3.
3103https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3032F-3032

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.532 Tunnel

Testing Details

App Name: Tunnel
Package Name: com.mobileiron.tunnel.android.release
App Developer: MobileIron
Version: 4.3.2.12 (132)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.532.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3104

SDK Purpose Parent Company

MixPanel Mobile Analytics Mixpanel

Apache Common Development Aid The Apache Software
Foundation

3104For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobileiron.tunnel.android.release
https://mixpanel.com/
https://commons.apache.org/


F.3.532.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3105

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3105For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3034F-3034

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.532.3 Data Transmissions During testing, we observed the following types of user in-
formation3106 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3107

3106We define “user information” in Section 3.
3107https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3035F-3035

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.533 Tongits Go - The Best Card Game Online

Testing Details

App Name: Tongits Go - The Best Card Game Online
Package Name: com.tongitsgo.play
App Developer: Play Joy
Version: 2.9.6 (296)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.533.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3108

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3108For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tongitsgo.play
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.tongitsgo.play: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OneSignal Mobile Analytics OneSignal

Bugly Mobile Analytics Tencent

TendDaTa Mobile Analytics TalkingData

TalkingData Mobile Analytics TalkingData

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://onesignal.com/
https://bugly.qq.com/
https://www.talkingdata.com/products.jsp
https://www.talkingdata.com/
https://unity3d.com/
https://www.fmod.org/


F.3.533.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3109

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3109For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3038F-3038

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.533.3 Data Transmissions During testing, we observed the following types of user in-
formation3110 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) BT Name Android ID
graph.facebook.com (Facebook) AAID
apielb.tongitsgo.com (Play Joy) Android ID Name Email
onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3111

3110We define “user information” in Section 3.
3111https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3039F-3039

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.534 증권통

Testing Details

App Name: 증권통

Package Name: semaphore.stockclient
App Developer: Tomato Group
Version: 6.2.723.723 (723)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.534.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3112

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3112For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=semaphore.stockclient
https://play.google.com
http://try.crashlytics.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


semaphore.stockclient: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API

Apache Http Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Json org Development Aid Json org

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2

Kxml2 Development Aid Kxml2

Mozilla Rhino Development Aid Mozilla

SLF4J Development Aid SLF4J

XML Pull Development Aid XML Pull
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https://github.com/google/guava
https://github.com/google/gson
https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/square/okhttp
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://hc.apache.org/
http://logging.apache.org/log4j/2.x/
http://www.json.org/
http://kobjects.org
http://ksoap2.sourceforge.net/
http://www.kxml.org/
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino
http://www.slf4j.org/
http://www.xmlpull.org/


F.3.534.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3113

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3113For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3042F-3042

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.534.3 Data Transmissions During testing, we observed the following types of user in-
formation3114 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3115

3114We define “user information” in Section 3.
3115https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3043F-3043

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.535 US Stock Market

Testing Details

App Name: US Stock Market
Package Name: com.usstocks.markets
App Developer: StocksAndro
Version: 4.3 (34)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.535.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3116

SDK Purpose Parent Company

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

3116For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.usstocks.markets
https://github.com/daimajia/AndroidViewAnimations
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.usstocks.markets: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Protocol Buffers Development Aid Google

Jsoup Development Aid Jsoup
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https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/protobuf
http://jsoup.org/


F.3.535.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3117

Permission Description Used

No dangerous permissions were requested by the app.

3117For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.535.3 Data Transmissions During testing, we observed the following types of user in-
formation3118 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3119

3118We define “user information” in Section 3.
3119https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.536 Good News Network

Testing Details

App Name: Good News Network
Package Name: com.ml.goodnewsnetwork
App Developer: Geri Weis-Corbley
Version: 2.5 (20200507)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.536.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3120

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

3120For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3048F-3048

https://play.google.com/store/apps/details?id=com.ml.goodnewsnetwork
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ml.goodnewsnetwork: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Loopj Development Aid James Smith

OneSignal Mobile Analytics OneSignal

MaterialProgressBar Development Aid MaterialProgressBar
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/loopj/android-async-http
https://onesignal.com/
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.536.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3121

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3121For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3050F-3050

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.536.3 Data Transmissions During testing, we observed the following types of user in-
formation3122 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3123

3122We define “user information” in Section 3.
3123https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3051F-3051

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.537 Get Free Sneakers

Testing Details

App Name: Get Free Sneakers
Package Name: com.gfs21.getfreesneakers
App Developer: Shashel
Version: 1.0 (1)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.537.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3124

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3124For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gfs21.getfreesneakers
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.gfs21.getfreesneakers: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
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https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.537.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3125

Permission Description Used

No dangerous permissions were requested by the app.

3125For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3054F-3054

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.537.3 Data Transmissions During testing, we observed the following types of user in-
formation3126 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3127

3126We define “user information” in Section 3.
3127https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3055F-3055

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.538 Words By Post Free

Testing Details

App Name: Words By Post Free
Package Name: com.WordsByPostFree
App Developer: Games By Post
Version: 2.2.1 (34)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.538.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3128

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3128For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3056F-3056

https://play.google.com/store/apps/details?id=com.WordsByPostFree
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.538.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3129

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.

3129For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3057F-3057

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.538.3 Data Transmissions During testing, we observed the following types of user in-
formation3130 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3131

3130We define “user information” in Section 3.
3131https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3058F-3058

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.539 Wealthsimple Trade

Testing Details

App Name: Wealthsimple Trade
Package Name: com.wealthsimple.trade
App Developer: Wealthsimple
Version: 1.25.2 (309)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.539.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3132

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3132For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3059F-3059

https://play.google.com/store/apps/details?id=com.wealthsimple.trade
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.wealthsimple.trade: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Salesforce Marketing Cloud Advertisement Salesforce

Segment Mobile Analytics Segment

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

json smart Development Aid json smart

Bouncy Castle Development Aid Bouncy Castles

www.appcensus.io F-3060F-3060

https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://www.salesforce.com/products/marketing-cloud/
https://segment.com/
https://branch.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/netplex/json-smart-v2
http://www.bouncycastle.org/java.html


F.3.539.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3133

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3133For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3061F-3061

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.539.3 Data Transmissions During testing, we observed the following types of user in-
formation3134 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.segment.io (Segment) AAID Android ID
api2.branch.io (Branch Metrics) AAID Android ID
codepush.appcenter.ms (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3135

3134We define “user information” in Section 3.
3135https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3062F-3062

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.540 Email for Outlook & Hotmail: Fast, Easy & Secure

Testing Details

App Name: Email for Outlook & Hotmail: Fast, Easy & Secure
Package Name: com.emailclient.mailchecker.outlook.hotmail
App Developer: HBSolution Inc.
Version: 1.17 (18)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.540.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3136

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

OkHttp Development Aid OkHttp

Esoteric Software 2D Development Aid Esoteric Software

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
3136For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3063F-3063

https://play.google.com/store/apps/details?id=com.emailclient.mailchecker.outlook.hotmail
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/square/okhttp
https://github.com/EsotericSoftware
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


com.emailclient.mailchecker.outlook.hotmail: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Sun Mail.jar Development Aid Oracle

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

www.appcensus.io F-3064F-3064

http://firebase.com
https://github.com/google/guava
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/


F.3.540.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3137

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

3137For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3065F-3065

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.540.3 Data Transmissions During testing, we observed the following types of user in-
formation3138 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3139

3138We define “user information” in Section 3.
3139https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3066F-3066

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.541 Sikh World

Testing Details

App Name: Sikh World
Package Name: com.khushwant.sikhworld
App Developer: Khushwant Singh
Version: 30.2 (211)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.541.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3140

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3140For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3067F-3067

https://play.google.com/store/apps/details?id=com.khushwant.sikhworld
https://developers.facebook.com/docs/android
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.khushwant.sikhworld: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

Tencent Wechat Social Network Tencent

GreenDao Development Aid greenrobot

www.appcensus.io F-3068F-3068

https://developers.google.com/youtube/android/player/
https://github.com/google/gson
http://inmobi.com
https://moat.com/analytics
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
http://www.startapp.com/
https://open.weixin.qq.com/
https://github.com/greenrobot/greenDAO


F.3.541.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3141

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3141For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3069F-3069

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.541.3 Data Transmissions During testing, we observed the following types of user in-
formation3142 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

adsmetadata.startappservice.com (Star-
tApp)

AAID

graph.facebook.com (Facebook) AAID
config.inmobi.com (InMobi) AAID
click.startappservice.com (StartApp) AAID
req.startappservice.com (StartApp) AAID
adimpression.startappservice.com (Star-
tApp)

AAID

infoevent.startappservice.com (StartApp) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3143

3142We define “user information” in Section 3.
3143https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3070F-3070

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.542 Bass Booster & Equalizer - Virtualizer

Testing Details

App Name: Bass Booster & Equalizer - Virtualizer
Package Name: com.bass.boost.equalizer.music.pro
App Developer: Emily Team
Version: 1.0.6 (10006)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.542.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3144

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Gson Development Aid Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3144For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3071F-3071

https://play.google.com/store/apps/details?id=com.bass.boost.equalizer.music.pro
https://developers.facebook.com/docs/android
http://adcolony.com/
https://developers.facebook.com
https://github.com/google/gson
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.bass.boost.equalizer.music.pro: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba

Vungle Advertisement Vungle

www.appcensus.io F-3072F-3072

https://www.doubleclickbygoogle.com/
http://firebase.com
https://moat.com/analytics
http://www.mopub.com
https://www.umeng.com/analytics
https://vungle.com


F.3.542.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3145

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3145For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3073F-3073

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.542.3 Data Transmissions During testing, we observed the following types of user in-
formation3146 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

smart.mobvista.com (Mobvista) AAID
ads.mopub.com (Twitter) AAID
mpx.mopub.com (Twitter) AAID
plbslog.umeng.com (Alibaba) AAID WiFi MAC Android ID
ulogs.umeng.com (Alibaba) AAID WiFi MAC Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3147

3146We define “user information” in Section 3.
3147https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3074F-3074

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.543 Lock screen password

Testing Details

App Name: Lock screen password
Package Name: com.green.banana.app.lockscreenpassword
App Developer: Green Banana Studio
Version: 3.35.3384.118 (35)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.543.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3148

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics

(Table Continues)
3148For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3075F-3075

https://play.google.com/store/apps/details?id=com.green.banana.app.lockscreenpassword
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.green.banana.app.lockscreenpassword: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Gson Development Aid Google

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

www.appcensus.io F-3076F-3076

https://github.com/google/gson
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.543.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3149

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3149For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3077F-3077

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.543.3 Data Transmissions During testing, we observed the following types of user in-
formation3150 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3151

3150We define “user information” in Section 3.
3151https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3078F-3078

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.544 P Launcher 2020 new �

Testing Details

App Name: P Launcher 2020 new �
Package Name: com.or.launcher.oreo
App Developer: N Dev Team
Version: 6.3 (59)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.544.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3152

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3152For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3079F-3079

https://play.google.com/store/apps/details?id=com.or.launcher.oreo
https://play.google.com
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.or.launcher.oreo: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-3080F-3080

https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.544.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3153

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3153For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3081F-3081

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.544.3 Data Transmissions During testing, we observed the following types of user in-
formation3154 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.900m.net (Unknown) AAID
ulogs.umeng.com (Alibaba) WiFi MAC
121.40.46.187 (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3155

3154We define “user information” in Section 3.
3155https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3082F-3082

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.545 Rocker Music Player 2020 - PowerAudio & MP3 Player

Testing Details

App Name: Rocker Music Player 2020 - PowerAudio & MP3
Player

Package Name: com.ginger.musicplayer
App Developer: Ginger Team
Version: 1.0.9 (9)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.545.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3156

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3156For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3083F-3083

https://play.google.com/store/apps/details?id=com.ginger.musicplayer
https://play.google.com/store/apps/details?id=com.ginger.musicplayer
https://developers.facebook.com/docs/android
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ginger.musicplayer: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Jsoup Development Aid Jsoup

www.appcensus.io F-3084F-3084

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://unity3d.com/
https://unity3d.com/
http://jsoup.org/


F.3.545.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3157

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3157For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3085F-3085

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.545.3 Data Transmissions During testing, we observed the following types of user in-
formation3158 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

spire.aarki.net (Aarki) AAID
graph.facebook.com (Facebook) AAID
googleads.g.doubleclick.net (Google) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

www.facebook.com (Facebook) AAID
rm-hk.aarki.net (Aarki) AAID
impression-east.liftoff.io (Liftoff) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3159

3158We define “user information” in Section 3.
3159https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3086F-3086

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.546 Le Point : actualités et journal d’informations

Testing Details

App Name: Le Point : actualités et journal d’informations
Package Name: fr.lepoint.android
App Developer: Le Point
Version: 8.1.2 (8010206)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.546.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3160

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

ATInternet Mobile Analytics AT Internet

batch Mobile Analytics Batch

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
(Table Continues)

3160For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3087F-3087

https://play.google.com/store/apps/details?id=fr.lepoint.android
https://www.adjust.com/
https://play.google.com
https://www.atinternet.com/en/
https://batch.com/doc/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


fr.lepoint.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Loopj Development Aid James Smith

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

MAdvertise Advertisement MAdvertise

Smart Development Aid Smart

Taboola Advertisement Taboola

HttpClient Android repackage buildscript Development Aid Marek Sebera

JavaX Annotation API Utility JavaX Annotation API

Zip4j Development Aid Srikanth Lingala

json smart Development Aid json smart

Teads Advertisement Teads
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https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/loopj/android-async-http
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
http://madvertise.com
http://smartadserver.com/
https://www.taboola.com/
https://github.com/smarek/httpclient-android
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.lingala.net/zip4j/
https://github.com/netplex/json-smart-v2
https://www.teads.tv


F.3.546.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3161

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3161For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.546.3 Data Transmissions During testing, we observed the following types of user in-
formation3162 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3163

3162We define “user information” in Section 3.
3163https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.547 MedMobile

Testing Details

App Name: MedMobile
Package Name: iCareHealth.Mobile
App Developer: Telstra Health Pty Ltd
Version: 2.6.35300 (35300)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.547.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3164

SDK Purpose Parent Company

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

OkHttp Development Aid OkHttp

Mono for Android Development Aid Mono for Android

3164For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=iCareHealth.Mobile
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://github.com/square/okhttp
http://www.mono-project.com/


F.3.547.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3165

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3165For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.547.3 Data Transmissions During testing, we observed the following types of user in-
formation3166 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

in.appcenter.ms (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3167

3166We define “user information” in Section 3.
3167https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.548 Lucky Time - Win Rewards Every Day

Testing Details

App Name: Lucky Time - Win Rewards Every Day
Package Name: com.luckyapp.winner
App Developer: Lucky Lucky Team
Version: 3.1.54 (54)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.548.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3168

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Alibaba MTL Development Aid Alibaba

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Cheetah Ads Advertisement Cheetah Mobile

Facebook Social Network Facebook
Advertisement

(Table Continues)
3168For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.luckyapp.winner
https://developers.facebook.com/docs/android
http://adcolony.com/
https://doc.open.alipay.com/doc2/detail.htm?treeId=195&articleId=105220&docType=1
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
https://www.cmcm.com/
https://developers.facebook.com


com.luckyapp.winner: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
http://www.ironsrc.com
https://www.mintegral.com/en/


com.luckyapp.winner: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

Vungle Advertisement Vungle

EventBus Development Aid greenrobot /Markus
Junginger

getui Advertisement getui
Mobile Analytics
Push Notifications
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https://moat.com/analytics
https://github.com/square/picasso
https://bugly.qq.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/greenrobot/EventBus
http://www.getui.com/cn/index.html


F.3.548.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3169

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3169For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.548.3 Data Transmissions During testing, we observed the following types of user in-
formation3170 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wd.adcolony.com (AdColony) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

tr-us.adsmoloco.com (Moloco) AAID
adc3-launch.adcolony.com (AdColony) AAID
us01.rayjump.com (Mobvista) AAID
smart.mobvista.com (Mobvista) AAID
www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

setting.rayjump.com (Mobvista) AAID
config.inmobi.com (InMobi) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

analytics.rayjump.com (Mobvista) AAID
net.rayjump.com (Mobvista) AAID
gw.innotechworld.com (Unknown) Android ID
ads30.adcolony.com (AdColony) AAID
adx-tk.rayjump.com (Mobvista) AAID
inapps.appsflyer.com (AppsFlyer) AAID
init.supersonicads.com (Ironsource) AAID
impression-east.liftoff.io (Liftoff) AAID
graph.facebook.com (Facebook) AAID
service.fyber.com (Fyber) AAID
live.chartboost.com (Chartboost) AAID
ads.inmobi.com (InMobi) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3171

3170We define “user information” in Section 3.
3171https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.549 TOP SEED Tennis: Sports Management Simulation Game

Testing Details

App Name: TOP SEED Tennis: Sports Management Simulation
Game

Package Name: com.gaminho.topseedtennis
App Developer: Gaminho
Version: 2.42.7 (2042007000)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.549.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3172

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

(Table Continues)

3172For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gaminho.topseedtennis
https://play.google.com/store/apps/details?id=com.gaminho.topseedtennis
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com


com.gaminho.topseedtennis: Detected SDKs (Continued)

SDK Purpose Parent Company

deltaDNA Mobile Analytics Unity Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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https://deltadna.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.helpshift.com
http://www.ironsrc.com


com.gaminho.topseedtennis: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.549.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3173

Permission Description Used

No dangerous permissions were requested by the app.

3173For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.549.3 Data Transmissions During testing, we observed the following types of user in-
formation3174 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

rpc.tapjoy.com (TapJoy) AAID
init.supersonicads.com (Ironsource) AAID
connect.tapjoy.com (TapJoy) AAID
placements.tapjoy.com (TapJoy) AAID
inapps.appsflyer.com (AppsFlyer) AAID Android ID
www.facebook.com (Facebook) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

graph.facebook.com (Facebook) AAID Android ID
register.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID
app.adjust.com (Adjust) AAID Android ID
api.gameanalytics.com (Mobvista) AAID
gaminho.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3175

3174We define “user information” in Section 3.
3175https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3103F-3103

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.550 Throne Rush

Testing Details

App Name: Throne Rush
Package Name: com.progrestar.bft
App Developer: NEXTERS GLOBAL LTD
Version: 5.20.0 (143452000)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.550.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3176

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3176For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.progrestar.bft
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.progrestar.bft: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/


com.progrestar.bft: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx
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https://unity3d.com/
https://vungle.com
https://commons.apache.org/
https://hc.apache.org/
http://james.apache.org
http://www.cocos2d-x.org/


F.3.550.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3177

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3177For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.550.3 Data Transmissions During testing, we observed the following types of user in-
formation3178 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3179

3178We define “user information” in Section 3.
3179https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.551 ZOOKEEPER BATTLE

Testing Details

App Name: ZOOKEEPER BATTLE
Package Name: jp.kiteretsu.zookeeperbattle.google
App Developer: KITERETSU inc.
Version: 4.9.0 (174)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.551.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3180

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

3180For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jp.kiteretsu.zookeeperbattle.google
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


jp.kiteretsu.zookeeperbattle.google: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

www.appcensus.io F-3110F-3110

https://github.com/zxing/zxing
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://hc.apache.org/
http://www.cocos2d-x.org/


F.3.551.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3181

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3181For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.551.3 Data Transmissions During testing, we observed the following types of user in-
formation3182 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-analytics.metaps.com (Metaps Inc.) AAID Android ID
control.kochava.com (Kochava) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3183

3182We define “user information” in Section 3.
3183https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.552 News18 Latest & Breaking News

Testing Details

App Name: News18 Latest & Breaking News
Package Name: com.divum.ibn
App Developer: Network18
Version: 7.5 (75)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.552.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3184

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

3184For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.divum.ibn
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.divum.ibn: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

OutBrain Advertisement Outbrain

picasso Development Aid Square Inc.

Apache Common Development Aid The Apache Software
Foundation
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
http://inmobi.com
https://integralads.com
https://www.mintegral.com/en/
https://moat.com/analytics
http://www.outbrain.com/
https://github.com/square/picasso
https://commons.apache.org/


F.3.552.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3185

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3185For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.552.3 Data Transmissions During testing, we observed the following types of user in-
formation3186 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

b.scorecardresearch.com (comScore) AAID
odb.outbrain.com (Outbrain) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3187

3186We define “user information” in Section 3.
3187https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.553 Velocity Browser - Private Browser

Testing Details

App Name: Velocity Browser - Private Browser
Package Name: com.hindbyte.velocity
App Developer: Hindbyte Group
Version: 1.5.0 (50)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.553.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3188

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

3188For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3117F-3117

https://play.google.com/store/apps/details?id=com.hindbyte.velocity
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.553.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3189

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3189For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3118F-3118

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.553.3 Data Transmissions During testing, we observed the following types of user in-
formation3190 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3191

3190We define “user information” in Section 3.
3191https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3119F-3119

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.554 Cash Hunter Casino –Free Vegas Slot Machine

Testing Details

App Name: Cash Hunter Casino –Free Vegas Slot Machine
Package Name: vegas.slots.cash.hunter.free.bonus.casino
App Developer: Seven Slots Tech - Free Jackpot Slots Casino
Version: 1.00.06 (10006)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.554.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3192

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3192For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3120F-3120

https://play.google.com/store/apps/details?id=vegas.slots.cash.hunter.free.bonus.casino
https://developers.facebook.com/docs/android
https://play.google.com
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


vegas.slots.cash.hunter.free.bonus.casino: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org

www.appcensus.io F-3121F-3121

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
https://moat.com/analytics
https://bugly.qq.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/
http://www.json.org/


F.3.554.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3193

Permission Description Used

No dangerous permissions were requested by the app.

3193For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3122F-3122

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.554.3 Data Transmissions During testing, we observed the following types of user in-
formation3194 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

api.vungle.com (Vungle) AAID
init.supersonicads.com (Ironsource) AAID
ads.api.vungle.com (Vungle) Android ID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

live.chartboost.com (Chartboost) AAID
graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3195

3194We define “user information” in Section 3.
3195https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3123F-3123

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.555 Fine Booster - Powerful Android Optimize Tool

Testing Details

App Name: Fine Booster - Powerful Android Optimize Tool
Package Name: com.fine.booster.carytool
App Developer: For World Peace
Version: 1.3.03 (1303)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.555.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3196

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
3196For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3124F-3124

https://play.google.com/store/apps/details?id=com.fine.booster.carytool
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.fine.booster.carytool: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba

www.appcensus.io F-3125F-3125

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
http://www.mopub.com
https://www.umeng.com/analytics


F.3.555.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3197

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3197For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3126F-3126

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.555.3 Data Transmissions During testing, we observed the following types of user in-
formation3198 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mpx.mopub.com (Twitter) AAID
plbslog.umeng.com (Alibaba) AAID WiFi MAC Android ID
ulogs.umeng.com (Alibaba) AAID WiFi MAC Android ID

BT Name
graph.facebook.com (Facebook) AAID
impression-east.liftoff.io (Liftoff) AAID
t.appsflyer.com (AppsFlyer) AAID
ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3199

3198We define “user information” in Section 3.
3199https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3127F-3127

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.556 Minuum Keyboard Free + Emoji

Testing Details

App Name: Minuum Keyboard Free + Emoji
Package Name: com.whirlscape.minuumfree
App Developer: Whirlscape
Version: 3.5.2 (129)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.556.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3200

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Android Viewpagerindicator Widget Development Aid Jake Wharton

3200For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3128F-3128

https://play.google.com/store/apps/details?id=com.whirlscape.minuumfree
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/JakeWharton/ViewPagerIndicator


F.3.556.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3201

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3201For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3129F-3129

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.556.3 Data Transmissions During testing, we observed the following types of user in-
formation3202 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3203

3202We define “user information” in Section 3.
3203https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3130F-3130

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.557 Ready For Reddit - Material 2.0

Testing Details

App Name: Ready For Reddit - Material 2.0
Package Name: com.devgary.ready
App Developer: Gary Wong
Version: 2.5.0 (84)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.557.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3204

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

3204For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3131F-3131

https://play.google.com/store/apps/details?id=com.devgary.ready
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.devgary.ready: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

www.appcensus.io F-3132F-3132

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/
http://www.slf4j.org/


F.3.557.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3205

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3205For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3133F-3133

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.557.3 Data Transmissions During testing, we observed the following types of user in-
formation3206 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

control.kochava.com (Kochava) AAID
mpx.mopub.com (Twitter) AAID GPS Location

Coarse Location
click.liftoff.io (Liftoff) AAID
impression-east.liftoff.io (Liftoff) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3207

3206We define “user information” in Section 3.
3207https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3134F-3134

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.558 Pictophile: Meme Maker & Generator

Testing Details

App Name: Pictophile: Meme Maker & Generator
Package Name: com.voodoocoding.lolbucket
App Developer: Voodoo Coding
Version: 2.0.3 (38)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.558.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3208

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
(Table Continues)

3208For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3135F-3135

https://play.google.com/store/apps/details?id=com.voodoocoding.lolbucket
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://github.com/astuetz
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.voodoocoding.lolbucket: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

OkHttp Development Aid OkHttp

Card Library Utility Card Library

MaterialProgressBar Development Aid MaterialProgressBar

www.appcensus.io F-3136F-3136

https://www.google.com/analytics/
https://integralads.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com
https://github.com/square/okhttp
https://github.com/gabrielemariotti/cardslib
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.558.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3209

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3209For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3137F-3137

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.558.3 Data Transmissions During testing, we observed the following types of user in-
formation3210 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
ads.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

mads.amazon-adsystem.com (Amazon) AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3211

3210We define “user information” in Section 3.
3211https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3138F-3138

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.559 Thailand News in English

Testing Details

App Name: Thailand News in English
Package Name: com.thailand.news.english
App Developer: Appachi
Version: 1.0 (12)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.559.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3212

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Appyet Development Aid AppYet

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3212For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3139F-3139

https://play.google.com/store/apps/details?id=com.thailand.news.english
https://developers.facebook.com/docs/android
http://www.appyet.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.thailand.news.english: Detected SDKs (Continued)

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Card Library Utility Card Library

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

PrettyTime Development Aid OCPsoft

(Table Continues)

www.appcensus.io F-3140F-3140

https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/okhttp
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/gabrielemariotti/cardslib
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/
https://github.com/ocpsoft/prettytime


com.thailand.news.english: Detected SDKs (Continued)

SDK Purpose Parent Company

simple framework Development Aid simple framework

www.appcensus.io F-3141F-3141

http://www.simpleframework.org/


F.3.559.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3213

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3213For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3142F-3142

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.559.3 Data Transmissions During testing, we observed the following types of user in-
formation3214 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3215

3214We define “user information” in Section 3.
3215https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3143F-3143

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.560 Hindi News:Live India News, Live TV, Newspaper App

Testing Details

App Name: Hindi News:Live India News, Live TV, Newspaper
App

Package Name: com.nbt.reader
App Developer: Times Internet Limited
Version: 4.2.2.0 (4220)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.560.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3216

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3216For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3144F-3144

https://play.google.com/store/apps/details?id=com.nbt.reader
https://play.google.com/store/apps/details?id=com.nbt.reader
https://developers.facebook.com/docs/android
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://www.comscore.com/
http://try.crashlytics.com
https://developers.facebook.com


com.nbt.reader: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Lotame Mobile Analytics Lotame

Tape by Square Utility Square

urbanairship Mobile Analytics Airship

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Jsoup Development Aid Jsoup

www.appcensus.io F-3145F-3145

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://www.lotame.com/
https://github.com/square/tape
https://www.urbanairship.com/
https://github.com/zxing/zxing
http://jsoup.org/


F.3.560.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3217

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3217For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.560.3 Data Transmissions During testing, we observed the following types of user in-
formation3218 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

spire.aarki.net (Aarki) AAID
register.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
ase.clmbtech.com (Unknown) AAID
graph.facebook.com (Facebook) AAID
tml.clmbtech.com (ClmTech) AAID
ade.clmbtech.com (ClmTech) AAID
dotmatrix.indiatimes.com (Indiatimes) AAID Android ID
tr-asia.adsmoloco.com (Moloco) AAID
inapps.appsflyer.com (AppsFlyer) AAID
pubads.g.doubleclick.net (Google) AAID
impression-asia.liftoff.io (Liftoff) AAID
impression.appsflyer.com (AppsFlyer) AAID
rm-hk.aarki.net (Aarki) AAID
tvid.in (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3219

3218We define “user information” in Section 3.
3219https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.561 Science News

Testing Details

App Name: Science News
Package Name: com.science.of.tomorrow
App Developer: iDroApps
Version: 2.0.0 (37)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.561.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3220

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Appyet Development Aid AppYet

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)

3220For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.science.of.tomorrow
https://developers.facebook.com/docs/android
http://www.appyet.com/
http://try.crashlytics.com
https://developers.facebook.com
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.science.of.tomorrow: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

J256 Development Aid J256

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Tencent Wechat Social Network Tencent

Card Library Utility Card Library

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/j256/ormlite-android
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://open.weixin.qq.com/
https://github.com/gabrielemariotti/cardslib
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/
http://www.simpleframework.org/


F.3.561.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3221

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3221For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.561.3 Data Transmissions During testing, we observed the following types of user in-
formation3222 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3223

3222We define “user information” in Section 3.
3223https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.562 France Press

Testing Details

App Name: France Press
Package Name: com.lagoo.paris
App Developer: Studio BabDreams
Version: 2.2 (20200)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.562.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3224

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

(Table Continues)
3224For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.lagoo.paris
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/


com.lagoo.paris: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.562.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3225

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3225For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.562.3 Data Transmissions During testing, we observed the following types of user in-
formation3226 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.pr.fr.an.bab1.net (Unknown) Android ID
data.flurry.com (Verizon) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3227

3226We define “user information” in Section 3.
3227https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.563 Memory Optimizer

Testing Details

App Name: Memory Optimizer
Package Name: com.vapp.memory_optimzer
App Developer: V D Apps
Version: 2.4 (19)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.563.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3228

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
(Table Continues)

3228For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.vapp.memory_optimzer
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com


com.vapp.memory_optimzer: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

OkHttp Development Aid OkHttp

Stericson RootTools Development Aid Stericson RootTools

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/square/okhttp
https://github.com/Stericson/RootTools
https://commons.apache.org/


F.3.563.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3229

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3229For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.563.3 Data Transmissions During testing, we observed the following types of user in-
formation3230 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3231

3230We define “user information” in Section 3.
3231https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.564 Chabad.org - Daily Torah Study

Testing Details

App Name: Chabad.org - Daily Torah Study
Package Name: org.chabad.android.DailyStudy
App Developer: Chabad.org Jewish Apps
Version: 0.9.0 (22)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.564.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3232

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Joda Time Development Aid Stephen Colebourne

3232For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.chabad.android.DailyStudy
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://www.joda.org/joda-time/


F.3.564.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3233

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3233For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.564.3 Data Transmissions During testing, we observed the following types of user in-
formation3234 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3235

3234We define “user information” in Section 3.
3235https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.565 Sportfusion - Unofficial News for Liverpool

Testing Details

App Name: Sportfusion - Unofficial News for Liverpool
Package Name: com.sportstream.premier.liverpool
App Developer: SportFusion
Version: 3.953 (6323)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.565.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3236

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glispa Connect (Formerly Avocarrot) Advertisement Market Tech Holdings

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

(Table Continues)
3236For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sportstream.premier.liverpool
http://www.amplitude.com
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.glispa.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.sportstream.premier.liverpool: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

J256 Development Aid J256

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/j256/ormlite-android


com.sportstream.premier.liverpool: Detected SDKs (Continued)

SDK Purpose Parent Company

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

KIIP Mobile Ads Advertisement Kiip

Jsoup Development Aid Jsoup
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http://www.mopub.com
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://www.kiip.me/
http://jsoup.org/


F.3.565.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3237

Permission Description Used

No dangerous permissions were requested by the app.

3237For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.565.3 Data Transmissions During testing, we observed the following types of user in-
formation3238 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

premier.riversip.com (New Fusion) Android ID
data.flurry.com (Verizon) Android ID AAID
settings.crashlytics.com (Google) Android ID AAID
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID
api.amplitude.com (Amplitude) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3239

3238We define “user information” in Section 3.
3239https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.566 FanPlus - All About the Kpop World for Fans

Testing Details

App Name: FanPlus - All About the Kpop World for Fans
Package Name: com.photocard.allstar
App Developer: Team Fan
Version: 1.3.1 (83)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.566.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3240

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Amazon AWS Development Aid Amazon

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
(Table Continues)

3240For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.photocard.allstar
https://developers.facebook.com/docs/android
http://adcolony.com/
http://mvnrepository.com/artifact/com.amazonaws
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.photocard.allstar: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

igaworks Advertisement IGAWorks

Adbrix Mobile Analytics IGAWorks
(Table Continues)
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http://fasterxml.com/
https://www.fyber.com/
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://www.igaworks.com/en/index.html
http://ad-brix.com/


com.photocard.allstar: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

TapDaq Android SDK Advertisement TapJoy

Tapjoy Advertisement Tapjoy

TNK Factory Advertisement TNK Factory
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

SLF4J Development Aid SLF4J
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https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
https://www.tapdaq.com/
https://home.tapjoy.com/
http://www.tnkfactory.com
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://hamcrest.org/
http://junit.org/
http://www.slf4j.org/


F.3.566.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3241

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3241For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.566.3 Data Transmissions During testing, we observed the following types of user in-
formation3242 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID
launches.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3243

3242We define “user information” in Section 3.
3243https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.567 날로영어회화 (단어조합으로문장을만드는트레이닝)

Testing Details

App Name: 날로영어회화 (단어조합으로문장을만드는트레이닝)
Package Name: com.joyquiz.enko
App Developer: None
Version: 0.1.3 (13)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.567.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3244

SDK Purpose Parent Company

RxJava Retrofit Development Aid RxJava Retrofit

otto Development Aid Square

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Notifications Mobile Analytics Facebook
Push Notifications

Facebook Share Social Network Facebook
(Table Continues)

3244For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.joyquiz.enko
https://github.com/square/retrofit
http://square.github.io/otto/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.joyquiz.enko: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Inmobi Advertisement InMobi

skplanet Advertisement SK Telekom

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup
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https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
http://inmobi.com
http://www.skplanet.com
https://hc.apache.org/
http://jsoup.org/


F.3.567.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3245

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3245For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.567.3 Data Transmissions During testing, we observed the following types of user in-
formation3246 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3247

3246We define “user information” in Section 3.
3247https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.568 World Poker Tour - PlayWPT Free Texas Holdem Poker

Testing Details

App Name: World Poker Tour - PlayWPT Free Texas Holdem
Poker

Package Name: com.playwpt.mobile.poker
App Developer: CaptivePlay
Version: 19.9.95 (51)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.568.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3248

SDK Purpose Parent Company

AdColony Advertisement AdColony

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Apptentive Mobile Analytics Apptentive

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3248For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.playwpt.mobile.poker
https://play.google.com/store/apps/details?id=com.playwpt.mobile.poker
http://adcolony.com/
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
https://www.appsflyer.com/
https://www.apptentive.com/
http://try.crashlytics.com
https://developers.facebook.com


com.playwpt.mobile.poker: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

cocos2DX Game Engine cocos2dx
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com
http://www.cocos2d-x.org/


F.3.568.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3249

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3249For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.568.3 Data Transmissions During testing, we observed the following types of user in-
formation3250 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.appsflyer.com (AppsFlyer) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID
settings.crashlytics.com (Google) AAID Android ID
adc3-launch.adcolony.com (AdColony) AAID
ads30.adcolony.com (AdColony) AAID
api.apptentive.com (Apptentive) Android ID
napi.playwpt.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID
wd.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3251

3250We define “user information” in Section 3.
3251https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.569 Spotline

Testing Details

App Name: Spotline
Package Name: com.famspotline
App Developer: Sociability Apps
Version: 1.1.1 (11)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.569.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3252

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

(Table Continues)

3252For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.famspotline
https://developers.facebook.com/docs/android
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://adcolony.com/
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/


com.famspotline: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com


com.famspotline: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Mapbox Map/LBS Mapbox

Mozilla Rhino Development Aid Mozilla

LEDataStream Development Aid LEDataStream

Moat Mobile Analytics Oracle

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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http://www.ironsrc.com
https://www.mapbox.com/
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino
http://mindprod.com/products1.html
https://moat.com/analytics
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://www.slf4j.org/


F.3.569.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3253

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3253For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.569.3 Data Transmissions During testing, we observed the following types of user in-
formation3254 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

events.mapbox.com (Mapbox) GPS Location Coarse Location
spoten-api.digisoapps.com (Digital Solutions) GPS Location Coarse Location

Android ID Name
init.supersonicads.com (Ironsource) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

evtruck.magnus.ms (Unknown) AAID Android ID
graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3255

3254We define “user information” in Section 3.
3255https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.570 Voetbalzone

Testing Details

App Name: Voetbalzone
Package Name: com.nakko.android.voetbalzone
App Developer: Voetbalzone B.V.
Version: 3.0.2 (3024)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.570.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3256

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

BlueKai (acquired by Oracle) Mobile Analytics Oracle

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
3256For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nakko.android.voetbalzone
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.applovin.com/
https://www.appsflyer.com/
http://bluekai.com/registry/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.nakko.android.voetbalzone: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Fyber Advertisement Fyber

Gigya Mobile Analytics SAP

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.fyber.com/
https://www.gigya.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson


com.nakko.android.voetbalzone: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Jirbo Development Aid Jirbo
Advertisement

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

Smart Development Aid Smart

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

Ogury Presage Advertisement Ogury

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
http://www.jirbo.com/
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://target.my.com/
http://smartadserver.com/
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/smarek/httpclient-android
http://www.presage.io/
https://commons.apache.org/


com.nakko.android.voetbalzone: Detected SDKs (Continued)

SDK Purpose Parent Company

Bouncy Castle Development Aid Bouncy Castles

Joda Time Development Aid Stephen Colebourne

simple framework Development Aid simple framework

RxJava Retrofit Development Aid RxJava Retrofit
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http://www.bouncycastle.org/java.html
http://www.joda.org/joda-time/
http://www.simpleframework.org/
https://github.com/square/retrofit


F.3.570.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3257

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3257For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.570.3 Data Transmissions During testing, we observed the following types of user in-
formation3258 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pubads.g.doubleclick.net (Google) AAID
socialize.eu1.gigya.com (SAP) Android ID
www.facebook.com (Facebook) AAID
api.wonderpush.com (WonderPush) AAID
stags.bluekai.com (Oracle) AAID
cdn.sportfeeds.io (Unknown) Android ID
data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3259

3258We define “user information” in Section 3.
3259https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.571 Sudoku. Logic Puzzle

Testing Details

App Name: Sudoku. Logic Puzzle
Package Name: com.forsbit.sudoku
App Developer: Forsbit LLC
Version: 1.1.2 (39)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.571.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3260

SDK Purpose Parent Company

AdColony Advertisement AdColony

Google Admob Advertisement Google

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
3260For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.forsbit.sudoku
http://adcolony.com/
https://www.google.com/admob/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


com.forsbit.sudoku: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Jirbo Development Aid Jirbo
Advertisement

Moat Mobile Analytics Oracle

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://integralads.com
http://www.jirbo.com/
https://moat.com/analytics


com.forsbit.sudoku: Detected SDKs (Continued)

SDK Purpose Parent Company

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Fmod Game Engine Firelight Technologies
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https://onesignal.com/
https://unity3d.com/
https://unity3d.com/
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
https://www.fmod.org/


F.3.571.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3261

Permission Description Used

No dangerous permissions were requested by the app.

3261For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.571.3 Data Transmissions During testing, we observed the following types of user in-
formation3262 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

d.applovin.com (AppLovin) AAID
rt.applovin.com (AppLovin) AAID
onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3263

3262We define “user information” in Section 3.
3263https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.572 GQueues | Tasks & To-Do Lists

Testing Details

App Name: GQueues | Tasks & To-Do Lists
Package Name: com.gqueues.android.app
App Developer: GQueues
Version: 1.6.7 (67)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.572.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3264

SDK Purpose Parent Company

Fasterxml Utility FasterXML

DashClock API Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3264For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gqueues.android.app
http://fasterxml.com/
http://api.dashclock.com/reference/com/google/android/apps/dashclock/api/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.gqueues.android.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Mobeta ListView GUI Component Mobeta ListView

JavaX Annotation API Utility JavaX Annotation API
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https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/bauerca/drag-sort-listview
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.572.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3265

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3265For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.572.3 Data Transmissions During testing, we observed the following types of user in-
formation3266 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.gqueues.com (GQueues) Email Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3267

3266We define “user information” in Section 3.
3267https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.573 Ahri RPG

Testing Details

App Name: Ahri RPG
Package Name: com.DoomsdayStudio.AhriRPG
App Developer: DOOMSDAY Studio
Version: 2.1 (39)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.573.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3268

SDK Purpose Parent Company

Applovin Advertisement AppLovin

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3268For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.DoomsdayStudio.AhriRPG
https://www.applovin.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.DoomsdayStudio.AhriRPG: Detected SDKs (Continued)

SDK Purpose Parent Company

Immersion TouchSense SDK Development Aid Immersion

Jirbo Development Aid Jirbo
Advertisement

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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https://www.immersion.com/products-services/software-development-kit-for-mobile-games/
http://www.jirbo.com/
https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.573.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3269

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3269For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.573.3 Data Transmissions During testing, we observed the following types of user in-
formation3270 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

a.applovin.com (AppLovin) AAID
rt.applovin.com (AppLovin) AAID
api.uca.cloud.unity3d.com (Unity Technolo-
gies)

Android ID AAID

d.applovin.com (AppLovin) AAID
impact.applifier.com (Unity Technologies) AAID
androidads23.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3271

3270We define “user information” in Section 3.
3271https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.574 Diabetes Diary

Testing Details

App Name: Diabetes Diary
Package Name: no.telemed.diabetesdiary
App Developer: Nasjonalt senter for samhandling og telemedisin
Version: 2.0 (1044)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.574.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3272

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaX Servlet API Utility JavaX Servlet API

AChartEngine Development Aid AChartEngine

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

(Table Continues)

3272For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=no.telemed.diabetesdiary
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/JakeWharton/ViewPagerIndicator
https://www.jcp.org/en/jsr/detail?id=369
http://www.achartengine.org/
https://commons.apache.org/
https://hc.apache.org/
http://www.bouncycastle.org/java.html


no.telemed.diabetesdiary: Detected SDKs (Continued)

SDK Purpose Parent Company

Matomo (Piwik) Mobile Analytics Matomo

SLF4J Development Aid SLF4J

www.appcensus.io F-3206F-3206

https://matomo.org/mobile
http://www.slf4j.org/


F.3.574.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3273

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3273For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.574.3 Data Transmissions During testing, we observed the following types of user in-
formation3274 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3275

3274We define “user information” in Section 3.
3275https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3208F-3208

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.575 Guardian Soul

Testing Details

App Name: Guardian Soul
Package Name: com.mobirix.gs2016
App Developer: mobirix
Version: 1.5.4 (156)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.575.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3276

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

(Table Continues)
3276For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mobirix.gs2016
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/


com.mobirix.gs2016: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3210F-3210

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.575.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3277

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3277For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.575.3 Data Transmissions During testing, we observed the following types of user in-
formation3278 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3279

3278We define “user information” in Section 3.
3279https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3212F-3212

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.576 Fight Club 5th Edition

Testing Details

App Name: Fight Club 5th Edition
Package Name: com.lionsden.fc5
App Developer: Lion’s Den
Version: 1.53 (67)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.576.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3280

SDK Purpose Parent Company

SLF4J Development Aid SLF4J

Amazon In-App Purchasing Payment Amazon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

3280For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3213F-3213

https://play.google.com/store/apps/details?id=com.lionsden.fc5
http://www.slf4j.org/
https://developer.amazon.com/in-app-purchasing
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.576.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3281

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3281For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3214F-3214

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.576.3 Data Transmissions During testing, we observed the following types of user in-
formation3282 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3283

3282We define “user information” in Section 3.
3283https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3215F-3215

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.577 Jewel Blast Dragon - Match 3 Puzzle

Testing Details

App Name: Jewel Blast Dragon - Match 3 Puzzle
Package Name: com.go7game.jewelclassic
App Developer: Go7Game
Version: 1.15.3 (163)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.577.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3284

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
(Table Continues)

3284For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.go7game.jewelclassic
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.go7game.jewelclassic: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

TalkingData Mobile Analytics TalkingData

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Bugly Mobile Analytics Tencent

Umeng Analytics Mobile Analytics Alibaba

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3217F-3217

https://www.talkingdata.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://bugly.qq.com/
https://www.umeng.com/analytics
https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.577.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3285

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

3285For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.577.3 Data Transmissions During testing, we observed the following types of user in-
formation3286 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ulogs.umeng.com (Alibaba) Android ID AAID WiFi MAC
47.52.22.236 (Unknown) Android ID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
www.facebook.com (Facebook) AAID
launches.appsflyer.com (AppsFlyer) AAID
plbslog.umeng.com (Alibaba) Android ID AAID WiFi MAC
graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3287

3286We define “user information” in Section 3.
3287https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3219F-3219

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.578 Jelly Drops - Free Puzzle Games

Testing Details

App Name: Jelly Drops - Free Puzzle Games
Package Name: com.cookapps.playgrounds.ff.jellypopmania
App Developer: CookApps
Version: 4.0.4 (200092)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.578.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3288

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3288For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cookapps.playgrounds.ff.jellypopmania
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.cookapps.playgrounds.ff.jellypopmania: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.578.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3289

Permission Description Used

No dangerous permissions were requested by the app.

3289For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.578.3 Data Transmissions During testing, we observed the following types of user in-
formation3290 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

mpx.mopub.com (Twitter) AAID
tr-asia.adsmoloco.com (Moloco) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
t.appsflyer.com (AppsFlyer) AAID Android ID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

events.iap.unity3d.com (Unity Technologies) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

view.adjust.com (Adjust) AAID
impression.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

api.vungle.com (Vungle) AAID
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID
tr-us.adsmoloco.com (Moloco) AAID
prod-a.applovin.com (AppLovin) AAID
events.appsflyer.com (AppsFlyer) AAID Android ID
impression-east.liftoff.io (Liftoff) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

ads.api.vungle.com (Vungle) AAID
i.singular.net (Singular) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3291

3290We define “user information” in Section 3.
3291https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.579 YY Music –Free Music, Music player for Youtube

Testing Details

App Name: YY Music –Free Music, Music player for Youtube
Package Name: com.gugu.music
App Developer: YY Free Music
Version: 2.1.0 (202001250)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.579.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3292

SDK Purpose Parent Company

AMoAd Advertisement AMoAd

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
3292For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gugu.music
https://www.amoad.com
https://www.applovin.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/


com.gugu.music: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

JavaX Annotation API Utility JavaX Annotation API

nend Advertisement FAN Communications
Inc.

Jsoup Development Aid Jsoup

Mozilla Rhino Development Aid Mozilla
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http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/JakeWharton/NineOldAndroids
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://nend.net/en/
http://jsoup.org/
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino


F.3.579.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3293

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3293For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3226F-3226

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.579.3 Data Transmissions During testing, we observed the following types of user in-
formation3294 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.yymusicfm.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3295

3294We define “user information” in Section 3.
3295https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.580 Lenormand Love Tarot

Testing Details

App Name: Lenormand Love Tarot
Package Name: bg.mobio.lenormandlove
App Developer: Mobio Ltd
Version: 2.4 (7)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.580.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3296

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

3296For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=bg.mobio.lenormandlove
https://github.com/zxing/zxing
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


bg.mobio.lenormandlove: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-3229F-3229

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.580.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3297

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.

3297For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.580.3 Data Transmissions During testing, we observed the following types of user in-
formation3298 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3299

3298We define “user information” in Section 3.
3299https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3231F-3231

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.581 Spider Solitaire - Offline Free Card Games

Testing Details

App Name: Spider Solitaire - Offline Free Card Games
Package Name: com.sngict.spider
App Developer: SNG Games
Version: 2.1.1 (4028)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.581.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3300

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
3300For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sngict.spider
https://developers.facebook.com/docs/android
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://developers.facebook.com
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.sngict.spider: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Huawei Android SDK Development Aid Huawei

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

cocos2DX Game Engine cocos2dx
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https://www.doubleclickbygoogle.com/
http://firebase.com
http://developer.huawei.com/
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
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http://www.cocos2d-x.org/


F.3.581.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3301

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3301For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3234F-3234

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.581.3 Data Transmissions During testing, we observed the following types of user in-
formation3302 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

res1.applovin.com (AppLovin) BT BSSID
api.gameanalytics.com (Mobvista) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3303

3302We define “user information” in Section 3.
3303https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.582 小說閱讀 - 熱門武俠、耽美、言情、玄幻、長篇、短篇小說大全

Testing Details

App Name: 小說閱讀 - 熱門武俠、耽美、言情、玄幻、長篇、短篇
小說大全

Package Name: com.readerbook.kks
App Developer: Dickie Maguire
Version: 2.3.7 (14)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.582.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3304

SDK Purpose Parent Company

Umeng push Development Aid Alibaba
Push Notifications

Facebook Ads Advertisement Facebook

Baidu APP SDK Development Aid Baidu

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
3304For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3236F-3236

https://play.google.com/store/apps/details?id=com.readerbook.kks
https://play.google.com/store/apps/details?id=com.readerbook.kks
http://mobile.umeng.com/push
https://developers.facebook.com/docs/android
https://developer.baidu.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.readerbook.kks: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

otto Development Aid Square

Taobao ACCS Development Aid Taobao

Bugly Mobile Analytics Tencent

Umeng Analytics Mobile Analytics Alibaba

Umeng Message Push Development Aid Alibaba
Push Notifications

Umeng U-push (Old version called agoo) Development Aid Alibaba
Push Notifications
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/zxing/zxing
http://square.github.io/otto/
https://open.taobao.com/
https://bugly.qq.com/
https://www.umeng.com/analytics
http://dev.umeng.com/push/android/sdk-download
http://dev.umeng.com/push/android/integration


F.3.582.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3305

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3305For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3238F-3238

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.582.3 Data Transmissions During testing, we observed the following types of user in-
formation3306 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3307

3306We define “user information” in Section 3.
3307https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3239F-3239

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.583 Gay guys chat & dating app - GayFriendly.dating

Testing Details

App Name: Gay guys chat & dating app - GayFriendly.dating
Package Name: gayfriendly.gay.dating.app
App Developer: DABLTECH LTD
Version: 1.38.21 (37)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.583.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3308

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3308For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3240F-3240

https://play.google.com/store/apps/details?id=gayfriendly.gay.dating.app
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


gayfriendly.gay.dating.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

myTarget Advertisement My.com
(Table Continues)

www.appcensus.io F-3241F-3241

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/zxing/zxing
http://inmobi.com
https://moat.com/analytics
https://target.my.com/


gayfriendly.gay.dating.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Social Networking

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

AndroidAnnotations API Development Aid AndroidAnnotations

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3242F-3242

https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/excilys/androidannotations
https://commons.apache.org/
https://hc.apache.org/
https://github.com/square/retrofit


F.3.583.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3309

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3309For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3243F-3243

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.583.3 Data Transmissions During testing, we observed the following types of user in-
formation3310 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID Android ID
config.inmobi.com (InMobi) AAID
graph.facebook.com (Facebook) AAID
register.appsflyer.com (AppsFlyer) AAID
mobileapi.datesupport.net (Dateland) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3311

3310We define “user information” in Section 3.
3311https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3244F-3244

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.584 Ukrainian news AllNews

Testing Details

App Name: Ukrainian news AllNews
Package Name: gregory.network.rss
App Developer: ToEventWithFriends.com
Version: 3.1.92 (128)
Release Date: April 29, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.584.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3312

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

3312For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3245F-3245

https://play.google.com/store/apps/details?id=gregory.network.rss
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


gregory.network.rss: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Tag Manager Mobile Analytics Google

Immersion TouchSense SDK Development Aid Immersion

Inmobi Advertisement InMobi

J256 Development Aid J256

Jirbo Development Aid Jirbo
Advertisement

MoPub Advertisement Twitter

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://www.google.com/analytics/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.google.com/analytics/tag-manager/
https://www.immersion.com/products-services/software-development-kit-for-mobile-games/
http://inmobi.com
https://github.com/j256/ormlite-android
http://www.jirbo.com/
http://www.mopub.com


gregory.network.rss: Detected SDKs (Continued)

SDK Purpose Parent Company

Nine Old Androids Development Aid Nine Old Androids

Smaato Advertisement Smaato
LBS

StartApp Advertisement StartApp
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Ogury Presage Advertisement Ogury

Jsoup Development Aid Jsoup

www.appcensus.io F-3247F-3247

https://github.com/JakeWharton/NineOldAndroids
https://www.smaato.com/
http://www.startapp.com/
https://unity3d.com/
https://unity3d.com/
http://www.presage.io/
http://jsoup.org/


F.3.584.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3313

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3313For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3248F-3248

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.584.3 Data Transmissions During testing, we observed the following types of user in-
formation3314 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

l-v1.presage.io (Ogury) AAID
data.flurry.com (Verizon) Android ID IMEI
rtb.appintop.com (Unknown) AAID Android ID
all-news.com.ua (All News) Android ID
p-v2.presage.io (Ogury) AAID
tr-v1.presage.io (Ogury) AAID
www.startappexchange.com (Unknown) AAID
as-v1.presage.io (Ogury) AAID
adimpression.startappservice.com (Star-
tApp)

AAID

init.startappexchange.com (Unknown) AAID
settings.crashlytics.com (Google) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3315

3314We define “user information” in Section 3.
3315https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3249F-3249

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.585 Women Workout: Home Gym & Cardio

Testing Details

App Name: Women Workout: Home Gym & Cardio
Package Name: air.com.KalromSystems.WomenWorkout
App Developer: Kalrom Systems LTD
Version: 1.4.5 (1004005)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.585.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3316

SDK Purpose Parent Company

Adobe Air Development Aid Adobe

Adobe FlashPlayer Development Aid Adobe

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Alipay Payment Alipay

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3316For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3250F-3250

https://play.google.com/store/apps/details?id=air.com.KalromSystems.WomenWorkout
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://play.google.com
https://dev.alipay.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


air.com.KalromSystems.WomenWorkout: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Milkman plugins Development Aid Milkman Plugins

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

www.appcensus.io F-3251F-3251

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://www.milkmanplugins.com
https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/


F.3.585.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3317

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3317For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3252F-3252

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.585.3 Data Transmissions During testing, we observed the following types of user in-
formation3318 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

click.liftoff.io (Liftoff) AAID
api.sdkengine.pro (Unknown) Android ID
ads.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID
mpx.mopub.com (Twitter) AAID
control.kochava.com (Kochava) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3319

3318We define “user information” in Section 3.
3319https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3253F-3253

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.586 Brisbane Airport Guide - Flight information BNE

Testing Details

App Name: Brisbane Airport Guide - Flight information BNE
Package Name: com.trackingtopia.brisbaneairportguide
App Developer: TrackingTopia
Version: 2.0 (30)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.586.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3320

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3320For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3254F-3254

https://play.google.com/store/apps/details?id=com.trackingtopia.brisbaneairportguide
https://developer.android.com/training/volley/index.html
https://github.com/daimajia/AndroidViewAnimations
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.trackingtopia.brisbaneairportguide: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

OneSignal Mobile Analytics OneSignal

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

www.appcensus.io F-3255F-3255

https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://onesignal.com/
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/


F.3.586.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3321

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3321For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3256F-3256

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.586.3 Data Transmissions During testing, we observed the following types of user in-
formation3322 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3323

3322We define “user information” in Section 3.
3323https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3257F-3257

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.587 Radio Croatia: Online and Free FM Radio

Testing Details

App Name: Radio Croatia: Online and Free FM Radio
Package Name: com.radiolight.croatie
App Developer: Radioworld FM
Version: 1.9.19 (65)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.587.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3324

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Adincube Advertisement Ogury

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3324For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.radiolight.croatie
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adincube.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://github.com/bumptech/glide/
http://www.chartboost.com/
https://developers.facebook.com


com.radiolight.croatie: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://integralads.com
http://www.ironsrc.com


com.radiolight.croatie: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

www.appcensus.io F-3260F-3260

https://moat.com/analytics
https://github.com/square/picasso
https://home.tapjoy.com/
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.presage.io/


F.3.587.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3325

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.

3325For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3261F-3261

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.587.3 Data Transmissions During testing, we observed the following types of user in-
formation3326 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.radiolight.info (Unknown) Android ID
data.flurry.com (Verizon) AAID Android ID
graph.facebook.com (Facebook) AAID
gestionapp.montana.cat (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3327

3326We define “user information” in Section 3.
3327https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3262F-3262

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.588 Tarot Universe - Free reading

Testing Details

App Name: Tarot Universe - Free reading
Package Name: bg.mobio.standarttarot
App Developer: Mobio Ltd
Version: 3.5 (16)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.588.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3328

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

3328For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3263F-3263

https://play.google.com/store/apps/details?id=bg.mobio.standarttarot
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://www.google.com/analytics/tag-manager/


F.3.588.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3329

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3329For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3264F-3264

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.588.3 Data Transmissions During testing, we observed the following types of user in-
formation3330 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3331

3330We define “user information” in Section 3.
3331https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3265F-3265

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.589 Solitaire HD

Testing Details

App Name: Solitaire HD
Package Name: de.heimlich.gut.solitaire.hd
App Developer: Till Essers
Version: 1.1.2 (5)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.589.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3332

SDK Purpose Parent Company

Google Ads Advertisement Google

3332For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3266F-3266

https://play.google.com/store/apps/details?id=de.heimlich.gut.solitaire.hd
https://www.google.com/ads/


F.3.589.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3333

Permission Description Used

No dangerous permissions were requested by the app.

3333For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3267F-3267

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.589.3 Data Transmissions During testing, we observed the following types of user in-
formation3334 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3335

3334We define “user information” in Section 3.
3335https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3268F-3268

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.590 ニナル-ninaru：初めての妊娠も安心！妊娠�出産に役立つ妊婦さん向
けマタニティアプリ

Testing Details

App Name: ニナル-ninaru：初めての妊娠も安心！妊娠�出産に
役立つ妊婦さん向けマタニティアプリ

Package Name: jp.co.eversense.ninaru
App Developer: ever sense, Inc.
Version: 5.37 (134)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.590.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3336

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3336For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3269F-3269

https://play.google.com/store/apps/details?id=jp.co.eversense.ninaru
https://play.google.com/store/apps/details?id=jp.co.eversense.ninaru
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


jp.co.eversense.ninaru: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

OkHttp Development Aid OkHttp

otto Development Aid Square

(Table Continues)

www.appcensus.io F-3270F-3270

https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
https://github.com/square/okhttp
http://square.github.io/otto/


jp.co.eversense.ninaru: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

www.appcensus.io F-3271F-3271

https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.590.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3337

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3337For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3272F-3272

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.590.3 Data Transmissions During testing, we observed the following types of user in-
formation3338 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sp.gmossp-sp.jp (Unknown) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3339

3338We define “user information” in Section 3.
3339https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3273F-3273

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.591 ANI News

Testing Details

App Name: ANI News
Package Name: com.ani.news
App Developer: ANI News
Version: 3.2 (302)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.591.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3340

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

Apache Cordova Development Aid The Apache Software
Foundation

(Table Continues)
3340For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3274F-3274

https://play.google.com/store/apps/details?id=com.ani.news
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/protobuf
https://cordova.apache.org/


com.ani.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Json org Development Aid Json org

www.appcensus.io F-3275F-3275

http://www.json.org/


F.3.591.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3341

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.

3341For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3276F-3276

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.591.3 Data Transmissions During testing, we observed the following types of user in-
formation3342 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3343

3342We define “user information” in Section 3.
3343https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3277F-3277

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.592 Radio Nicaragua

Testing Details

App Name: Radio Nicaragua
Package Name: com.radio.nicaragua
App Developer: User One Studio
Version: 4.12 (102)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.592.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3344

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3344For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3278F-3278

https://play.google.com/store/apps/details?id=com.radio.nicaragua
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.radio.nicaragua: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

J256 Development Aid J256

www.appcensus.io F-3279F-3279

https://github.com/google/gson
https://github.com/j256/ormlite-android


F.3.592.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3345

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3345For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3280F-3280

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.592.3 Data Transmissions During testing, we observed the following types of user in-
formation3346 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3347

3346We define “user information” in Section 3.
3347https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3281F-3281

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.593 ScribMaster draw and paint

Testing Details

App Name: ScribMaster draw and paint
Package Name: net.thoster.noteshare
App Developer: Alstapp Note & Draw
Version: 2018.2 (78)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.593.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3348

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
(Table Continues)

3348For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3282F-3282

https://play.google.com/store/apps/details?id=net.thoster.noteshare
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
http://firebase.com


net.thoster.noteshare: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

Apache Http Development Aid The Apache Software
Foundation

www.appcensus.io F-3283F-3283

https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://hc.apache.org/


F.3.593.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3349

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3349For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3284F-3284

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.593.3 Data Transmissions During testing, we observed the following types of user in-
formation3350 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3351

3350We define “user information” in Section 3.
3351https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3285F-3285

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.594 Casino Slots: Vegas Fever

Testing Details

App Name: Casino Slots: Vegas Fever
Package Name: casino.slots.vegasfever
App Developer: AGS Interactive
Version: 1.0.0.3 (27)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.594.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3352

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3352For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3286F-3286

https://play.google.com/store/apps/details?id=casino.slots.vegasfever
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


casino.slots.vegasfever: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Outline Games Payment Outline Games

Samsung In-App Purchase Payment Samsung

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3287F-3287

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
http://www.outlinegames.com
http://developer.samsung.com/iap
https://unity3d.com/
https://www.fmod.org/


F.3.594.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3353

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3353For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3288F-3288

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.594.3 Data Transmissions During testing, we observed the following types of user in-
formation3354 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
d.applovin.com (AppLovin) AAID
rt.applovin.com (AppLovin) AAID
t.appsflyer.com (AppsFlyer) AAID Android ID
a.applovin.com (AppLovin) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3355

3354We define “user information” in Section 3.
3355https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3289F-3289

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.595 Rushfiles

Testing Details

App Name: Rushfiles
Package Name: com.rushfiles.clouddrive
App Developer: RushFiles A/S
Version: 4.3.5 (428)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.595.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3356

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Google Gson Development Aid Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

OkHttp Development Aid OkHttp

otto Development Aid Square

Java-WebSocket Development Aid Java-WebSocket

3356For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3290F-3290

https://play.google.com/store/apps/details?id=com.rushfiles.clouddrive
https://github.com/bumptech/glide/
http://fasterxml.com/
https://github.com/google/gson
https://newrelic.com/
http://www.newrelic.com
https://github.com/square/okhttp
http://square.github.io/otto/
https://github.com/TooTallNate/Java-WebSocket


F.3.595.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3357

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3357For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3291F-3291

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.595.3 Data Transmissions During testing, we observed the following types of user in-
formation3358 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3359

3358We define “user information” in Section 3.
3359https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3292F-3292

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.596 Freecell in Nature

Testing Details

App Name: Freecell in Nature
Package Name: com.jellybrain.freecell
App Developer: doctor2jk
Version: 3.22 (11)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.596.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3360

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

3360For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3293F-3293

https://play.google.com/store/apps/details?id=com.jellybrain.freecell
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/


F.3.596.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3361

Permission Description Used

No dangerous permissions were requested by the app.

3361For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3294F-3294

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.596.3 Data Transmissions During testing, we observed the following types of user in-
formation3362 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3363

3362We define “user information” in Section 3.
3363https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3295F-3295

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.597 CMN News

Testing Details

App Name: CMN News
Package Name: ws.coverme.cmn
App Developer: CoverMe Secure Messenger & Vault, Inc.
Version: 2.8.24 (2008024)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.597.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3364

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Dropbox Java SDK Utility Dropbox

Afinal Advertisement Direct Travel

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3364For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3296F-3296

https://play.google.com/store/apps/details?id=ws.coverme.cmn
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
http://try.crashlytics.com
https://github.com/gini/dropbox-java-sdk
https://github.com/yangfuhai/afinal/tree/master/src/net/tsz/afinal
https://developers.facebook.com


ws.coverme.cmn: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Pinyin4j Development Aid Pinyin4j

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

(Table Continues)

www.appcensus.io F-3297F-3297

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://developers.google.com/international/
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://pinyin4j.sourceforge.net/
https://commons.apache.org/
https://hc.apache.org/


ws.coverme.cmn: Detected SDKs (Continued)

SDK Purpose Parent Company

Json org Development Aid Json org

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-3298F-3298

http://www.json.org/
http://rtyley.github.io/spongycastle/


F.3.597.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3365

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3365For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3299F-3299

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.597.3 Data Transmissions During testing, we observed the following types of user in-
formation3366 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3367

3366We define “user information” in Section 3.
3367https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3300F-3300

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.598 Football Management Ultra 2020 - Manager Game

Testing Details

App Name: Football Management Ultra 2020 - Manager
Game

Package Name: com.trophymanager.ultra
App Developer: Trophy Games - Football Manager Game Makers
Version: 2.1.34 (20134)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.598.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3368

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

deltaDNA Mobile Analytics Unity Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
3368For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3301F-3301

https://play.google.com/store/apps/details?id=com.trophymanager.ultra
https://play.google.com/store/apps/details?id=com.trophymanager.ultra
https://play.google.com
https://www.appsflyer.com/
http://www.chartboost.com/
https://deltadna.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.trophymanager.ultra: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3302F-3302

https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
http://www.ironsrc.com
https://unity3d.com/
https://www.fmod.org/


F.3.598.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3369

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3369For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3303F-3303

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.598.3 Data Transmissions During testing, we observed the following types of user in-
formation3370 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ultra.trophymanager.com (Trophy Games
ApS)

Android ID

outcome-ssp.supersonicads.com (Iron-
source)

AAID

t.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

events.iap.unity3d.com (Unity Technologies) Android ID
init.supersonicads.com (Ironsource) AAID
notifications.pro11.com (Unknown) Android ID
outcome-cdn.supersonicads.com (Iron-
source)

AAID

pm-gateway.supersonicads.com (Iron-
source)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3371

3370We define “user information” in Section 3.
3371https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3304F-3304

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.599 Fresh Bag (Online Fruits, Vegetables And Grocery)

Testing Details

App Name: Fresh Bag (Online Fruits, Vegetables And Grocery)
Package Name: com.ict.freshbag
App Developer: ICT (iCreate Technolab)
Version: 1.0.4 (5)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.599.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3372

SDK Purpose Parent Company

Google Gson Development Aid Google

3372For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3305F-3305

https://play.google.com/store/apps/details?id=com.ict.freshbag
https://github.com/google/gson


F.3.599.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3373

Permission Description Used

CAMERA Required to be able to access the camera device.

3373For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3306F-3306

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.599.3 Data Transmissions During testing, we observed the following types of user in-
formation3374 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3375

3374We define “user information” in Section 3.
3375https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3307F-3307

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.600 FM Córdoba

Testing Details

App Name: FM Córdoba
Package Name: ar.com.cadena3.fmcordoba
App Developer: Cadena 3 Argentina
Version: 3.1.140 (24)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.600.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3376

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3376For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3308F-3308

https://play.google.com/store/apps/details?id=ar.com.cadena3.fmcordoba
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


ar.com.cadena3.fmcordoba: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AndroidAsync Development Aid AndroidAsync

OneSignal Mobile Analytics OneSignal

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-3309F-3309

https://developers.facebook.com/docs/android
http://www.getui.com/cn/index.html
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/koush/AndroidAsync
https://onesignal.com/
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/


F.3.600.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3377

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3377For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3310F-3310

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.600.3 Data Transmissions During testing, we observed the following types of user in-
formation3378 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
onesignal.com (OneSignal) GPS Location Coarse Location

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3379

3378We define “user information” in Section 3.
3379https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3311F-3311

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.601 Ludo Bing

Testing Details

App Name: Ludo Bing
Package Name: com.dotfinger.ludo.free
App Developer: DotFinger Games
Version: 2.1.2 (25)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.601.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3380

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3380For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3312F-3312

https://play.google.com/store/apps/details?id=com.dotfinger.ludo.free
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.dotfinger.ludo.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3313F-3313

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.601.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3381

Permission Description Used

No dangerous permissions were requested by the app.

3381For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3314F-3314

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.601.3 Data Transmissions During testing, we observed the following types of user in-
formation3382 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

6993.playfabapi.com (Microsoft) Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3383

3382We define “user information” in Section 3.
3383https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3315F-3315

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.602 Black Hole - Lock screen

Testing Details

App Name: Black Hole - Lock screen
Package Name: ginlemon.locker.blackHole
App Developer: Smart Launcher Team
Version: 5.4.24 (89)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.602.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3384

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
3384For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3316F-3316

https://play.google.com/store/apps/details?id=ginlemon.locker.blackHole
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


ginlemon.locker.blackHole: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Android Package management Development Aid Android Package
management

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

www.appcensus.io F-3317F-3317

https://www.doubleclickbygoogle.com/
http://firebase.com
https://developer.android.com/reference/android/content/pm/package-summary.html
http://inmobi.com
https://integralads.com
https://moat.com/analytics
https://github.com/square/picasso


F.3.602.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3385

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.
READ_CALENDAR Allows an application to read the user’s calendar data.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3385For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3318F-3318

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.602.3 Data Transmissions During testing, we observed the following types of user in-
formation3386 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3387

3386We define “user information” in Section 3.
3387https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3319F-3319

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.603 BG MUSIC PLAYER - MUSIC PLAYER

Testing Details

App Name: BG MUSIC PLAYER - MUSIC PLAYER
Package Name: com.music.bigdoo
App Developer: KHG2014
Version: 1.2 (3)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.603.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3388

SDK Purpose Parent Company

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

OkHttp Development Aid OkHttp

MaterialProgressBar Development Aid MaterialProgressBar

3388For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3320F-3320

https://play.google.com/store/apps/details?id=com.music.bigdoo
https://github.com/nostra13/Android-Universal-Image-Loader
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/square/okhttp
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.603.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3389

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3389For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3321F-3321

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.603.3 Data Transmissions During testing, we observed the following types of user in-
formation3390 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3391

3390We define “user information” in Section 3.
3391https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3322F-3322

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.604 (com.restandbe.app.featured)

Testing Details

App Name:
Package Name: com.restandbe.app.featured
App Developer: None
Version: 1.1.0 (10020)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.604.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3392

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation

3392For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3323F-3323

https://cordova.apache.org/


F.3.604.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3393

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3393For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3324F-3324

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.604.3 Data Transmissions During testing, we observed the following types of user in-
formation3394 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3395

3394We define “user information” in Section 3.
3395https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3325F-3325

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.605 Frog City Simulator

Testing Details

App Name: Frog City Simulator
Package Name: com.hgsphyscs.frogcity
App Developer: BalanMirelaAPP
Version: 1.0 (6)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.605.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3396

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

OneSignal Mobile Analytics OneSignal

StartApp Advertisement StartApp
Mobile Analytics

(Table Continues)

3396For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3326F-3326

https://play.google.com/store/apps/details?id=com.hgsphyscs.frogcity
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://onesignal.com/
http://www.startapp.com/


com.hgsphyscs.frogcity: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3327F-3327

https://unity3d.com/
https://unity3d.com/
https://www.fmod.org/


F.3.605.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3397

Permission Description Used

No dangerous permissions were requested by the app.

3397For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3328F-3328

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.605.3 Data Transmissions During testing, we observed the following types of user in-
formation3398 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

init.startappservice.com (StartApp) AAID
req.startappservice.com (StartApp) AAID
infoevent.startappservice.com (StartApp) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

impression-east.liftoff.io (Liftoff) AAID
adsmetadata.startappservice.com (Star-
tApp)

AAID

onesignal.com (OneSignal) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3399

3398We define “user information” in Section 3.
3399https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3329F-3329

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.606 Macau Radio , Radio Macau , Macau Tuner

Testing Details

App Name: Macau Radio , Radio Macau , Macau Tuner
Package Name: tw.com.off.macauradio
App Developer: OFF Tech
Version: 2.7.0 (70)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.606.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3400

SDK Purpose Parent Company

Tencent Wechat Social Network Tencent

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3400For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3330F-3330

https://play.google.com/store/apps/details?id=tw.com.off.macauradio
https://open.weixin.qq.com/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


tw.com.off.macauradio: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2

Kxml2 Development Aid Kxml2

XML Pull Development Aid XML Pull

www.appcensus.io F-3331F-3331

https://github.com/google/gson
http://kobjects.org
http://ksoap2.sourceforge.net/
http://www.kxml.org/
http://www.xmlpull.org/


F.3.606.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3401

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3401For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3332F-3332

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.606.3 Data Transmissions During testing, we observed the following types of user in-
formation3402 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3403

3402We define “user information” in Section 3.
3403https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3333F-3333

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.607 Sinhala To English Translator

Testing Details

App Name: Sinhala To English Translator
Package Name: translatortextvoicetranslator.sinhalatoenglishtranslator
App Developer: Translator Text & Voice Translator
Version: 1.18 (19)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.607.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3404

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Umeng push Development Aid Alibaba
Push Notifications

3404For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3334F-3334

https://play.google.com/store/apps/details?id=translatortextvoicetranslator.sinhalatoenglishtranslator
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://mobile.umeng.com/push


www.appcensus.io F-3335F-3335



F.3.607.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3405

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3405For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3336F-3336

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.607.3 Data Transmissions During testing, we observed the following types of user in-
formation3406 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3407

3406We define “user information” in Section 3.
3407https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3337F-3337

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.608 Radio FM España - La mejor radio online gratis

Testing Details

App Name: Radio FM España - La mejor radio online gratis
Package Name: com.cmobile.radiofm
App Developer: Camadu
Version: 4.0.1 (91)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.608.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3408

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3408For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3338F-3338

https://play.google.com/store/apps/details?id=com.cmobile.radiofm
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.cmobile.radiofm: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smart Development Aid Smart

picasso Development Aid Square Inc.

JavaX Annotation API Utility JavaX Annotation API

Zip4j Development Aid Srikanth Lingala

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

www.appcensus.io F-3339F-3339

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
http://inmobi.com
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
http://smartadserver.com/
https://github.com/square/picasso
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.lingala.net/zip4j/
https://github.com/ACRA/acra


F.3.608.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3409

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3409For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3340F-3340

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.608.3 Data Transmissions During testing, we observed the following types of user in-
formation3410 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3411

3410We define “user information” in Section 3.
3411https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3341F-3341

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.609 Solitaire suite - 25 in 1

Testing Details

App Name: Solitaire suite - 25 in 1
Package Name: com.quarzo.solitairepack
App Developer: Quarzo Apps
Version: 1.1.5 (115)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.609.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3412

SDK Purpose Parent Company

Google Play App Market Google Play

badlogic Game Engine badlogic

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3412For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3342F-3342

https://play.google.com/store/apps/details?id=com.quarzo.solitairepack
https://play.google.com
http://www.badlogicgames.com/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.quarzo.solitairepack: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

www.appcensus.io F-3343F-3343



F.3.609.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3413

Permission Description Used

No dangerous permissions were requested by the app.

3413For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3344F-3344

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.609.3 Data Transmissions During testing, we observed the following types of user in-
formation3414 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3415

3414We define “user information” in Section 3.
3415https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3345F-3345

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.610 Block Puzzle 2020

Testing Details

App Name: Block Puzzle 2020
Package Name: com.re.blockpuzzleclassic
App Developer: Replay Entertainment
Version: 1.0 (5)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.610.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3416

SDK Purpose Parent Company

Google Play App Market Google Play

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3416For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3346F-3346

https://play.google.com/store/apps/details?id=com.re.blockpuzzleclassic
https://play.google.com
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.re.blockpuzzleclassic: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3347F-3347

https://unity3d.com/
https://www.fmod.org/


F.3.610.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3417

Permission Description Used

No dangerous permissions were requested by the app.

3417For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3348F-3348

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.610.3 Data Transmissions During testing, we observed the following types of user in-
formation3418 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3419

3418We define “user information” in Section 3.
3419https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3349F-3349

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.611 Polish Newspapers

Testing Details

App Name: Polish Newspapers
Package Name: com.tachanfil.polskiegazety
App Developer: MUNBEN
Version: 5.0.5 (505)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.611.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3420

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
3420For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3350F-3350

https://play.google.com/store/apps/details?id=com.tachanfil.polskiegazety
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.tachanfil.polskiegazety: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

GreenDao Development Aid greenrobot

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3351F-3351

https://github.com/google/guava
https://github.com/google/gson
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/greenrobot/greenDAO
https://github.com/square/retrofit


F.3.611.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3421

Permission Description Used

ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3421For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3352F-3352

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.611.3 Data Transmissions During testing, we observed the following types of user in-
formation3422 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.openweathermap.org (OpenWeather) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3423

3422We define “user information” in Section 3.
3423https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3353F-3353

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.612 Boost Master

Testing Details

App Name: Boost Master
Package Name: com.rwasoft.booster
App Developer: Rwasoft
Version: 3.6.0 (210)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.612.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3424

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3424For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3354F-3354

https://play.google.com/store/apps/details?id=com.rwasoft.booster
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.612.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3425

Permission Description Used

No dangerous permissions were requested by the app.

3425For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3355F-3355

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.612.3 Data Transmissions During testing, we observed the following types of user in-
formation3426 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3427

3426We define “user information” in Section 3.
3427https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3356F-3356

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.613 Fastest Browser - Fast Download Private & Safe

Testing Details

App Name: Fastest Browser - Fast Download Private & Safe
Package Name: com.ap.pacorporation.litebrowse
App Developer: pacorporation
Version: 1.1 (2)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.613.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3428

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

MaterialProgressBar Development Aid MaterialProgressBar

3428For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3357F-3357

https://play.google.com/store/apps/details?id=com.ap.pacorporation.litebrowse
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.613.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3429

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3429For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3358F-3358

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.613.3 Data Transmissions During testing, we observed the following types of user in-
formation3430 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3431

3430We define “user information” in Section 3.
3431https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3359F-3359

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.614 ����� ���� ��� ���� ��� 99

Testing Details

App Name: ����� ���� ��� ���� ��� 99
Package Name: shamimsoft.shamimyas
App Developer: ShamimSoft
Version: google-6.8 (68)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.614.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3432

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3432For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3360F-3360

https://play.google.com/store/apps/details?id=shamimsoft.shamimyas
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


shamimsoft.shamimyas: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar

www.appcensus.io F-3361F-3361

https://github.com/google/gson
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.614.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3433

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3433For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3362F-3362

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.614.3 Data Transmissions During testing, we observed the following types of user in-
formation3434 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3435

3434We define “user information” in Section 3.
3435https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3363F-3363

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.615 Sinhala English Offline Dictionary & Translator

Testing Details

App Name: Sinhala English Offline Dictionary & Translator
Package Name: com.dragoma.sien
App Developer: Dragoma
Version: 1.9.4 (194)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.615.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3436

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3436For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3364F-3364

https://play.google.com/store/apps/details?id=com.dragoma.sien
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.dragoma.sien: Detected SDKs (Continued)

SDK Purpose Parent Company

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

www.appcensus.io F-3365F-3365

https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/jgilfelt/android-sqlite-asset-helper


F.3.615.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3437

Permission Description Used

No dangerous permissions were requested by the app.

3437For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3366F-3366

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.615.3 Data Transmissions During testing, we observed the following types of user in-
formation3438 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3439

3438We define “user information” in Section 3.
3439https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3367F-3367

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.616 Pear Launcher

Testing Details

App Name: Pear Launcher
Package Name: com.pearlauncher.pearlauncher
App Developer: Yajat Kumar
Version: 2.0.9 (92)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.616.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3440

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

3440For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3368F-3368

https://play.google.com/store/apps/details?id=com.pearlauncher.pearlauncher
https://github.com/bumptech/glide/


F.3.616.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3441

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

3441For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3369F-3369

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.616.3 Data Transmissions During testing, we observed the following types of user in-
formation3442 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3443

3442We define “user information” in Section 3.
3443https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3370F-3370

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.617 EnigmaWell FIT

Testing Details

App Name: EnigmaWell FIT
Package Name: com.fitnessmobileapps.realyouredhill
App Developer: Branded MINDBODY Apps
Version: 4.2.9 (420900)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.617.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3444

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3444For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3371F-3371

https://play.google.com/store/apps/details?id=com.fitnessmobileapps.realyouredhill
http://www.amplitude.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.fitnessmobileapps.realyouredhill: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Flurry Mobile Analytics Verizon

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

www.appcensus.io F-3372F-3372

https://flurry.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://newrelic.com/
http://www.newrelic.com


F.3.617.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3445

Permission Description Used

WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3445For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3373F-3373

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.617.3 Data Transmissions During testing, we observed the following types of user in-
formation3446 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.amplitude.com (Amplitude) AAID
data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3447

3446We define “user information” in Section 3.
3447https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3374F-3374

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.618 All Gayatri Mantra

Testing Details

App Name: All Gayatri Mantra
Package Name: com.appz.religious.gayatricollection
App Developer: Shivaay Technologies
Version: 1.0.1 (2)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.618.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3448

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3448For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3375F-3375

https://play.google.com/store/apps/details?id=com.appz.religious.gayatricollection
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.618.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3449

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3449For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3376F-3376

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.618.3 Data Transmissions During testing, we observed the following types of user in-
formation3450 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3451

3450We define “user information” in Section 3.
3451https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3377F-3377

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.619 Pluckeye

Testing Details

App Name: Pluckeye
Package Name: net.pluckeye.tober
App Developer: Single Eye Software
Version: 66.0.5 (2015635241)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.619.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3452

SDK Purpose Parent Company

httpclientandroidlib Development Aid Surespot

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

(Table Continues)

3452For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3378F-3378

https://play.google.com/store/apps/details?id=net.pluckeye.tober
https://github.com/surespot/httpclientandroidlib
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/JakeWharton/DiskLruCache
https://github.com/square/picasso


net.pluckeye.tober: Detected SDKs (Continued)

SDK Purpose Parent Company

Json org Development Aid Json org

Apache Common Development Aid The Apache Software
Foundation

Mozilla Telemetry Mobile Analytics Mozilla

www.appcensus.io F-3379F-3379

http://www.json.org/
https://commons.apache.org/
https://wiki.mozilla.org/Telemetry


F.3.619.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3453

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3453For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3380F-3380

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.619.3 Data Transmissions During testing, we observed the following types of user in-
formation3454 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3455

3454We define “user information” in Section 3.
3455https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3381F-3381

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.620 Universe Tv Player - Tv Box

Testing Details

App Name: Universe Tv Player - Tv Box
Package Name: com.universetvplayertvbox.universetvplayertvboxiptvbox
App Developer: EG Developers
Version: 2.2.2 (62)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.620.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3456

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

MaterialProgressBar Development Aid MaterialProgressBar

(Table Continues)

3456For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3382F-3382

https://play.google.com/store/apps/details?id=com.universetvplayertvbox.universetvplayertvboxiptvbox
https://github.com/bumptech/glide/
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/DreaminginCodeZH/MaterialProgressBar


com.universetvplayertvbox.universetvplayertvboxiptvbox: Detected SDKs (Continued)

SDK Purpose Parent Company

AChartEngine Development Aid AChartEngine

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

simple framework Development Aid simple framework

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-3383F-3383

http://www.achartengine.org/
http://www.joda.org/joda-time/
http://jsoup.org/
http://www.simpleframework.org/
http://rtyley.github.io/spongycastle/


F.3.620.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3457

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3457For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3384F-3384

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.620.3 Data Transmissions During testing, we observed the following types of user in-
formation3458 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3459

3458We define “user information” in Section 3.
3459https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3385F-3385

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.621 Daily Horoscope Fingerprint

Testing Details

App Name: Daily Horoscope Fingerprint
Package Name: finger.print.horoscope.eng
App Developer: W Space
Version: 2.6.0_14 (1016)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.621.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3460

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
(Table Continues)

3460For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3386F-3386

https://play.google.com/store/apps/details?id=finger.print.horoscope.eng
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


finger.print.horoscope.eng: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-3387F-3387



F.3.621.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3461

Permission Description Used

No dangerous permissions were requested by the app.

3461For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3388F-3388

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.621.3 Data Transmissions During testing, we observed the following types of user in-
formation3462 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3463

3462We define “user information” in Section 3.
3463https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3389F-3389

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.622 �仙-中�第一仙�手游

Testing Details

App Name: �仙-中�第一仙�手游

Package Name: com.pwrd.zxintscn
App Developer: Perfect Game Speed
Version: 1.790.0 (17901)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.622.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3464

SDK Purpose Parent Company

Fastjson Development Aid Alibaba.com

Alipay Payment Alipay

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3464For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3390F-3390

https://play.google.com/store/apps/details?id=com.pwrd.zxintscn
https://github.com/alibaba/fastjson
https://dev.alipay.com/
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.pwrd.zxintscn: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Bugly Mobile Analytics Tencent

Tencent Wechat Social Network Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Fmod Game Engine Firelight Technologies

(Table Continues)

www.appcensus.io F-3391F-3391

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://github.com/nostra13/Android-Universal-Image-Loader
https://bugly.qq.com/
https://open.weixin.qq.com/
https://unity3d.com/
https://prime31.com
https://www.fmod.org/


com.pwrd.zxintscn: Detected SDKs (Continued)

SDK Purpose Parent Company

Json org Development Aid Json org

www.appcensus.io F-3392F-3392

http://www.json.org/


F.3.622.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3465

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3465For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3393F-3393

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.622.3 Data Transmissions During testing, we observed the following types of user in-
formation3466 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
register.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
events.appsflyer.com (AppsFlyer) AAID
sdkintel.haitun.com (Unknown) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3467

3466We define “user information” in Section 3.
3467https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3394F-3394

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.623 Alien Shooter TD

Testing Details

App Name: Alien Shooter TD
Package Name: com.sigmateam.alienshooter.towerdefence
App Developer: Sigma Team
Version: 1.6.4 (61)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.623.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3468

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3468For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3395F-3395

https://play.google.com/store/apps/details?id=com.sigmateam.alienshooter.towerdefence
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.sigmateam.alienshooter.towerdefence: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

Nokia In-App Payment Payment Nokia

Samsung In-App Purchase Payment Samsung

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

SLF4J Development Aid SLF4J

www.appcensus.io F-3396F-3396

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://moat.com/analytics
http://developer.nokia.com/?p=932370&s=e0f3a2d5a412162fe5a577cfb660a309
http://developer.samsung.com/iap
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.slf4j.org/


F.3.623.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3469

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3469For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3397F-3397

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.623.3 Data Transmissions During testing, we observed the following types of user in-
formation3470 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

service.fyber.com (Fyber) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3471

3470We define “user information” in Section 3.
3471https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3398F-3398

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.624 Pakistani Bridal Dresses 2018

Testing Details

App Name: Pakistani Bridal Dresses 2018
Package Name: bridal.dresses.pakistani
App Developer: Vibrant Solutions
Version: 8 (8)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.624.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3472

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
3472For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3399F-3399

https://play.google.com/store/apps/details?id=bridal.dresses.pakistani
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


bridal.dresses.pakistani: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

www.appcensus.io F-3400F-3400



F.3.624.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3473

Permission Description Used

No dangerous permissions were requested by the app.

3473For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3401F-3401

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.624.3 Data Transmissions During testing, we observed the following types of user in-
formation3474 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3475

3474We define “user information” in Section 3.
3475https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3402F-3402

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.625 Son Dakika Haberleri

Testing Details

App Name: Son Dakika Haberleri
Package Name: appstoxe.habersondakika
App Developer: Appstoxe Uygulama Merkezi
Version: 3.54 (35400000)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.625.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3476

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3476For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3403F-3403

https://play.google.com/store/apps/details?id=appstoxe.habersondakika
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.625.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3477

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3477For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3404F-3404

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.625.3 Data Transmissions During testing, we observed the following types of user in-
formation3478 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3479

3478We define “user information” in Section 3.
3479https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3405F-3405

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.626 t2 Toys(Toys Trading Platform)

Testing Details

App Name: t2 Toys(Toys Trading Platform)
Package Name: com.inlooptech.t2toys
App Developer: t2 Toys International Limited
Version: 1_0 (48)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.626.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3480

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3480For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3406F-3406

https://play.google.com/store/apps/details?id=com.inlooptech.t2toys
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.inlooptech.t2toys: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3407F-3407

https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/square/picasso
https://github.com/square/retrofit


F.3.626.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3481

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3481For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3408F-3408

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.626.3 Data Transmissions During testing, we observed the following types of user in-
formation3482 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID
www.t2toys.com (t2toys) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3483

3482We define “user information” in Section 3.
3483https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3409F-3409

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.627 Dark Social

Testing Details

App Name: Dark Social
Package Name: org.nightmode.dark.social
App Developer: Night Mode Labs
Version: 1.2.3 (108)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.627.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3484

SDK Purpose Parent Company

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3484For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3410F-3410

https://play.google.com/store/apps/details?id=org.nightmode.dark.social
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
http://fasterxml.com/
http://www.getui.com/cn/index.html
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


org.nightmode.dark.social: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

www.appcensus.io F-3411F-3411

http://firebase.com
https://github.com/google/guava
https://github.com/google/protobuf
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://jsoup.org/


F.3.627.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3485

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3485For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3412F-3412

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.627.3 Data Transmissions During testing, we observed the following types of user in-
formation3486 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3487

3486We define “user information” in Section 3.
3487https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3413F-3413

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.628 manager-magazin.de

Testing Details

App Name: manager-magazin.de
Package Name: de.spiegel.android.app.mmo
App Developer: manager magazin Verlagsgesellschaft mbH
Version: 1.4.12 (112)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.628.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3488

SDK Purpose Parent Company

Google Play App Market Google Play

StAX API Development Aid Oracle

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
(Table Continues)

3488For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3414F-3414

https://play.google.com/store/apps/details?id=de.spiegel.android.app.mmo
https://play.google.com
https://jcp.org/en/jsr/detail?id=173
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


de.spiegel.android.app.mmo: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

INFOnline Mobile Analytics InfOnline

Apache Common Development Aid The Apache Software
Foundation

Jaxen Development Aid Jaxen

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J

Spring Framework Development Aid Spring

www.appcensus.io F-3415F-3415

https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://www.infonline.de
https://commons.apache.org/
http://jaxen.org/
http://www.simpleframework.org/
http://www.slf4j.org/
https://projects.spring.io/spring-framework/


F.3.628.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3489

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3489For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3416F-3416

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.628.3 Data Transmissions During testing, we observed the following types of user in-
formation3490 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

iam-agof-app.irquest.com (Unknown) AAID
de.ioam.de (Infonline) AAID
config.ioam.de (Infonline) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3491

3490We define “user information” in Section 3.
3491https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3417F-3417

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.629 Nairaland Forum

Testing Details

App Name: Nairaland Forum
Package Name: com.compass.nairaland
App Developer: Softrealm Solutions
Version: 1.4 (27)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.629.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3492

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Appyet Development Aid AppYet

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3492For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3418F-3418

https://play.google.com/store/apps/details?id=com.compass.nairaland
https://developers.facebook.com/docs/android
http://www.appyet.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.compass.nairaland: Detected SDKs (Continued)

SDK Purpose Parent Company

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

Card Library Utility Card Library

MaterialProgressBar Development Aid MaterialProgressBar

Jsoup Development Aid Jsoup

PrettyTime Development Aid OCPsoft

(Table Continues)

www.appcensus.io F-3419F-3419

https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/okhttp
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/gabrielemariotti/cardslib
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://jsoup.org/
https://github.com/ocpsoft/prettytime


com.compass.nairaland: Detected SDKs (Continued)

SDK Purpose Parent Company

simple framework Development Aid simple framework

www.appcensus.io F-3420F-3420

http://www.simpleframework.org/


F.3.629.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3493

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3493For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3421F-3421

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.629.3 Data Transmissions During testing, we observed the following types of user in-
formation3494 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3495

3494We define “user information” in Section 3.
3495https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3422F-3422

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.630 Astrology Answers - Horoscopes & More

Testing Details

App Name: Astrology Answers - Horoscopes & More
Package Name: com.aa.astrology
App Developer: Astrology Answers
Version: 3.0 (7)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.630.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3496

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3496For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3423F-3423

https://play.google.com/store/apps/details?id=com.aa.astrology
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.aa.astrology: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-3424F-3424

https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://newrelic.com/
http://www.newrelic.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/


F.3.630.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3497

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
CAMERA Required to be able to access the camera device.

3497For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3425F-3425

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.630.3 Data Transmissions During testing, we observed the following types of user in-
formation3498 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

services.astrologyanswers.com (Astrology
Answers)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3499

3498We define “user information” in Section 3.
3499https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3426F-3426

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.631 BlindStory - Watch, Download Stories for Instagram

Testing Details

App Name: BlindStory - Watch, Download Stories for Instagram
Package Name: com.storystalker.forinstagram
App Developer: Easypeek
Version: 1.0.15 (15)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.631.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3500

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

3500For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3427F-3427

https://play.google.com/store/apps/details?id=com.storystalker.forinstagram
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.storystalker.forinstagram: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

www.appcensus.io F-3428F-3428

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso


F.3.631.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3501

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3501For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3429F-3429

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.631.3 Data Transmissions During testing, we observed the following types of user in-
formation3502 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3503

3502We define “user information” in Section 3.
3503https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3430F-3430

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.632 English - Sinhala Translator

Testing Details

App Name: English - Sinhala Translator
Package Name: best2017translatorapps.english.sinhala
App Developer: Best 2017 Translator Apps
Version: 12.0 (12)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.632.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3504

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Umeng push Development Aid Alibaba
Push Notifications

3504For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3431F-3431

https://play.google.com/store/apps/details?id=best2017translatorapps.english.sinhala
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://mobile.umeng.com/push


www.appcensus.io F-3432F-3432



F.3.632.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3505

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3505For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3433F-3433

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.632.3 Data Transmissions During testing, we observed the following types of user in-
formation3506 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3507

3506We define “user information” in Section 3.
3507https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3434F-3434

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.633 Evernote - Notes Organizer & Daily Planner

Testing Details

App Name: Evernote - Notes Organizer & Daily Planner
Package Name: com.evernote
App Developer: Evernote Corporation
Version: 8.13.2 (1083315)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.633.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3508

SDK Purpose Parent Company

cocos2D Game Engine cocos2dx

Amazon In-App Purchasing Payment Amazon

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)
3508For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3435F-3435

https://play.google.com/store/apps/details?id=com.evernote
http://www.cocos2d-x.org/
https://developer.amazon.com/in-app-purchasing
https://github.com/astuetz
https://github.com/zxing/zxing
https://developers.facebook.com
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.evernote: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Mobeta ListView GUI Component Mobeta ListView

Android Viewpagerindicator Widget Development Aid Jake Wharton

www.appcensus.io F-3436F-3436

https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/bauerca/drag-sort-listview
https://github.com/JakeWharton/ViewPagerIndicator


F.3.633.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3509

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
RECORD_AUDIO Allows an application to record audio.
CAMERA Required to be able to access the camera device.
READ_CONTACTS Allows an application to read the user’s contacts data.

3509For an explanation of dangerous permissions, see Section 4.3.
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F.3.633.3 Data Transmissions During testing, we observed the following types of user in-
formation3510 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.iterable.com (Iterable) Email
control.kochava.com (Kochava) AAID
www.evernote.com (Evernote) Email Android ID Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3511

3510We define “user information” in Section 3.
3511https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.634 Wikipedia

Testing Details

App Name: Wikipedia
Package Name: org.wikipedia
App Developer: Wikimedia Foundation
Version: 2.7.50319-r-2020-05-19 (50319)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.634.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3512

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Gson Development Aid Google

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

3512For an explanation of SDKs, see Section 4.1.2.
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F.3.634.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3513

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3513For an explanation of dangerous permissions, see Section 4.3.
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F.3.634.3 Data Transmissions During testing, we observed the following types of user in-
formation3514 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3515

3514We define “user information” in Section 3.
3515https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.635 News Suite by Sony

Testing Details

App Name: News Suite by Sony
Package Name: com.sony.nfx.app.sfrc
App Developer: Sony Network Communications Inc.
Version: 5.2.10.30.1 (16521030)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.635.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3516

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

(Table Continues)
3516For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sony.nfx.app.sfrc
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
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com.sony.nfx.app.sfrc: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

picasso Development Aid Square Inc.

Taboola Advertisement Taboola
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F.3.635.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3517

Permission Description Used

No dangerous permissions were requested by the app.

3517For an explanation of dangerous permissions, see Section 4.3.
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F.3.635.3 Data Transmissions During testing, we observed the following types of user in-
formation3518 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
sl01.prc.sonydna.com (Sony) AAID
tracking.taboola.com (Taboola) AAID
cdn.taboola.com (Taboola) AAID
prod-clientlog.fastly.newssuite.sinfony.ne.jp
(Unknown)

AAID

s.sony.net (Sony) AAID
api.taboola.com (Taboola) AAID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3519

3518We define “user information” in Section 3.
3519https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.636 Hily –Meet New People, Make Friends & Find Dates

Testing Details

App Name: Hily –Meet New People, Make Friends & Find Dates
Package Name: com.hily.app
App Developer: Hily Corp.
Version: 3.0.3.2 (207)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.636.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3520

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

3520For an explanation of SDKs, see Section 4.1.2.
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com.hily.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.hily.app: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Tencent Login Social Network Tencent

otto Development Aid Square

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Spongy Castle Development Aid Spongy Castle
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F.3.636.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3521

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3521For an explanation of dangerous permissions, see Section 4.3.
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F.3.636.3 Data Transmissions During testing, we observed the following types of user in-
formation3522 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

track.hily.com (Hily) AAID Android ID
graph.facebook.com (Facebook) AAID
app.hily.com (Hily) Android ID
app.adjust.com (Adjust) AAID
api2.branch.io (Branch Metrics) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3523

3522We define “user information” in Section 3.
3523https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.637 Gallery Go by Google Photos

Testing Details

App Name: Gallery Go by Google Photos
Package Name: com.google.android.apps.photosgo
App Developer: Google LLC
Version: 1.1.3.310303996 release (2312676)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.637.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3524

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

3524For an explanation of SDKs, see Section 4.1.2.
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F.3.637.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3525

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_MEDIA_LOCATION Allows an application to access any geographic locations persisted

in the user’s shared collection.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3525For an explanation of dangerous permissions, see Section 4.3.
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F.3.637.3 Data Transmissions During testing, we observed the following types of user in-
formation3526 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3527

3526We define “user information” in Section 3.
3527https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.638 AnkiDroid Flashcards

Testing Details

App Name: AnkiDroid Flashcards
Package Name: com.ichi2.anki
App Developer: AnkiDroid Open Source Team
Version: 2.10.2 (21002300)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.638.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3528

SDK Purpose Parent Company

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

3528For an explanation of SDKs, see Section 4.1.2.
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F.3.638.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3529

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
CAMERA Required to be able to access the camera device.

3529For an explanation of dangerous permissions, see Section 4.3.
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F.3.638.3 Data Transmissions During testing, we observed the following types of user in-
formation3530 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3531

3530We define “user information” in Section 3.
3531https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.639 BBC Sport

Testing Details

App Name: BBC Sport
Package Name: bbc.mobile.sport.ww
App Developer: BBC Worldwide (Ltd)
Version: 1.26.2.4 (10037322)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.639.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3532

SDK Purpose Parent Company

ATInternet Mobile Analytics AT Internet

comscore Mobile Analytics Comscore

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
3532For an explanation of SDKs, see Section 4.1.2.
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


bbc.mobile.sport.ww: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google Gson Development Aid Google

Optimizely Mobile Analytics Optimizely

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

HockeyApp Mobile Analytics Microsoft
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F.3.639.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3533

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3533For an explanation of dangerous permissions, see Section 4.3.
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F.3.639.3 Data Transmissions During testing, we observed the following types of user in-
formation3534 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-asia.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3535

3534We define “user information” in Section 3.
3535https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.640 My Home - Design Dreams

Testing Details

App Name: My Home - Design Dreams
Package Name: com.spacegame.homedesign
App Developer: Zentertain
Version: 1.0.219 (91)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.640.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3536

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3536For an explanation of SDKs, see Section 4.1.2.
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com.spacegame.homedesign: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

(Table Continues)
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https://github.com/square/picasso


com.spacegame.homedesign: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

EventBus Development Aid greenrobot /Markus
Junginger

MaterialProgressBar Development Aid MaterialProgressBar

Apache Http Development Aid The Apache Software
Foundation

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3463F-3463

https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/greenrobot/EventBus
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://hc.apache.org/
https://www.fmod.org/
http://www.json.org/
http://www.slf4j.org/
https://github.com/square/retrofit


F.3.640.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3537

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3537For an explanation of dangerous permissions, see Section 4.3.
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F.3.640.3 Data Transmissions During testing, we observed the following types of user in-
formation3538 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
ads.api.vungle.com (Vungle) AAID
myhome-cf.zenkube.com (Zen Entertain-
ment)

Android ID AAID

graph.facebook.com (Facebook) Android ID AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

api.vungle.com (Vungle) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

init.supersonicads.com (Ironsource) AAID
app.adjust.com (Adjust) AAID
home-bi-ssl.zenkube.com (Zen Entertain-
ment)

Android ID AAID

ads-bi.zenkube.com (Zen Entertainment) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3539

3538We define “user information” in Section 3.
3539https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.641 Cookie Jam™ Match 3 Games | Connect 3 or More

Testing Details

App Name: Cookie Jam™ Match 3 Games | Connect 3 or
More

Package Name: air.com.sgn.cookiejam.gp
App Developer: Jam City, Inc.
Version: 10.20.011 (1010020011)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.641.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3540

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Adobe Air Development Aid Adobe

Adobe FlashPlayer Development Aid Adobe

Adobe Air FRE Development Aid Adobe

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

3540For an explanation of SDKs, see Section 4.1.2.
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air.com.sgn.cookiejam.gp: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
https://unity3d.com/


air.com.sgn.cookiejam.gp: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

HttpClient Android repackage buildscript Development Aid Marek Sebera
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https://unity3d.com/
https://github.com/smarek/httpclient-android


F.3.641.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3541

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3541For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.641.3 Data Transmissions During testing, we observed the following types of user in-
formation3542 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) Android ID AAID
settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3543

3542We define “user information” in Section 3.
3543https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.642 Webnovel

Testing Details

App Name: Webnovel
Package Name: com.qidian.Int.reader
App Developer: Cloudary
Version: 4.5.3 (273)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.642.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3544

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Android Support v7 Development Aid Google

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

3544For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.qidian.Int.reader
https://developers.facebook.com/docs/android
https://developer.android.com/reference/android/support/v7/app/package-summary.html
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.qidian.Int.reader: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
https://github.com/zxing/zxing


com.qidian.Int.reader: Detected SDKs (Continued)

SDK Purpose Parent Company

J256 Development Aid J256

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

MaterialProgressBar Development Aid MaterialProgressBar

json smart Development Aid json smart

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Mozilla Universal Detector Utility Mozilla

Spongy Castle Development Aid Spongy Castle

RxJava Retrofit Development Aid RxJava Retrofit
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https://github.com/j256/ormlite-android
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://github.com/netplex/json-smart-v2
https://commons.apache.org/
https://eclipse.org/aspectj/
https://github.com/ctt-gob-es/clienteafirma-external
http://rtyley.github.io/spongycastle/
https://github.com/square/retrofit


F.3.642.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3545

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3545For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.642.3 Data Transmissions During testing, we observed the following types of user in-
formation3546 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

register.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
idruid.webnovel.com (Tencent) AAID Name
log.webnovel.com (Tencent) AAID
codepush.appcenter.ms (Microsoft) Android ID
www.facebook.com (Facebook) AAID
t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3547

3546We define “user information” in Section 3.
3547https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.643 Fire Emblem Heroes

Testing Details

App Name: Fire Emblem Heroes
Package Name: com.nintendo.zaba
App Developer: Nintendo Co., Ltd.
Version: 4.5.0 (529623)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.643.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3548

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Bugsnag Mobile Analytics Bugsnag

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3548For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nintendo.zaba
https://www.adjust.com/
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://www.bugsnag.com/
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.nintendo.zaba: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

JavaX Annotation API Utility JavaX Annotation API

cocos2DX Game Engine cocos2dx
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/guava
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.cocos2d-x.org/


F.3.643.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3549

Permission Description Used

No dangerous permissions were requested by the app.

3549For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.643.3 Data Transmissions During testing, we observed the following types of user in-
formation3550 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

pubsub.googleapis.com (Google) AAID
220ac3f28f8d4cf99d8ce38fc8d4d5a7.baas.nintendo.com
(Nintendo)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3551

3550We define “user information” in Section 3.
3551https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3479F-3479

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.644 FUT 20 Draft, Squad Builder & SBC - FUTBIN

Testing Details

App Name: FUT 20 Draft, Squad Builder & SBC - FUTBIN
Package Name: com.futbin
App Developer: FUTBIN
Version: 7.42 (154)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.644.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3552

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

AerServ Mobile Analytics InMobi

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppNexus Advertisement xandr

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
(Table Continues)

3552For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.futbin
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.aerserv.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.applovin.com/
https://www.appnexus.com/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


com.futbin: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

In Loco Advertisement In Loco Media

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

Add Apt Tr Advertisement AddApptr GmbH

millennialmedia Advertisement Verizon

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

OneSignal Mobile Analytics OneSignal

Smaato Advertisement Smaato
LBS

(Table Continues)
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https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://inloco.com.br
http://inmobi.com
http://inner-active.com/
https://www.addapptr.com
http://www.millennialmedia.com/
https://moat.com/analytics
http://www.mopub.com
https://onesignal.com/
https://www.smaato.com/


com.futbin: Detected SDKs (Continued)

SDK Purpose Parent Company

Smart Development Aid Smart

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne
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http://smartadserver.com/
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://www.joda.org/joda-time/


F.3.644.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3553

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3553For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.644.3 Data Transmissions During testing, we observed the following types of user in-
formation3554 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

settings.crashlytics.com (Google) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3555

3554We define “user information” in Section 3.
3555https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.645 MyDates - The best way to find long lasting love

Testing Details

App Name: MyDates - The best way to find long lasting love
Package Name: com.boranuonline.mydates2
App Developer: Boranu Online B.V
Version: 5.2.11 (Quattro) (71)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.645.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3556

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
(Table Continues)

3556For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3485F-3485

https://play.google.com/store/apps/details?id=com.boranuonline.mydates2
https://github.com/zxing/zxing
https://www.adjust.com/
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.boranuonline.mydates2: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Android Viewpagerindicator Widget Development Aid Jake Wharton
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https://www.google.com/analytics/
http://firebase.com
https://github.com/JakeWharton/ViewPagerIndicator


F.3.645.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3557

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3557For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.645.3 Data Transmissions During testing, we observed the following types of user in-
formation3558 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.mydates.com (Boranu Online) AAID Email Name Android ID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3559

3558We define “user information” in Section 3.
3559https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.646 Epic Seven

Testing Details

App Name: Epic Seven
Package Name: com.stove.epic7.google
App Developer: Smilegate Megaport
Version: 1.0.238 (171000238)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.646.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3560

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

3560For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.stove.epic7.google
https://commons.apache.org/
https://hc.apache.org/


F.3.646.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3561

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3561For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.646.3 Data Transmissions During testing, we observed the following types of user in-
formation3562 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3563

3562We define “user information” in Section 3.
3563https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.647 Correct Speak - English Language Grammar Check

Testing Details

App Name: Correct Speak - English Language Grammar
Check

Package Name: com.speak.better.correctspelling
App Developer: Better English - Better Life
Version: 5.4 (540)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.647.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3564

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3564For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.speak.better.correctspelling
https://play.google.com/store/apps/details?id=com.speak.better.correctspelling
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.speak.better.correctspelling: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies
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http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/square/okhttp
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/


F.3.647.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3565

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3565For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.647.3 Data Transmissions During testing, we observed the following types of user in-
formation3566 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3567

3566We define “user information” in Section 3.
3567https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.648 Email Accounts All in One, Free Secure Mailboxes

Testing Details

App Name: Email Accounts All in One, Free Secure Mailboxes
Package Name: com.mailsall.inonemailboxapp
App Developer: Alpem Mobile
Version: 1.5.0 (9)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.648.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3568

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)
3568For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mailsall.inonemailboxapp
https://www.adjust.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.mailsall.inonemailboxapp: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://www.ironsrc.com
https://onesignal.com/
https://unity3d.com/
https://unity3d.com/


com.mailsall.inonemailboxapp: Detected SDKs (Continued)

SDK Purpose Parent Company

AndroidAnnotations API Development Aid AndroidAnnotations

Apache Common Development Aid The Apache Software
Foundation
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https://github.com/excilys/androidannotations
https://commons.apache.org/


F.3.648.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3569

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.

3569For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3499F-3499

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.648.3 Data Transmissions During testing, we observed the following types of user in-
formation3570 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID AAID
api.onesignal.com (OneSignal) AAID
app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3571

3570We define “user information” in Section 3.
3571https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3500F-3500

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.649 Gallery - Best & Ad free

Testing Details

App Name: Gallery - Best & Ad free
Package Name: com.tclhz.gallery
App Developer: Cloud Innovation Studio
Version: v8.3.0.0.G078.0 (501901128)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.649.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3572

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3572For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3501F-3501

https://play.google.com/store/apps/details?id=com.tclhz.gallery
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.649.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3573

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_MEDIA_LOCATION Allows an application to access any geographic locations persisted

in the user’s shared collection.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3573For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3502F-3502

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.649.3 Data Transmissions During testing, we observed the following types of user in-
formation3574 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3575

3574We define “user information” in Section 3.
3575https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3503F-3503

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.650 Prayer Times

Testing Details

App Name: Prayer Times
Package Name: com.dawateislami.namaz
App Developer: Dawat-e-Islami
Version: 2.1.5 (215)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.650.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3576

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

(Table Continues)

3576For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3504F-3504

https://play.google.com/store/apps/details?id=com.dawateislami.namaz
https://developer.android.com/training/volley/index.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson


com.dawateislami.namaz: Detected SDKs (Continued)

SDK Purpose Parent Company

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

www.appcensus.io F-3505F-3505

https://github.com/jgilfelt/android-sqlite-asset-helper


F.3.650.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3577

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3577For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3506F-3506

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.650.3 Data Transmissions During testing, we observed the following types of user in-
formation3578 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

apipt.dmiic.com (Unknown) Coarse Location GPS Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3579

3578We define “user information” in Section 3.
3579https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3507F-3507

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.651 Messengers for Collection Social

Testing Details

App Name: Messengers for Collection Social
Package Name: free.group.chat.social.messenger
App Developer: messagedevteam
Version: 26.0 (26)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.651.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3580

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3580For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3508F-3508

https://play.google.com/store/apps/details?id=free.group.chat.social.messenger
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary


free.group.chat.social.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

www.appcensus.io F-3509F-3509

https://www.doubleclickbygoogle.com/
http://firebase.com


F.3.651.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3581

Permission Description Used

No dangerous permissions were requested by the app.

3581For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3510F-3510

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.651.3 Data Transmissions During testing, we observed the following types of user in-
formation3582 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3583

3582We define “user information” in Section 3.
3583https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3511F-3511

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.652 KeepClean - Cleaner & Faster

Testing Details

App Name: KeepClean - Cleaner & Faster
Package Name: com.appsinnova.android.keepclean
App Developer: APPS INNOVA
Version: 2.1.2 (10002102)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.652.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3584

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Fastjson Development Aid Alibaba.com

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

3584For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3512F-3512

https://play.google.com/store/apps/details?id=com.appsinnova.android.keepclean
https://developers.facebook.com/docs/android
https://github.com/alibaba/fastjson
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.appsinnova.android.keepclean: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)

www.appcensus.io F-3513F-3513

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://unity3d.com/
https://unity3d.com/


com.appsinnova.android.keepclean: Detected SDKs (Continued)

SDK Purpose Parent Company

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3514F-3514

https://github.com/ACRA/acra
https://commons.apache.org/
https://github.com/square/retrofit


F.3.652.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3585

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3585For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3515F-3515

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.652.3 Data Transmissions During testing, we observed the following types of user in-
formation3586 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

register.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID
events.appsflyer.com (AppsFlyer) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3587

3586We define “user information” in Section 3.
3587https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3516F-3516

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.653 News Home: Breaking News, Local & World News Today

Testing Details

App Name: News Home: Breaking News, Local & World News
Today

Package Name: com.home.news.breaking
App Developer: My Home Apps
Version: 2.8.5-news-home (2000805)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.653.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3588

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3588For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3517F-3517

https://play.google.com/store/apps/details?id=com.home.news.breaking
https://play.google.com/store/apps/details?id=com.home.news.breaking
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.home.news.breaking: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mintegral Advertisement Mobvista

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

(Table Continues)

www.appcensus.io F-3518F-3518

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
https://www.mintegral.com/en/
http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids


com.home.news.breaking: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

Apache Common Development Aid The Apache Software
Foundation

JDOM2 Development Aid JDOM2

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

jUnit Java Unit Test Development Aid JUnit Team

www.appcensus.io F-3519F-3519

https://www.verizon.com/
https://commons.apache.org/
https://github.com/hunterhacker/jdom/wiki/JDOM2-A-Primer
http://www.joda.org/joda-time/
http://www.json.org/
http://jsoup.org/
http://www.slf4j.org/
http://junit.org/


F.3.653.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3589

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3589For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3520F-3520

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.653.3 Data Transmissions During testing, we observed the following types of user in-
formation3590 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
api.alltheapps.org (All The Apps) Coarse Location
www.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3591

3590We define “user information” in Section 3.
3591https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3521F-3521

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.654 新浪新�

Testing Details

App Name: 新浪新�

Package Name: com.sina.news
App Developer: Sina.com
Version: 7.24.7 (437)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.654.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3592

SDK Purpose Parent Company

Alipay Payment Alipay

Alibaba Amap Map/LBS Alibaba

AMAP autonavi API Map/LBS Alibaba

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

getui Advertisement getui
Mobile Analytics
Push Notifications

(Table Continues)

3592For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3522F-3522

https://play.google.com/store/apps/details?id=com.sina.news
https://dev.alipay.com/
https://lbs.amap.com/
https://lbs.amap.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
http://www.getui.com/cn/index.html


com.sina.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

pulltorefresh GUI Component Handmark

Huawei Android SDK Development Aid Huawei

newrelic Mobile Analytics New Relic

Adobe Air FRE Development Aid Adobe

Android Support v4 Development Aid Google

Weibo Social Network Sina Weibo
LBS

Bugly Mobile Analytics Tencent

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

tencent weixin Open(Share) Social Network tencent weixin
Open(Share)

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

Apache Common Development Aid The Apache Software
Foundation

EventBus Development Aid greenrobot /Markus
Junginger

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Mozilla Rhino Development Aid Mozilla

www.appcensus.io F-3523F-3523

https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/chrisbanes/Android-PullToRefresh
http://developer.huawei.com/
https://newrelic.com/
http://www.adobe.com/cn/devnet/air/air_for_android.html
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://weibo.com/
https://bugly.qq.com/
https://connect.qq.com
https://open.weixin.qq.com/
https://open.weixin.qq.com/
https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/console/appservice/push.html
https://commons.apache.org/
https://github.com/greenrobot/EventBus
http://www.joda.org/joda-time/
http://www.json.org/
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino


F.3.654.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3593

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3593For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3524F-3524

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.654.3 Data Transmissions During testing, we observed the following types of user in-
formation3594 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

221.179.175.112 (Unknown) IMEI
beacon.sina.com.cn (Sina Weibo) WiFi MAC Android ID GSF ID IMEI

IMSI WiFi BSSID SIM ID WiFi SSID
Coarse Location GPS Location

tqt.weibo.cn (Unknown) IMEI
pigeon.sina.cn (Sina Corp.) IMEI
b.qchannel03.cn (qchannel03) WiFi MAC Android ID IMEI IMSI

SIM ID Coarse Location Serial #
interface.sina.cn (Sina Corp.) IMEI
reports.crashlytics.com (Google) Android ID IMEI IMSI

Coarse Location
abroad.apilocate.amap.com (Amap - An-
tunes E Maia Publicidade)

WiFi MAC IMEI IMSI WiFi BSSID
WiFi SSID Serial #

restapi.amap.com (Alibaba) Coarse Location
gk.sina.cn (Sina Corp.) IMEI Coarse Location
123.125.104.67 (Unknown) IMEI
pg.sina.cn (Sina Corp.) Android ID IMEI Coarse Location
newsapi.sina.cn (Sina Corp.) Android ID IMEI IMSI

Coarse Location
truth.qchannel03.cn (qchannel03) WiFi MAC Android ID IMEI IMSI

SIM ID Serial #
sax.sina.com.cn (Sina Weibo) Android ID IMEI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3595

3594We define “user information” in Section 3.
3595https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3525F-3525

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.655 TextU - Private SMS Messenger, Call app

Testing Details

App Name: TextU - Private SMS Messenger, Call app
Package Name: com.textu.sms.privacy.messenger
App Developer: Melons Chat Group
Version: 4.2.8 (708)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.655.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3596

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

3596For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3526F-3526

https://play.google.com/store/apps/details?id=com.textu.sms.privacy.messenger
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


com.textu.sms.privacy.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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com.textu.sms.privacy.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Internationalization Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

FloatingActionButton GUI Component FloatingActionButton

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

PubMatic Advertisement PubMatic

Smaato Advertisement Smaato
LBS

Apache Http Development Aid The Apache Software
Foundation

Spongy Castle Development Aid Spongy Castle
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F.3.655.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3597

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
RECEIVE_MMS Allows an application to monitor incoming MMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_SMS Allows an application to read SMS messages.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.

3597For an explanation of dangerous permissions, see Section 4.3.
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F.3.655.3 Data Transmissions During testing, we observed the following types of user in-
formation3598 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID IMEI
data.flurry.com (Verizon) AAID IMEI Android ID
ivt.melonsapp.com (Melons App) IMEI
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3599

3598We define “user information” in Section 3.
3599https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.656 Message Text and Call Video Chat Free

Testing Details

App Name: Message Text and Call Video Chat Free
Package Name: com.messengerfree.forchat
App Developer: X-Game
Version: 1.15 (16)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.656.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3600

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
(Table Continues)

3600For an explanation of SDKs, see Section 4.1.2.
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com.messengerfree.forchat: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Nine Old Androids Development Aid Nine Old Androids
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F.3.656.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3601

Permission Description Used

No dangerous permissions were requested by the app.

3601For an explanation of dangerous permissions, see Section 4.3.
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F.3.656.3 Data Transmissions During testing, we observed the following types of user in-
formation3602 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3603

3602We define “user information” in Section 3.
3603https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.657 DO Multiple Accounts - Infinite Parallel Clone App

Testing Details

App Name: DO Multiple Accounts - Infinite Parallel Clone App
Package Name: do.multiple.cloner
App Developer: River Stone Tech
Version: 2.32.01.0426 (23201)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.657.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3604

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3604For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=do.multiple.cloner
https://developers.facebook.com/docs/android
https://play.google.com
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do.multiple.cloner: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba
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https://www.doubleclickbygoogle.com/
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F.3.657.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3605

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
USE_SIP Allows an application to use SIP service.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
BODY_SENSORS Allows an application to access data from sensors that the user uses

to measure what is happening inside his/her body, such as heart
rate.

ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3605For an explanation of dangerous permissions, see Section 4.3.
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F.3.657.3 Data Transmissions During testing, we observed the following types of user in-
formation3606 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

plbslog.umeng.com (Alibaba) AAID WiFi MAC Android ID
ulogs.umeng.com (Alibaba) AAID WiFi MAC Android ID

BT Name
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3607

3606We define “user information” in Section 3.
3607https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.658 Mahjong

Testing Details

App Name: Mahjong
Package Name: net.game.mahjong
App Developer: 1bsyl
Version: 1.35 (135300)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.658.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3608

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

3608For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.game.mahjong
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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F.3.658.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3609

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3609For an explanation of dangerous permissions, see Section 4.3.
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F.3.658.3 Data Transmissions During testing, we observed the following types of user in-
formation3610 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3611

3610We define “user information” in Section 3.
3611https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.659 Google Play Music

Testing Details

App Name: Google Play Music
Package Name: com.google.android.music
App Developer: Google LLC
Version: 8.24.8558-1.R (85581)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.659.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3612

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Analytics Mobile Analytics Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
(Table Continues)

3612For an explanation of SDKs, see Section 4.1.2.
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com.google.android.music: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Protocol Buffers Development Aid Google

Disk LRU Cache Development Aid Jake Wharton

Mobeta ListView GUI Component Mobeta ListView

OkHttp Development Aid OkHttp

Jackson Json-processor Utility The Codehaus

jUnit Java Unit Test Development Aid JUnit Team
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F.3.659.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3613

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3613For an explanation of dangerous permissions, see Section 4.3.
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F.3.659.3 Data Transmissions During testing, we observed the following types of user in-
formation3614 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

android.clients.google.com (Google) GSF ID
mclients.googleapis.com (Unknown) GSF ID
play.googleapis.com (Google) Email

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3615

3614We define “user information” in Section 3.
3615https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.660 Pixel Launcher

Testing Details

App Name: Pixel Launcher
Package Name: com.google.android.apps.nexuslauncher
App Developer: Google LLC
Version: 7.1.1-3862848 (151)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.660.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3616

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Protocol Buffers Development Aid Google

3616For an explanation of SDKs, see Section 4.1.2.
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F.3.660.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3617

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3617For an explanation of dangerous permissions, see Section 4.3.
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F.3.660.3 Data Transmissions During testing, we observed the following types of user in-
formation3618 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3619

3618We define “user information” in Section 3.
3619https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.661 Podcast Addict

Testing Details

App Name: Podcast Addict
Package Name: com.bambuna.podcastaddict
App Developer: Xavier Guillemane - Podcast & Radio Addict
Version: 2020.7.1 (20154)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.661.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3620

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)

3620For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3549F-3549
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com.bambuna.podcastaddict: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Disk LRU Cache Development Aid Jake Wharton

Moat Mobile Analytics Oracle

Mobeta ListView GUI Component Mobeta ListView

MoPub Advertisement Twitter

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaX Annotation API Utility JavaX Annotation API
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F.3.661.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3621

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3621For an explanation of dangerous permissions, see Section 4.3.
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F.3.661.3 Data Transmissions During testing, we observed the following types of user in-
formation3622 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

addictpodcast.com (Unknown) Android ID
ads.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3623

3622We define “user information” in Section 3.
3623https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.662 Mobile Security & Antivirus

Testing Details

App Name: Mobile Security & Antivirus
Package Name: com.trendmicro.tmmspersonal
App Developer: Trend Micro
Version: 11.3.0 (11302612)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.662.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3624

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3624For an explanation of SDKs, see Section 4.1.2.
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com.trendmicro.tmmspersonal: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Github Development Aid Github

Google Core Libraries (3rd Party) Development Aid Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Java Secure Channel Development Aid Java Secure Channel

Apache Common Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

KObjects Development Aid KObjects

ksoap2 Development Aid ksoap2

XML Pull Development Aid XML Pull

www.appcensus.io F-3554F-3554

https://github.com/
https://github.com/google/guava
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
http://www.jcraft.com/jsch/
https://commons.apache.org/
http://jsoup.org/
http://kobjects.org
http://ksoap2.sourceforge.net/
http://www.xmlpull.org/


F.3.662.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3625

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3625For an explanation of dangerous permissions, see Section 4.3.
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F.3.662.3 Data Transmissions During testing, we observed the following types of user in-
formation3626 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

tmpn.trendmicro.com (Trend Micro) Android ID
rest-g-au.mars.trendmicro.com (Trend Micro) Android ID
uniservice.trendmicro.com (Trend Micro) Android ID
graph.facebook.com (Facebook) AAID
rest-g.mars.trendmicro.com (Trend Micro) Android ID
mxcloud.trendmicro.com (Trend Micro) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3627

3626We define “user information” in Section 3.
3627https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.663 AccuWeather: Weather forecast news & live radar

Testing Details

App Name: AccuWeather: Weather forecast news & live radar
Package Name: com.accuweather.android
App Developer: AccuWeather
Version: 6.1.10-free (2018)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.663.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3628

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Fasterxml Utility FasterXML

Pilgrim Mobile Analytics Foursquare

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)

3628For an explanation of SDKs, see Section 4.1.2.
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com.accuweather.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

JW Player Advertisement JW Player

Mapbox Map/LBS Mapbox

MParticle Mobile Analytics mParticle

picasso Development Aid Square Inc.

urbanairship Mobile Analytics Airship

EventBus Development Aid greenrobot /Markus
Junginger

AspectJ Development Aid AspectJ

Bouncy Castle Development Aid Bouncy Castles

www.appcensus.io F-3558F-3558

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://github.com/google/gson
https://jwplayer.com
https://www.mapbox.com/
http://MParticle.com
https://github.com/square/picasso
https://www.urbanairship.com/
https://github.com/greenrobot/EventBus
https://eclipse.org/aspectj/
http://www.bouncycastle.org/java.html


F.3.663.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3629

Permission Description Used

ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If
you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.
WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3629For an explanation of dangerous permissions, see Section 4.3.
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F.3.663.3 Data Transmissions During testing, we observed the following types of user in-
formation3630 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.accuweather.com (AccuWeather) GPS Location Coarse Location
t.appsflyer.com (AppsFlyer) AAID
sb.scorecardresearch.com (comScore) AAID
nativesdks.mparticle.com (mParticle) AAID
register.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

s.amazon-adsystem.com (Amazon) AAID
identity.mparticle.com (mParticle) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3631

3630We define “user information” in Section 3.
3631https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.664 Google PDF Viewer

Testing Details

App Name: Google PDF Viewer
Package Name: com.google.android.apps.pdfviewer
App Developer: Google LLC
Version: 2.19.381.03.40 (193810340)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.664.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3632

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

3632For an explanation of SDKs, see Section 4.1.2.
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F.3.664.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3633

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3633For an explanation of dangerous permissions, see Section 4.3.
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F.3.664.3 Data Transmissions During testing, we observed the following types of user in-
formation3634 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3635

3634We define “user information” in Section 3.
3635https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.665 ESPNCricinfo - Live Cricket Scores, News & Videos

Testing Details

App Name: ESPNCricinfo - Live Cricket Scores, News & Videos
Package Name: com.july.cricinfo
App Developer: ESPN Inc
Version: 6.21.1 (8429)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.665.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3636

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

BlueKai (acquired by Oracle) Mobile Analytics Oracle

Glide Development Aid Bump Technologies

comscore Mobile Analytics Comscore

Conviva Mobile Analytics Conviva
Advertisement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3636For an explanation of SDKs, see Section 4.1.2.
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com.july.cricinfo: Detected SDKs (Continued)

SDK Purpose Parent Company

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

Localytics Mobile Analytics Localytics

Moat Mobile Analytics Oracle

newrelic Mobile Analytics New Relic

New Relic Mobile Analytics New Relic

Nielsen Mobile Analytics Nielsen

Optimizely Mobile Analytics Optimizely

Android Viewpagerindicator Widget Development Aid Jake Wharton

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

(Table Continues)
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com.july.cricinfo: Detected SDKs (Continued)

SDK Purpose Parent Company

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.665.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3637

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3637For an explanation of dangerous permissions, see Section 4.3.
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F.3.665.3 Data Transmissions During testing, we observed the following types of user in-
formation3638 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

secure-dcr.imrworldwide.com (Nielsen) AAID
analytics.localytics.com (Localytics) AAID Android ID
w88.espn.com (Falconhead Capital) AAID
vision.fn-pz.com (Unknown) AAID
sdk.imrworldwide.com (Nielsen) AAID
secure-drm.imrworldwide.com (Nielsen) AAID
stags.bluekai.com (Oracle) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3639

3638We define “user information” in Section 3.
3639https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.666 Puffin Web Browser

Testing Details

App Name: Puffin Web Browser
Package Name: com.cloudmosa.puffinFree
App Developer: CloudMosa, Inc.
Version: 8.3.0.41446 (10041446)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.666.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3640

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3640For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cloudmosa.puffinFree
https://developers.facebook.com
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https://flurry.com
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com.cloudmosa.puffinFree: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

HockeyApp Mobile Analytics Microsoft
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F.3.666.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3641

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3641For an explanation of dangerous permissions, see Section 4.3.
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F.3.666.3 Data Transmissions During testing, we observed the following types of user in-
formation3642 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3643

3642We define “user information” in Section 3.
3643https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.667 Tycoon Casino™: Free Vegas Jackpot Slots

Testing Details

App Name: Tycoon Casino™: Free Vegas Jackpot Slots
Package Name: com.tw.tycoon.casino
App Developer: Triwin Games
Version: 1.5.2 (152)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.667.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3644

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3644For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tw.tycoon.casino
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
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com.tw.tycoon.casino: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
(Table Continues)
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com.tw.tycoon.casino: Detected SDKs (Continued)

SDK Purpose Parent Company

AdFraud

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx
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F.3.667.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3645

Permission Description Used

No dangerous permissions were requested by the app.

3645For an explanation of dangerous permissions, see Section 4.3.
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F.3.667.3 Data Transmissions During testing, we observed the following types of user in-
formation3646 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

data.flurry.com (Verizon) AAID Android ID
ads.mopub.com (Twitter) AAID
jackpot-server-api.us-east-
1.elasticbeanstalk.com (Amazon)

AAID Android ID

t.appsflyer.com (AppsFlyer) AAID
events.appsflyer.com (AppsFlyer) AAID
live.chartboost.com (Chartboost) AAID
bi.triwingames.com (Triwin Games) Android ID
bi.triwingames.com (Triwin Games) AAID Android ID
d2v873u7bhzgf2.cloudfront.net (Unknown) AAID Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

api.gameanalytics.com (Mobvista) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3647

3646We define “user information” in Section 3.
3647https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.668 Boom Beach

Testing Details

App Name: Boom Beach
Package Name: com.supercell.boombeach
App Developer: Supercell
Version: 40.93 (40093)
Release Date: February 16, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.668.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3648

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

3648For an explanation of SDKs, see Section 4.1.2.
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com.supercell.boombeach: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Fmod Game Engine Firelight Technologies
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F.3.668.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3649

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3649For an explanation of dangerous permissions, see Section 4.3.
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F.3.668.3 Data Transmissions During testing, we observed the following types of user in-
formation3650 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3651

3650We define “user information” in Section 3.
3651https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.669 Words With Friends –Word Puzzle

Testing Details

App Name: Words With Friends –Word Puzzle
Package Name: com.zynga.wwf2.free
App Developer: Zynga
Version: 14.521 (14521)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.669.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3652

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Amazon In-App Purchasing Payment Amazon

Amazon Auth SDK Development Aid Amazon

Google Play App Market Google Play

Applovin Advertisement AppLovin

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

(Table Continues)

3652For an explanation of SDKs, see Section 4.1.2.
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com.zynga.wwf2.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Internationalization Development Aid Google

(Table Continues)
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com.zynga.wwf2.free: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Huawei Android SDK Development Aid Huawei

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Android Viewpagerindicator Widget Development Aid Jake Wharton

HttpClient Android repackage buildscript Development Aid Marek Sebera

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

cocos2DX Game Engine cocos2dx

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit
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F.3.669.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3653

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3653For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.669.3 Data Transmissions During testing, we observed the following types of user in-
formation3654 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wv.inner-active.mobi (Fyber) AAID
www.facebook.com (Facebook) AAID
prod-e-node-2112.nexage.com (Verizon) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

zyngasupport.helpshift.com (HelpShift) Android ID
ads.mopub.com (Twitter) AAID
ads.nexage.com (Verizon) AAID
api.zynga.com (Zynga) AAID Android ID
dsp-tracking.unityads.unity3d.com (Unity
Technologies)

AAID

config.inmobi.com (InMobi) AAID
app.adjust.com (Adjust) AAID
mpx.mopub.com (Twitter) AAID
api2.branch.io (Branch Metrics) AAID Android ID
graph.facebook.com (Facebook) AAID
ads.inmobi.com (InMobi) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3655

3654We define “user information” in Section 3.
3655https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.670 DRAGON BALL LEGENDS

Testing Details

App Name: DRAGON BALL LEGENDS
Package Name: com.bandainamcoent.dblegends_ww
App Developer: BANDAI NAMCO Entertainment Inc.
Version: 2.7.0 (146)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.670.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3656

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
3656For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.bandainamcoent.dblegends_ww
https://www.adjust.com/
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.bandainamcoent.dblegends_ww: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.facebook.com/docs/android
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F.3.670.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3657

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3657For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.670.3 Data Transmissions During testing, we observed the following types of user in-
formation3658 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3659

3658We define “user information” in Section 3.
3659https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.671 APUS Security - Clean Virus, Antivirus, Booster

Testing Details

App Name: APUS Security - Clean Virus, Antivirus, Booster
Package Name: com.guardian.security.pri
App Developer: APUS Group
Version: 1.2.2 (206)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.671.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3660

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3660For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.guardian.security.pri
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://github.com/bumptech/glide/
https://developers.facebook.com


com.guardian.security.pri: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

StartApp Advertisement StartApp
Mobile Analytics

YouAppi Advertisement YouAppi

Umeng Socialize Social Network Alibaba

Android Support v4 Development Aid Google
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.671.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3661

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3661For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.671.3 Data Transmissions During testing, we observed the following types of user in-
formation3662 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

impression-east.liftoff.io (Liftoff) AAID
app.adjust.com (Adjust) AAID
mpx.mopub.com (Twitter) AAID
sdk.youappi.com (YouAppi) AAID
dsp-tracking.unityads.unity3d.com (Unity
Technologies)

AAID

ads-bidder-api.twitter.com (Twitter) AAID
adsmetadata.startappservice.com (Star-
tApp)

AAID

dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads.mopub.com (Twitter) AAID
req.startappservice.com (StartApp) AAID
midas.apusapps.com (APUS) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3663

3662We define “user information” in Section 3.
3663https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.672 무음카메라로

Testing Details

App Name: 무음카메라로

Package Name: com.simpler.more.silencecamera
App Developer: More Simpler
Version: 1.2.03 (15)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.672.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3664

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3664For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.simpler.more.silencecamera
https://www.google.com/ads/
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F.3.672.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3665

Permission Description Used

No dangerous permissions were requested by the app.

3665For an explanation of dangerous permissions, see Section 4.3.
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F.3.672.3 Data Transmissions During testing, we observed the following types of user in-
formation3666 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3667

3666We define “user information” in Section 3.
3667https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.673 Memory cleaner. Speed booster & junk removal

Testing Details

App Name: Memory cleaner. Speed booster & junk removal
Package Name: com.junkremoval.pro
App Developer: essential tools
Version: 1.0.14 (24)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.673.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3668

SDK Purpose Parent Company

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement

(Table Continues)
3668For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.junkremoval.pro
https://play.google.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
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com.junkremoval.pro: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

AppMetrica Mobile Analytics Yandex

Joda Time Development Aid Stephen Colebourne
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F.3.673.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3669

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3669For an explanation of dangerous permissions, see Section 4.3.
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F.3.673.3 Data Transmissions During testing, we observed the following types of user in-
formation3670 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

startup.mobile.yandex.net (Yandex) AAID
graph.facebook.com (Facebook) AAID
report.appmetrica.yandex.net (Yandex) AAID Android ID
rosenberg.appmetrica.yandex.net (Yandex) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3671

3670We define “user information” in Section 3.
3671https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.674 Parkour Race - Freerun Game

Testing Details

App Name: Parkour Race - Freerun Game
Package Name: com.parkourrace.game
App Developer: Madbox
Version: 1.6.0 (1060004)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.674.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3672

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3672For an explanation of SDKs, see Section 4.1.2.
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com.parkourrace.game: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

(Table Continues)

www.appcensus.io F-3603F-3603

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
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com.parkourrace.game: Detected SDKs (Continued)

SDK Purpose Parent Company

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Fmod Game Engine Firelight Technologies
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F.3.674.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3673

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3673For an explanation of dangerous permissions, see Section 4.3.
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F.3.674.3 Data Transmissions During testing, we observed the following types of user in-
formation3674 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) AAID Android ID BT Name
app.adjust.com (Adjust) AAID
www.facebook.com (Facebook) AAID
iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

api.gameanalytics.com (Mobvista) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

setting.rayjump.com (Mobvista) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

analytics.rayjump.com (Mobvista) AAID
init.supersonicads.com (Ironsource) AAID
outcome-cdn.supersonicads.com (Iron-
source)

AAID

pm-gateway.supersonicads.com (Iron-
source)

AAID

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3675

3674We define “user information” in Section 3.
3675https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.675 SnapGrab - Private Screenshot Tool with Encryption

Testing Details

App Name: SnapGrab - Private Screenshot Tool with Encryp-
tion

Package Name: com.wathenwebworks.snapgrab
App Developer: Wathen Web Works
Version: 3.2.3 (323)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.675.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3676

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3676For an explanation of SDKs, see Section 4.1.2.
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F.3.675.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3677

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3677For an explanation of dangerous permissions, see Section 4.3.
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F.3.675.3 Data Transmissions During testing, we observed the following types of user in-
formation3678 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wathenwebworks.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3679

3678We define “user information” in Section 3.
3679https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.676 Dolphin Tab Reload

Testing Details

App Name: Dolphin Tab Reload
Package Name: mobi.mgeek.tabreload
App Developer: Dolphin Browser Add-ons �
Version: 1.5.2 (8)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.676.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3680

SDK Purpose Parent Company

No known SDKs were detected within the app.

3680For an explanation of SDKs, see Section 4.1.2.
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F.3.676.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3681

Permission Description Used

No dangerous permissions were requested by the app.

3681For an explanation of dangerous permissions, see Section 4.3.
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F.3.676.3 Data Transmissions During testing, we observed the following types of user in-
formation3682 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3683

3682We define “user information” in Section 3.
3683https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3612F-3612

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.677 Dolphin Tab Switcher

Testing Details

App Name: Dolphin Tab Switcher
Package Name: mobi.mgeek.tabswitcher
App Developer: Dolphin Browser Add-ons �
Version: 2.0 (6)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.677.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3684

SDK Purpose Parent Company

Google Analytics Mobile Analytics Google

3684For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3613F-3613

https://play.google.com/store/apps/details?id=mobi.mgeek.tabswitcher
https://www.google.com/analytics/


F.3.677.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3685

Permission Description Used

No dangerous permissions were requested by the app.

3685For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3614F-3614

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.677.3 Data Transmissions During testing, we observed the following types of user in-
formation3686 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3687

3686We define “user information” in Section 3.
3687https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3615F-3615

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.678 Sirius Cleaner - Phone Booster, CPU Cooler ,Cache

Testing Details

App Name: Sirius Cleaner - Phone Booster, CPU Cooler ,Cache
Package Name: com.purtifylbx.siriuscleaner
App Developer: purtify
Version: 1.2.0 (20)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.678.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3688

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Fastjson Development Aid Alibaba.com

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3688For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3616F-3616

https://play.google.com/store/apps/details?id=com.purtifylbx.siriuscleaner
https://developers.facebook.com/docs/android
https://github.com/alibaba/fastjson
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.purtifylbx.siriuscleaner: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

OkHttp Development Aid OkHttp

JavaX Annotation API Utility JavaX Annotation API

www.appcensus.io F-3617F-3617

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/square/okhttp
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.678.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3689

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

CAMERA Required to be able to access the camera device.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3689For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3618F-3618

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.678.3 Data Transmissions During testing, we observed the following types of user in-
formation3690 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
api.postevent.dev (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3691

3690We define “user information” in Section 3.
3691https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3619F-3619

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.679 Kingdom Story: Brave Legion

Testing Details

App Name: Kingdom Story: Brave Legion
Package Name: com.nhnent.SK10392
App Developer: NHN Corp.
Version: 2.50.3.KG (20842)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.679.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3692

SDK Purpose Parent Company

No known SDKs were detected within the app.

3692For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3620F-3620

https://play.google.com/store/apps/details?id=com.nhnent.SK10392


F.3.679.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3693

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3693For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3621F-3621

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.679.3 Data Transmissions During testing, we observed the following types of user in-
formation3694 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

sdk-api-v1.singular.net (Singular) AAID
graph.facebook.com (Facebook) AAID
api-logncrash.cloud.toast.com (WP Toast) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3695

3694We define “user information” in Section 3.
3695https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3622F-3622

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.680 Control Center iOS 13

Testing Details

App Name: Control Center iOS 13
Package Name: com.luutinhit.controlcenter
App Developer: LuuTinh Developer
Version: 2.9.6 (296)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.680.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3696

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

3696For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3623F-3623

https://play.google.com/store/apps/details?id=com.luutinhit.controlcenter
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.680.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3697

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3697For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3624F-3624

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.680.3 Data Transmissions During testing, we observed the following types of user in-
formation3698 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3699

3698We define “user information” in Section 3.
3699https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3625F-3625

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.681 ����� ������ ������

Testing Details

App Name: ����� ������ ������
Package Name: com.tmkeen.alquran
App Developer: Tmkeen Information Systems W.L.L.
Version: 2.0.1 (8)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.681.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3700

SDK Purpose Parent Company

ActionBarSherlock Development Aid Jake Wharton

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Nine Old Androids Development Aid Nine Old Androids

(Table Continues)

3700For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3626F-3626

https://play.google.com/store/apps/details?id=com.tmkeen.alquran
http://actionbarsherlock.com/
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://github.com/JakeWharton/NineOldAndroids


com.tmkeen.alquran: Detected SDKs (Continued)

SDK Purpose Parent Company

Android SQLiteAssetHelper Utility Android SQLiteAs-
setHelper

www.appcensus.io F-3627F-3627

https://github.com/jgilfelt/android-sqlite-asset-helper


F.3.681.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3701

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3701For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3628F-3628

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.681.3 Data Transmissions During testing, we observed the following types of user in-
formation3702 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3703

3702We define “user information” in Section 3.
3703https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3629F-3629

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.682 Pulse Cleaner - Phone Booster & Optimizer

Testing Details

App Name: Pulse Cleaner - Phone Booster & Optimizer
Package Name: mobi.pulse.space.boost.cleaner
App Developer: pulse app studio
Version: 1.0.39.200316 (39)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.682.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3704

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

TalkingData Mobile Analytics TalkingData

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3704For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3630F-3630

https://play.google.com/store/apps/details?id=mobi.pulse.space.boost.cleaner
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.talkingdata.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


mobi.pulse.space.boost.cleaner: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Bugly Mobile Analytics Tencent

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

EventBus Development Aid greenrobot /Markus
Junginger

www.appcensus.io F-3631F-3631

https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://bugly.qq.com/
https://unity3d.com/
https://unity3d.com/
https://github.com/greenrobot/EventBus


F.3.682.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3705

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3705For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3632F-3632

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.682.3 Data Transmissions During testing, we observed the following types of user in-
formation3706 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

www.facebook.com (Facebook) AAID
api.pulsecleaner.info (Unknown) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3707

3706We define “user information” in Section 3.
3707https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3633F-3633

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.683 Raid the Dungeon : Idle RPG Heroes AFK or Tap Tap

Testing Details

App Name: Raid the Dungeon : Idle RPG Heroes AFK or Tap
Tap

Package Name: kr.co.questgames.druwadungeonag
App Developer: Quest Games Co., Ltd.
Version: 1.2.5 (54)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.683.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3708

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3708For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3634F-3634

https://play.google.com/store/apps/details?id=kr.co.questgames.druwadungeonag
https://play.google.com/store/apps/details?id=kr.co.questgames.druwadungeonag
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


kr.co.questgames.druwadungeonag: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

skplanet Advertisement SK Telekom

otto Development Aid Square

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

EventBus Development Aid greenrobot /Markus
Junginger

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3635F-3635

https://developers.facebook.com/docs/android
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.skplanet.com
http://square.github.io/otto/
https://unity3d.com/
https://unity3d.com/
https://github.com/greenrobot/EventBus
https://www.fmod.org/
http://www.json.org/
https://github.com/square/retrofit


F.3.683.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3709

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3709For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3636F-3636

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.683.3 Data Transmissions During testing, we observed the following types of user in-
formation3710 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

perf-events.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3711

3710We define “user information” in Section 3.
3711https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3637F-3637

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.684 네이버웹툰 - Naver Webtoon

Testing Details

App Name: 네이버웹툰 - Naver Webtoon
Package Name: com.nhn.android.webtoon
App Developer: NAVER WEBTOON CORP.
Version: 1.23.1 (12301000)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.684.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3712

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)

3712For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3638F-3638

https://play.google.com/store/apps/details?id=com.nhn.android.webtoon
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.nhn.android.webtoon: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Gson Development Aid Google

Android Support v4 Development Aid Google

Roboguice Development Aid Square

picasso Development Aid Square Inc.

Branch Mobile Analytics Branch Metrics
Advertisement

hamcrest Development Aid Hamcrest

Bouncy Castle Development Aid Bouncy Castles

Mozilla Rhino Development Aid Mozilla

simple framework Development Aid simple framework

www.appcensus.io F-3639F-3639

http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/zxing/zxing
https://github.com/google/gson
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://github.com/roboguice/roboguice
https://github.com/square/picasso
https://branch.io/
http://hamcrest.org/
http://www.bouncycastle.org/java.html
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino
http://www.simpleframework.org/


F.3.684.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3713

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

3713For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3640F-3640

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.684.3 Data Transmissions During testing, we observed the following types of user in-
formation3714 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

lcs.naver.com (NAVER) Android ID
ace.naver.com (NAVER) Android ID
api2.branch.io (Branch Metrics) AAID Android ID
apis.naver.com (NAVER) Android ID
nelo2-col.navercorp.com (NAVER) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3715

3714We define “user information” in Section 3.
3715https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3641F-3641

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.685 微博

Testing Details

App Name: 微博

Package Name: com.sina.weibo
App Developer: Sina.com
Version: 10.4.3 (4410)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.685.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3716

SDK Purpose Parent Company

Umeng push Development Aid Alibaba
Push Notifications

Fastjson Development Aid Alibaba.com

Alibaba MTL Development Aid Alibaba

Alipay Payment Alipay

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Gson Development Aid Google

(Table Continues)
3716For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3642F-3642

https://play.google.com/store/apps/details?id=com.sina.weibo
http://mobile.umeng.com/push
https://github.com/alibaba/fastjson
https://doc.open.alipay.com/doc2/detail.htm?treeId=195&articleId=105220&docType=1
https://dev.alipay.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://flurry.com
https://github.com/google/gson


com.sina.weibo: Detected SDKs (Continued)

SDK Purpose Parent Company

Huawei Android SDK Development Aid Huawei

xUtils Development Aid xUtils

Mobeta ListView GUI Component Mobeta ListView

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Android Priority Job Queue Development Aid Path

Sensors Analytics https://www.sensorsdata.cn”Shence Network
Technology (Beijing)
Co.

Weibo Social Network Sina Weibo
LBS

Android Support v4 Development Aid Google

otto Development Aid Square

Tencent Login Social Network Tencent

Tencent Wechat Social Network Tencent

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

Yixia Development Aid Xuan Yi Xia

Json org Development Aid Json org
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http://developer.huawei.com/
https://github.com/wyouflf/xUtils
https://github.com/bauerca/drag-sort-listview
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/path/android-priority-jobqueue
com.sensorsdata.analytics.android.sdk
http://weibo.com/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://square.github.io/otto/
https://connect.qq.com
https://open.weixin.qq.com/
https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/console/appservice/push.html
http://www.yixia.com/
http://www.json.org/


F.3.685.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3717

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3717For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3644F-3644

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.685.3 Data Transmissions During testing, we observed the following types of user in-
formation3718 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.weibo.cn (Unknown) IMEI Android ID IMSI
sdkapp.mobile.sina.cn (SINA HOME 新浪家居) IMEI WiFi MAC Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3719

3718We define “user information” in Section 3.
3719https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.686 Marvel Contest of Champions

Testing Details

App Name: Marvel Contest of Champions
Package Name: com.kabam.marvelbattle
App Developer: Kabam Games, Inc.
Version: 27.0.0 (101237901)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.686.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3720

SDK Purpose Parent Company

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3720For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kabam.marvelbattle
https://play.google.com
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.kabam.marvelbattle: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Bouncy Castle Development Aid Bouncy Castles

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3647F-3647

https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/zxing/zxing
https://unity3d.com/
http://www.bouncycastle.org/java.html
https://www.fmod.org/


F.3.686.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3721

Permission Description Used

No dangerous permissions were requested by the app.

3721For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3648F-3648

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.686.3 Data Transmissions During testing, we observed the following types of user in-
formation3722 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3723

3722We define “user information” in Section 3.
3723https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3649F-3649

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.687 今日澳洲 - 新�移民留�房�招聘一手掌握

Testing Details

App Name: 今日澳洲 - 新�移民留�房�招聘一手掌握

Package Name: au.com.nexty.today
App Developer: Media Today Group Pty Ltd
Version: 3.24.1 (2020042702)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.687.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3724

SDK Purpose Parent Company

ShareSDK Social Network Mob Tech
Mobile Analytics

Fastjson Development Aid Alibaba.com

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3724For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.nexty.today
http://www.mob.com/downloadDetail/ShareSDK/android
https://github.com/alibaba/fastjson
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://github.com/daimajia/AndroidViewAnimations
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


au.com.nexty.today: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Disk LRU Cache Development Aid Jake Wharton

FloatingActionButton GUI Component FloatingActionButton

mob share Social Network mob share

Mob Tools Social Network Mob Tech
Mobile Analytics

Nine Old Androids Development Aid Nine Old Androids

Sina SSO Social Network Sina Weibo

Weibo Social Network Sina Weibo
LBS

picasso Development Aid Square Inc.

Tencent Tpush (Xinge) Development Aid Tencent
Push Notifications

Tencent Login Social Network Tencent

Tencent Map Map/LBS Tencent

Tencent Wechat Social Network Tencent

tencent weixin Open(Share) Social Network tencent weixin
Open(Share)

(Table Continues)
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http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
http://developer.huawei.com/
https://github.com/JakeWharton/DiskLruCache
https://github.com/makovkastar/FloatingActionButton/
mob.com
http://www.mob.com/
https://github.com/JakeWharton/NineOldAndroids
http://open.weibo.com/
http://weibo.com/
https://github.com/square/picasso
http://xg.qq.com/
https://connect.qq.com
https://lbs.qq.com/
https://open.weixin.qq.com/
https://open.weixin.qq.com/


au.com.nexty.today: Detected SDKs (Continued)

SDK Purpose Parent Company

Umeng Socialize Social Network Alibaba

Android Viewpagerindicator Widget Development Aid Jake Wharton

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

Apache Http Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Java-WebSocket Development Aid Java-WebSocket

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

getui Advertisement getui
Mobile Analytics
Push Notifications

www.appcensus.io F-3652F-3652

http://dev.umeng.com/social/android/operation
https://github.com/JakeWharton/ViewPagerIndicator
https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/console/appservice/push.html
https://hc.apache.org/
https://eclipse.org/aspectj/
https://github.com/TooTallNate/Java-WebSocket
http://jsoup.org/
http://www.slf4j.org/
http://www.getui.com/cn/index.html


F.3.687.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3725

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3725For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.687.3 Data Transmissions During testing, we observed the following types of user in-
formation3726 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3727

3726We define “user information” in Section 3.
3727https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3654F-3654

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.688 Gold Fortune Casino™ - Free Vegas Slots

Testing Details

App Name: Gold Fortune Casino™ - Free Vegas Slots
Package Name: triwin.casino.slots.fortune.gold
App Developer: TRIWIN
Version: 5.3.0.151 (151)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.688.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3728

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3728For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=triwin.casino.slots.fortune.gold
https://developers.facebook.com/docs/android
http://adcolony.com/
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com


triwin.casino.slots.fortune.gold: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Heyzap Development Aid Fyber

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/zxing/zxing
https://www.helpshift.com
https://www.heyzap.com
https://integralads.com


triwin.casino.slots.fortune.gold: Detected SDKs (Continued)

SDK Purpose Parent Company

IronSource Advertisement IronSource
Mobile Analytics

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

HttpClient Android repackage buildscript Development Aid Marek Sebera

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

cocos2DX Game Engine cocos2dx

www.appcensus.io F-3657F-3657

http://www.ironsrc.com
https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://github.com/nostra13/Android-Universal-Image-Loader
https://unity3d.com/
https://unity3d.com/
https://github.com/smarek/httpclient-android
https://commons.apache.org/
https://hc.apache.org/
http://www.cocos2d-x.org/


F.3.688.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3729

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3729For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.688.3 Data Transmissions During testing, we observed the following types of user in-
formation3730 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

triwingames.helpshift.com (HelpShift) Android ID
ads.mopub.com (Twitter) AAID
t.appsflyer.com (AppsFlyer) AAID Android ID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
d1tfe40abnerwd.cloudfront.net (Unknown) AAID Android ID
bi.triwingames.com (Triwin Games) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

events.appsflyer.com (AppsFlyer) AAID Android ID
godfortunecasino.ser.startopgame.com
(Startop games)

Android ID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

init.supersonicads.com (Ironsource) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3731

3730We define “user information” in Section 3.
3731https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3659F-3659

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.689 Telegram X

Testing Details

App Name: Telegram X
Package Name: org.thunderdog.challegram
App Developer: Telegram LLC
Version: 0.22.6.1314-arm64-v8a (1314020)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.689.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3732

SDK Purpose Parent Company

Android Support v4 Development Aid Google

ISO Parser Development Aid CoreMedia

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

YouTube Android Player API Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3732For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=org.thunderdog.challegram
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://developers.google.com/youtube/android/player/
http://firebase.com


org.thunderdog.challegram: Detected SDKs (Continued)

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

www.appcensus.io F-3661F-3661

http://www.getui.com/cn/index.html


F.3.689.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3733

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_CONTACTS Allows an application to read the user’s contacts data.

3733For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.689.3 Data Transmissions During testing, we observed the following types of user in-
formation3734 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3735

3734We define “user information” in Section 3.
3735https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3663F-3663

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.690 다음 - Daum

Testing Details

App Name: 다음 - Daum
Package Name: net.daum.android.daum
App Developer: Kakao Corp.
Version: 6.9.13 (348)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.690.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3736

SDK Purpose Parent Company

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

3736For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.daum.android.daum
https://github.com/astuetz
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


net.daum.android.daum: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

otto Development Aid Square

www.appcensus.io F-3665F-3665

https://github.com/google/gson
https://github.com/zxing/zxing
http://square.github.io/otto/


F.3.690.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3737

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

3737For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.690.3 Data Transmissions During testing, we observed the following types of user in-
formation3738 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

stat.tiara.daum.net (Kakao Corp) AAID
track.tiara.daum.net (Kakao Corp) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3739

3738We define “user information” in Section 3.
3739https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.691 WhatsApp Business

Testing Details

App Name: WhatsApp Business
Package Name: com.whatsapp.w4b
App Developer: WhatsApp Inc.
Version: 2.20.49 (826)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.691.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3740

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)
3740For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.whatsapp.w4b
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.whatsapp.w4b: Detected SDKs (Continued)

SDK Purpose Parent Company

Spongy Castle Development Aid Spongy Castle

www.appcensus.io F-3669F-3669

http://rtyley.github.io/spongycastle/


F.3.691.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3741

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
READ_CONTACTS Allows an application to read the user’s contacts data.
WRITE_CONTACTS Allows an application to write the user’s contacts data.

3741For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.691.3 Data Transmissions During testing, we observed the following types of user in-
formation3742 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3743

3742We define “user information” in Section 3.
3743https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.692 K-9 Mail

Testing Details

App Name: K-9 Mail
Package Name: com.fsck.k9
App Developer: K-9 Dog Walkers
Version: 5.600 (26000)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.692.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3744

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Github Development Aid Github

Apache Common Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

3744For an explanation of SDKs, see Section 4.1.2.
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F.3.692.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3745

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_CONTACTS Allows an application to read the user’s contacts data.

3745For an explanation of dangerous permissions, see Section 4.3.
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F.3.692.3 Data Transmissions During testing, we observed the following types of user in-
formation3746 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3747

3746We define “user information” in Section 3.
3747https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.693 Mimi 4chan Reader

Testing Details

App Name: Mimi 4chan Reader
Package Name: com.emogoth.android.phone.mimi
App Developer: Mimi Reader
Version: 6.0.4 (220)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.693.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3748

SDK Purpose Parent Company

ActiveAndroid Development Aid Michael Pardo

AdColony Advertisement AdColony

Amazon Advertisement Advertisement Amazon

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3748For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.emogoth.android.phone.mimi
https://github.com/pardom/ActiveAndroid
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com.emogoth.android.phone.mimi: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

getui Advertisement getui
Mobile Analytics
Push Notifications

(Table Continues)
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com.emogoth.android.phone.mimi: Detected SDKs (Continued)

SDK Purpose Parent Company

Jsoup Development Aid Jsoup
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http://jsoup.org/


F.3.693.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3749

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3749For an explanation of dangerous permissions, see Section 4.3.
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F.3.693.3 Data Transmissions During testing, we observed the following types of user in-
formation3750 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.mopub.com (Twitter) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

mads.amazon-adsystem.com (Amazon) AAID
config.inmobi.com (InMobi) AAID
s.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3751

3750We define “user information” in Section 3.
3751https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.694 News by The Times of India Newspaper - Latest News

Testing Details

App Name: News by The Times of India Newspaper - Latest
News

Package Name: com.toi.reader.activities
App Developer: Times Internet Limited
Version: 5.7.9.2 (5792)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.694.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3752

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Volley HTTP library Development Aid Google
Networking

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3752For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.toi.reader.activities
https://play.google.com/store/apps/details?id=com.toi.reader.activities
https://developers.facebook.com/docs/android
https://developer.android.com/training/volley/index.html
https://www.appsflyer.com/
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com.toi.reader.activities: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

(Table Continues)
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http://firebase.com
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com.toi.reader.activities: Detected SDKs (Continued)

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Umeng Analytics Mobile Analytics Alibaba

Segment Mobile Analytics Segment

picasso Development Aid Square Inc.

Tape by Square Utility Square

urbanairship Mobile Analytics Airship

Android Viewpagerindicator Widget Development Aid Jake Wharton

Apache Common Development Aid The Apache Software
Foundation

AspectJ Development Aid AspectJ

Jsoup Development Aid Jsoup
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F.3.694.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3753

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3753For an explanation of dangerous permissions, see Section 4.3.
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F.3.694.3 Data Transmissions During testing, we observed the following types of user in-
formation3754 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dotmatrix.indiatimes.com (Indiatimes) AAID Android ID
graph.facebook.com (Facebook) AAID
slike.indiatimes.com (Indiatimes) Android ID
events.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
ase.clmbtech.com (Unknown) AAID
t.appsflyer.com (AppsFlyer) AAID
api.growthrx.in (GrowttRx Analytics) AAID Android ID
ade.clmbtech.com (ClmTech) AAID
register.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3755

3754We define “user information” in Section 3.
3755https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3684F-3684

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.695 Jigsaw Puzzles - Puzzle Game

Testing Details

App Name: Jigsaw Puzzles - Puzzle Game
Package Name: com.easybrain.jigsaw.puzzles
App Developer: Easybrain
Version: 1.5.0 (15005)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.695.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3756

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Fyber Advertisement Fyber

(Table Continues)
3756For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easybrain.jigsaw.puzzles
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.fyber.com/


com.easybrain.jigsaw.puzzles: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

myTarget Advertisement My.com
Social Networking

prime[31] Development Aid prime[31] - MikΞ
Advertisement
Mobile Analytics

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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com.easybrain.jigsaw.puzzles: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

Verizon Development Aid Verizon

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

PubNative Advertisement PubNative

Fmod Game Engine Firelight Technologies
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https://unity3d.com/
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F.3.695.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3757

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3757For an explanation of dangerous permissions, see Section 4.3.
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F.3.695.3 Data Transmissions During testing, we observed the following types of user in-
formation3758 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

graph.facebook.com (Facebook) AAID
ads.api.vungle.com (Vungle) AAID
view.adjust.com (Adjust) AAID
ads.mopub.com (Twitter) AAID
dsp-vast.unityads.unity3d.com (Unity Tech-
nologies)

AAID

config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

s.amazon-adsystem.com (Amazon) AAID
api.vungle.com (Vungle) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID
app.adjust.com (Adjust) AAID
www.facebook.com (Facebook) AAID
api.appodealx.com (Appodeal) AAID
api-puzzles-android.easybrain.com (Easy-
brain)

AAID

backend.pubnative.net (Media and Games
Invest)

AAID

api-us.appodealx.com (Appodeal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3759

3758We define “user information” in Section 3.
3759https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.696 Feeld: Dating & Chat For Couples & Singles

Testing Details

App Name: Feeld: Dating & Chat For Couples & Singles
Package Name: co.feeld
App Developer: Feeld Ltd.
Version: 5.7.3 (399)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.696.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3760

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amplitude Mobile Analytics Amplitude

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Bugsnag Mobile Analytics Bugsnag

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)
3760For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=co.feeld
https://developers.facebook.com/docs/android
http://www.amplitude.com
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https://github.com/bumptech/glide/
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co.feeld: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

OkHttp Development Aid OkHttp

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Branch Mobile Analytics Branch Metrics
Advertisement

Spongy Castle Development Aid Spongy Castle
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://github.com/square/okhttp
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F.3.696.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3761

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3761For an explanation of dangerous permissions, see Section 4.3.
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F.3.696.3 Data Transmissions During testing, we observed the following types of user in-
formation3762 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
events.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID
api2.branch.io (Branch Metrics) AAID Android ID
codepush.appcenter.ms (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3763

3762We define “user information” in Section 3.
3763https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.697 Knighthood

Testing Details

App Name: Knighthood
Package Name: com.king.knightsrage
App Developer: King
Version: 1.1.6 (187)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.697.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3764

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

3764For an explanation of SDKs, see Section 4.1.2.
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com.king.knightsrage: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Apache Http Development Aid The Apache Software
Foundation
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F.3.697.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3765

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3765For an explanation of dangerous permissions, see Section 4.3.
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F.3.697.3 Data Transmissions During testing, we observed the following types of user in-
formation3766 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3767

3766We define “user information” in Section 3.
3767https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.698 iFunny –fresh memes, gifs and videos

Testing Details

App Name: iFunny –fresh memes, gifs and videos
Package Name: mobi.ifunny
App Developer: iFunny Inc.
Version: 6.1.3 (1118884)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.698.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3768

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3768For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=mobi.ifunny
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


mobi.ifunny: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

getui Advertisement getui
Mobile Analytics
Push Notifications

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
http://www.getui.com/cn/index.html
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com


mobi.ifunny: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Verizon Development Aid Verizon

Android Support v4 Development Aid Google

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Jsoup Development Aid Jsoup

Messagepack Utility Messagepack

www.appcensus.io F-3700F-3700

https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
https://www.verizon.com/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
http://www.joda.org/joda-time/
http://www.json.org/
http://jsoup.org/
http://msgpack.org


F.3.698.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3769

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3769For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.698.3 Data Transmissions During testing, we observed the following types of user in-
formation3770 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-android.ad.smaato.net (Smaato) AAID
impression-east.liftoff.io (Liftoff) AAID
events.ifunny.co (iFunny :)) AAID
aax.amazon-adsystem.com (Amazon) AAID
logs.ifunny.co (iFunny :)) AAID
wv.inner-active.mobi (Fyber) AAID
ads.mopub.com (Twitter) AAID
unifiedbidding.ad.smaato.net (Smaato) AAID
ads.nexage.com (Verizon) AAID
soma.smaato.net (Unknown) AAID
graph.facebook.com (Facebook) AAID
view.adjust.com (Adjust) AAID
prebid.adnxs.com (AT&T) AAID
ads.inmobi.com (InMobi) AAID
tr-asia.adsmoloco.com (Moloco) AAID
s.amazon-adsystem.com (Amazon) AAID
api.ifunny.mobi (iFunny :)) AAID
www.facebook.com (Facebook) AAID
config.inmobi.com (InMobi) AAID
aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

mpx.mopub.com (Twitter) AAID
an.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3771

3770We define “user information” in Section 3.
3771https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3702F-3702

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.699 GPS Location, Maps, Navigation and Directions

Testing Details

App Name: GPS Location, Maps, Navigation and Directions
Package Name: com.raisingapps.gpsroutefind.tracklocation.nearplaces
App Developer: RamsonTech
Version: 7.2 (63)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.699.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3772

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

(Table Continues)
3772For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.raisingapps.gpsroutefind.tracklocation.nearplaces
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/


com.raisingapps.gpsroutefind.tracklocation.nearplaces: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

picasso Development Aid Square Inc.

Jsoup Development Aid Jsoup

www.appcensus.io F-3704F-3704

https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/googlemaps/android-maps-utils
https://github.com/square/picasso
http://jsoup.org/


F.3.699.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3773

Permission Description Used

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3773For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3705F-3705

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.699.3 Data Transmissions During testing, we observed the following types of user in-
formation3774 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
graph.facebook.com (Facebook) AAID
us-central1-gps-location-tracker-
252316.cloudfunctions.net (Unknown)

GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3775

3774We define “user information” in Section 3.
3775https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3706F-3706

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.700 Market+ Mobile

Testing Details

App Name: Market+ Mobile
Package Name: com.aastocks.dzh
App Developer: AASTOCKS
Version: 6.39.1 (639011)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.700.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3776

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

Glide Development Aid Bump Technologies

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

(Table Continues)
3776For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.aastocks.dzh
http://www.getui.com/cn/index.html
https://github.com/bumptech/glide/
https://github.com/nostra13/Android-Universal-Image-Loader
https://www.criteo.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/


com.aastocks.dzh: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

pulltorefresh GUI Component Handmark

Rubicon Project Advertisement Rubicon Project

picasso Development Aid Square Inc.

Vpon Advertisement Vpon Inc.
Mobile Analytics

AChartEngine Development Aid AChartEngine

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

XML Pull Development Aid XML Pull

www.appcensus.io F-3708F-3708

https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/chrisbanes/Android-PullToRefresh
https://rubiconproject.com
https://github.com/square/picasso
http://www.vpon.com/
http://www.achartengine.org/
https://github.com/ACRA/acra
https://commons.apache.org/
http://www.xmlpull.org/


F.3.700.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3777

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3777For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.700.3 Data Transmissions During testing, we observed the following types of user in-
formation3778 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3779

3778We define “user information” in Section 3.
3779https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3710F-3710

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.701 Relay for reddit

Testing Details

App Name: Relay for reddit
Package Name: free.reddit.news
App Developer: DBrady
Version: 10.0.138 (464)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.701.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3780

SDK Purpose Parent Company

Amazon Advertisement Advertisement Amazon

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS

(Table Continues)
3780For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=free.reddit.news
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


free.reddit.news: Detected SDKs (Continued)

SDK Purpose Parent Company

Utility

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

MenuDrawer GUI Component GitHub Inc.

Apache Common Development Aid The Apache Software
Foundation

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

AspectJ Development Aid AspectJ

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit

www.appcensus.io F-3712F-3712

https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://integralads.com
https://moat.com/analytics
http://www.mopub.com
https://github.com/SimonVT/android-menudrawer
https://commons.apache.org/
http://hamcrest.org/
http://junit.org/
https://eclipse.org/aspectj/
http://www.slf4j.org/
https://github.com/square/retrofit


F.3.701.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3781

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3781For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.701.3 Data Transmissions During testing, we observed the following types of user in-
formation3782 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

s.amazon-adsystem.com (Amazon) AAID
ads.mopub.com (Twitter) AAID
mads.amazon-adsystem.com (Amazon) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3783

3782We define “user information” in Section 3.
3783https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.702 BlockerX-Porn Blocker/Website Blocker for Studying

Testing Details

App Name: BlockerX-Porn Blocker/Website Blocker for Study-
ing

Package Name: io.funswitch.blocker
App Developer: FunSwitch Technologies
Version: 4.0.09 (4009)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.702.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3784

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)
3784For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=io.funswitch.blocker
https://play.google.com/store/apps/details?id=io.funswitch.blocker
http://www.amplitude.com
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


io.funswitch.blocker: Detected SDKs (Continued)

SDK Purpose Parent Company

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-3716F-3716

http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://commons.apache.org/
http://www.joda.org/joda-time/


F.3.702.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3785

Permission Description Used

No dangerous permissions were requested by the app.

3785For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3717F-3717

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.702.3 Data Transmissions During testing, we observed the following types of user in-
formation3786 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.amplitude.com (Amplitude) AAID
s-usc1c-nss-237.firebaseio.com (Unknown) Name Email
us-central1-blockerx-
ce69e.cloudfunctions.net (Unknown)

Name Email

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3787

3786We define “user information” in Section 3.
3787https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3718F-3718

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.703 The Fast Video Messenger App for Video Calling

Testing Details

App Name: The Fast Video Messenger App for Video Calling
Package Name: messenger.messenger.videocall.messenger
App Developer: Messenger Family: Free messenger & live video

chat
Version: 3.2.10 (139)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.703.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3788

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

CallDorado Mobile Analytics Calldorado
User engagement

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement

(Table Continues)

3788For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=messenger.messenger.videocall.messenger
https://developers.facebook.com/docs/android
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
https://developer.android.com/training/volley/index.html
http://calldorado.com
http://try.crashlytics.com
https://developers.facebook.com


messenger.messenger.videocall.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://integralads.com


messenger.messenger.videocall.messenger: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

www.appcensus.io F-3721F-3721

https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso


F.3.703.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3789

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_FINE_LOCATION Allows an app to access precise location.
CAMERA Required to be able to access the camera device.

3789For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.703.3 Data Transmissions During testing, we observed the following types of user in-
formation3790 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.videous.io (Vidmigos) AAID Android ID GPS Location
Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3791

3790We define “user information” in Section 3.
3791https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.704 Email Providers All-in-one Mailbox, Secure, Free

Testing Details

App Name: Email Providers All-in-one Mailbox, Secure, Free
Package Name: comm.mailboxall.inone
App Developer: Elevite Mob
Version: 8.0 (71)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.704.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3792

SDK Purpose Parent Company

adjust Mobile Analytics Adjust
Advertisement

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
3792For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=comm.mailboxall.inone
https://www.adjust.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


comm.mailboxall.inone: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

OneSignal Mobile Analytics OneSignal

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics

(Table Continues)
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comm.mailboxall.inone: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Unity3d Ads Advertisement Unity Technologies

www.appcensus.io F-3726F-3726

https://unity3d.com/


F.3.704.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3793

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3793For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.704.3 Data Transmissions During testing, we observed the following types of user in-
formation3794 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

data.flurry.com (Verizon) AAID Android ID
impression-east.liftoff.io (Liftoff) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

app.adjust.com (Adjust) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

graph.facebook.com (Facebook) AAID
control.kochava.com (Kochava) AAID Android ID BT Name
api.onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3795

3794We define “user information” in Section 3.
3795https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.705 BlackBerry Work

Testing Details

App Name: BlackBerry Work
Package Name: com.good.gcs
App Developer: BlackBerry Ltd
Version: 3.1.0.1467 (203425211)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.705.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3796

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

(Table Continues)

3796For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.good.gcs
https://commons.apache.org/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/guava


com.good.gcs: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Jsoup Development Aid Jsoup

www.appcensus.io F-3730F-3730

http://james.apache.org
http://jsoup.org/


F.3.705.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3797

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3797For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.705.3 Data Transmissions During testing, we observed the following types of user in-
formation3798 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3799

3798We define “user information” in Section 3.
3799https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3732F-3732
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F.3.706 Sharpen Blade

Testing Details

App Name: Sharpen Blade
Package Name: com.zplay.blade
App Developer: ZPLAY Games
Version: 1.21.0 (18)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.706.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3800

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

3800For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3733F-3733

https://play.google.com/store/apps/details?id=com.zplay.blade
https://developers.facebook.com/docs/android
https://play.google.com
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.zplay.blade: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

GameAnalytics Mobile Analytics Mobvista

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://gameanalytics.com/features
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
https://www.mintegral.com/en/
https://moat.com/analytics
https://unity3d.com/


com.zplay.blade: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3735F-3735

https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.706.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3801

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3801For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3736F-3736

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.706.3 Data Transmissions During testing, we observed the following types of user in-
formation3802 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
ads.api.vungle.com (Vungle) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

t.appsflyer.com (AppsFlyer) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

www.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
api.gameanalytics.com (Mobvista) AAID
api.vungle.com (Vungle) AAID
init.supersonicads.com (Ironsource) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3803

3802We define “user information” in Section 3.
3803https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3737F-3737

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.707 Virus Cleaner - Antivirus, Booster & Phone Clean

Testing Details

App Name: Virus Cleaner - Antivirus, Booster & Phone Clean
Package Name: antivirus.anti.virus.cleaner.security.booster
App Developer: Phone Clean Apps
Version: 1.3.5 (135)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.707.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3804

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdSDK Advertisement MobFox

Amazon Advertisement Advertisement Amazon

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3804For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=antivirus.anti.virus.cleaner.security.booster
https://developers.facebook.com/docs/android
https://github.com/MeiCassieDong/test
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://play.google.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


antivirus.anti.virus.cleaner.security.booster: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Moat Mobile Analytics Oracle

AppMonet Advertisement Monet Engine Inc.

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

Umeng Analytics Mobile Analytics Alibaba

Ogury Presage Advertisement Ogury

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://moat.com/analytics
http://appmonet.com
http://www.mopub.com
https://www.smaato.com/
https://www.umeng.com/analytics
http://www.presage.io/


antivirus.anti.virus.cleaner.security.booster: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-3740F-3740

https://commons.apache.org/


F.3.707.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3805

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.

3805For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.707.3 Data Transmissions During testing, we observed the following types of user in-
formation3806 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

aax-us-east.amazon-adsystem.com (Ama-
zon)

AAID

alog.umeng.com (Alibaba) AAID WiFi MAC Android ID
p.presage.io (Ogury) AAID
mpx.mopub.com (Twitter) AAID
impression-east.liftoff.io (Liftoff) AAID
rm.aarki.net (Aarki) AAID
graph.facebook.com (Facebook) AAID
s.amazon-adsystem.com (Amazon) AAID
ads.mopub.com (Twitter) AAID
pad-v3.presage.io (Ogury) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3807

3806We define “user information” in Section 3.
3807https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3742F-3742

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.708 Kindara Fertility & Ovulation Tracker

Testing Details

App Name: Kindara Fertility & Ovulation Tracker
Package Name: com.kindara.pgap
App Developer: Kindara, Inc.
Version: 7.0.2 (7000201)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.708.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3808

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Apache Cordova Development Aid The Apache Software
Foundation

3808For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kindara.pgap
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://cordova.apache.org/


F.3.708.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3809

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3809For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.708.3 Data Transmissions During testing, we observed the following types of user in-
formation3810 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3811

3810We define “user information” in Section 3.
3811https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.709 Nielsen Mobile App

Testing Details

App Name: Nielsen Mobile App
Package Name: com.nielsen.odm
App Developer: Nielsen Company
Version: 8.1.5 (6972)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.709.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3812

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Google Gson Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3812For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nielsen.odm
http://try.crashlytics.com
https://github.com/google/gson
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.709.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3813

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

3813For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.709.3 Data Transmissions During testing, we observed the following types of user in-
formation3814 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.emmengnlsn.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3815

3814We define “user information” in Section 3.
3815https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3748F-3748

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.710 Pie Control

Testing Details

App Name: Pie Control
Package Name: jun.ace.piecontrol
App Developer: coolAce
Version: 7.1.2 Sextans (72)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.710.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3816

SDK Purpose Parent Company

Google Play App Market Google Play

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

3816For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jun.ace.piecontrol
https://play.google.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


F.3.710.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3817

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3817For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.710.3 Data Transmissions During testing, we observed the following types of user in-
formation3818 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3819

3818We define “user information” in Section 3.
3819https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3751F-3751

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.711 SureLock Kiosk Lockdown

Testing Details

App Name: SureLock Kiosk Lockdown
Package Name: com.gears42.surelock
App Developer: 42Gears Mobility Systems
Version: 14.15 (2787)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.711.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3820

SDK Purpose Parent Company

db4o Development Aid The Apache Software
Foundation

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3820For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.gears42.surelock
https://github.com/mohataher/db4o-android
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.gears42.surelock: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

getui Advertisement getui
Mobile Analytics
Push Notifications

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Json org Development Aid Json org
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https://github.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.getui.com/cn/index.html
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://logging.apache.org/log4j/2.x/
http://www.json.org/


F.3.711.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3821

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3821For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.711.3 Data Transmissions During testing, we observed the following types of user in-
formation3822 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3823

3822We define “user information” in Section 3.
3823https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3755F-3755

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.712 Weather Home - Live Radar Alerts & Widget

Testing Details

App Name: Weather Home - Live Radar Alerts & Widget
Package Name: com.home.weather.radar
App Developer: My Home Apps
Version: 2.8.3-weather-home (2000803)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.712.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3824

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

adjust Mobile Analytics Adjust
Advertisement

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)
3824For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.home.weather.radar
https://developers.facebook.com/docs/android
https://www.adjust.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.home.weather.radar: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Mintegral Advertisement Mobvista

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Verizon Development Aid Verizon

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
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https://www.verizon.com/


com.home.weather.radar: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

JDOM2 Development Aid JDOM2

Joda Time Development Aid Stephen Colebourne

Json org Development Aid Json org

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

jUnit Java Unit Test Development Aid JUnit Team
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https://commons.apache.org/
https://hc.apache.org/
https://github.com/hunterhacker/jdom/wiki/JDOM2-A-Primer
http://www.joda.org/joda-time/
http://www.json.org/
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F.3.712.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3825

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3825For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.712.3 Data Transmissions During testing, we observed the following types of user in-
formation3826 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
api.alltheapps.org (All The Apps) Coarse Location
www.facebook.com (Facebook) AAID
ads.mopub.com (Twitter) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3827

3826We define “user information” in Section 3.
3827https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.713 Messenger : All-in-One Messaging & Video Calling

Testing Details

App Name: Messenger : All-in-One Messaging & Video Calling
Package Name: messengerchatapp.new17.update2017
App Developer: Halilov Mobiles by Oak pro
Version: 4.5 (27)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.713.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3828

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AdColony Advertisement AdColony

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3828For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=messengerchatapp.new17.update2017
https://developers.facebook.com/docs/android
https://github.com/zxing/zxing
http://adcolony.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


messengerchatapp.new17.update2017: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

OneSignal Mobile Analytics OneSignal

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://www.google.com/ads/
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https://www.doubleclickbygoogle.com/
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https://unity3d.com/


messengerchatapp.new17.update2017: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

AndroidAnnotations API Development Aid AndroidAnnotations

Apache Common Development Aid The Apache Software
Foundation
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https://unity3d.com/
https://github.com/excilys/androidannotations
https://commons.apache.org/


F.3.713.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3829

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3829For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.713.3 Data Transmissions During testing, we observed the following types of user in-
formation3830 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

control.kochava.com (Kochava) AAID Android ID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

data.flurry.com (Verizon) AAID Android ID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

onesignal.com (OneSignal) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3831

3830We define “user information” in Section 3.
3831https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.714 Phone + Contacts and Calls

Testing Details

App Name: Phone + Contacts and Calls
Package Name: v.d.d.answercall
App Developer: FUG
Version: 3.7.0 (37077)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.714.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3832

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

3832For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=v.d.d.answercall
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


F.3.714.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3833

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
PROCESS_OUTGOING_CALLS Allows an application to see the number being dialed during an out-

going call with the option to redirect the call to a different number
or abort the call altogether.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ANSWER_PHONE_CALLS Allows the app to answer an incoming phone call.

3833For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.714.3 Data Transmissions During testing, we observed the following types of user in-
formation3834 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3835

3834We define “user information” in Section 3.
3835https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.715 Super 3D Wallpapers - Super realistic 3D effects

Testing Details

App Name: Super 3D Wallpapers - Super realistic 3D effects
Package Name: com.super.wallpapers.seat
App Developer: Seat Wallpapers Labs
Version: 1.5.6 (156)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.715.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3836

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3836For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.super.wallpapers.seat
https://www.appsflyer.com/
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.super.wallpapers.seat: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
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F.3.715.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3837

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3837For an explanation of dangerous permissions, see Section 4.3.
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F.3.715.3 Data Transmissions During testing, we observed the following types of user in-
formation3838 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

t.appsflyer.com (AppsFlyer) AAID
www.facebook.com (Facebook) AAID
plbslog.umeng.com (Alibaba) AAID WiFi MAC Android ID
ulogs.umeng.com (Alibaba) AAID WiFi MAC Android ID

BT Name
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3839

3838We define “user information” in Section 3.
3839https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.716 Geek Cleaner - Easy & Smart Cleaner

Testing Details

App Name: Geek Cleaner - Easy & Smart Cleaner
Package Name: com.geek.cleaner.francis.cony
App Developer: Francis Team
Version: 1.1.05 (1105)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.716.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3840

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

(Table Continues)
3840For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.geek.cleaner.francis.cony
https://developers.facebook.com/docs/android
https://www.appsflyer.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.geek.cleaner.francis.cony: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

MoPub Advertisement Twitter

Umeng Analytics Mobile Analytics Alibaba
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
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F.3.716.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3841

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3841For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.716.3 Data Transmissions During testing, we observed the following types of user in-
formation3842 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ulogs.umeng.com (Alibaba) AAID Android ID WiFi MAC
BT Name

tr-asia.adsmoloco.com (Moloco) AAID
plbslog.umeng.com (Alibaba) AAID Android ID WiFi MAC
graph.facebook.com (Facebook) AAID
impression.appsflyer.com (AppsFlyer) AAID
mpx.mopub.com (Twitter) AAID
t.appsflyer.com (AppsFlyer) AAID
ads.mopub.com (Twitter) AAID
app.appsflyer.com (AppsFlyer) AAID
impression-east.liftoff.io (Liftoff) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3843

3842We define “user information” in Section 3.
3843https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.717 WordBit Tiếng Anh

Testing Details

App Name: WordBit Tiếng Anh
Package Name: net.wordbit.envn
App Developer: WordBit
Version: 1.3.8.21 (1030080021)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.717.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3844

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3844For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=net.wordbit.envn
https://developers.facebook.com/docs/android
https://github.com/bumptech/glide/
https://developers.facebook.com
https://github.com/
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net.wordbit.envn: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

igaworks Advertisement IGAWorks

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

skplanet Advertisement SK Telekom

picasso Development Aid Square Inc.

Jsoup Development Aid Jsoup
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https://www.doubleclickbygoogle.com/
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F.3.717.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3845

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3845For an explanation of dangerous permissions, see Section 4.3.
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F.3.717.3 Data Transmissions During testing, we observed the following types of user in-
formation3846 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
ads.inmobi.com (InMobi) AAID
config.inmobi.com (InMobi) AAID
graph.facebook.com (Facebook) AAID
www.wordbit.net (Wordbit) AAID
sspi.adpopcorn.com (IGAWorks) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3847

3846We define “user information” in Section 3.
3847https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.718 20 Minuten (CH)

Testing Details

App Name: 20 Minuten (CH)
Package Name: ch.iAgentur.i20Min
App Developer: 20 Minuten
Version: 20.0.7.1 (18823)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.718.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3848

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3848For an explanation of SDKs, see Section 4.1.2.
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ch.iAgentur.i20Min: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

Google Maps Utils Map/LBS Google

JW Player Advertisement JW Player

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

OkHttp Development Aid OkHttp

Bouncy Castle Development Aid Bouncy Castles

Teads Advertisement Teads
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https://www.google.com/analytics/tag-manager/
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F.3.718.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3849

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3849For an explanation of dangerous permissions, see Section 4.3.
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F.3.718.3 Data Transmissions During testing, we observed the following types of user in-
formation3850 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

zuba.prod.tda.link (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3851

3850We define “user information” in Section 3.
3851https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.719 輕�讀小說

Testing Details

App Name: 輕�讀小說

Package Name: tw.clotai.easyreader
App Developer: WeakApp
Version: 5.4.4 (124)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.719.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3852

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
(Table Continues)

3852For an explanation of SDKs, see Section 4.1.2.
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tw.clotai.easyreader: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

LEDataStream Development Aid LEDataStream

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

otto Development Aid Square

picasso Development Aid Square Inc.

Zip4j Development Aid Srikanth Lingala

EPublib Development Aid webreus

Jsoup Development Aid Jsoup

Mozilla Universal Detector Utility Mozilla

SLF4J Development Aid SLF4J
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https://github.com/google/gson
https://integralads.com
http://mindprod.com/products1.html
https://moat.com/analytics
http://www.mopub.com
http://square.github.io/otto/
https://github.com/square/picasso
http://www.lingala.net/zip4j/
http://www.siegmann.nl/epublib
http://jsoup.org/
https://github.com/ctt-gob-es/clienteafirma-external
http://www.slf4j.org/


F.3.719.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3853

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3853For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.719.3 Data Transmissions During testing, we observed the following types of user in-
formation3854 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3855

3854We define “user information” in Section 3.
3855https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.720 Slidejoy - Lockscreen Cash Rewards

Testing Details

App Name: Slidejoy - Lockscreen Cash Rewards
Package Name: com.slidejoy
App Developer: Slidejoy
Version: 3.8.1 (981)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.720.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3856

SDK Purpose Parent Company

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

adjust Mobile Analytics Adjust
Advertisement

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)
3856For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.slidejoy
https://github.com/nostra13/Android-Universal-Image-Loader
https://www.adjust.com/
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
https://github.com/zxing/zxing
http://try.crashlytics.com
https://developers.facebook.com


com.slidejoy: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Moat Mobile Analytics Oracle

mobfox Advertisement Mobfox

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/
https://github.com/google/guava
https://github.com/google/gson
https://moat.com/analytics
http://www.mobfox.com/


com.slidejoy: Detected SDKs (Continued)

SDK Purpose Parent Company

myTarget Advertisement My.com
Social Networking

OutBrain Advertisement Outbrain

Pollfish Development Aid Pollfish

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

AndroidAnnotations API Development Aid AndroidAnnotations
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https://target.my.com/
http://www.outbrain.com/
https://www.pollfish.com/
https://github.com/square/okhttp
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
https://github.com/excilys/androidannotations


F.3.720.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3857

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3857For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.720.3 Data Transmissions During testing, we observed the following types of user in-
formation3858 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
api.getslidejoy.com (Buzzvil) AAID Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3859

3858We define “user information” in Section 3.
3859https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.721 캐시워크 - 적립형만보기첫화면

Testing Details

App Name: 캐시워크 - 적립형만보기첫화면

Package Name: com.cashwalk.cashwalk
App Developer: CashWalk, Inc.
Version: 1.13.34 (263)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.721.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3860

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

Admixer Advertisement NAS Media

Volley HTTP library Development Aid Google
Networking

Applovin Advertisement AppLovin

Astuetz Pager Sliding Tab Strip GUI Component Astuetz Pager Sliding
Tab Strip

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

(Table Continues)
3860For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.cashwalk.cashwalk
https://developers.facebook.com/docs/android
http://adcolony.com/
http://admixer.co.kr/
https://developer.android.com/training/volley/index.html
https://www.applovin.com/
https://github.com/astuetz
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://www.criteo.com/


com.cashwalk.cashwalk: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Cauly Advertisement Cauly

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

(Table Continues)
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https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.cauly.net
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/youtube/android/player/


com.cashwalk.cashwalk: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

pulltorefresh GUI Component Handmark

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

AdFit (Daum) Advertisement Kakao Corp

FloatingActionButton GUI Component FloatingActionButton

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

ADLIB Advertisement NHN Entertainment

MoPub Advertisement Twitter

Nine Old Androids Development Aid Nine Old Androids

Nostra13 Image Loading Development Aid Nostra13 Image Load-
ing

picasso Development Aid Square Inc.

Taboola Advertisement Taboola

TapDaq Android SDK Advertisement TapJoy

Tapjoy Advertisement Tapjoy

TNK Factory Advertisement TNK Factory
Mobile Analytics

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

(Table Continues)
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https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/chrisbanes/Android-PullToRefresh
https://integralads.com
https://www.daum.net
https://github.com/makovkastar/FloatingActionButton/
https://www.mintegral.com/en/
https://moat.com/analytics
https://adlibr.com
http://www.mopub.com
https://github.com/JakeWharton/NineOldAndroids
https://github.com/nostra13/Android-Universal-Image-Loader
https://github.com/square/picasso
https://www.taboola.com/
https://www.tapdaq.com/
https://home.tapjoy.com/
http://www.tnkfactory.com
https://unity3d.com/


com.cashwalk.cashwalk: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

JavaX Annotation API Utility JavaX Annotation API

Smack Utility igniterealtime.org

PubNative Advertisement PubNative

hamcrest Development Aid Hamcrest

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

jUnit Java Unit Test Development Aid JUnit Team
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https://unity3d.com/
https://vungle.com
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://mvnrepository.com/artifact/jivesoftware/smack
https://pubnative.net/
http://hamcrest.org/
http://www.joda.org/joda-time/
http://jsoup.org/
http://junit.org/


F.3.721.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3861

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3861For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.721.3 Data Transmissions During testing, we observed the following types of user in-
formation3862 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

bidder.criteo.com (Criteo) AAID
graph.facebook.com (Facebook) AAID
adp.adpies.com (ADPie) AAID
adn.admixer.co.kr (AdMixer) AAID
adn.admixer.co.kr (AdMixer) AAID
gum.criteo.com (Criteo) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3863

3862We define “user information” in Section 3.
3863https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.722 VnExpress.net

Testing Details

App Name: VnExpress.net
Package Name: fr.playsoft.vnexpress
App Developer: VnExpress.net
Version: 7.8.5 (228)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.722.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3864

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

3864For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=fr.playsoft.vnexpress
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


fr.playsoft.vnexpress: Detected SDKs (Continued)

SDK Purpose Parent Company

Github Development Aid Github

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

MaterialProgressBar Development Aid MaterialProgressBar

Apache Common Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Json org Development Aid Json org

Jsoup Development Aid Jsoup
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https://github.com/
https://github.com/zxing/zxing
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com
https://github.com/google/gson
https://github.com/DreaminginCodeZH/MaterialProgressBar
https://commons.apache.org/
http://james.apache.org
http://www.json.org/
http://jsoup.org/


F.3.722.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3865

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3865For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.722.3 Data Transmissions During testing, we observed the following types of user in-
formation3866 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ps.vnexpress.net (FPT Group) Android ID
graph.facebook.com (Facebook) AAID
open.api.vnexpress.net (FPT Group) Android ID
la2.eclick.vn (EClick) Android ID
api3.vnexpress.net (FPT Group) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3867

3866We define “user information” in Section 3.
3867https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.723 Bangla Newspaper –Prothom Alo

Testing Details

App Name: Bangla Newspaper –Prothom Alo
Package Name: com.mcc.prothomalo
App Developer: Prothom Alo
Version: 8.7 (100016)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.723.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3868

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3868For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.mcc.prothomalo
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.mcc.prothomalo: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

AndroidAsync Development Aid AndroidAsync

Nine Old Androids Development Aid Nine Old Androids

picasso Development Aid Square Inc.

MaterialProgressBar Development Aid MaterialProgressBar
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https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/koush/AndroidAsync
https://github.com/JakeWharton/NineOldAndroids
https://github.com/square/picasso
https://github.com/DreaminginCodeZH/MaterialProgressBar


F.3.723.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3869

Permission Description Used

No dangerous permissions were requested by the app.

3869For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.723.3 Data Transmissions During testing, we observed the following types of user in-
formation3870 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

data.flurry.com (Verizon) Android ID AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3871

3870We define “user information” in Section 3.
3871https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.724 European War 6: 1804

Testing Details

App Name: European War 6: 1804
Package Name: com.easytech.android.ew6
App Developer: EasyTech
Version: 1.2.20 (15)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.724.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3872

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Digits Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
(Table Continues)

3872For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.easytech.android.ew6
https://developers.facebook.com/docs/android
https://play.google.com
https://www.appsflyer.com/
http://try.crashlytics.com
https://fabric.io/kits/android/digits/summary
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.easytech.android.ew6: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

IronSource Advertisement IronSource
Mobile Analytics

Moat Mobile Analytics Oracle

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

www.appcensus.io F-3809F-3809

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://www.ironsrc.com
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https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://vungle.com


F.3.724.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3873

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3873For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.724.3 Data Transmissions During testing, we observed the following types of user in-
formation3874 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.tradplus.com (TradPlus) Android ID AAID
launches.appsflyer.com (AppsFlyer) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads.api.vungle.com (Vungle) AAID
graph.facebook.com (Facebook) AAID
www.ieasytech.com (EasyTech) Android ID
api.vungle.com (Vungle) AAID
tracking.tradplus.com (TradPlus) Android ID AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3875

3874We define “user information” in Section 3.
3875https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.725 Habit Browser

Testing Details

App Name: Habit Browser
Package Name: jp.ddo.pigsty.HabitBrowser
App Developer: mura.k
Version: 1.1.77 (269)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.725.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3876

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Adfurikun Advertisement Glossom Inc.

nend Advertisement FAN Communications
Inc.

htmlCleaner Development Aid htmlCleaner

3876For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jp.ddo.pigsty.HabitBrowser
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
https://adfurikun.jp/adfurikun/
https://nend.net/en/
http://htmlcleaner.sourceforge.net


F.3.725.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3877

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3877For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3813F-3813

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.725.3 Data Transmissions During testing, we observed the following types of user in-
formation3878 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

20.43.151.2 (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3879

3878We define “user information” in Section 3.
3879https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.726 Padua College

Testing Details

App Name: Padua College
Package Name: au.edu.qld.padua.schoolapp
App Developer: Digistorm Education
Version: 5.0.22 (500220)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.726.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3880

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

PhoneGap Development Aid Adobe
Push Notifications

Apache Cordova Development Aid The Apache Software
Foundation

3880For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.edu.qld.padua.schoolapp
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
http://phonegap.com/
https://cordova.apache.org/


F.3.726.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3881

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3881For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.726.3 Data Transmissions During testing, we observed the following types of user in-
formation3882 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3883

3882We define “user information” in Section 3.
3883https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.727 ai.type Free Emoji Keyboard 2020

Testing Details

App Name: ai.type Free Emoji Keyboard 2020
Package Name: com.aitype.android.f
App Developer: ai.type
Version: Free-9.6.1.9 (96019)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.727.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3884

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)
3884For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.aitype.android.f
https://developers.facebook.com/docs/android
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
https://developer.android.com/training/volley/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android


com.aitype.android.f: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

MixPanel Mobile Analytics Mixpanel

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com
https://mixpanel.com/


com.aitype.android.f: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

www.appcensus.io F-3820F-3820

https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso


F.3.727.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3885

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3885For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.727.3 Data Transmissions During testing, we observed the following types of user in-
formation3886 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3887

3886We define “user information” in Section 3.
3887https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.728 Language Translator: Voice Translator, Interpreter

Testing Details

App Name: Language Translator: Voice Translator, Interpreter
Package Name: com.beldum.translator
App Developer: Beldum Studio
Version: 1.1.3 (13)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.728.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3888

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3888For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.beldum.translator
https://developers.facebook.com/docs/android
https://play.google.com
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.beldum.translator: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Apache Http Development Aid The Apache Software
Foundation
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https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/zxing/zxing
https://unity3d.com/
https://unity3d.com/
https://hc.apache.org/


F.3.728.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3889

Permission Description Used

No dangerous permissions were requested by the app.

3889For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.728.3 Data Transmissions During testing, we observed the following types of user in-
formation3890 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3891

3890We define “user information” in Section 3.
3891https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.729 T24

Testing Details

App Name: T24
Package Name: com.opera.t24
App Developer: T24 Bağımsız internet gazetesi
Version: 2.1.1 (19)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.729.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3892

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3892For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.opera.t24
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.opera.t24: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

OneSignal Mobile Analytics OneSignal

JavaX Annotation API Utility JavaX Annotation API

Joda Time Development Aid Stephen Colebourne

Jsoup Development Aid Jsoup

www.appcensus.io F-3828F-3828

https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://onesignal.com/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.joda.org/joda-time/
http://jsoup.org/


F.3.729.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3893

Permission Description Used

No dangerous permissions were requested by the app.

3893For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.729.3 Data Transmissions During testing, we observed the following types of user in-
formation3894 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

onesignal.com (OneSignal) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3895

3894We define “user information” in Section 3.
3895https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.730 SMA HEALTH TRACKER

Testing Details

App Name: SMA HEALTH TRACKER
Package Name: com.smalife.watch
App Developer: 深�市�保�科技有限公司

Version: 3.6.1.0 (3610)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.730.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3896

SDK Purpose Parent Company

ShareSDK Social Network Mob Tech
Mobile Analytics

Mob SMS SDK Development Aid MobClub

Volley HTTP library Development Aid Google
Networking

Fasterxml Utility FasterXML

Github Development Aid Github

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Loopj Development Aid James Smith

(Table Continues)

3896For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.smalife.watch
http://www.mob.com/downloadDetail/ShareSDK/android
https://github.com/MobClub/SecurityCodeSDK-for-Android
https://developer.android.com/training/volley/index.html
http://fasterxml.com/
https://github.com/
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/loopj/android-async-http


com.smalife.watch: Detected SDKs (Continued)

SDK Purpose Parent Company

mob share Social Network mob share

Mob Tools Social Network Mob Tech
Mobile Analytics

Tencent Login Social Network Tencent

Tencent Map Map/LBS Tencent

Umeng Common Mobile Analytics Alibaba

Umeng Message Push Development Aid Alibaba
Push Notifications

Umeng U-push (Old version called agoo) Development Aid Alibaba
Push Notifications

Java-WebSocket Development Aid Java-WebSocket

www.appcensus.io F-3832F-3832

mob.com
http://www.mob.com/
https://connect.qq.com
https://lbs.qq.com/
http://dev.umeng.com/
http://dev.umeng.com/push/android/sdk-download
http://dev.umeng.com/push/android/integration
https://github.com/TooTallNate/Java-WebSocket


F.3.730.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3897

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
SEND_SMS Allows an application to send SMS messages.
RECORD_AUDIO Allows an application to record audio.
RECEIVE_SMS Allows an application to receive SMS messages.
READ_SMS Allows an application to read SMS messages.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3897For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.730.3 Data Transmissions During testing, we observed the following types of user in-
formation3898 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

router.ablecloud.cn (Unknown) IMEI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3899

3898We define “user information” in Section 3.
3899https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3834F-3834
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F.3.731 TruyenCv - Đọc truyện convert

Testing Details

App Name: TruyenCv - Đọc truyện convert
Package Name: com.dragon.tcv
App Developer: Truyện Convert
Version: 1.0.5 (7)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.731.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3900

SDK Purpose Parent Company

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement

(Table Continues)

3900For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.dragon.tcv
https://play.google.com
https://developer.android.com/training/volley/index.html
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.dragon.tcv: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

picasso Development Aid Square Inc.

www.appcensus.io F-3836F-3836

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://github.com/square/picasso


F.3.731.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3901

Permission Description Used

No dangerous permissions were requested by the app.

3901For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.731.3 Data Transmissions During testing, we observed the following types of user in-
formation3902 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.truyencv.com (Unknown) Android ID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3903

3902We define “user information” in Section 3.
3903https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.732 Cross Boss

Testing Details

App Name: Cross Boss
Package Name: com.kepgames.crossboss.android
App Developer: KEP Games AB
Version: 1.7.20 (340)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.732.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3904

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

badlogic Game Engine badlogic

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

3904For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.kepgames.crossboss.android
https://developers.facebook.com/docs/android
https://play.google.com
http://www.badlogicgames.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.kepgames.crossboss.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Flurry Mobile Analytics Verizon

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

J256 Development Aid J256

myTracker Mobile Analytics My.com

picasso Development Aid Square Inc.

Android Viewpagerindicator Widget Development Aid Jake Wharton

AndroidAnnotations API Development Aid AndroidAnnotations

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
http://fasterxml.com/
https://flurry.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/j256/ormlite-android
https://tracker.my.com/
https://github.com/square/picasso
https://github.com/JakeWharton/ViewPagerIndicator
https://github.com/excilys/androidannotations


com.kepgames.crossboss.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J
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https://commons.apache.org/
http://www.slf4j.org/


F.3.732.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3905

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3905For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3842F-3842

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.732.3 Data Transmissions During testing, we observed the following types of user in-
formation3906 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
data.flurry.com (Verizon) AAID Android ID
tracker-api.my.com (myTracker) AAID WiFi MAC Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3907

3906We define “user information” in Section 3.
3907https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3843F-3843

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.733 Webmail Aruba.it

Testing Details

App Name: Webmail Aruba.it
Package Name: com.aruba.aruba.it
App Developer: Aruba S.p.A.
Version: 1.3.0 (103000)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.733.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3908

SDK Purpose Parent Company

Apache Cordova Development Aid The Apache Software
Foundation

3908For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3844F-3844

https://play.google.com/store/apps/details?id=com.aruba.aruba.it
https://cordova.apache.org/


F.3.733.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3909

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3909For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3845F-3845

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.733.3 Data Transmissions During testing, we observed the following types of user in-
formation3910 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3911

3910We define “user information” in Section 3.
3911https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3846F-3846

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.734 Sinhala Keyboard

Testing Details

App Name: Sinhala Keyboard
Package Name: com.glasseagle.sinhalakeyboard
App Developer: - GE Apps -
Version: 9.1.0 (9100)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.734.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3912

SDK Purpose Parent Company

getui Advertisement getui
Mobile Analytics
Push Notifications

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)

3912For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3847F-3847

https://play.google.com/store/apps/details?id=com.glasseagle.sinhalakeyboard
http://www.getui.com/cn/index.html
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.glasseagle.sinhalakeyboard: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

JavaX Annotation API Utility JavaX Annotation API

www.appcensus.io F-3848F-3848

https://github.com/google/gson
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.734.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3913

Permission Description Used

No dangerous permissions were requested by the app.

3913For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3849F-3849

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.734.3 Data Transmissions During testing, we observed the following types of user in-
formation3914 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3915

3914We define “user information” in Section 3.
3915https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3850F-3850

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.735 WhizzardApp (Cleaners Only)

Testing Details

App Name: WhizzardApp (Cleaners Only)
Package Name: au.com.whizz.whizzardApp
App Developer: Whizz Technologies
Version: 1.94 (482)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.735.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3916

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3916For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3851F-3851

https://play.google.com/store/apps/details?id=au.com.whizz.whizzardApp
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


au.com.whizz.whizzardApp: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Parse.com Mobile Analytics Parse
Development Aid

JavaX Annotation API Utility JavaX Annotation API

Apache Common Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-3852F-3852

https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
https://parse.com/docs/cn/android/guide
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://commons.apache.org/
http://www.joda.org/joda-time/


F.3.735.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3917

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3917For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3853F-3853

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.735.3 Data Transmissions During testing, we observed the following types of user in-
formation3918 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) Android ID AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3919

3918We define “user information” in Section 3.
3919https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3854F-3854

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.736 Santa Biblia Reina Valera GRATIS with Concordance

Testing Details

App Name: Santa Biblia Reina Valera GRATIS with Concor-
dance

Package Name: la.santa.biblia.spanish.bible.Reina.Valera
App Developer: Grace Bible Apps
Version: 1.1.2 (11)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.736.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3920

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3920For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3855F-3855

https://play.google.com/store/apps/details?id=la.santa.biblia.spanish.bible.Reina.Valera
https://play.google.com/store/apps/details?id=la.santa.biblia.spanish.bible.Reina.Valera
https://github.com/bumptech/glide/
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://github.com/google/ExoPlayer
https://developers.google.com/android/reference/com/google/android/gms/package-summary


la.santa.biblia.spanish.bible.Reina.Valera: Detected SDKs (Continued)

SDK Purpose Parent Company

Google DoubleClick Advertisement Google

Google Gson Development Aid Google

Mobeta ListView GUI Component Mobeta ListView

MaterialProgressBar Development Aid MaterialProgressBar

Joda Time Development Aid Stephen Colebourne

www.appcensus.io F-3856F-3856

https://www.doubleclickbygoogle.com/
https://github.com/google/gson
https://github.com/bauerca/drag-sort-listview
https://github.com/DreaminginCodeZH/MaterialProgressBar
http://www.joda.org/joda-time/


F.3.736.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3921

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3921For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3857F-3857

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.736.3 Data Transmissions During testing, we observed the following types of user in-
formation3922 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3923

3922We define “user information” in Section 3.
3923https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3858F-3858

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.737 Learn How To Make Fluffy Slime

Testing Details

App Name: Learn How To Make Fluffy Slime
Package Name: fluffyslime.swoimi.rukami
App Developer: korolevadeveloper
Version: 1.2 (10)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.737.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3924

SDK Purpose Parent Company

AndroidAnimations Library GUI Component AndroidAnimations Li-
brary

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Inmobi Advertisement InMobi

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

(Table Continues)

3924For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3859F-3859

https://play.google.com/store/apps/details?id=fluffyslime.swoimi.rukami
https://github.com/daimajia/AndroidViewAnimations
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://inmobi.com
https://moat.com/analytics
http://www.mopub.com


fluffyslime.swoimi.rukami: Detected SDKs (Continued)

SDK Purpose Parent Company

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

www.appcensus.io F-3860F-3860

https://www.smaato.com/
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/


F.3.737.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3925

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3925For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3861F-3861

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.737.3 Data Transmissions During testing, we observed the following types of user in-
formation3926 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

sdk-android.ad.smaato.net (Smaato) AAID
ads.mopub.com (Twitter) AAID
api.advancedspot.com (Unknown) Android ID
impression-east.liftoff.io (Liftoff) AAID
ssp.swe.xyz (Unknown) Android ID AAID
mpx.mopub.com (Twitter) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3927

3926We define “user information” in Section 3.
3927https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3862F-3862

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.738 Galaxy Wild Wolf Keyboard Theme

Testing Details

App Name: Galaxy Wild Wolf Keyboard Theme
Package Name: com.ikeyboard.theme.galaxy.wild.wolf
App Developer: Free keyboard for Android-2020 theme apps
Version: 1.0 (30)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.738.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3928

SDK Purpose Parent Company

Glide Development Aid Bump Technologies

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

(Table Continues)

3928For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3863F-3863

https://play.google.com/store/apps/details?id=com.ikeyboard.theme.galaxy.wild.wolf
https://github.com/bumptech/glide/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com


com.ikeyboard.theme.galaxy.wild.wolf: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Gson Development Aid Google

www.appcensus.io F-3864F-3864

https://github.com/google/gson


F.3.738.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3929

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3929For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3865F-3865

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.738.3 Data Transmissions During testing, we observed the following types of user in-
formation3930 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dc.kika-backend.com (Unknown) Android ID
api.kikakeyboard.com (Kika Tech) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3931

3930We define “user information” in Section 3.
3931https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3866F-3866

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.739 FileSun Official - Free movies, dramas, anime

Testing Details

App Name: FileSun Official - Free movies, dramas, anime
Package Name: com.is.filesun.version4
App Developer: 파일썬

Version: 3.05 (19)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.739.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3932

SDK Purpose Parent Company

Crashlytics Mobile Analytics Google

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Google Tag Manager Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3932For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3867F-3867

https://play.google.com/store/apps/details?id=com.is.filesun.version4
http://try.crashlytics.com
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
https://www.google.com/analytics/tag-manager/
http://firebase.com


com.is.filesun.version4: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

International Components for Unicode Utility IBM

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-3868F-3868

https://www-01.ibm.com/software/globalization/icu/
https://github.com/ACRA/acra
https://commons.apache.org/


F.3.739.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3933

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3933For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3869F-3869

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.739.3 Data Transmissions During testing, we observed the following types of user in-
formation3934 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3935

3934We define “user information” in Section 3.
3935https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3870F-3870

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.740 PortSIP Softphone

Testing Details

App Name: PortSIP Softphone
Package Name: com.portgo
App Developer: PortSIP
Version: 9.5.1 (951)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.740.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3936

SDK Purpose Parent Company

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

AspectJ Development Aid AspectJ

Smack Extensions Development Aid igniterealtime.org

3936For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3871F-3871

https://play.google.com/store/apps/details?id=com.portgo
https://github.com/zxing/zxing
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://eclipse.org/aspectj/
https://mvnrepository.com/artifact/jivesoftware/smackx


F.3.740.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3937

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
RECORD_AUDIO Allows an application to record audio.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3937For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3872F-3872

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.740.3 Data Transmissions During testing, we observed the following types of user in-
formation3938 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3939

3938We define “user information” in Section 3.
3939https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3873F-3873

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.741 Dnevnik.hr

Testing Details

App Name: Dnevnik.hr
Package Name: com.cme.newsreader.dnevnik.hr
App Developer: Nova TV d.d.
Version: 1.3 (19)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.741.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3940

SDK Purpose Parent Company

Gemius HeatMap Mobile Analytics Gemius HeatMap

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

otto Development Aid Square

(Table Continues)

3940For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3874F-3874

https://play.google.com/store/apps/details?id=com.cme.newsreader.dnevnik.hr
https://heatmap.gemius.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/google/gson
http://square.github.io/otto/


com.cme.newsreader.dnevnik.hr: Detected SDKs (Continued)

SDK Purpose Parent Company

MenuDrawer GUI Component GitHub Inc.

www.appcensus.io F-3875F-3875

https://github.com/SimonVT/android-menudrawer


F.3.741.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3941

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3941For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3876F-3876

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.741.3 Data Transmissions During testing, we observed the following types of user in-
formation3942 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3943

3942We define “user information” in Section 3.
3943https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-3877F-3877

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.742 ibis Paint X

Testing Details

App Name: ibis Paint X
Package Name: jp.ne.ibis.ibispaintx.app
App Developer: ibis inc.
Version: 6.4.1 (604010460)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.742.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3944

SDK Purpose Parent Company

Google Play App Market Google Play

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3944For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=jp.ne.ibis.ibispaintx.app
https://play.google.com
https://www.applovin.com/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


jp.ne.ibis.ibispaintx.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

picasso Development Aid Square Inc.

Tapjoy Advertisement Tapjoy

Adfurikun Advertisement Glossom Inc.

Apache Http Development Aid The Apache Software
Foundation
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/zxing/zxing
https://github.com/square/picasso
https://home.tapjoy.com/
https://adfurikun.jp/adfurikun/
https://hc.apache.org/


F.3.742.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3945

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3945For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.742.3 Data Transmissions During testing, we observed the following types of user in-
formation3946 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3947

3946We define “user information” in Section 3.
3947https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.743 The Advertiser

Testing Details

App Name: The Advertiser
Package Name: com.newscorp.adelaideadvertiser
App Developer: NDM
Version: 7.25.0 (171)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.743.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3948

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics

(Table Continues)

3948For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.newscorp.adelaideadvertiser
https://auth0.com/docs/quickstart/native/android/getting-started
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.newscorp.adelaideadvertiser: Detected SDKs (Continued)

SDK Purpose Parent Company

Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Salesforce Marketing Cloud Advertisement Salesforce

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.
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https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://www.salesforce.com/products/marketing-cloud/
https://github.com/square/okhttp
https://github.com/square/picasso


F.3.743.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3949

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3949For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.743.3 Data Transmissions During testing, we observed the following types of user in-
formation3950 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

settings.crashlytics.com (Google) AAID Android ID
secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3951

3950We define “user information” in Section 3.
3951https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.744 Filter Chrome + App Blocker

Testing Details

App Name: Filter Chrome + App Blocker
Package Name: com.nationaledtech.managespin
App Developer: National Education Technologies Inc.
Version: 10.21 (10210)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.744.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3952

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Google Play App Market Google Play

Crashlytics Mobile Analytics Google

Google GCM Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3952For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nationaledtech.managespin
http://mvnrepository.com/artifact/com.amazonaws
https://play.google.com
http://try.crashlytics.com
https://developers.google.com/cloud-messaging/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com


com.nationaledtech.managespin: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

JavaBeans(TM) Activation Framework Development Aid Oracle

Sun Mail.jar Development Aid Oracle

JavaMail API Utility JavaMail API

Apache Common Development Aid The Apache Software
Foundation

Spring Framework Development Aid Spring
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https://www.google.com/analytics/tag-manager/
https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/guava
http://java.sun.com/javase/technologies/desktop/javabeans/jaf/index.jsp
http://www.oracle.com/technetwork/java/javamail/index.html
https://commons.apache.org/
https://projects.spring.io/spring-framework/


F.3.744.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3953

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3953For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.744.3 Data Transmissions During testing, we observed the following types of user in-
formation3954 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3955

3954We define “user information” in Section 3.
3955https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.745 Wood Block Puzzle - Free Classic Block Puzzle Game

Testing Details

App Name: Wood Block Puzzle - Free Classic Block Puzzle
Game

Package Name: puzzle.blockpuzzle.cube.relax
App Developer: Beetles Games Studio
Version: 1.7.3 (76)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.745.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3956

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement

(Table Continues)

3956For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=puzzle.blockpuzzle.cube.relax
https://play.google.com/store/apps/details?id=puzzle.blockpuzzle.cube.relax
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://www.criteo.com/
https://developers.facebook.com


puzzle.blockpuzzle.cube.relax: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/guava
https://github.com/google/gson
http://inmobi.com
https://integralads.com
http://www.ironsrc.com


puzzle.blockpuzzle.cube.relax: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

AppMetrica Mobile Analytics Yandex

Yandex Ad Advertisement Yandex

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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https://moat.com/analytics
http://www.mopub.com
https://www.smaato.com/
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://vungle.com
https://tech.yandex.com/metrica-mobile-sdk/
https://www.yandex.com/
https://www.fmod.org/
http://www.json.org/


F.3.745.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3957

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3957For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.745.3 Data Transmissions During testing, we observed the following types of user in-
formation3958 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.facebook.com (Facebook) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
bidder.criteo.com (Criteo) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

t.appsflyer.com (AppsFlyer) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3959

3958We define “user information” in Section 3.
3959https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.746 Ultimate Rotation Control

Testing Details

App Name: Ultimate Rotation Control
Package Name: nl.fameit.rotate
App Developer: FaMe IT
Version: 6.3.5 (Google) (6035)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.746.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3960

SDK Purpose Parent Company

Google Play App Market Google Play

3960For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=nl.fameit.rotate
https://play.google.com


F.3.746.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3961

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.

3961For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.746.3 Data Transmissions During testing, we observed the following types of user in-
formation3962 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3963

3962We define “user information” in Section 3.
3963https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.747 DER SPIEGEL

Testing Details

App Name: DER SPIEGEL
Package Name: de.spiegel.android.app.spon
App Developer: DER SPIEGEL GmbH & Co. KG
Version: 4.1.0 (160)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.747.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3964

SDK Purpose Parent Company

OkHttp Development Aid OkHttp

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

picasso Development Aid Square Inc.

3964For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=de.spiegel.android.app.spon
https://github.com/square/okhttp
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com
https://github.com/square/picasso


F.3.747.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3965

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

3965For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.747.3 Data Transmissions During testing, we observed the following types of user in-
formation3966 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

de.ioam.de (Infonline) AAID
config.ioam.de (Infonline) AAID
iam-agof-app.irquest.com (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3967

3966We define “user information” in Section 3.
3967https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.748 MobileIron Go

Testing Details

App Name: MobileIron Go
Package Name: com.mobileiron.anyware.android
App Developer: MobileIron
Version: 68.0.0.7 (610)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.748.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3968

SDK Purpose Parent Company

Logback Development Aid qos_ch

Adobe Air FRE Development Aid Adobe

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
3968For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-3901F-3901

https://play.google.com/store/apps/details?id=com.mobileiron.anyware.android
http://logback.qos.ch/
http://www.adobe.com/cn/devnet/air/air_for_android.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
http://firebase.com


com.mobileiron.anyware.android: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Protocol Buffers Development Aid Google

MixPanel Mobile Analytics Mixpanel

Apache Common Development Aid The Apache Software
Foundation

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle
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https://github.com/google/protobuf
https://mixpanel.com/
https://commons.apache.org/
http://www.slf4j.org/
http://rtyley.github.io/spongycastle/


F.3.748.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3969

Permission Description Used

READ_PHONE_STATE Allows read only access to phone state, including the phone num-
ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

3969For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.748.3 Data Transmissions During testing, we observed the following types of user in-
formation3970 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3971

3970We define “user information” in Section 3.
3971https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.749 Mail Master

Testing Details

App Name: Mail Master
Package Name: com.netease.mail
App Developer: NetEase
Version: 6.22.1 (205)
Release Date: June 01, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.749.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3972

SDK Purpose Parent Company

Fastjson Development Aid Alibaba.com

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Firebase Development Aid Google
Mobile Analytics

(Table Continues)

3972For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.netease.mail
https://github.com/alibaba/fastjson
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://firebase.com


com.netease.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
LBS
Utility

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Huawei Android SDK Development Aid Huawei

Mobeta ListView GUI Component Mobeta ListView

Nine Old Androids Development Aid Nine Old Androids

Sina SSO Social Network Sina Weibo

Weibo Social Network Sina Weibo
LBS

picasso Development Aid Square Inc.

Sun Mail.jar Development Aid Oracle

Tencent Login Social Network Tencent

Tencent Map Map/LBS Tencent

Tencent Wechat Social Network Tencent

Tecent MTA Mobile Analytics Tencent

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

Xiaomi Smack Development Aid Xiaomi

Xiaomi XMpush Development Aid Xiaomi
Push Notifications

(Table Continues)
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https://github.com/google/guava
https://github.com/google/gson
https://github.com/google/protobuf
https://github.com/google/guava
https://github.com/zxing/zxing
http://developer.huawei.com/
https://github.com/bauerca/drag-sort-listview
https://github.com/JakeWharton/NineOldAndroids
http://open.weibo.com/
http://weibo.com/
https://github.com/square/picasso
https://connect.qq.com
https://lbs.qq.com/
https://open.weixin.qq.com/
http://mta.qq.com/
https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/doc/p=533/index.html


com.netease.mail: Detected SDKs (Continued)

SDK Purpose Parent Company

EventBus Development Aid greenrobot /Markus
Junginger

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Apache James Mail Enterprise Serve Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

Dnsjava Development Aid XBill
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https://github.com/greenrobot/EventBus
https://commons.apache.org/
https://hc.apache.org/
http://james.apache.org
http://logging.apache.org/log4j/2.x/
http://www.bouncycastle.org/java.html
http://jsoup.org/
http://www.slf4j.org/
http://www.dnsjava.org/


F.3.749.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3973

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3973For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.749.3 Data Transmissions During testing, we observed the following types of user in-
formation3974 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ssl.mail.163.com (Unknown) Android ID
appconf.mail.163.com (Unknown) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3975

3974We define “user information” in Section 3.
3975https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.750 SwiftRepost

Testing Details

App Name: SwiftRepost
Package Name: insta.vidmateapp
App Developer: WS INFOTECH
Version: 15.0 (30000115)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.750.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3976

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

picasso Development Aid Square Inc.

Jsoup Development Aid Jsoup

3976For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=insta.vidmateapp
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/square/picasso
http://jsoup.org/


F.3.750.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3977

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

3977For an explanation of dangerous permissions, see Section 4.3.
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F.3.750.3 Data Transmissions During testing, we observed the following types of user in-
formation3978 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3979

3978We define “user information” in Section 3.
3979https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.751 The Simpsons™: Tapped Out

Testing Details

App Name: The Simpsons™: Tapped Out
Package Name: com.ea.game.simpsons4_row
App Developer: ELECTRONIC ARTS
Version: 4.44.0 (440)
Release Date: June 19, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.751.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3980

SDK Purpose Parent Company

Amazon In-App Purchasing Payment Amazon

Google Play App Market Google Play

Volley HTTP library Development Aid Google
Networking

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
(Table Continues)

3980For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.ea.game.simpsons4_row
https://developer.amazon.com/in-app-purchasing
https://play.google.com
https://developer.android.com/training/volley/index.html
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.ea.game.simpsons4_row: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Nokia In-App Payment Payment Nokia

Fmod Game Engine Firelight Technologies

www.appcensus.io F-3914F-3914

https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
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https://www.fmod.org/


F.3.751.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3981

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

3981For an explanation of dangerous permissions, see Section 4.3.
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F.3.751.3 Data Transmissions During testing, we observed the following types of user in-
formation3982 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

user.sn.eamobile.com (EA) Android ID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3983

3982We define “user information” in Section 3.
3983https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.752 Clash Royale

Testing Details

App Name: Clash Royale
Package Name: com.supercell.clashroyale
App Developer: Supercell
Version: 3.2.4 (448)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.752.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3984

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement

(Table Continues)
3984For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.supercell.clashroyale
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.supercell.clashroyale: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Internationalization Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

HelpShift Mobile Analytics HelpShift

Microsoft Appcenter Analytics Mobile Analytics Microsoft

Microsoft Appcenter Crashes Mobile Analytics Microsoft

Tune Mobile Analytics Constallation Soft-
ware

Advertisement

Fmod Game Engine Firelight Technologies
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https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://developers.google.com/international/
https://github.com/zxing/zxing
https://www.helpshift.com
https://docs.microsoft.com/en-us/appcenter/sdk/#app-center-analytics
https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
https://www.tune.com
https://www.fmod.org/


F.3.752.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3985

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3985For an explanation of dangerous permissions, see Section 4.3.
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F.3.752.3 Data Transmissions During testing, we observed the following types of user in-
formation3986 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

service.supercell.net (Tencent) Android ID
supercell.helpshift.com (HelpShift) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3987

3986We define “user information” in Section 3.
3987https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.753 Snapseed

Testing Details

App Name: Snapseed
Package Name: com.niksoftware.snapseed
App Developer: Google LLC
Version: 2.19.1.303051424 (674352)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.753.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3988

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Glide Development Aid Bump Technologies

3988For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.niksoftware.snapseed
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/bumptech/glide/


F.3.753.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3989

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

3989For an explanation of dangerous permissions, see Section 4.3.
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F.3.753.3 Data Transmissions During testing, we observed the following types of user in-
formation3990 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3991

3990We define “user information” in Section 3.
3991https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.754 Facebook Pages Manager

Testing Details

App Name: Facebook Pages Manager
Package Name: com.facebook.pages.app
App Developer: Facebook
Version: 260.0.0.40.126 (212637623)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.754.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3992

SDK Purpose Parent Company

Google Play App Market Google Play

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Ads Advertisement Facebook

Google API Client Libraries Development Frame-
work

Google

Android Support v4 Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

(Table Continues)

3992For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.facebook.pages.app
https://play.google.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.google.com/api-client-library/java/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.facebook.pages.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Notifications Mobile Analytics Facebook
Push Notifications

Baidu Map Map/LBS Baidu

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Umeng Socialize Social Network Alibaba

Fasterxml Utility FasterXML

ExoPlayer Development Aid Google

Google Analytics Mobile Analytics Google

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Guice Development Aid Google

Google Protocol Buffers Development Aid Google

Mapbox Map/LBS Mapbox

XZ For Java Development Aid XZ For Java
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https://developers.facebook.com/docs/android
http://lbsyun.baidu.com/
https://developers.facebook.com/docs/android
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http://dev.umeng.com/social/android/operation
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F.3.754.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3993

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3993For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.754.3 Data Transmissions During testing, we observed the following types of user in-
formation3994 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3995

3994We define “user information” in Section 3.
3995https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.755 Suncorp Bank

Testing Details

App Name: Suncorp Bank
Package Name: au.com.suncorp.SuncorpBank
App Developer: Suncorp Network
Version: 7.1.4 (2003042910)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.755.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:3996

SDK Purpose Parent Company

Github Development Aid Github

Microsoft Appcenter Crashes Mobile Analytics Microsoft

ListViewAnimations GUI Component ListViewAnimations

Nine Old Androids Development Aid Nine Old Androids

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

timessquare Development Aid Square

Mono for Android Development Aid Mono for Android

3996For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.suncorp.SuncorpBank
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https://docs.microsoft.com/en-us/appcenter/sdk/crashes/android
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https://github.com/square/okhttp
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http://www.mono-project.com/


F.3.755.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.3997

Permission Description Used

READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

3997For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.755.3 Data Transmissions During testing, we observed the following types of user in-
formation3998 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.3999

3998We define “user information” in Section 3.
3999https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.756 The Guardian - Live World News, Sport & Opinion

Testing Details

App Name: The Guardian - Live World News, Sport & Opinion
Package Name: com.guardian
App Developer: Guardian News & Media Ltd
Version: 6.41.2312 (2312)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.756.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4000

SDK Purpose Parent Company

Google Play App Market Google Play

Mono for Android Development Aid Mono for Android

comscore Mobile Analytics Comscore

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

4000For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.guardian
https://play.google.com
http://www.mono-project.com/
https://www.comscore.com/
http://try.crashlytics.com
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com.guardian: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Google Ads Advertisement Google

ExoPlayer Development Aid Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Krux Mobile Analytics Salesforce

Nielsen Mobile Analytics Nielsen

OutBrain Advertisement Outbrain

PayPal Payment PayPal

picasso Development Aid Square Inc.

(Table Continues)
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https://developers.facebook.com/docs/android
http://fasterxml.com/
https://www.google.com/ads/
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https://github.com/square/picasso


com.guardian: Detected SDKs (Continued)

SDK Purpose Parent Company

Branch Mobile Analytics Branch Metrics
Advertisement

Apache Common Development Aid The Apache Software
Foundation

Apache Http Development Aid The Apache Software
Foundation

Bouncy Castle Development Aid Bouncy Castles

Jsoup Development Aid Jsoup

Mozilla Rhino Development Aid Mozilla

SLF4J Development Aid SLF4J

Teads Advertisement Teads
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https://branch.io/
https://commons.apache.org/
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F.3.756.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4001

Permission Description Used

GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4001For an explanation of dangerous permissions, see Section 4.3.
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F.3.756.3 Data Transmissions During testing, we observed the following types of user in-
formation4002 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ophan.theguardian.com (The Guardian) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4003

4002We define “user information” in Section 3.
4003https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.757 Brave Private Browser: Fast, safe web browser

Testing Details

App Name: Brave Private Browser: Fast, safe web browser
Package Name: com.brave.browser
App Developer: Brave Software
Version: 1.8.93 (410809323)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.757.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4004

SDK Purpose Parent Company

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

4004For an explanation of SDKs, see Section 4.1.2.
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F.3.757.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4005

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4005For an explanation of dangerous permissions, see Section 4.3.
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F.3.757.3 Data Transmissions During testing, we observed the following types of user in-
formation4006 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4007

4006We define “user information” in Section 3.
4007https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.758 news.com.au

Testing Details

App Name: news.com.au
Package Name: com.newscorp.newscomau.app
App Developer: NDM
Version: 1.5.3 (25)
Release Date: May 08, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.758.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4008

SDK Purpose Parent Company

Auth0 Android SDK Utility Auth0

Brightcove Advertisement Brightcove

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

(Table Continues)

4008For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.newscorp.newscomau.app
https://auth0.com/docs/quickstart/native/android/getting-started
https://www.brightcove.com
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android


com.newscorp.newscomau.app: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

YouTube Android Player API Development Aid Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Ooyala Advertisement Dalet

Salesforce Marketing Cloud Advertisement Salesforce

OkHttp Development Aid OkHttp

picasso Development Aid Square Inc.

Taboola Advertisement Taboola

Tealium Mobile Analytics Tealium

Apache Common Development Aid The Apache Software
Foundation

www.appcensus.io F-3940F-3940

https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://developers.google.com/youtube/android/player/
https://github.com/google/gson
https://github.com/zxing/zxing
https://www.ooyala.com/
https://www.salesforce.com/products/marketing-cloud/
https://github.com/square/okhttp
https://github.com/square/picasso
https://www.taboola.com/
https://tealium.com/
https://commons.apache.org/


F.3.758.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4009

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.

4009For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.758.3 Data Transmissions During testing, we observed the following types of user in-
formation4010 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4011

4010We define “user information” in Section 3.
4011https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.759 UC Browser- Free & Fast Video Downloader, News App

Testing Details

App Name: UC Browser- Free & Fast Video Downloader, News
App

Package Name: com.UCMobile.intl
App Developer: UCWeb Singapore Pte. Ltd.
Version: 13.1.2.1293 (50105)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.759.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4012

SDK Purpose Parent Company

Umeng push Development Aid Alibaba
Push Notifications

Facebook Ads Advertisement Facebook

Fastjson Development Aid Alibaba.com

Alibaba MTL Development Aid Alibaba

Alibaba Amap Map/LBS Alibaba

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

AMAP autonavi API Map/LBS Alibaba

Facebook Social Network Facebook
(Table Continues)

4012For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.UCMobile.intl
https://play.google.com/store/apps/details?id=com.UCMobile.intl
http://mobile.umeng.com/push
https://developers.facebook.com/docs/android
https://github.com/alibaba/fastjson
https://doc.open.alipay.com/doc2/detail.htm?treeId=195&articleId=105220&docType=1
https://lbs.amap.com/
https://www.appsflyer.com/
https://lbs.amap.com/
https://developers.facebook.com


com.UCMobile.intl: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

otto Development Aid Square

Taobao ACCS Development Aid Taobao

Android Support v4 Development Aid Google

ExoPlayer Development Aid Google

SourceForge ZBar Development Aid ZBar

ut mini push sdk Development Aid ut mini push sdk
Push Notifications

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
http://square.github.io/otto/
https://open.taobao.com/
http://developer.android.com/reference/android/support/v4/app/package-summary.html
https://github.com/google/ExoPlayer
http://zbar.sourceforge.net/


com.UCMobile.intl: Detected SDKs (Continued)

SDK Purpose Parent Company

miaomi mipush Development Aid Xiaomi
Push Notifications

Xiaomi Push Development Aid Xiaomi

Apache Common Development Aid The Apache Software
Foundation

Umeng U-push (Old version called agoo) Development Aid Alibaba
Push Notifications
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https://dev.mi.com/console/appservice/push.html
https://dev.mi.com/console/appservice/push.html
https://commons.apache.org/
http://dev.umeng.com/push/android/integration


F.3.759.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4013

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4013For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.759.3 Data Transmissions During testing, we observed the following types of user in-
formation4014 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
attr.union.ucweb.com (UC Browser) Android ID AAID WiFi MAC
adn.insight.ucweb.com (UC Browser) AAID
shark.uoocool.com (Unknown) Android ID AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4015

4014We define “user information” in Section 3.
4015https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.760 UBank Mobile Banking

Testing Details

App Name: UBank Mobile Banking
Package Name: au.com.ubank.internetbanking
App Developer: NAB
Version: 5.7.0 (183)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.760.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4016

SDK Purpose Parent Company

Appdynamics Mobile Analytics Appdynamics

Fasterxml Utility FasterXML

Github Development Aid Github

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google Core Libraries for Java 6+ Development Aid Google

Firebase Development Aid Google
Mobile Analytics
Advertisement

(Table Continues)
4016For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=au.com.ubank.internetbanking
https://www.appdynamics.com/
http://fasterxml.com/
https://github.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/google/guava
http://firebase.com


au.com.ubank.internetbanking: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS
Utility

Google Gson Development Aid Google

Google Core Libraries (3rd Party) Development Aid Google

picasso Development Aid Square Inc.

Bouncy Castle Development Aid Bouncy Castles

SLF4J Development Aid SLF4J
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https://github.com/google/gson
https://github.com/google/guava
https://github.com/square/picasso
http://www.bouncycastle.org/java.html
http://www.slf4j.org/


F.3.760.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4017

Permission Description Used

No dangerous permissions were requested by the app.

4017For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.760.3 Data Transmissions During testing, we observed the following types of user in-
formation4018 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dpm.demdex.net (Adobe) AAID
ubank.sc.omtrdc.net (Adobe) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4019

4018We define “user information” in Section 3.
4019https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.761 Paint By Number - Free Coloring Book & Puzzle Game

Testing Details

App Name: Paint By Number - Free Coloring Book & Puzzle
Game

Package Name: paint.by.number.pixel.art.coloring.drawing.puzzle
App Developer: Better Life - Color and Draw
Version: 2.18.3 (1259)
Release Date: May 13, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.761.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4020

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Google Play App Market Google Play

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

(Table Continues)

4020For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=paint.by.number.pixel.art.coloring.drawing.puzzle
https://play.google.com/store/apps/details?id=paint.by.number.pixel.art.coloring.drawing.puzzle
https://developers.facebook.com/docs/android
https://play.google.com
https://www.applovin.com/
https://www.appsflyer.com/
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com


paint.by.number.pixel.art.coloring.drawing.puzzle: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Analytics Mobile Analytics Facebook

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Inmobi Advertisement InMobi

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

mobfox Advertisement Mobfox

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.fyber.com/
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
http://firebase.com
https://github.com/google/gson
https://github.com/zxing/zxing
http://inmobi.com
https://integralads.com
http://www.ironsrc.com
http://www.mobfox.com/


paint.by.number.pixel.art.coloring.drawing.puzzle: Detected SDKs (Continued)

SDK Purpose Parent Company

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

Zip4j Development Aid Srikanth Lingala
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https://moat.com/analytics
http://www.mopub.com
https://github.com/square/picasso
https://unity3d.com/
https://unity3d.com/
https://vungle.com
http://www.lingala.net/zip4j/


F.3.761.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4021

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4021For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.761.3 Data Transmissions During testing, we observed the following types of user in-
formation4022 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

res1.applovin.com (AppLovin) BT BSSID
events.appsflyer.com (AppsFlyer) AAID Android ID
www.facebook.com (Facebook) AAID
ads.api.vungle.com (Vungle) AAID
t.appsflyer.com (AppsFlyer) AAID Android ID
graph.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

tkimpdsp.mobvista.com (Mobvista) AAID
us01.dspunion.com (Unknown) AAID
api.vungle.com (Vungle) AAID
analytics.rayjump.com (Mobvista) AAID
googleads.g.doubleclick.net (Google) AAID
secure-gg.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4023

4022We define “user information” in Section 3.
4023https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.762 Call Recorder (No Ads)

Testing Details

App Name: Call Recorder (No Ads)
Package Name: com.boldbeast.recorder
App Developer: Boldbeast Software Inc.
Version: 13.2 (90)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.762.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4024

SDK Purpose Parent Company

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Fasterxml Utility FasterXML

4024For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.boldbeast.recorder
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
http://fasterxml.com/


F.3.762.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4025

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

RECORD_AUDIO Allows an application to record audio.

4025For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.762.3 Data Transmissions During testing, we observed the following types of user in-
formation4026 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

www.boldbeast.com (Unknown) IMEI

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4027

4026We define “user information” in Section 3.
4027https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.763 SPIN Safe Browser: Best Filtered Website Browser

Testing Details

App Name: SPIN Safe Browser: Best Filtered Website Browser
Package Name: com.nationaledtech.spinbrowser
App Developer: National Education Technologies Inc.
Version: 68.5.0 (2020031202)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.763.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4028

SDK Purpose Parent Company

httpclientandroidlib Development Aid Surespot

adjust Mobile Analytics Adjust
Advertisement

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Disk LRU Cache Development Aid Jake Wharton

picasso Development Aid Square Inc.

Json org Development Aid Json org

Mozilla Telemetry Mobile Analytics Mozilla

(Table Continues)

4028For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.nationaledtech.spinbrowser
https://github.com/surespot/httpclientandroidlib
https://www.adjust.com/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://github.com/JakeWharton/DiskLruCache
https://github.com/square/picasso
http://www.json.org/
https://wiki.mozilla.org/Telemetry


com.nationaledtech.spinbrowser: Detected SDKs (Continued)

SDK Purpose Parent Company

Spring Framework Development Aid Spring

SnakeYAML Development Aid SnakeYAML
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https://projects.spring.io/spring-framework/
https://bitbucket.org/asomov/snakeyaml


F.3.763.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4029

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4029For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.763.3 Data Transmissions During testing, we observed the following types of user in-
formation4030 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4031

4030We define “user information” in Section 3.
4031https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.764 Screen Cut –Best Screenshot Capture & Crop app

Testing Details

App Name: Screen Cut –Best Screenshot Capture & Crop app
Package Name: mobi.mgeek.ScreenCut
App Developer: Dolphin Browser
Version: 3.4 (23)
Release Date: April 28, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.764.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4032

SDK Purpose Parent Company

Apache Common Development Aid The Apache Software
Foundation

4032For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=mobi.mgeek.ScreenCut
https://commons.apache.org/


F.3.764.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4033

Permission Description Used

ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4033For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.764.3 Data Transmissions During testing, we observed the following types of user in-
formation4034 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

opsen.dolphin-browser.com (Dolphin
Browser)

Android ID

opsen.dolphin-browser.com (Dolphin
Browser)

Android ID

graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4035

4034We define “user information” in Section 3.
4035https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.765 Ola Driver

Testing Details

App Name: Ola Driver
Package Name: com.olacabs.oladriver
App Developer: ola
Version: 9.1.4.5.9 (91459)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.765.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4036

SDK Purpose Parent Company

Volley HTTP library Development Aid Google
Networking

getui Advertisement getui
Mobile Analytics
Push Notifications

Glide Development Aid Bump Technologies

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
(Table Continues)

4036For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.olacabs.oladriver
https://developer.android.com/training/volley/index.html
http://www.getui.com/cn/index.html
https://github.com/bumptech/glide/
http://try.crashlytics.com
https://developers.facebook.com
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary


com.olacabs.oladriver: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

SourceForge ZBar Development Aid ZBar

Google API Client Libraries Development Frame-
work

Google

Google Core Libraries for Java 6+ Development Aid Google

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

MoEngage Mobile Analytics MoEngage
Push Notifications

Apache Common Development Aid The Apache Software
Foundation

Apache Log4j Development Aid The Apache Software
Foundation

Joda Time Development Aid Stephen Colebourne

RxJava Retrofit Development Aid RxJava Retrofit
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https://www.doubleclickbygoogle.com/
http://firebase.com
http://zbar.sourceforge.net/
https://developers.google.com/api-client-library/java/
https://github.com/google/guava
https://github.com/google/gson
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F.3.765.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4037

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

4037For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.765.3 Data Transmissions During testing, we observed the following types of user in-
formation4038 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4039

4038We define “user information” in Section 3.
4039https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.766 Solitaire

Testing Details

App Name: Solitaire
Package Name: com.tripledot.solitaire
App Developer: Tripledot Studios Limited
Version: 2.5.0 (236)
Release Date: May 20, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.766.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4040

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

Amazon Advertisement Advertisement Amazon

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

ChartBoost Advertisement Chartboost

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

(Table Continues)

4040For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.tripledot.solitaire
https://developers.facebook.com/docs/android
https://developer.amazon.com/public/apis/earn/mobile-ads/docs/quick-start
https://www.applovin.com/
https://www.appsflyer.com/
http://www.chartboost.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.fyber.com/


com.tripledot.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Google Ads Advertisement Google

Google Play App Market Google Play

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Gson Development Aid Google

Google Protocol Buffers Development Aid Google

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Moat Mobile Analytics Oracle

OneSignal Mobile Analytics OneSignal

Smaato Advertisement Smaato
LBS

picasso Development Aid Square Inc.

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

(Table Continues)
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https://www.google.com/ads/
https://play.google.com
https://developers.google.com/android/reference/com/google/android/gms/package-summary
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https://unity3d.com/


com.tripledot.solitaire: Detected SDKs (Continued)

SDK Purpose Parent Company

Verizon Development Aid Verizon

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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https://www.verizon.com/
https://vungle.com
https://www.fmod.org/


F.3.766.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4041

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.

4041For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.766.3 Data Transmissions During testing, we observed the following types of user in-
formation4042 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.inmobi.com (InMobi) AAID
www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

production.analytics.tripledotapi.com (Un-
known)

Android ID AAID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
wv.inner-active.mobi (Fyber) AAID
sdk-android.ad.smaato.net (Smaato) AAID
config.inmobi.com (InMobi) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

impression-east.liftoff.io (Liftoff) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

init.supersonicads.com (Ironsource) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

launches.appsflyer.com (AppsFlyer) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

onesignal.com (OneSignal) Android ID AAID
inapps.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4043

4042We define “user information” in Section 3.
4043https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.767 Cash Mania Slots - Free Slots Casino Games

Testing Details

App Name: Cash Mania Slots - Free Slots Casino Games
Package Name: slots.free.vegas.casino.cash.mania
App Developer: Galaxy Entertainment Limited
Version: 1.25 (125)
Release Date: June 19, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.767.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4044

SDK Purpose Parent Company

Facebook Ads Advertisement Facebook

AdColony Advertisement AdColony

adjust Mobile Analytics Adjust
Advertisement

Google Play App Market Google Play

Applovin Advertisement AppLovin

ChartBoost Advertisement Chartboost

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Facebook Analytics Mobile Analytics Facebook

(Table Continues)

4044For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=slots.free.vegas.casino.cash.mania
https://developers.facebook.com/docs/android
http://adcolony.com/
https://www.adjust.com/
https://play.google.com
https://www.applovin.com/
http://www.chartboost.com/
https://developers.facebook.com
https://developers.facebook.com/docs/android


slots.free.vegas.casino.cash.mania: Detected SDKs (Continued)

SDK Purpose Parent Company

Facebook Login Digital Identity Facebook
Advertisement
Mobile Analytics

Facebook Places Map/LBS Facebook
Advertisement

Facebook Share Social Network Facebook
Advertisement
Mobile Analytics

Google Ads Advertisement Google

Google Mobile Services Development Aid Google
Advertisement
Mobile Analytics
Authentication

Google DoubleClick Advertisement Google

Google Analytics Mobile Analytics Google

Firebase Development Aid Google
Mobile Analytics
Advertisement
LBS
Utility

Google Tag Manager Mobile Analytics Google

Google Gson Development Aid Google

ZXing (’Zebra Crossing’) Development Aid ZXing Project

Integral Ad Science Mobile Analytics Integral Ad Science
Inc.

Advertisement
AdFraud

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)
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https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://developers.facebook.com/docs/android
https://www.google.com/ads/
https://developers.google.com/android/reference/com/google/android/gms/package-summary
https://www.doubleclickbygoogle.com/
https://www.google.com/analytics/
http://firebase.com
https://www.google.com/analytics/tag-manager/
https://github.com/google/gson
https://github.com/zxing/zxing
https://integralads.com
http://www.ironsrc.com


slots.free.vegas.casino.cash.mania: Detected SDKs (Continued)

SDK Purpose Parent Company

Loopj Development Aid James Smith

Moat Mobile Analytics Oracle

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Unity3d Ads Advertisement Unity Technologies

Vungle Advertisement Vungle

HttpClient Android repackage buildscript Development Aid Marek Sebera

cocos2DX Game Engine cocos2dx

www.appcensus.io F-3978F-3978

https://github.com/loopj/android-async-http
https://moat.com/analytics
http://www.mopub.com
https://unity3d.com/
https://unity3d.com/
https://vungle.com
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F.3.767.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4045

Permission Description Used

READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4045For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.767.3 Data Transmissions During testing, we observed the following types of user in-
formation4046 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

live.chartboost.com (Chartboost) AAID
app.adjust.com (Adjust) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

res1.applovin.com (AppLovin) BT SSID
ads.mopub.com (Twitter) AAID
graph.facebook.com (Facebook) AAID Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4047

4046We define “user information” in Section 3.
4047https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.768 PayPal Mobile Cash: Send and Request Money Fast

Testing Details

App Name: PayPal Mobile Cash: Send and Request Money
Fast

Package Name: com.paypal.android.p2pmobile
App Developer: PayPal Mobile
Version: 7.26.1 (1150073604)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.768.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4048

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Facebook Social Network Facebook
Advertisement
Mobile Analytics

MParticle Mobile Analytics mParticle

Nine Old Androids Development Aid Nine Old Androids

PayPal Payment PayPal

AspectJ Development Aid AspectJ

Bouncy Castle Development Aid Bouncy Castles

4048For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.paypal.android.p2pmobile
https://play.google.com/store/apps/details?id=com.paypal.android.p2pmobile
http://www.amplitude.com
https://developers.facebook.com
http://MParticle.com
https://github.com/JakeWharton/NineOldAndroids
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/
https://eclipse.org/aspectj/
http://www.bouncycastle.org/java.html


F.3.768.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4049

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4049For an explanation of dangerous permissions, see Section 4.3.
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https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.768.3 Data Transmissions During testing, we observed the following types of user in-
formation4050 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api-m.paypal.com (eBay) Android ID GSF ID AAID
GPS Location Coarse Location
Serial # IMSI WiFi SSID SIM ID
IMEI WiFi BSSID

c.paypal.com (eBay) Android ID GSF ID GPS Location
Coarse Location Serial # IMSI
WiFi SSID SIM ID IMEI WiFi BSSID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4051

4050We define “user information” in Section 3.
4051https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.769 Menulog AU | Online Food Delivery

Testing Details

App Name: Menulog AU | Online Food Delivery
Package Name: com.menulog.m
App Developer: Just-Eat Holding Limited
Version: 9.2.0.87603 (61587603)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.769.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4052

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Esoteric Software 2D Development Aid Esoteric Software

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

Optimizely Mobile Analytics Optimizely

PayPal Payment PayPal

(Table Continues)

4052For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.menulog.m
http://www.mono-project.com/
http://try.crashlytics.com
https://github.com/EsotericSoftware
https://developers.facebook.com
http://fasterxml.com/
https://github.com/
https://www.optimizely.com/
https://developer.paypal.com/docs/integration/mobile/android-integration-guide/


com.menulog.m: Detected SDKs (Continued)

SDK Purpose Parent Company

Snowplow Mobile Analytics Snowplow Analytics

Android Viewpagerindicator Widget Development Aid Jake Wharton

JavaX Annotation API Utility JavaX Annotation API

SLF4J Development Aid SLF4J

RxJava Retrofit Development Aid RxJava Retrofit
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https://snowplowanalytics.com/
https://github.com/JakeWharton/ViewPagerIndicator
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
http://www.slf4j.org/
https://github.com/square/retrofit


F.3.769.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4053

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4053For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3986F-3986
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F.3.769.3 Data Transmissions During testing, we observed the following types of user in-
formation4054 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ad.doubleclick.net (Google) AAID
graph.facebook.com (Facebook) AAID
s2s.adjust.com (Adjust) AAID
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4055

4054We define “user information” in Section 3.
4055https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.770 Google Duo - High Quality Video Calls

Testing Details

App Name: Google Duo - High Quality Video Calls
Package Name: com.google.android.apps.tachyon
App Developer: Google LLC
Version: 91.0.315322534.DR91_RC03 (3014415)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.770.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4056

SDK Purpose Parent Company

No known SDKs were detected within the app.

4056For an explanation of SDKs, see Section 4.1.2.
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F.3.770.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4057

Permission Description Used

WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
RECORD_AUDIO Allows an application to record audio.
READ_CONTACTS Allows an application to read the user’s contacts data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

4057For an explanation of dangerous permissions, see Section 4.3.
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F.3.770.3 Data Transmissions During testing, we observed the following types of user in-
formation4058 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4059

4058We define “user information” in Section 3.
4059https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.771 Hungry Jack’s: Deals & Delivery

Testing Details

App Name: Hungry Jack’s: Deals & Delivery
Package Name: com.webling.hungryjacks
App Developer: Hungry Jack’s Australia
Version: 5.1 (98)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.771.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4060

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Branch Mobile Analytics Branch Metrics
Advertisement

JavaX Annotation API Utility JavaX Annotation API

4060For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.webling.hungryjacks
http://www.mono-project.com/
http://try.crashlytics.com
https://developers.facebook.com
https://branch.io/
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html


F.3.771.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4061

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4061For an explanation of dangerous permissions, see Section 4.3.
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F.3.771.3 Data Transmissions During testing, we observed the following types of user in-
formation4062 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
codepush.azurewebsites.net (Unknown) Android ID
api2.branch.io (Branch Metrics) Android ID AAID
sdk.iad-01.braze.com (Braze) GPS Location Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4063

4062We define “user information” in Section 3.
4063https://en.wikipedia.org/wiki/Transport_Layer_Security
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https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.772 SBS On Demand

Testing Details

App Name: SBS On Demand
Package Name: com.sbs.ondemand.android
App Developer: SBS Corporation
Version: v3.4.0 (10381)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.772.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4064

SDK Purpose Parent Company

Conviva Mobile Analytics Conviva
Advertisement

Facebook Social Network Facebook
Advertisement
Mobile Analytics

JavaX Annotation API Utility JavaX Annotation API

Json org Development Aid Json org

4064For an explanation of SDKs, see Section 4.1.2.
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https://play.google.com/store/apps/details?id=com.sbs.ondemand.android
https://www.conviva.com/
https://developers.facebook.com
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F.3.772.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4065

Permission Description Used

No dangerous permissions were requested by the app.

4065For an explanation of dangerous permissions, see Section 4.3.
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F.3.772.3 Data Transmissions During testing, we observed the following types of user in-
formation4066 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

dpm.demdex.net (Adobe) AAID
graph.facebook.com (Facebook) AAID
deliver.oztam.com.au (OzTAM Pty) AAID
sbsaustralia.sc.omtrdc.net (Adobe) AAID
www.sbs.com.au (SBS Corporation) AAID
secure-dcr.imrworldwide.com (Nielsen) AAID
sdk.imrworldwide.com (Nielsen) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4067

4066We define “user information” in Section 3.
4067https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.773 Zip - Shop Now, Pay Later

Testing Details

App Name: Zip - Shop Now, Pay Later
Package Name: co.zip
App Developer: zip.co
Version: 1.2.5 b0e3b886 (1002050)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.773.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4068

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Github Development Aid Github

newrelic Mobile Analytics New Relic

Optimizely Mobile Analytics Optimizely

Branch Mobile Analytics Branch Metrics
(Table Continues)

4068For an explanation of SDKs, see Section 4.1.2.
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co.zip: Detected SDKs (Continued)

SDK Purpose Parent Company

Advertisement

AndroidAnnotations API Development Aid AndroidAnnotations

Jsoup Development Aid Jsoup

SLF4J Development Aid SLF4J

www.appcensus.io F-3998F-3998

https://github.com/excilys/androidannotations
http://jsoup.org/
http://www.slf4j.org/


F.3.773.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4069

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

4069For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-3999F-3999

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.773.3 Data Transmissions During testing, we observed the following types of user in-
formation4070 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

logx.optimizely.com (Optimizely) Android ID
api2.branch.io (Branch Metrics) AAID Android ID
api.amplitude.com (Amplitude) AAID GPS Location

Coarse Location

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4071

4070We define “user information” in Section 3.
4071https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4000F-4000

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.774 Domino’s

Testing Details

App Name: Domino’s
Package Name: au.com.dominos.olo.android.app
App Developer: Domino’s Pizza Enterprises Limited
Version: 2.8.3 (804)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.774.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4072

SDK Purpose Parent Company

No known SDKs were detected within the app.

4072For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4001F-4001

https://play.google.com/store/apps/details?id=au.com.dominos.olo.android.app


F.3.774.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4073

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
RECORD_AUDIO Allows an application to record audio.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4073For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4002F-4002

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.774.3 Data Transmissions During testing, we observed the following types of user in-
formation4074 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4075

4074We define “user information” in Section 3.
4075https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4003F-4003

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.775 Google Earth

Testing Details

App Name: Google Earth
Package Name: com.google.earth
App Developer: Google LLC
Version: 9.3.19.8 (201500910)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.775.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4076

SDK Purpose Parent Company

No known SDKs were detected within the app.

4076For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4004F-4004

https://play.google.com/store/apps/details?id=com.google.earth


F.3.775.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4077

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4077For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4005F-4005

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.775.3 Data Transmissions During testing, we observed the following types of user in-
formation4078 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4079

4078We define “user information” in Section 3.
4079https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4006F-4006

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.776 Samsung Smart Switch Mobile

Testing Details

App Name: Samsung Smart Switch Mobile
Package Name: com.sec.android.easyMover
App Developer: Samsung Electronics Co., Ltd.
Version: 3.7.05.8 (370508100)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.776.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4080

SDK Purpose Parent Company

ACRA (Application Crash Reports for Android) Development Aid ACRA (Application
Crash Reports for
Android)

Mobile Analytics

JAudiotagger Utility JThink Ltd.

4080For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4007F-4007

https://play.google.com/store/apps/details?id=com.sec.android.easyMover
https://github.com/ACRA/acra
http://www.jthink.net/jaudiotagger/


F.3.776.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4081

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
WRITE_CONTACTS Allows an application to write the user’s contacts data.
WRITE_CALL_LOG Allows an application to write (but not read) the user’s call log data.
WRITE_CALENDAR Allows an application to write the user’s calendar data.
RECORD_AUDIO Allows an application to record audio.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
READ_CALENDAR Allows an application to read the user’s calendar data.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
ACCESS_FINE_LOCATION Allows an app to access precise location.

4081For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4008F-4008

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.776.3 Data Transmissions During testing, we observed the following types of user in-
formation4082 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4083

4082We define “user information” in Section 3.
4083https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4009F-4009

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.777 Service NSW

Testing Details

App Name: Service NSW
Package Name: au.gov.nsw.service
App Developer: Service NSW
Version: 4.17.0 (88441) (118441)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.777.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4084

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

newrelic Mobile Analytics New Relic

Bouncy Castle Development Aid Bouncy Castles

4084For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4010F-4010

https://play.google.com/store/apps/details?id=au.gov.nsw.service
https://developers.facebook.com
https://github.com/
https://newrelic.com/
http://www.bouncycastle.org/java.html


F.3.777.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4085

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.

4085For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4011F-4011

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.777.3 Data Transmissions During testing, we observed the following types of user in-
formation4086 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4087

4086We define “user information” in Section 3.
4087https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4012F-4012

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.778 Deliveroo: Takeaway food

Testing Details

App Name: Deliveroo: Takeaway food
Package Name: com.deliveroo.orderapp
App Developer: Deliveroo
Version: 3.38.0 (33827341)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.778.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4088

SDK Purpose Parent Company

No known SDKs were detected within the app.

4088For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4013F-4013

https://play.google.com/store/apps/details?id=com.deliveroo.orderapp


F.3.778.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4089

Permission Description Used

CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4089For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4014F-4014

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.778.3 Data Transmissions During testing, we observed the following types of user in-
formation4090 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.deliveroo.com (Deliveroo) GPS Location Coarse Location
api2.branch.io (Branch Metrics) AAID Android ID
api.au.deliveroo.com (Unknown) GPS Location Coarse Location
dahl.api.appboy.eu (Braze) AAID
graph.facebook.com (Facebook) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4091

4090We define “user information” in Section 3.
4091https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4015F-4015

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.779 Tubi - Free Movies & TV Shows

Testing Details

App Name: Tubi - Free Movies & TV Shows
Package Name: com.tubitv
App Developer: Tubi TV
Version: 4.1.2 (407)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.779.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4092

SDK Purpose Parent Company

Amazon AWS Development Aid Amazon

Mono for Android Development Aid Mono for Android

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Branch Mobile Analytics Branch Metrics
Advertisement

4092For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4016F-4016

https://play.google.com/store/apps/details?id=com.tubitv
http://mvnrepository.com/artifact/com.amazonaws
http://www.mono-project.com/
http://try.crashlytics.com
https://developers.facebook.com
https://branch.io/


F.3.779.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4093

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
CAMERA Required to be able to access the camera device.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4093For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4017F-4017

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.779.3 Data Transmissions During testing, we observed the following types of user in-
formation4094 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
graph.facebook.com (Facebook) AAID
api2.branch.io (Branch Metrics) AAID Android ID
analytics-ingestion.production-public.tubi.io
(Unknown)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4095

4094We define “user information” in Section 3.
4095https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4018F-4018

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.780 Microsoft Authenticator

Testing Details

App Name: Microsoft Authenticator
Package Name: com.azure.authenticator
App Developer: Microsoft Corporation
Version: 6.2006.3695 (20203695)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.780.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4096

SDK Purpose Parent Company

Github Development Aid Github

HockeyApp Mobile Analytics Microsoft

Bouncy Castle Development Aid Bouncy Castles

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

SLF4J Development Aid SLF4J

Spongy Castle Development Aid Spongy Castle

4096For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4019F-4019

https://play.google.com/store/apps/details?id=com.azure.authenticator
https://github.com/
http://hockeyapp.net
http://www.bouncycastle.org/java.html
http://hamcrest.org/
http://junit.org/
http://www.slf4j.org/
http://rtyley.github.io/spongycastle/


F.3.780.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4097

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.

4097For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4020F-4020

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.780.3 Data Transmissions During testing, we observed the following types of user in-
formation4098 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4099

4098We define “user information” in Section 3.
4099https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4021F-4021

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.781 PicsArt Photo Editor: Pic, Video & Collage Maker

Testing Details

App Name: PicsArt Photo Editor: Pic, Video & Collage Maker
Package Name: com.picsart.studio
App Developer: PicsArt
Version: 14.8.4 (993814804)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.781.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4100

SDK Purpose Parent Company

Mono for Android Development Aid Mono for Android

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Inmobi Advertisement InMobi

Inneractive Advertisement Fyber

(Table Continues)
4100For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4022F-4022

https://play.google.com/store/apps/details?id=com.picsart.studio
http://www.mono-project.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
http://fasterxml.com/
https://www.fyber.com/
http://inmobi.com
http://inner-active.com/


com.picsart.studio: Detected SDKs (Continued)

SDK Purpose Parent Company

Mintegral Advertisement Mobvista

Mobeta ListView GUI Component Mobeta ListView

mobfox Advertisement Mobfox

MoPub Advertisement Twitter

www.appcensus.io F-4023F-4023

https://www.mintegral.com/en/
https://github.com/bauerca/drag-sort-listview
http://www.mobfox.com/
http://www.mopub.com


F.3.781.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4101

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.

4101For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4024F-4024

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.781.3 Data Transmissions During testing, we observed the following types of user in-
formation4102 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

wv.inner-active.mobi (Fyber) AAID
ads.inmobi.com (InMobi) AAID Android ID
settings.picsart.com (Picsart) Name
analytics.rayjump.com (Mobvista) AAID
api2.branch.io (Branch Metrics) AAID Android ID
ads.mopub.com (Twitter) AAID
inapps.appsflyer.com (AppsFlyer) AAID
launches.appsflyer.com (AppsFlyer) AAID
setting.rayjump.com (Mobvista) AAID
config.inmobi.com (InMobi) AAID
firebaseremoteconfig.googleapis.com
(Google)

AAID

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
analytics.picsart.com (Picsart) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4103

4102We define “user information” in Section 3.
4103https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4025F-4025

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.782 NordVPN –fast VPN app for privacy & security

Testing Details

App Name: NordVPN –fast VPN app for privacy & security
Package Name: com.nordvpn.android
App Developer: NordVPN apps
Version: 4.12.5 (662)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.782.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4104

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

getui Advertisement getui
Mobile Analytics
Push Notifications

JavaX Annotation API Utility JavaX Annotation API

AndroidAnnotations API Development Aid AndroidAnnotations

Bouncy Castle Development Aid Bouncy Castles

hamcrest Development Aid Hamcrest

jUnit Java Unit Test Development Aid JUnit Team

(Table Continues)
4104For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4026F-4026

https://play.google.com/store/apps/details?id=com.nordvpn.android
https://www.appsflyer.com/
http://try.crashlytics.com
http://www.getui.com/cn/index.html
https://javadoc.io/doc/javax.annotation/javax.annotation-api/latest/index.html
https://github.com/excilys/androidannotations
http://www.bouncycastle.org/java.html
http://hamcrest.org/
http://junit.org/


com.nordvpn.android: Detected SDKs (Continued)

SDK Purpose Parent Company

Kxml2 Development Aid Kxml2

simple framework Development Aid simple framework

SLF4J Development Aid SLF4J

XML Pull Development Aid XML Pull

www.appcensus.io F-4027F-4027

http://www.kxml.org/
http://www.simpleframework.org/
http://www.slf4j.org/
http://www.xmlpull.org/


F.3.782.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4105

Permission Description Used

No dangerous permissions were requested by the app.

4105For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4028F-4028

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.782.3 Data Transmissions During testing, we observed the following types of user in-
formation4106 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

zwyr157wwiu6eior.com (Unknown) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4107

4106We define “user information” in Section 3.
4107https://en.wikipedia.org/wiki/Transport_Layer_Security

www.appcensus.io F-4029F-4029

https://en.wikipedia.org/wiki/Transport_Layer_Security


F.3.783 Tiles Hop: EDM Rush!

Testing Details

App Name: Tiles Hop: EDM Rush!
Package Name: com.amanotes.beathopper
App Developer: AMANOTES
Version: 3.1.9 (500148)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.783.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4108

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)

4108For an explanation of SDKs, see Section 4.1.2.

www.appcensus.io F-4030F-4030

https://play.google.com/store/apps/details?id=com.amanotes.beathopper
http://adcolony.com/
https://www.applovin.com/
https://www.appsflyer.com/
http://try.crashlytics.com
https://developers.facebook.com
https://www.fyber.com/
http://www.ironsrc.com


com.amanotes.beathopper: Detected SDKs (Continued)

SDK Purpose Parent Company

Mintegral Advertisement Mobvista

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

www.appcensus.io F-4031F-4031

https://www.mintegral.com/en/
https://unity3d.com/
https://vungle.com
https://www.fmod.org/


F.3.783.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4109

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4109For an explanation of dangerous permissions, see Section 4.3.

www.appcensus.io F-4032F-4032

https://web.archive.org/web/20200712090715/https://developer.android.com/guide/topics/permissions/overview


F.3.783.3 Data Transmissions During testing, we observed the following types of user in-
formation4110 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.appsflyer.com (AppsFlyer) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

adx-tk.rayjump.com (Mobvista) AAID
register.appsflyer.com (AppsFlyer) AAID
prod-a.applovin.com (AppLovin) AAID
pm-gateway.supersonicads.com (Iron-
source)

AAID

graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
adc3-launch.adcolony.com (AdColony) AAID
t.appsflyer.com (AppsFlyer) AAID
init.supersonicads.com (Ironsource) AAID
auction-load.unityads.unity3d.com (Unity
Technologies)

AAID

events.appsflyer.com (AppsFlyer) AAID
us01.rayjump.com (Mobvista) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

net.rayjump.com (Mobvista) AAID
res1.applovin.com (AppLovin) BT SSID
outcome-cdn.supersonicads.com (Iron-
source)

AAID

iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

setting.rayjump.com (Mobvista) AAID
ads30.adcolony.com (AdColony) AAID
analytics.rayjump.com (Mobvista) AAID
wd.adcolony.com (AdColony) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4111

4110We define “user information” in Section 3.
4111https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.784 Your Phone Companion - Link to Windows

Testing Details

App Name: Your Phone Companion - Link to Windows
Package Name: com.microsoft.appmanager
App Developer: Microsoft Corporation
Version: 1.20052.145.0 (330289)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.784.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4112

SDK Purpose Parent Company

No known SDKs were detected within the app.

4112For an explanation of SDKs, see Section 4.1.2.
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F.3.784.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4113

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
SEND_SMS Allows an application to send SMS messages.
READ_SMS Allows an application to read SMS messages.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
READ_CALL_LOG Allows an application to read the user’s call log.
GET_ACCOUNTS Allows access to the list of accounts in the Accounts Service.
CAMERA Required to be able to access the camera device.
ACCESS_FINE_LOCATION Allows an app to access precise location.

4113For an explanation of dangerous permissions, see Section 4.3.
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F.3.784.3 Data Transmissions During testing, we observed the following types of user in-
formation4114 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
vortex.data.microsoft.com (Microsoft) Android ID
evoke-windowsservices-tas.msedge.net (Mi-
crosoft)

Android ID

settings.data.microsoft.com (Microsoft) Android ID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4115

4114We define “user information” in Section 3.
4115https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.785 Sniper 3D: Fun Free Online FPS Shooting Game

Testing Details

App Name: Sniper 3D: Fun Free Online FPS Shooting Game
Package Name: com.fungames.sniper3d
App Developer: Fun Games For Free
Version: 3.12.1 (6927)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.785.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4116

SDK Purpose Parent Company

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

HelpShift Mobile Analytics HelpShift

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

MoPub Advertisement Twitter

(Table Continues)
4116For an explanation of SDKs, see Section 4.1.2.
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com.fungames.sniper3d: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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F.3.785.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4117

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4117For an explanation of dangerous permissions, see Section 4.3.
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F.3.785.3 Data Transmissions During testing, we observed the following types of user in-
formation4118 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

graph.facebook.com (Facebook) AAID
rc.tfgco.com (TFG Co) AAID
res1.applovin.com (AppLovin) BT SSID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

android-com-fungames-sniper3d.topaz-
analytics.com (Topaz Consulting Services)

AAID Android ID

api.vungle.com (Vungle) AAID
ads.api.vungle.com (Vungle) AAID
analytics.rayjump.com (Mobvista) AAID
app.adjust.com (Adjust) AAID
adspot.tfgapps.com (Unknown) AAID
net.rayjump.com (Mobvista) AAID
setting.rayjump.com (Mobvista) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

tfghelp.helpshift.com (HelpShift) Android ID
data.flurry.com (Verizon) AAID Android ID
ads.mopub.com (Twitter) AAID
www.facebook.com (Facebook) AAID
live.chartboost.com (Chartboost) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4119

4118We define “user information” in Section 3.
4119https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.786 Magic Tiles 3

Testing Details

App Name: Magic Tiles 3
Package Name: com.youmusic.magictiles
App Developer: AMANOTES
Version: 7.063.006 (2006311912)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.786.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4120

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

(Table Continues)

4120For an explanation of SDKs, see Section 4.1.2.
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com.youmusic.magictiles: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.3.786.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4121

Permission Description Used

No dangerous permissions were requested by the app.

4121For an explanation of dangerous permissions, see Section 4.3.
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F.3.786.3 Data Transmissions During testing, we observed the following types of user in-
formation4122 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

adc3-launch.adcolony.com (AdColony) AAID Android ID
ads30.adcolony.com (AdColony) AAID Android ID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
setting.rayjump.com (Mobvista) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID Android ID

www.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

outcome-cdn.supersonicads.com (Iron-
source)

AAID

graph.facebook.com (Facebook) AAID
stats.appsflyer.com (AppsFlyer) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

init.supersonicads.com (Ironsource) AAID Android ID
t.appsflyer.com (AppsFlyer) AAID
wd.adcolony.com (AdColony) AAID
analytics.rayjump.com (Mobvista) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

pm-gateway.supersonicads.com (Iron-
source)

AAID Android ID

api.tapstream.com (Tapstream) AAID
events.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4123

4122We define “user information” in Section 3.
4123https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.787 Paper.io 2

Testing Details

App Name: Paper.io 2
Package Name: io.voodoo.paper2
App Developer: VOODOO
Version: 1.5.5 (155)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.787.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4124

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Criteo Advertisement Criteo

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fasterxml Utility FasterXML

Fyber Advertisement Fyber

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
(Table Continues)

4124For an explanation of SDKs, see Section 4.1.2.
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io.voodoo.paper2: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics

MoPub Advertisement Twitter

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Verizon Development Aid Verizon

Vungle Advertisement Vungle

Ogury Presage Advertisement Ogury

Fmod Game Engine Firelight Technologies
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F.3.787.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4125

Permission Description Used

No dangerous permissions were requested by the app.

4125For an explanation of dangerous permissions, see Section 4.3.
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F.3.787.3 Data Transmissions During testing, we observed the following types of user in-
formation4126 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ipds.adrta.com (Pixalate) AAID
wv.inner-active.mobi (Fyber) AAID
adx-tk.rayjump.com (Mobvista) AAID
ads.mopub.com (Twitter) AAID
tr-asia.adsmoloco.com (Moloco) AAID
vs-api.voodoo-tech.io (Voodoo) AAID
mpx.mopub.com (Twitter) AAID
smart.mobvista.com (Mobvista) AAID
adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

view.adjust.com (Adjust) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

connect.tapjoy.com (TapJoy) AAID
rpc.tapjoy.com (TapJoy) AAID
ads.api.vungle.com (Vungle) AAID
track.tenjin.io (tenjin) AAID
impression.appsflyer.com (AppsFlyer) AAID
adrta.com (Pixalate) AAID
api.vungle.com (Vungle) AAID
p.presage.io (Ogury) AAID
live.chartboost.com (Chartboost) AAID
www.facebook.com (Facebook) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

graph.facebook.com (Facebook) AAID
app.adjust.com (Adjust) AAID
placements.tapjoy.com (TapJoy) AAID
pad-v3.presage.io (Ogury) AAID
impression-east.liftoff.io (Liftoff) AAID
api.gameanalytics.com (Mobvista) AAID

4126We define “user information” in Section 3.
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The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4127

4127https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.788 Johnny Trigger

Testing Details

App Name: Johnny Trigger
Package Name: com.time.trigger
App Developer: SayGames
Version: 1.8.6 (29)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.788.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4128

SDK Purpose Parent Company

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

MoPub Advertisement Twitter

Unity3D Game Engine Unity Technologies
(Table Continues)

4128For an explanation of SDKs, see Section 4.1.2.
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com.time.trigger: Detected SDKs (Continued)

SDK Purpose Parent Company

Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.3.788.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4129

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4129For an explanation of dangerous permissions, see Section 4.3.
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F.3.788.3 Data Transmissions During testing, we observed the following types of user in-
formation4130 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

vabid023.newadserver.com (Unknown) AAID
track.tenjin.com (tenjin) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

adserver.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-event.unityads.unity3d.com (Unity
Technologies)

AAID

config.inmobi.com (InMobi) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

www.facebook.com (Facebook) AAID
track.saygames.io (SayGames) Android ID AAID
api.saymediation.com (SayGames) Android ID AAID
ads.api.vungle.com (Vungle) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

app.saygames.io (SayGames) Android ID AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

api.vungle.com (Vungle) AAID
init.supersonicads.com (Ironsource) AAID
graph.facebook.com (Facebook) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4131

4130We define “user information” in Section 3.
4131https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.789 myGovID

Testing Details

App Name: myGovID
Package Name: au.gov.ato.mygovid.droid
App Developer: Australian Taxation Office
Version: 1.6.1.4 (1060104)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.789.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4132

SDK Purpose Parent Company

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Mono for Android Development Aid Mono for Android

4132For an explanation of SDKs, see Section 4.1.2.
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F.3.789.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4133

Permission Description Used

CAMERA Required to be able to access the camera device.

4133For an explanation of dangerous permissions, see Section 4.3.
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F.3.789.3 Data Transmissions During testing, we observed the following types of user in-
formation4134 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

No data flows containing user information (Section 3) were detected during testing.

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4135

4134We define “user information” in Section 3.
4135https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.790 Fortnite

Testing Details

App Name: Fortnite
Package Name: com.epicgames.fortnite
App Developer: Epic Games, Inc
Version: 13.00.0-13649811-Android (13649811)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.790.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4136

SDK Purpose Parent Company

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Fasterxml Utility FasterXML

SLF4J Development Aid SLF4J

4136For an explanation of SDKs, see Section 4.1.2.
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F.3.790.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4137

Permission Description Used

RECORD_AUDIO Allows an application to record audio.

4137For an explanation of dangerous permissions, see Section 4.3.
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F.3.790.3 Data Transmissions During testing, we observed the following types of user in-
formation4138 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

datarouter.ol.epicgames.com (Epic Games) Android ID
events.appsflyer.com (AppsFlyer) AAID
t.appsflyer.com (AppsFlyer) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4139

4138We define “user information” in Section 3.
4139https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.791 Idle Miner Tycoon: Mine & Money Clicker Management

Testing Details

App Name: Idle Miner Tycoon: Mine & Money Clicker Man-
agement

Package Name: com.fluffyfairygames.idleminertycoon
App Developer: Kolibri Games
Version: 3.02.0 (43265)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.791.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4140

SDK Purpose Parent Company

AdColony Advertisement AdColony

Mono for Android Development Aid Mono for Android

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

HelpShift Mobile Analytics HelpShift

(Table Continues)

4140For an explanation of SDKs, see Section 4.1.2.
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com.fluffyfairygames.idleminertycoon: Detected SDKs (Continued)

SDK Purpose Parent Company

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

OneSignal Mobile Analytics OneSignal

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies

Json org Development Aid Json org
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F.3.791.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4141

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4141For an explanation of dangerous permissions, see Section 4.3.
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F.3.791.3 Data Transmissions During testing, we observed the following types of user in-
formation4142 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

analytics.rayjump.com (Mobvista) AAID
setting.rayjump.com (Mobvista) AAID
connect.tapjoy.com (TapJoy) AAID
api.vungle.com (Vungle) AAID
t.appsflyer.com (AppsFlyer) AAID
hades.getsocial.im (GetSocial) AAID
graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

ads30.adcolony.com (AdColony) AAID
placements.tapjoy.com (TapJoy) AAID
api.onesignal.com (OneSignal) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID BT Name
rpc.tapjoy.com (TapJoy) AAID
ffg-analyticsk3nvxfne4dp4s.servicebus.windows.net
(Microsoft)

AAID

adc3-launch.adcolony.com (AdColony) AAID
wd.adcolony.com (AdColony) AAID
init.supersonicads.com (Ironsource) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

live.chartboost.com (Chartboost) AAID
b343.playfabapi.com (PlayFab) AAID BT Name
www.facebook.com (Facebook) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

kolibri-games.helpshift.com (HelpShift) Android ID
ads.api.vungle.com (Vungle) AAID

The third column indicates whether or not data was transmitted securely, which we
4142We define “user information” in Section 3.
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define to mean using the TLS encryption standard.4143

4143https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.792 Matchington Mansion

Testing Details

App Name: Matchington Mansion
Package Name: com.matchington.mansion
App Developer: Firecraft Studios
Version: 1.68.0 (323)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.792.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4144

SDK Purpose Parent Company

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

HelpShift Mobile Analytics HelpShift

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Fmod Game Engine Firelight Technologies

4144For an explanation of SDKs, see Section 4.1.2.
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F.3.792.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4145

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4145For an explanation of dangerous permissions, see Section 4.3.
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F.3.792.3 Data Transmissions During testing, we observed the following types of user in-
formation4146 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

track.mmsvc.io (Unknown) AAID
settings.crashlytics.com (Google) Android ID AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

firecraft-studios.helpshift.com (HelpShift) Android ID
hop-api.mmsvc.io (Unknown) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

graph.facebook.com (Facebook) AAID
ecommerce.iap.unity3d.com (Unity Tech-
nologies)

Android ID

cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4147

4146We define “user information” in Section 3.
4147https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.793 Brain Test: Tricky Puzzles

Testing Details

App Name: Brain Test: Tricky Puzzles
Package Name: com.unicostudio.braintest
App Developer: Unico Studio
Version: 2.653 (141)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.793.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4148

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Tapjoy Advertisement Tapjoy

(Table Continues)
4148For an explanation of SDKs, see Section 4.1.2.
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com.unicostudio.braintest: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.3.793.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4149

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_EXTERNAL_STORAGE Allows an application to read from external storage.

4149For an explanation of dangerous permissions, see Section 4.3.
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F.3.793.3 Data Transmissions During testing, we observed the following types of user in-
formation4150 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

ads.inmobi.com (InMobi) AAID
outcome-cdn.supersonicads.com (Iron-
source)

AAID

sg2-bid.adsrvr.org (Unknown) AAID
tkimpdsp.mobvista.com (Mobvista) AAID
placements.tapjoy.com (TapJoy) AAID
ws.tapjoyads.com (TapJoy) AAID
graph.facebook.com (Facebook) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

tr-us.adsmoloco.com (Moloco) AAID
config.inmobi.com (InMobi) AAID
smart.mobvista.com (Mobvista) AAID
wd.adcolony.com (AdColony) AAID
wv.inner-active.mobi (Fyber) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

app.adjust.com (Adjust) AAID
setting.rayjump.com (Mobvista) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

analytics.rayjump.com (Mobvista) AAID
www.facebook.com (Facebook) AAID
rpc.tapjoy.com (TapJoy) AAID
init.supersonicads.com (Ironsource) AAID
adc3-launch.adcolony.com (AdColony) AAID
iab-imp-gateway.supersonicads.com (Iron-
source)

AAID

ads.api.vungle.com (Vungle) AAID
connect.tapjoy.com (TapJoy) AAID
ads30.adcolony.com (AdColony) AAID
pm-gateway.supersonicads.com (Iron-
source)

AAID

api.vungle.com (Vungle) AAID

4150We define “user information” in Section 3.
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The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4151

4151https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.794 DoorDash - Food Delivery

Testing Details

App Name: DoorDash - Food Delivery
Package Name: com.dd.doordash
App Developer: DoorDash
Version: 12.8.1 (771)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.794.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4152

SDK Purpose Parent Company

Amplitude Mobile Analytics Amplitude

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Github Development Aid Github

newrelic Mobile Analytics New Relic

PayPal Payment PayPal

4152For an explanation of SDKs, see Section 4.1.2.
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F.3.794.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4153

Permission Description Used

WRITE_EXTERNAL_STORAGE Allows an application to write to external storage.
READ_PHONE_STATE Allows read only access to phone state, including the phone num-

ber of the device, current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts registered on
the device.

READ_EXTERNAL_STORAGE Allows an application to read from external storage.
READ_CONTACTS Allows an application to read the user’s contacts data.
CAMERA Required to be able to access the camera device.
CALL_PHONE Allows an application to initiate a phone call without going through

the Dialer user interface for the user to confirm the call.
ACCESS_FINE_LOCATION Allows an app to access precise location.
ACCESS_COARSE_LOCATION Allows an app to access approximate location.
ACCESS_BACKGROUND_LOCATION Allows an app to access location in the background. If

you’re requesting this permission, you must also request either
ACCESS_COARSE_LOCATION or ACCESS_FINE_LOCATION. Requesting this
permission by itself doesn’t give you location access.

4153For an explanation of dangerous permissions, see Section 4.3.
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F.3.794.3 Data Transmissions During testing, we observed the following types of user in-
formation4154 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.segment.io (Segment) AAID Android ID
api3.siftscience.com (Sift) Android ID GPS Location

Coarse Location
api.usebutton.com (Button) AAID Android ID
api.doordash.com (DoorDash) AAID Android ID
api.amplitude.com (Amplitude) AAID Android ID GPS Location

Coarse Location
app.adjust.com (Adjust) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4155

4154We define “user information” in Section 3.
4155https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.795 Brain Out –Can you pass it?

Testing Details

App Name: Brain Out –Can you pass it?
Package Name: com.mind.quiz.brain.out
App Developer: Focus apps
Version: 1.3.3 (133)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.795.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4156

SDK Purpose Parent Company

Aliyun Development Aid Alibaba Cloud

Applovin Advertisement AppLovin

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Inmobi Advertisement InMobi

IronSource Advertisement IronSource
Mobile Analytics

Mintegral Advertisement Mobvista

Smaato Advertisement Smaato
(Table Continues)

4156For an explanation of SDKs, see Section 4.1.2.
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com.mind.quiz.brain.out: Detected SDKs (Continued)

SDK Purpose Parent Company

LBS

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.3.795.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4157

Permission Description Used

No dangerous permissions were requested by the app.

4157For an explanation of dangerous permissions, see Section 4.3.
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F.3.795.3 Data Transmissions During testing, we observed the following types of user in-
formation4158 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

app.adjust.com (Adjust) AAID
api.vungle.com (Vungle) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

www.facebook.com (Facebook) AAID
config.uca.cloud.unity3d.com (Unity Tech-
nologies)

Android ID

ouplog.umeng.com (Alibaba) WiFi MAC
ads.api.vungle.com (Vungle) AAID
cdp.cloud.unity3d.com (Unity Technologies) Android ID AAID BT Name
init.supersonicads.com (Ironsource) AAID
alogus.umeng.com (Alibaba) Android ID WiFi MAC
graph.facebook.com (Facebook) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4159

4158We define “user information” in Section 3.
4159https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.796 Word Stacks

Testing Details

App Name: Word Stacks
Package Name: com.peoplefun.wordstacks
App Developer: PeopleFun
Version: 1.5.1 (440)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.796.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4160

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

deltaDNA Mobile Analytics Unity Technologies

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Fyber Advertisement Fyber

Inmobi Advertisement InMobi

(Table Continues)

4160For an explanation of SDKs, see Section 4.1.2.
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com.peoplefun.wordstacks: Detected SDKs (Continued)

SDK Purpose Parent Company

Mintegral Advertisement Mobvista

Smaato Advertisement Smaato
LBS

Tapjoy Advertisement Tapjoy

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Verizon Development Aid Verizon

Vungle Advertisement Vungle

Signpost Oauth Development Aid Google

Java-WebSocket Development Aid Java-WebSocket

Messagepack Utility Messagepack
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F.3.796.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4161

Permission Description Used

No dangerous permissions were requested by the app.

4161For an explanation of dangerous permissions, see Section 4.3.
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F.3.796.3 Data Transmissions During testing, we observed the following types of user in-
formation4162 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

rpc.tapjoy.com (TapJoy) AAID
wd.adcolony.com (AdColony) AAID
ads.nexage.com (Verizon) AAID
ws.tapjoyads.com (TapJoy) AAID
adc3-launch.adcolony.com (AdColony) AAID
config.inmobi.com (InMobi) AAID
wv.inner-active.mobi (Fyber) AAID
register.appsflyer.com (AppsFlyer) AAID
ads30.adcolony.com (AdColony) AAID
api.vungle.com (Vungle) AAID
sdk-android.ad.smaato.net (Smaato) AAID
www.facebook.com (Facebook) AAID
connect.tapjoy.com (TapJoy) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

collect13764wrdst.deltadna.net (Unknown) AAID
prod-e-node-2112.nexage.com (Verizon) AAID
ads.api.vungle.com (Vungle) AAID
auction.unityads.unity3d.com (Unity Tech-
nologies)

AAID

ads.inmobi.com (InMobi) AAID
placements.tapjoy.com (TapJoy) AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4163

4162We define “user information” in Section 3.
4163https://en.wikipedia.org/wiki/Transport_Layer_Security
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F.3.797 CodyCross: Crossword Puzzles

Testing Details

App Name: CodyCross: Crossword Puzzles
Package Name: com.fanatee.cody
App Developer: Fanatee, Inc.
Version: 1.37.1 (132)
Release Date: June 18, 2020

Testing Device: Google Pixel 3a
OS Version: 9.0
Limit Ad Tracking: Disabled (default)

F.3.797.1 Third-Party SDKs We identified the following SDKs bundled in the Android app:4164

SDK Purpose Parent Company

AdColony Advertisement AdColony

Applovin Advertisement AppLovin

AppsFlyer Mobile Analytics AppsFlyer
AdFraud

Crashlytics Mobile Analytics Google

Facebook Social Network Facebook
Advertisement
Mobile Analytics

Flurry Mobile Analytics Verizon

IronSource Advertisement IronSource
Mobile Analytics

(Table Continues)

4164For an explanation of SDKs, see Section 4.1.2.
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com.fanatee.cody: Detected SDKs (Continued)

SDK Purpose Parent Company

Unity3D Game Engine Unity Technologies
Mobile Analytics
Advertisement

Vungle Advertisement Vungle

Fmod Game Engine Firelight Technologies
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F.3.797.2 Android Permissions The table below depicts the “dangerous” permissions (i.e.,
the permissions that require user approval) that the Android app had requested, as well as
whether the app was observed making use of those permissions (e.g., to access sensitive
user information) during the testing period.4165

Permission Description Used

No dangerous permissions were requested by the app.

4165For an explanation of dangerous permissions, see Section 4.3.
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F.3.797.3 Data Transmissions During testing, we observed the following types of user in-
formation4166 transmitted to the following hostnames:

Hostname (Parent Company) Data Sent Secure

api.vungle.com (Vungle) AAID
data.flurry.com (Verizon) AAID Android ID
wd.adcolony.com (AdColony) AAID
outcome-ssp.supersonicads.com (Iron-
source)

AAID

ads30.adcolony.com (AdColony) AAID
graph.facebook.com (Facebook) AAID
www.facebook.com (Facebook) AAID
adc3-launch.adcolony.com (AdColony) AAID
init.supersonicads.com (Ironsource) AAID
ads.api.vungle.com (Vungle) AAID
publisher-config.unityads.unity3d.com (Unity
Technologies)

AAID

The third column indicates whether or not data was transmitted securely, which we
define to mean using the TLS encryption standard.4167

4166We define “user information” in Section 3.
4167https://en.wikipedia.org/wiki/Transport_Layer_Security
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