Google’s Advertising and Data
Dominance




Key takeaways:

The Internet is now mobile — the mobile Internet is proprietary, not open

Google’s business is to collect personal, sensitive data at massive scale to
sell advertising

It's not about the algorithms, it's about the data
Android is a data collection “service,” not a mobile OS

Google controls the advertising ecosystem through its dominant “ad tech”
stack

Consumers are not only the “product” on the Internet, consumers subsidize
Google’s data collection

Privacy and competition converge with comingled privacy policies and
terms of service



Google wants regulators to see the small
picture
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The Big Picture is more relevant

» Google is an advertising company

« Data drives advertising

» Three monopoly data sources: Search, DoubleClick, Android

* Privacy compliance does not provide safe harbour from antitrust enforcement
» Google has unmatched depth and breadth of data

» Google uses its size and dominance across various apps and services to increase its data
advantage

* Google is already dominant in the “ad tech” stack

« Publishers, content owners can never match the data collected by Google and are

increasingly dependent upon Google’s “ad tech”

« Consumer data, collected at massive scale, is Google’s currency



Consumers are paying too much for “free”

services

YOUR@ DATA

Gmaall

The amount of consumer data taken
by Google now vastly exceeds the
value of the “free” services offered in
return.

The amount of data taken by Google
has grown exponentially while the
value of its “free” services has
improved only incrementally.

The monetary value of consumer
data is now untethered from the
monetary value of Google’s “free”
services, which often have a marginal
cost of zero.



The mobile Internet is technically constrained

« LESS BANDWIDTH
« SMALLER USER INTERFACE

« NO KEYBOARD OR MOUSE




The mobile Internet is ”app-based”

P Gmgle Play




The mobile Internet is proprietary, not open
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* GOOGLE CONTROLLED
ECOSYSTEM

« PROPRIETARY APIs

» ACCESS VIATHE PLAY STORE

 GOVERNED BY TERMS OF SERVICE
AND PRIVACY POLICIES

« COMMUNITY-LED
« OPEN STANDARDS-BASED
« PERMISSIONLESS INNOVATION



As a result, in mobile, Google is in control

Fimancial Tirmes

Google’s Privacy Policy

Google’s Developer Agreements
Google’s Proprietary APlIs
Google’s “Store” Policies
Google’s Terms of Service
Google’s Design Guidelines

: Get it an
; Google play




Ads follow shift to mobile

Mobile Share Of Global Internet Usage Money Follows Eyeballs - Mobile Ad Boom Continues
October 2016 Estimated change in annual worldwide advertising spending hetween 2006 and 2019
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Advertising continues to shift to mobile

Advertising $ =

Shift to Usage (Mobile) Continues

% of Time Spent in Media vs. % of Advertising Spending, USA, 2016
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Web 4.0: The mobile Internet is
proprietary

GLOBAL OPERATING SYSTEMS MARKET SHARE
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Ad tech: The Google monopoly nobody
saw coming

Advertising is critical for publishing and the delivery of content
“Matching” buyers and sellers in a scale electronic marketplace
Advertising includes text ads / display ads (including video)
Advertising appears in search results / displayed on websites / social media
feeds / video
How they are selected to be served to users: varying degrees of targeting
(from categories of recipients to specific individuals) based on data
» Generally, the better targeted the ad, the greater the chance of conversions
(sales)
« Data underlies ad targeting — but not all data is the same: search and
location data allow for specific contextual advertising
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About online advertising: players
(simplified)

In between Sell & Buy
Intermediaries offering cloud
software and services
to buyers and sellers (ad-tech)

Sell Side:

Publishers, app developers
selling ad space

Buy Side:
Advertisers / Agencies
wanting to place online ads
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Online advertising intermediation
(simplified)

Buy Side:
Advertisers/
Ad agencies
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Google is omnipresent throughout
the ad-tech value chain

Buy Side:
Advertisers/
Ad agencies
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Google Ad Tech: Where Mad Men meets
Flash Boys

* Programmatic

* Real Time Bidding

* Low-latency

* Millisecond auctions

“Since AdWords and DBM run on servers in the same
data centers as Ad Exchange, they can respond faster to
Ad Exchange bid requests compared to other exchange

requests. There are no network latency or timeout issues O e Stack
between either AdWords or DBM and Ad Exchange,

which means publishers on Ad Exchange always receive

bids from AdWords and DBM advertisers.”
17



Google dominates online advertising

Top 30 companies by global ad revenue across media
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Google is an advertising company, not a
technology company

Google total revenue grew 88 percent of those revenues Google is the largest global
to USD 95.38 bi"ion in 2017 were advertiSing revenues advertising company’ by far
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I1t’s all about the data

Google generates advertising revenue through collecting and combining
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More data, more advertising revenue - this motive underlies its anticompetitive behaviour
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Google Search, Maps, Gmail, YouTube, Play, Chrome, Android
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Google has so much data ...
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Google will no longer read your emails to
tailor ads
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Consumer data is Google’s product

Google is a data refinery

d 4.5 billion searches each day.

d More than 1 billion monthly active Gmail users.
O 2 billion monthly active Android phones.

d YouTube's one billion users watch one billion hours a day.

[ Google Maps' users navigate more than one billion kilometers a day.

1 Google Drive's 800 million-plus users upload three billion objects a day.

Data is monetized through digital advertising.



It’s not about algorithms ... it’s about
the scale of the data

The algorithms at the heart of key Internet ad
technologies are a form of machine learning

Learning happens through the processing of large Py (81) = 2 o0@) 1 (2~ 20) P11 (2)
volumes of data (64— 81)(.25) + (81— 16)(.125)
64 — 16
. . . —4.25 + 8.125
The best algorithms cannot achieve good results if - 48

they have insufficient data to learn and improve on ~ 080729

their results

The best ad targeting is reliant on mass quantities of
data, not algorithms
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"We don‘t have better
*,orithms than everyone
else; we just have more
data."

Google Director of Research Peter Norvig
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“We don’t need you to type at all.
We know where you are.

We know where you have been.

We can more or less know what you
are thinking.”

Former Google Executive Chairman, Eric Schmidt




Data matters ... a Iof

-

RE 2 b
%

“I think big data is so powerful that nation states will fight over how much data
matters” .. “He who has the data can do the analytics and the algorithms”

Google CEO, Eric Schmidt, March s, 2017
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Google’s advertising business is driven
by three monopolies

Google
' doubleclick
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Google dominates search
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Over 4 billion search queries per day
2 trillion searches annually



Data on all of your search queries
on Google Search, and your clicked
search results
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DoubleClick cookies
generate data on the

web sites you
visited....more than 2

million web sites

O DoubleClick




As world shifts to mobile, Google Android
dominates the mobile platform

Android is by far the largest
OS platform for smartphones

The Smartphone Platform War Is Over
Worldwide smartphone aperating system market share (based an unit sales)
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Android is even by far the largest
platform for all computing
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Google “closes the loop”

L

} gam
» Google can now “reach the same user

across devices, apps, and sites.” m
e

» Can report within 99% accuracy whether a
customer visited a physical store.

“With the power of Google Maps technology, we
have access to the exact dimensions of over 200
million stores globally to deliver 99% accuracy in
reported visits. Only Google can deliver this level of

precision and scale.” 34
https://adwords.googleblog.com/2016/09/New-Digital-Innovations-to-Close-the-Loop-for-Advertisers.html



Android is a data collection platform

35



Data collected by Android: user data,

1. Google Mobile Services data
(use of Play Store, Youtube,
Search, Maps...)

2. App metadata (tracking of
usage of third party Android
apps and efficiency of ads)

3. Sensor data (barometric
pressure, accelerometer,
gyroscope

4. Precise, activity based
location data

36



Location data is particularly valuable for
advertising

Like search, location data can allow customization of advertising at an
individual level

Google constantly collects vast swaths of data on all of its users
locations and their activities, 24/7 — through tracking via enabled location
services and also via more surreptitious means, through WiFi mapping,
Bluetooth beacons, and cell tower communications

Location is the next search, except it is not Google’s to take

37



For example, what entitles Google to collect
GPS pings when no GPS-aware apps are
running?

/ s “Fg S
Google does not own, supply, or build GPS technology . ;,'if'-:i:__ 4{\"‘ ‘ ‘ “"-I:-.,i
Google does not pay for GPS chips in mobile devices ; \ “Qi ‘k :
Global Positioning Satellite technology is independently supplied “R‘ & 'J';:
and does not rely on the Android operating system WAY b A
GPS

GPS location information is valuable to the user
. why does Google Android take it for free?

38



rElas wHr s Sy
ierway Fasers ey Syechieiie. i =il

dalgelnnl=




Male born in 1978 who visits football web sites

...who has searched for and

Plltting it a" purchased football jerseys online
together: GOOQ |e'S ...and watches online videos of

FC Barcelona

services collect data —

at scale for o e

advertiSing Targeted ad for
Champion’s

League
travel packages

User profile

... And is currently “in g) *
vehicle” on his way to a () *

football game
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Android Data
Collection

How did we get here?



Data collection: vastly more than needed -
user is the product, benefit accrues to Google

* No relationship between user data collected and what user is
actually doing on the mobile device

 Data is personally identifiable

 Benefit of the data collection only accrues to Google

« Data “minimization” has virtually no meaning in Android
* App Metadata collection is asynchronous

* Historical data (when device is not online) is recorded, cached,
and sent to Google servers when phone connects to Internet.

Consumers pay for data collection only to have ads sold back to
them based on the same data



“Opt-in” and
disclosures?



Are location disclosures adequate?
S swan]

Google

Privacy and Terms

Ta create a Google Account, vou'll need to agree to the

S Disclosures have no relation to
ol oo e 1 r e D the quantity and quality of
information collected

these key polnts:
Data we process when you use Google

+ When you setup a Google Account, we store
Infarmation you give us like your narme, emall address,
and telephane number.

« When you use Google services Lo do things like wrile a
message in Gmail or comment on a YouTube vidao, we
store the information you create,

= When you search for a restaurant on Google Maps ar
watch a video on YouTube, for example, we process
Infarmation abaut that activity - Including Infermation

like the videgemmmeigd, device IDs, IP addresses, .
(iuf,kiLPJ;l sries e T arteeses Android Smartphone Setup Screenshot



Google

Sign in

with your Google Account. Leam mans
rmail or phans

Forgat emall?

Skip account setup?

Withoul a Google Aceounl, you wen
be able ta:

E Daowanload apps, music,
games, and ather contant
from Goanle Flay

4 Backupyourapps fo

Gong | syne: Google

saryices like Calendar and

Contacts with your gavice

o] activate device protaction
featuras

SKIF

GO BACK

Smartphone
Setup

Google’s description of its
services makes no mention of...

* Advertising
* Location tracking

* Activity monitoring

...or any data collection at all.

“Skip” is not opting out
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No opt-in: Android defaults to collecting
location data
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This is not
opt-in

Three categories of user
data captured in one click.

Using the word “in”
doesn’t make it opt in.
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Give your new Assistant permission to
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User Location Settings After Setup
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Google purposely makes it difficult
for consumers to control location
shanng

Google’s site claims a one-
stop-shop for privacy
protection
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Locations Map
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CA:0B:FB:1C:10:D0 - 01 OUI13241339 not registere
CE:C5:C2:FB:DA:F8 - 01 OUI13551042 not registere
6B:ARAE:DE19:52 - 017 OUI 7057326 not registered
0C:F3:EE:0C:29:F6 - 0 4 EM Microelectronic
DE:79:93:25:BF:B8 - 0 1 OUI14580115 not registere
D6:42:AA43: 20 BE-02 DUI 14041770 not registere

2018-05-12 00:30:01
0:08:07.755745

403

340

1632

13

38

713

Google Total
59 126

168 236

544 67 KB 70669 KB
415.45 KB 420.85 KB
1.33 MB 1.49 MB
491 10 KB 493 69 KB
il 1

16 16

3 3

1 1

53 55

-1.compute.amazonaws.com 52 192.168.89.116  »
-1.compute_amazonaws.com 99 192.168.89.116 |
-1.compute.amazonaws.com 52 192.168.89.116
t-1.compute.amazonaws.com 196 192.168.89.116

1.compute.amazonaws.com 52 192.168.89.116

- TUE oo

TCP 80 = ec2 52-48-182-233 eu-west-1.compute.amazonaws.com 52 192.168.89. 116
TCP-80 <- ec2-52-48-182-233 eu-west-1.compute.amazonaws.com 97 192.168.89.116

TCP-80 <- ec2-52-48-182-233.eu-west-1.compute.amazonaws.com 58 192.168.89.116
TOPAN #- ar?.5248.189.932 aimact-1 ramnita amazaname ~am 52 109 16889 116

192.168.88.80:8008/conv,/20180509T015837Z-192.168.89.116,54201-172.217 .0 42 443 log?dev=116&type=bt 1§58.89.116
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@ Most Visited %% Presentation @ Science Project
| Locations map v
Test start time 2018-05-12 00:30:01 Cockiﬂgwﬂ Goorooyarroo.
Test elapsed time 0:0553.868310 Map satelie Oreendardens Nature Reserve
R
: Charnwood Franklin
# reported locations 128 Crace
# reported activities 170 Melba
: i Giralang
# unique wifi SSIDs 628 Mitchell
# unique BLE beacons 1 Kaleen B¥3 ey
# beacon readings 21 it Florey University
# barometric readings 245 of Cfg’e”a o
Google Total Belcoggn « Watson  Mount Majura
# of conversations 97 103 HEawkes & = o NEREERpsorve
X a5
# of transactions 282 290 Macquarie e®  Lyneham
raw bits upstream 1.20 MB 1.20 MB Rl . e
raw bits downstream 807.76 KB 924.99 KB I o
full bits upstream 1.28 MB 1.28 MB 'a University @ Mount Ainslie Lookout
6B:ARAE:DS:19:52 - 0 21 OUITO57326 not registered 847.63 KB 96508 KB © Australian NatiGilal e e Braddon
EiE Botanic Gardens @

£ Canberra : 4
# files with id info 45 45 National A;?;;g‘e“rf; "8 Australian War Memorial
# files with ad info 18 18 _ NalioaliMusanm Campbe| e
# files with loc info 7 7 iational Zoo © National Gallery ‘Aidbort
# files with cell info 2 2 g E; < 2] nﬂf Australia
# files with phone info 0 0 River Cortidor & arralumia [ 28 Pialligo
TCP-5228 -> 0g-in-f188.1e100.net 60 192.168.89.118 = ETIE gga anberra
. :
TCP-5228 > 0g-in-F188.1e100.net 60 192.168.89.118 Cooma™ . & a IR
TCP-5228 -> og-in-F188.1e100.net 60 192.168.89.118 o: | 823 | 223
TCP-5228 -> og-in-F188.1e100.net 60 192.168.89.118 Curtin - _
TCP-443 -> dfw28s02-in-f4.1e100.net 52 192.168.59.118 i tREdRH'“ Fyshwick
TCP-443 <- dfw28s02-in-4.1e100.net 52 192.168.89.118 LUgiREsene
TCP-443 <- dfw28s02-in-4.1e100.net 52 192.168.89.118

1 TCP-443 -> dfw28502-in-#4.1e100.net 59 192.168.89.118 Lyons Garran | 523 | Oaks Estate
TrPAAR > dfw?ReN?infA 12100 nat R4 187 1RR 80 118 Symonston 652
19257 #20180509T0154127-192.168.89.118,54148-216.58.195.74,443.log ?dev=118 &type=ht Phillip
J indaws Explorer k




Activity Reading



Google knows where you are and what

ou are doin
y u I g "activities": [

{
"confidence": 46,
"type": "inVehicle" <€

}I

{
"confidence": 25,
"type": "still" (

}I

{
"confidence": 23,
"type": "unknown"

}I

{
"confidence": 5,
"type": "onFoot" (

}I

{
"confidence": 5,
"type": "walking" (

}I

{
"confidence": 2,
"type": "onBicycle" (

}

1,
"timestampMs": 1491421496062
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Barometric Pressure



Google collects barometric pressure

data to determine a users altitude

“sensorData”

{

‘barometerbatas”; |
i

Every few minutes a pressure
reading is recorded, which can help
determine users’ vertical location.

“timestampHs®

"pressursHpaEi®

“timestampbs®:

“timestampHs®

"pressureHpaEl®

“timestampHs®

“pressureHpag3” :

*timestampMs®

“pressureHpagd ;

“timestampHs® :

“pressureHpaE3” :

"timeEstampMs® ;

1493744203972,

1882775

1493744130884 ,
“pressureHpaEs”

lggzase

1493743946013,

1882845

1493743884902,

lga2a42

1493 T4ATEEATS,

18azaTE

1493743394019,

lgazaly

1493743332536,

“pressureHpaE3®: 1882946

“timestampHs® :

1493742961962,

“pressureHpaE3® : 1803015

*timEstamphe®

L4493 742859034

“pressureHpag3=: 1883473
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2 | bl I FOTOAT 1A 192, LR DO O a 1=1 0 5.0 1 200 12 e gl en= T E e Liv 3 1
Hoapps [ dmterface [ kerfaced ) UnleTime Con

Juserpcaianivirepons, poccsandmidvlissachEyChan, hoesondrakl® Wpsihe arbyal o] Z0LeCACHTLONCAT-102, 165 &2 106 4751 - 172 AT LE 2R dazop 7 |
ENIE A TS0l L00 LEE A0 AT 321 72 2L 13 350 ad 3 = H
I
"wrErwnrfiaba’: |
harmre L Hal axt |

1002, 206 A 6 104 { .
AT AT LR "LimsaTarpde™: 141=35BC5U10h,
CorERaUrCHpoES"T o LooUEDY

1.
A AL, 1T Delgl [
SHAEGAL, 1T 104 TATL “tiw=starpds®: 151Z4Z01G3EG0.
3&3:&70:: T OAETAE "pressuraHp=E3t 0 LT30S
HALELIOZ-TT 0EANT {P
1 q T

33%3{ TLimes L 15TSAPTIHRATE,
mnEET™ frrHeanrsHp=EdT o 102NEIS
RIS, }.-
S HEEL - RN -
T R AR T R DL | “tlesstanpHs®: 191542353630,
H AR, IV el YT foressurcHpoEzt o LLaesEz
SHASMGHSL, I 24l {.-
B ALEGEYE, T 0Dl
3:33:@;1-12 3T DALEING "timestanpMet; 1517422557494,
3:]3:,3_1:,7;:.;7055.}:2 Yresaursllpscat o 157RAEN
S AE0003.77 [A1TE .
SN TN 77 Al { o . .
38.8621164,-77.0609266 LimesTampis™: 1915322811341,
38.8229094,-77.1260181 "pressureHpaE3”: 1020343
38.8635913,-77.0605347 % '

% 438,-77.057! .
gg_gggagl-ﬁ_ggo{ggs “timestampMs*": 1515422750985,
38.90291&?:-??.0344965 "pressureHpaE3": 1020359
38.8765228,-77.0179348 % N
ggigggﬁgf:ﬁjgggéiig “timestampMs": 1515422579975,
38.8765781,-77.0156613 "pressureHpaE3": 1020364
38.9029179,-77.0345112 }.
38.9029178,-77.0345111 { .
38.9029178,-77.0345112 “timestampMs®: 1515422447000,
38.8631458,-77.0605188 “pressureHpaE3": 1020343
38.902952,-77.0345316 I
38.9026884,-77.0338656 { s .
38.8630287,-77.0607277 timestampMs"®: 1515422219081,
38.9029183,-77.0345112 “pressureHpaE3": 1020340
38.8632886,-77.0605702 I
38.8630334,-77.0607583 { s .
38.8631098,-77.0606288 timestampMs": 1515422150971,
38.8619405,-77.0608418 "pressureHpaE3”: 1020340
3B8.8635764,-77.0605544 % '
38.8948753,-77.0337116 .
38.8623773,-77.0613506 “timestampMs": 1515422056973,
38_8???355:-??,01380?9 "pressureHpaE3": 1020347
38.8765571,-77.0151093 }.
38.8317042,-77.109122 { e i .
38.8632314,-77.0606029 - 4 ¥
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WiFi Scan



”»Crowd sourced” 2~
WiFi mapping -

*readingInfo=: {
"source™: =“wifi=,
"batteryCondition™:

*scale®: 188,

*woltage®: 43632,
Every WiFi unique ID and base station signal strength e Trecharging”
is collected by 2 billion mobile devices circling the e tiscans: I
globe and secretly updating Google’s massive Wi-Fi ' ewifiAuthType: “wpaPsk®,

"mac": 21147625 7487868 .,

database. “strength: -49,

) “1sConmected™: Troe
Every mobile device constantly broadcasting WiFi R s+

base stations, MAC ID and signal strength. —

—  “maC: FRd438834 15040,
"strength=: -45

This creates a digital map over which Google can {
. . ) . :*fi‘: 9534&20?0]5??.
superimpose every Android user’s location ~ "strength": -52

“"mact: la2pasBolll,
=“strength=: -64

"mac”: 1994288286112,
“strength®: -66
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Google can finely target ads because billions
of Android users are mapping other
consumers’ WiFi access points

* Google collects all “publicly broadcast” Wi-Fi access points - there is
no such thing as “privately broadcast” Wi-Fi.

» Wi-Fi base station set up procedures make no mention of this data
collection.

* Most users do not understand Google’s procedure for opting out of
Google’s Wi-Fi base stations collection. Whether they are Google
users or not, their Wi-Fi base station gets mapped anyway.
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Follow general steps for many access points

1. Make a physical connection between your access point and your computer with an Ethernet cable,

2. Find the default gatews
» On Windowstype "ipconfig” inla the command prompt (on Jhe Start menu).

Was this article helpful?

YES NO

* On Mac OF, type "2
* On Linwe, type "L foonfig’ into the command promot

3. After you have th default gateway (it looks like 192,168, 0. 1), type it into the address bar of your web
browser, like Chrome or FI i i

4, If asked to sign to your access poj
that came with your access point

e e hanged your 550, Control access point inclusion in Google's
step from any devices using Wi-Fi, li

use the same passward, LGCﬂtiﬂn SerViCES

To improve Location serdices, Google uses publicly broadcast Wi-Fi data from wireless access points and GRS, cell tower,
and sensor data, Only publicly broadeast Wi-kinformation 15 used 1o estimate the location of a device,

To help apps like Google Maps work betler, vou can lel Google's Location services use your Wi-Fi access point.

How do | opt out of Google Location services? S

Ta opt out, changs the SSID (name) of your Wi-Fi acoess point (your wireless netwark narms) so that it ends with
" nomap’. For example, il your 531005 "12 345, you would change itte "12345 _nomap.”

A\ A4
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Bluetooth Scan



Google also
information

(€)

collects bluetooth beacon

L AT 2ATIEI1A0Z-T92. 168,09 303, 49 396-172. 117.4.170 443, jzon

Tone Reqplaca

Crmbat:
"hisEata™z 4
"raxbeiayde”: LARSEH,
"strateqy”s “Locat ionfk=arsbefanle”,
"rinbelayMst; JREE,
"activeTiweMs" ) Tida, |
"mlusroathEnabled™ ) Talse

I.
YiimealaasHat : LSHBI2N1EEIER
1.
i
"rimewtemzdat: TSAEYINOZETEL,
"hlegsanneEn
[

hlesrans”:
1
Crwpets Utypel",
Ut 12353TRa9052442,

—> “razlbbn’y -EF,
“refaapilbn”: -85,
FaEty farRTole@SUed3El calS lAphadasget

"rimetampM=t: (SARFISEFEAIL,
Uhlescandapare™: 4
‘hle .5:-5 anz"i |

Yrwpets Ttypelt,

“mec™: 10353TREAOEI443,

“raatbbet: o,

"EePuneribet: -bh,

az: FnrHl phradhUeiEL -wlE cHp DA AR R

“rimestausHstn LSABFI90ZRING,
Ublescandzaacnt
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.= @ven if a

0:32 Am wed, August 30 o VS
T Q0 0

Wi-Fi Location Sound Auto Bluetooth
rotate
i, ——e =
A Auta

Quick connect Tap here to connect devices

Netwaork may be maonitored
By an unknown third party

MNo SIM
Insert SIM card,

Software Update
Update postponed,

NOTIFICATION SETTINGS

()

user disables Bluetooth

Lo [ ] 2MIOF2ATIEIA02- T2 160 89 302, 4939817 2. 217.4.770, 943, j=on
= Tone
T
Yrate': ]
“himEataTz 4

"raxbelayde": GRdN2EA,

"ctrategy”s "locstioniarabefanle”,
"rinbelayMs"; JBb3GA,
"activeTiweMs" ) Tida, |
"mlusroathEnabled™ ) Talse

I,
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Ut 12353TRa9052442,
“raslbbety -E3,
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Sty farkTelndSUeIEL e LApDadsAE-
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" I
1.
i
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"h:'.s‘-z?.i:lt'}." L
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“mzc': 1Q3G5ETREADET443T,
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FaE R eErSHEdEL e R IAC AR
i
1 I
¥
1
Urtimestancdsts LSABRIG0ZEIGG,

Ublescandzaacnt
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Second by second
recording



= =

3 localhesd.: 4

apps [ Intertace (2 Unhk TIme Car

pragln Mg 5

LIC AL

1=]

an
E ot k2 ra

QLB %%

=

Test start time
Tesl clapsad lime

# reporled locations

i repranterd activizles

# uniguez wifi 35105

ii uniug BLE heacons
# beacon roading:

i hArAMEE readings

# ol cornvarsalions:

i of ransactions
raves bils vpsiream
ray s downstreanm
Tull &L pstream
Tull Giks cowmistoan

# [fes with id o

i Foes weith ad mtn

# s wilh loc info

i Foes weth c&l Inta

# [fes with phone info

& Privacy Pollcy | IE:I Time Comeereer Ol Torerer Cins

20150531 ORI E2
Q0LAG 289670

302

are

1634

5

QG

7D

Google Total
228 23

[Eo! i
LAGME 1.47 WE
BAT MO £33 M
264 MB 231 MB
2.haME 6.53 ME
7 T

=3 58

g e}

o o

20 210

B Timeline

@ nrophny &F Presentatian

NAARA0 AT eS - P
NAARRAS leennReadrgs - gps
Ca | F B B o
HER= Al Ly
Folal 1 5 T e T
e | 4 T | |y
el 1 el rhey TR
SIS IR
Taemmes o onfam
ACmTes - anrnm
AinTcs - mlirgehindn
anikmads - WSS
5 anikmadis e
ceananReadens - qps
NANERR ankmadass - e
G330 eomonResdrgs - gos
U suime e - rale
ULy aibde ladetles - wil v

Udiihss senw Dy - baneie Dulys

U UL ke ladetee - wilSvare
U222 aie adaizs - 1ae
UA:02:10 saibde bcdeins - wil e

U010 s s Dl - banmslkee Dulys

HELE sl ey - il
U513 simde gz - wilZare

U

Uds: 2 e Dl - el Dulys

LU suibduladeies - Lleicams

LB e Dl - el Dalys

Uil LS sclia ey - il
UL s e - wilsvars
UL sime badeie - wil e

it Plare | Gongle » &F Sereencasks an 41 PlarciD Corve & Inhone Slides F

Lenumies b5t

ritehinn 37

S0 EEEERNA A BSTEERA A0

ST R T S T T

=hrg: 1304

nidehindz: 350

=hng: 1004

b 550

PERTATE 315

Lo b ]

AT FERG

cpngythich: 10064

WA 1RAR:CA 76 74TT BT 0F B3 &R MM2T A ARCIEORG TR RS 0 FA27 3eNEme T aTne o
arsr - B wnhoche Fat fruld

SOEEEANA LA 35 R 1Y

arsr - B wnhoche Fat fruld

JOCEIOTN0E £3080001 +120

s, - o veligle Lail foul)

WEMELGDHLULL - U 2y ML ST EDULOE -8 24 QUL TR R0UEL U - 2407 LS CRECIIRTE M
ressmepald 011433

WEMELGURHIUWTL - 72 2002 ML MTREIILCE - (2 240F L L D HI I - B0 ML VDD -2
s, - Py vehic e Ll fould

WL G UREILEL -2 2L ML ST EE - 02 2412 WL S T S0 2
aresspepsld ICLAGHE

alil wr

WEMEL DU - 2007 ML T EHCE -0 ¢ 2807 L D H S -BY B ML VD DU -
rpssmepald 0121

R

ressmepeld 0L VE T

=il 2

v DRI e BT BT R N E P ot T L AR e B T L T R, E QS e [F R S B T BT T B . = B L W [ R s B T R 1 Bt 2
WL CREIUTL - 71 2002 MEL SURHDILEZS - L 240 ML L D EHmMIDE - 1 2 L T HDImG Y -7

S ALY AL SR -

U UE Ly sensoy Dale - bansmels Dolys pressueHpal 3 1012014
U412 senso Dl - baruimeler Dulys oressueHpsld. 0124 0Y

Ui LD sclial. s = Unisnuean
L1119 sibdebsdaias - wilsvars
U120 aibd e ladetee - wilEvare

Tknus: 114
S SR e B R 1 B e P e L AR e - T L Rt T W e [ R S = T BT ey Rt [F I e = T 1 B )
WAL L DI LEL - 02 B4l L S0 - 2L LS R0 G - 241 AL TR R 2 -0 2

U102 seno Dy - el Daly s sresspeHpald W0L2ESE

U4 10L2 mrclieiwy - il
Ud:15: 13 sclivi e - [l

il 2
Ay 1M



Linking Datasets



Google links unique
ID data - not et
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June 2016: Google “updates” Terms of

Service

iR TG b Pt el TIE CITIIR S GUIDE T THE P UTUERE |

Google Changed a Major
Privacy Policy Four
Months Ago, and No One
Really Noticed

I Srmasne Marvak

Far slmnei 10 pmare, Gongle peomissd ko presect nsars’ prvacy fmm advariisers
brp kaping parsonally idetiFabb inforratcn aboot i veers, ghaanss Trer
Gzl acoonts avd other Google serdboes. separate from it subsidiary

Bul thu eorrgsing cuinily cppdulid il privacy pelicy in Jors Loy tht e’
actviics oo other 5nes ey be mseabed with wour personal oo motion,”
Frofublice reported Friday Goooles previous privacy pol o which s Teerally

emsers throagh in drent aliks new cre in Geagle's news priveey po

i, hee

phesgud Lo

umbine CoubbChck cunkin informtion itk persanally

idenrhobde indormation” swilloul ueers censai,

000

R e L B e e L S T L L B [ SRR M TR et ]
R BRI - e e Desparding o t settinge, your &Ctivity on ofher aite
ard apps may be associated with your personal information in onder to improve Google's services and

the ads deivened by oogle.

ol

All data can now be combined



The sentence that changed the Internet
economy

you know. WewiiReteombine Doul bleclick eookie information with-persenaliy identifiable informat
urless-we have yeur eptineensent:Depending on your account settings, your activity on other sites

and apps may be associated with your personal information in order to improve Google's services and
the ads delivered by Google.

5 Google play - —
S BA cose € DoubleClick
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Combination of Google’s vast data sources
enables it to create unrivaled superprofiles for
ad targeting

M

New “features”

V(i1 Tube New ”innovations”
Blogger Go ;SI(:."
§~ Picaso ——— O DoubleClick

5 P,

Google Analytics

Copyright, Google



Superprofiles vs. ..

Search Mobile

GO ugl(";

FOX s prime-time lne-up is intended to appeal primanily fo target audiences of 18 w 49-year old aduls, the
demographic group that advertisers seek to reach most often, with an emphasis on the 18 to 34-vear old adult
demographic coveled by advertisers.

P DoupieClick

Google Analytics

Ads/Analytics



Privacy ”policy” has no practical import
for consumers

* 24 Changes since 1999
* 10 Changes in the last thee years.

* 3 Changes last year alone!  Google Privacy & Terms

Changes

Cur Privacy Palicy may change from tme ta time.



For new users, Google’s “terms” policy
applied by default

Google’s Terms of
Service are an all or
nothing proposition for
new users.

Users “choices” are to
agree or to cancel the
new account — no

granularity in the terms of

use

Google

Privacy and Terms
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MORE OFTIONE
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Declining the terms of service is not an
option: it’s an all or nothing choice

1. Introduction
Applicable Terma. Tranks lor using Googe Flay. Google Play is 8 dervice providad by Google nc. ("Googhe”, "we™ or “us™), ocaled st 1800 Amphithealns Fatoway, Moumain Viesw Calilomia
2443, USA, ard is subjest bo the Google Tesms of Sarvics ["Google Tod™). Goagle Play is a "Sarvica™ as defingd in tha Google ToS, and thess Gooagle Play Terms of Sardce am addilioral 1emms

wiltich apply ta e wss of Google Play, Your uss of Google Play and tha apge (mchuding Arsdroid Iretant Apps ), games, music, movies, books, magazines, o other d&gital conten! Or aervioas
(raTerrad i as “Conbsnt™) available thrswgh il is aubjact o hase Google Play Termms of Servics and the Goagls TaS fwhich ogether we refar 1o 58 (ha "Tenms")

T iheaid i& &y conllicl Babwaen s Google Fiay Teims of Sanvice and the Goagla ToS, I Goagle Play Terms al

Your uss of the Google Play slone requings thal you agrss 1o tha following ferms. Pleass raad theem carsfully. If you do not undarstand the Terms, of do not accepl any pat af them, than oo shauld

rat usa the Google Play slore. Some products and fealures may be not available in all countries, Please seathe Google Play Help Cenler for mone infarmation.

%
e i —— i

ped, inclusding information cblaimad Tram thind pamiae, ia shared balween Goaghe and it group companies 1o aparala (e Sarvica, Google’s privacy poicies axplain how we
Al data and prodect your privacy when using Google Play. Any such infarmation you proside o Google muest abways be accurale, comect and up fo date. Google may need 1o
providia your persanal infarmagion, such as wour name and emall address, o Providars for the pumposas of procassing your transactions andlor provisianing Content foowow, Google kas agreed with
Froviderns thal they will usa this information in scoondance with their privecy poliicies

r_— . (= i . ]
] —— ] =
| Device information e Log information e IP Address server Iogs e Unique
device identifiers ® Search queries e Location e Cookies ¢ Personal
information stored locally e Information about visits to multiple sites o

Nearby devices o Telephone logs ...
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Google has a monopoly on this ...




And this ...




The 7third screen” is next

’ WE coms IN
androidtv \< %ﬁ
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Television is Google’s last growth ad
market

Internet vs. TV Ad Spend ($B), Global, 1995-2017E
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KL EJ N, EH Sounce: Zenith Adverising Expenditure Fonscasts (317)
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TVs are becoming “app-based”
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Get it on




THE WALL STREET JOURNAL
YouTube Tops 1 Billion Hours of Video a Day, on Pace to Eclipse
rl'!‘ll;r

Google unit posts 10-fold increase in viewership since 2012, boosted by algorithms persenalizing user lineups

Cost of YouTube content to Google: S0
Advertising Revenue 2020: $27.4 Billion (+21%)

Last year, YouTube ad revenues represented a relatively small portion of Google's total ad revenues, according to a
report by stock analysis company Amigo Bulls, compared with revenue derived from Google web search. While YouTube
grossed S8.5 billion in 2015, according to Sheridan's report, Google websites reportedly grossed 552.4 billion.

However, Sheridan believes YouTube could very well be central to Google's next phase of growth. He anticipates
YouTube will continue to grow at 21% for the next four vears, and that by 2020, the site will have generated 527.4 billion
in revenues. This is comparable to Facebook’s revenue estimates for 2016, which are currently pegged at 525.6 hillion




Declining the terms of service is not an
option: it’s an all or nothing choice

Comorals | Hews | Halp | Sits Map | Contast Us

Hame ¢ Support ¢ FALG

Can | use my Sony Android TV without agreeing to Google's ! it This Page
Terms of Service and Privacy Policy? .

Answer

o, 10 use your Sony AndrMel TV, yvou mugl consent 1o Google's Terms of Service and Privacy PrD

fou must click CONTINUE on the Google's Terms of Service and Privacy Policy screen whan
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