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A. Introduction 

1. Oracle Corporation (Oracle) supports the preliminary conclusions that the Australian 
Competition & Consumer Commission (ACCC) has reached from its investigations of Australia’s 
advertising technology (adtech) services market,1 as set out in the Interim Report for the 
ACCC’s Digital Advertising Services Inquiry (Adtech Inquiry). 

2. The ACCC has found that, in the case of the four key adtech services (advertising ad server, 
demand side platform (DSP), supply side platform (SSP) and publisher ad server services), 
Google’s share of revenue and impressions is significant.  In fact, the ACCC determined that in 
2019, for advertiser ad server and publisher ad server services, Google held an almost 100% 
market share.  There is no reason to expect that this position has changed since 2019. 

3. The ACCC has described Google’s anti-competitive conduct in the market for adtech services 
in detail in the Interim Report.  This conduct includes the conduct that Oracle outlined in its 
submission to the ACCC’s Issues Paper for the Adtech Inquiry,2 including for example requiring 
the use of Google’s own DSP for purchasing YouTube inventory, having the consequence of 
pushing advertisers to use only Google’s DSP for all of their digital advertising.  The Interim 
Report also raises a number of other concerns, from the perspective of publishers, which were 
not the subject of Oracle’s earlier submission to the ACCC, but which are equally important – 
this includes the anti-competitive manner in which Google participates in header bidding as 
well as the fees that Google charges for its products such as Open Bidding and Google’s 
Unified Pricing rules. 

4. As the ACCC has acknowledged, the lack of competition in the adtech supply chain caused by 
Google’s dominant position across all adtech services has economy wide implications, 
publishers suffer because they receive less for their inventory than they would in a 
competitive market, which negatively impacts on the volume of quality content (including in 
the case of media companies, public interest journalism) that publishers are able to produce, 
to the detriment of Australian consumers.  On the other hand, advertisers across the board 
pay more for digital advertising (including adtech services) than they would in a competitive 
market, adding to their costs which are passed on to consumers for goods and services across 
the economy. 

5. Oracle’s view remains, as set out in its earlier submission to the ACCC, that there are strong 
grounds to pursue a case against Google under section 46 of the Competition and Consumer 
Act 2010 (Cth) (CCA).  Oracle is supportive of the ACCC continuing to assess whether to 
commence those proceedings.  There is also likely a strong case for the ACCC to commence 
proceedings on the basis that Google’s conduct is unconscionable in breach of section 21 of 
the Australian Consumer Law, and Oracle encourages the ACCC to consider this as well.  The 
focus of this submission is however on the regulatory reform proposals that the ACCC has put 
forward for consultation and other regulatory reform Oracle respectfully suggests the ACCC 
should consider supporting. 

6. The first point that should be made in relation to these regulatory proposals is that, given 
Google’s dominance of adtech services is a global not simply an Australian problem, it is 
important for the ACCC to work closely with its international counterparts to ensure that the 
regulatory solutions the ACCC puts forward to the Australian Government in its final report 

                                                           
1 In the Interim Report the ACCC has not definitively stated whether it believes there is one adtech services 
market or multiple markets.  Oracle has taken the same approach in this submission, referring to the “adtech 
services market” but without definitively concluding whether there is one market or multiple markets under 
the Competition and Consumer Act 2010 (Cth) in Australia. 
2 That submission is available here 
https://www.accc.gov.au/system/files/Oracle%20%2813%20May%202020%29.pdf 
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from the Adtech Inquiry are consistent with solutions that are proposed to be implemented 
globally.  In this regard, data separation (that is, the ACCC’s Proposal 2) is a key remedy that 
would have international support.  In part, this would require Google to, in effect, reverse the 
decision it made in 2016 to combine DoubleClick data (that is, data from adtech services) with 
data from Google’s consumer facing services.  That decision significantly enhanced Google’s 
“data moat” and created an insurmountable barrier to competition from third parties in the 
provision of adtech services.  Data separation also requires that Google provides a meaningful 
option to consumers to withhold their consent to the use of their data that is collected from 
consumer facing services for targeted advertising.  To be meaningful, this must be 
implemented through an “opt-in” mechanism and consumers must be able to continue to use 
Google’s services in the event that consent is withheld.   

7. The ACCC’s Proposal 2 is not the only regulatory intervention that is necessary to address 
Google’s anti-competitive behaviour.  We have supported, with some recommended 
modifications, the ACCC’s proposed data portability and data interoperability interventions, 
which are included in Proposal 1.  These reforms, collectively, will assist in addressing Google’s 
anti-competitive practices, which will have economy wide benefits.  In addition, the ACCC in 
its final report from the Adtech Inquiry should look to adjacent markets and whether 
regulation is required to address Google’s anti-competitive behaviours in those other markets 
that contributes to Google’s dominance in the provision of adtech services.   

8. As in the case of Oracle’s submission to the Issues Paper for the Adtech Inquiry, this 
submission is provided largely from the perspective of advertisers, rather than publishers.  

B. Need for coordinated global action to address global competition problems 
 

The competition problems arising from Google’s behaviour – highlighted in the Interim 
Report – have been recognised in many other jurisdictions. 

 

1. The competition concerns the ACCC has highlighted in the Interim Report are not unique to 
Australia.  For example, as the ACCC is aware, the UK’s Competition & Markets Authority 
(CMA), in the Final Report from its 2020 Online Platforms and Digital Advertising Market Study 
(CMA Report),3 found amongst other matters that Google has a dominant position in the 
supply of adtech services in the UK – in 2019, this amounted to a 90 to 100% share of the 
publisher ad server segment, 80 to 90% of the advertiser ad server segment, 50 to 60% of SSP 
services and 50 to 60% of DSP services.4  The CMA also found that Google’s behaviour in 
relation to the supply of adtech services (those supplied by Google itself as well as those 
supplied by other providers) and in adjacent markets has had a chilling impact on competition.  
The CMA Report pointed to Google’s use of its market power in search and the wider digital 
services ecosystem to build its position as a DSP and also to the clear conflicts of interest that 
arise because of Google’s vertical integration, which has led to self-preferencing behaviours 
that have had a negative impact on competition.   

2. As a consequence of concerns similar to those raised by the CMA in relation to the provision 
of adtech services (and in other digital services markets) the European Commission has 

                                                           
3 The final report from that Market Study is available here:  
https://assets.publishing.service.gov.uk/media/5fa557668fa8f5788db46efc/Final report Digital ALT TEXT.pd
f  
4 As described on page 19 of the final report from the CMA’s Market Study. 
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proposed a new Digital Markets Act which has the aim of promoting competition in online 
markets, predominantly by prohibiting certain unfair practices. 

3. In addition, the anti-competitive practices of Google have been subject to significant scrutiny 
in the US.  On 16 December 2020, ten US States (led by the State of Texas) commenced 
proceedings against Google regarding its anti-competitive practices related to the provision of 
adtech services.  The alleged anti-competitive conduct extends into many areas, including 
Google forcing publishers to use Google’s ad server and ad exchange following its acquisition 
of DoubleClick, using its dominant position to foreclose ad exchange competition, taking 
action to undermine header bidding and entering into anti-competitive agreements with 
Facebook which include market allocation and price fixing provisions.   

4. The following day, that is, 17 December 2020, 38 US States (led by the State of Colorado) 
commenced proceedings against Google in relation to search and other anti-competitive 
conduct.  The three main forms of anti-competitive conduct alleged in this second case are 
Google’s arrangements with third parties to ensure access by consumers to competitor 
services is limited, the use of Search Ads 360 to direct advertisers to Google’s search 
advertising services and away from competitors and Google limiting the ability of consumers 
to bypass Google search and go directly to websites of third party specialised vertical 
providers of search services.  Although not directly concerned with the adtech services that 
are being considered in the Adtech Inquiry, the allegations in this case demonstrate how 
Google has acted in an anti-competitive manner to amass the first party consumer data that it 
has used to entrench its position as the dominant provider of adtech services and also the 
pattern of anti-competitive conduct by Google in relation to a broad range of digital platform 
services. 

5. Google has been the subject of scrutiny by the US’s Subcommittee on Antitrust, Commercial 
and Administrative Law of the Committee of the Judiciary in its Investigation of Competition in 
Digital Markets.5  The majority staff report from that Investigation, released in early October 
2020, reached similar conclusions to those of the ACCC.  Although the Investigation did not 
focus on adtech services, the report did point to the lack of transparency regarding these 
services, noting that for example Google does not disclose to publishers what their inventory 
is sold for and how much of the purchase price is retained by Google.6  The report pointed to 
evidence it received that Google’s vertical integration had led to conflicts of interest that 
enable Google to favour its own services and create significant information asymmetries.7  The 
report summed up in relation to adtech services by noting the following concerns about 
Google’s anti-competitive practices raised by market participants: 

(a) Depriving advertisers and publishers of key market and pricing information and 
maintaining market opacity. 

(b) Leveraging market power in search advertising to compel advertisers to use Google’s 
products in the display advertising market. 

(c) Leveraging control over YouTube to foreclose competition in digital video ad serving in 
part by excluding rival ad servers from accessing YouTube. 

(d) Inhibiting interoperability between Google’s ad platforms and non-Google ad platforms. 

                                                           
5 The Majority Staff Report and Recommendations from that Investigation are available here:  
https://judiciary.house.gov/uploadedfiles/competition in digital markets.pdf  
6 As discussed at, for example, pages 129 and 130 of that report. 
7 As discussed at pages 207 and 208 of that report. 
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(e) Using its search dominance to impose standards like Accelerated Mobile Pages (AMP) 
that, as a result of depriving publishers of user data, benefit Google’s ad business.8 

 

Australia's recent experience with the news Media Bargaining Code highlights that 
Australia is well placed to take a leading role in developing innovative and effective global 

solutions for the global competition problems in relation to adtech that the ACCC has 
highlighted in its Interim Report. 

 

6. There is a clear need to coordinate global solutions to these global problems.  This has been 
recognised not only in Australia, but in other jurisdictions that have been closely examining 
the actions of digital platforms.  For example, in the CMA Report, after noting that 
consultation and engagement had occurred with many other jurisdictions, including Australia, 
concluded:9 

We believe these forms of international engagement are vital in seeking to develop a 
consensus on the issues and the potential solutions to the global challenges posed by 
digital platforms. 

7. The CMA made many other comments in the CMA Report that acknowledged the need for a 
coordinated approach to these issues globally.10 

8. Australia has taken a global lead in other areas of digital platforms regulation, most recently in 
relation to the proposed Media Bargaining Code, which has resulted in the dominant 
platforms, Google and Facebook, for the first time, agreeing to pay compensation to 
Australian media companies for the use of their content.  This is a world first.  As Rod Sims has 
said on the question of whether international regulators are collaborating in relation to digital 
platform regulation: 

We certainly talk to each other and try to learn from each other …11   

9. By implementing much needed regulation in the area of adtech services, in a manner that is 
consistent with proposals that are being considered elsewhere, Australia will again be able to 
lead the way as it has for the Media Bargaining Code. 

10. Certain of the new regulation that the ACCC has proposed in its Interim Report would be able 
to be coordinated with other jurisdictions and rolled out in a globally consistent manner to 
ensure that it is effective in not only addressing the issues that have been identified in the 
Interim Report but also in ensuring that such competition problems do not re-emerge in the 
future.  This regulation is primarily: 

(a) Proposal 2, which deals with data separation. 

(b) Proposal 1, dealing with: 

(i) data portability; and 

                                                           
8 As discussed at page 211 of that report. 
9 As set out at page 33 of the CMA Report. 
10 Including for example at pages 359, 418 and 437. 
11 Standing Committee on Economics, House of Representatives, public hearing, 24 February 2021. The official 
transcript is available here (see page 16): 
https://www.aph.gov.au/Parliamentary_Business/Committees/House/Economics/ACCCAnnualReport2019/Pu
blic_Hearings  
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(ii) data interoperability. 

C. Data separation 

Appropriate forms of data separation regulation 

1. The ACCC’s Proposal 2 is to consider data separation mechanisms to level the playing field 
between large platforms with a significant data advantage and competing adtech services 
providers.  There is only one platform with such a significant data advantage, which is Google.  
This Proposal 2 regulatory solution should be limited to entities that are dominant adtech 
services providers in Australia.  At the current time there is only one such provider, which is 
Google.  By limiting the class of entities to which the proposed regulation applies, this will 
mean that regulation is appropriately targeted, that an inappropriate regulatory burden is not 
imposed on other firms and also that regulatory uncertainty is not created. 

2. The proposals that the ACCC has put forward for comment are: 

(a) direct regulation of the internal sharing of data within a single company by prohibiting 
the combination of certain types of datasets; 

(b) rules prohibiting the use of certain types of data, such as related to health or medical 
conditions, for ad targeting purposes; or 

(c) imposing limitations on the use of data collected from user-facing services for targeted 
advertising purposes except with user consent. 

 

To achieve the intended pro-competitive outcomes, direct regulation that prohibits the 
combination of specific data types as well as restrictions on the use of data are required. 

 

3. The different data separation options that have been put forward should not be considered as 
mutually exclusive.  Oracle's perspective is that the first option, that is, prohibiting the 
combination of different data sets, is an important component of a viable and effective 
response to the competition problems that have been created by Google’s vast data 
advantage.  The only logical separation would be to require that Google is obliged to separate 
the data that it collects from its consumer facing services, including Android OS and Google 
search, from the data that it collects through its adtech services.   

4. This would, in a practical sense, reverse the action that Google took in 2016 to combine data 
from its consumer facing services with DoubleClick data.  Google was only able to take that 
action in 2016 as, at that time, its dominant position in relation to the provision of consumer 
facing services allowed it to do so.  By that time, Google’s dominance meant that it no longer 
needed to offer services that were privacy protective for consumers by keeping those 
different types of data separate, as it had previously assured consumers it would do. 

5. As ACCC Chair, Rod Sims commented when announcing in 2020 that the ACCC had launched a 
misleading and deceptive conduct case against Google in relation to its actions in combining 
DoubleClick data with other consumer data held by Google:12 

Google significantly increased the scope of information it collected about consumers on 
a personally identifiable basis. This included potentially very sensitive and private 
information about their activities on third party websites. It then used this information 

                                                           
12 The ACCC’s media release is available here:  https://www.accc.gov.au/media-release/correction-accc-
alleges-google-misled-consumers-about-expanded-use-of-personal-data 
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to serve up highly targeted advertisements without consumers’ express informed 
consent. 

and: 

The use of this new combined information allowed Google to increase significantly the 
value of its advertising products, from which it generated much higher profits. 

6. In other words, the ACCC is well aware that it is the combination of these two different types 
of user data that creates the most significant benefits for Google. 

7. The second option, which is restrictions on the use of certain sensitive types of data for 
advertising related purposes, should be separately considered in the Australian Privacy Act 
review which is currently being undertaken by the Australian Government, as it is a remedy 
appropriately suited to address privacy concerns.  It is not a remedy that could hope to 
address the significant barriers to entry and expansion (and consequent antitrust problems) in 
the market for adtech services arising from Google’s data collection practices.   

8. The third option, which requires user consent for the use of that user’s data for targeted 
advertising, should be implemented together with option one.  Again, it should be limited in 
its application to dominant adtech services providers, which would initially be Google.  At the 
current time digital services providers, such as Google, require consumers to agree to the 
collection of extensive, highly personal data as a condition of using the provider’s services.  
When faced with a “take it or leave it” choice by Google, consumers have no real choice but to 
provide consent, because a consumer may not use any of Google’s services unless she does 
so.  This third option, when implemented, must change this current position by providing real 
choice to consumers.  Consumers must be required to positively opt-in to provide consent, 
that is, the default settings for a consumer must provide that such data collection will not 
occur – only if the default setting is changed by the consumer to positively agree for her data 
to be used for targeted advertising would this be permitted.  A consumer who does not agree 
to allow her data to be used for ad targeting must be able to continue to use all of Google’s 
consumer facing services, in the same manner as if she had opted-in to ad targeting.  

Balancing efficiency benefits and competitive harms 

9. The ACCC raised in the Interim Report the prospect that mandating data separation may 
create short term reductions in efficiency in Google’s adtech services which would need to be 
offset by longer term competition gains.  The true position is that there would be significant 
short term and long term competition gains from mandating data separation in relation to 
Google which will vastly outweigh any short term efficiency losses to Google.  The immediate 
benefit would be that the data separation would limit the scope for Google to engage in a 
broad range of the anti-competitive conduct that the ACCC has identified in the Interim 
Report.  Other service providers will then be able to compete more effectively with Google’s 
adtech services not only because of a levelling of the playing field between Google and those 
other providers but because Google’s ability to engage in other anti-competitive conduct is 
diminished.   

10. Mandating data separation would also address some of the other competition and consumer 
harms that arise from Google’s ability to combine the data that it collects from its consumer 
facing services, including Android OS and Google search, with the data that it collects through 
its adtech services.  Specifically: 

(a) The ACCC has suggested in the Interim Report that data separation may be appropriate 
where data collected through conduct involving a misuse of market power within a 
market is used to adversely affect competition in other markets.  This is exactly what 
has occurred here.  Google, which is the dominant provider of consumer facing services 
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such as search services, is able to misuse that market power to require consumers to 
provide consent to the collection of much larger volumes of data than are required to 
provide those services.  It then uses that data – together with the data that it 
accumulates through its provision of adtech services (which we would also argue 
Google misuses its market power to collect) – to adversely affect competition in relation 
to the supply of adtech services.  This, in Oracle’s view, is a clear breach of section 46 of 
the CCA.  A data separation requirement would go some way towards addressing this 
breach. 

(b) As Oracle has pointed out in other submissions to the ACCC,13 the provisions of Google’s 
privacy policy that allow it to combine data collected through adtech services with other 
data are unfair contract terms for the purposes of section 23 of the Australian 
Consumer Law.  In particular: 

(i) these terms create a significant imbalance between the rights and obligations of 
the parties (Google obtains the ability to create a super profile of the consumer 
which it is able to monetise but the consumer receives a benefit of a lesser value, 
being the right to use Google’s services and suffers detriment because she loses 
the ability to control her online privacy); 

(ii) the ability to combine this data is not necessary to protect Google’s legitimate 
interests; 

(iii) significant detriment to a consumer occurs as a result of her loss of control of 
privacy; and 

(iv) finally, there is a lack of transparency in the terms of Google’s privacy policy and 
its general terms and conditions which significantly impedes the exercise by 
consumers of the limited rights that they do have to opt out of targeted 
advertising and the combination of their personal information in connection with 
such targeted advertising (which are only available to those Australian consumers 
with a Google Account in any event). 

11. In addition to addressing these issues, if a data separation regulation is imposed, in the longer 
term innovation will be enhanced as well as efficiency, which will (as the ACCC has 
acknowledged) itself contribute to improving competition leading to better outcomes for 
publishers and advertisers across the economy, and therefore better outcomes for Australian 
consumers. 

Privacy implications:  not required to be of general application  

12. The ACCC suggests in the Interim Report that implementation of Proposal 2 could require 
close consultation with the Office of the Australian Information Commissioner.  This is not 
necessary as the data separation arrangements would only be imposed on dominant adtech 
services providers, initially only Google, to address its insurmountable data advantage for the 
purposes of improving competition in the supply of adtech services.  The Privacy Act should 
not be the vehicle used to enact this regulation.  The data separation obligation should be 
implemented under the CCA reflecting that the primary intention is to address a competition 
concern.  There is no need to impose the regulation on all entities that are subject to the 
Privacy Act.  No other provider of adtech services collects the vast quantities of personal 

                                                           
13 See for example this submission made in relation the ACCC’s Digital Platforms Inquiry at page 15: 
https://www.accc.gov.au/system/files/Oracle%20Corporation%20%28March%202019%29.PDF  



 

8 

information that are collected by Google and therefore there is no policy rationale – from 
either a competition or a privacy perspective – to impose this regulation on any other entity.   

Consistent with international precedent 

13. Pursuing this option of data separation would also be consistent with international precedent 
and allow for the international harmonisation that Oracle has argued in this submission is 
required.  As the ACCC has acknowledged in the Interim Report, recommendation 4 of the 
CMA Report is that the new Digital Markets Unit of the CMA be given powers to introduce 
pro-competitive interventions, including data separation.  Unsurprisingly, the reasons for the 
CMA putting forward this proposal mirror the reasons advanced by the ACCC.  The CMA 
concluded that Google’s14 vast quantities of consumer data, amassed across their extensive 
user-facing services, analytics services and devices that use Android OS, creates a virtually 
impenetrable barrier to entry and expansion in adtech services.  Data separation would be 
one way to address this.  However, as acknowledged in the CMA Report and also the Interim 
Report, this of itself will not be the only regulatory intervention required to address Google’s 
anti-competitive behaviour. 

Implementation of this regulation 

14. As both the ACCC and the CMA (in relation to its similar proposals) have acknowledged, the 
regulation will be straight forward to implement.  But compliance must be monitored and 
audited to ensure the regulation achieves its intended aims.  Enforcement action will be 
necessary in the event of breach. 

15. The ACCC’s existing powers under the CCA, as well as the European Commission’s proposed 
Digital Markets Act, provide an appropriate model for the investigatory powers that the ACCC 
would need to properly monitor the proposed data separation regulation. 

16. The Digital Markets Act provides for an audit process in relation to particular digital markets 
practices.15  This could be adapted for use in relation to the mandated data separation 
arrangements.  Specifically, the CCA could be amended to require Google to undertake, and 
provide to the ACCC, an independent audit of the processes it has implemented to comply 
with its data separation obligation within 6 months of the commencement of the regulation.  
In addition, an independent audit could be required to be undertaken annually, or every 2 
years, to determine if Google is continuing to comply with this obligation. 

17. Given it will be difficult to determine whether or not Google is in compliance with this 
regulation simply from independent observation of Google’s market behaviour, the ACCC’s 
powers under section 155 of the CCA should be expanded so that the ACCC has a specific right 
to issue a section 155 notice to obtain information, documents or evidence to determine 
whether or not Google is in compliance with this data separation obligation.  This should be 
supplemented by a specific power, similar to that in the proposed Digital Markets Act,16 for 
the ACCC to undertake inspections of Google’s systems (and appoint its own auditor to do so) 
to ensure effective monitoring of compliance.  This specific power is necessary as it will not be 
possible otherwise for the ACCC to independently observe whether Google is in compliance. 

18. The CCA provides for remedies for non-compliance which should apply to a breach of the data 
separation regulation.  Those remedies should also apply to a breach of the provisions for 
monitoring compliance. 

                                                           
14  The same comments applied to Facebook, though in the context of other digital services. 
15 As described in Article 13. 
16 As described in Article 21. 
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D. Data portability 

 

Data portability is an important regulatory option to ensure that competition is enhanced 
and consumers are empowered. 

 

1. The ACCC has suggested as part of Proposal 1 that measures could be implemented to 
increase data portability provided safeguards are implemented to ensure that consumers have 
sufficient control over the sharing and processing of their data. 

2. In mid-2020, Oracle lodged a submission to the Treasury’s Inquiry into Future Directions for 
the Consumer Data Right, a copy of which is at Attachment A, which recommended the 
extension of Australia’s world leading consumer data right (CDR) regime to location data 
collected through smart devices.   

3. Location data, such as GPS coordinates, altitude, Wi-Fi scans, cell tower readings and other 
information, is collected via smart devices on a continuous, real time basis.  Oracle suggested 
in its Treasury submission that CDR was applied to location data, rather than a broader range 
of information that is collected from consumers online, as location data is easy to collect (and 
transfer) and is very valuable.   

4. Location data is particularly valuable for targeted advertising purposes.  As the ACCC noted in 
the Final Report from the Digital Platforms Inquiry, the value of that data is indicated by the 
fact that sales of location targeted advertising reached an estimated US$21 billion in 2018.17  
Although value is obtained from collecting that data over a long period (including to make 
inferences), it is particularly valuable when used on a real time basis – for example, to target 
advertising when a consumer is near a particular retail outlet or to provide information on 
traffic conditions as consumers travel in vehicles.   

5. As set out in Oracle’s submission to the Treasury, there are significant benefits to providing 
consumers with portability rights in relation to location data, which will be achieved whether 
portability is implemented via CDR or another, simplified regulatory regime: 

(a) consumer welfare will be enhanced as consumers will for the first time be given control 
of their location data, which is a very sensitive category of their personal information; 

(b) consumers will for the first time be able to fairly harvest the value of their location data; 

(c) adtech services providers, advertisers and others will have the ability to compete to 
acquire this data in a way that is not currently possible; 

(d) there will be direct and indirect benefits across the economy from increased 
competition and innovation in the adtech services sector, including (but not limited to) 
in Australia’s media sector as media companies will be able to derive more value from 
their inventory; and 

(e) data-driven innovation will potentially also be enabled in other sectors, through other 
uses of location data expressly permitted by Australian consumers. 

6. The value to consumers of this data portability right will be enhanced if the consumer also has 
the right to request that any person who holds that consumer’s location data is required to 
delete it.  For example, if a consumer exercises her portability rights by requiring her location 
data to be transferred to her internet service provider, she should have the right to require 

                                                           
17 As referred to on page 385 of the Final Report. 



 

10 
 

that Google (or any other digital services provider) does not separately hold that location data 
and deletes any previously collected and stored location data. 

7. The ability of consumers to control the transfer of location data can be enabled by choice 
screens presenting various options to the consumer via their smart devices during the set-up 
process. For example, intermediaries seeking consumer data could develop an offering, 
presented as a settings configuration during the set-up process, and consumers could pick 
from a selection of entities (including Google) depending on their interests and preference. 
After initial set-up, consumers could re-configure their choice if their preferences change over 
time by revisiting their settings– providing entities wishing to acquire location data from a 
consumer for value with an easy way to reach consumers with their competing offers.   

8. A practical example of how this could work is shown in the different screenshots below. 
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9. As demonstrated by these screenshots, a user-configurable setting can enable an individual to 
transfer her location data in exchange for benefits offered by different entities, as potential 
data recipients.  Entities wishing to receive location data could offer individuals, through their 
devices, a wide range of different benefits in exchange for location data, including free data, 
coupons, cash rewards, discounts, or even something less tangible such as the opportunity to 
contribute location data for projects that would benefit the community.   

10. The screenshots above demonstrate that, in addition, individuals could be given choice as to 
what types of location data can be collected, how often that collection would occur and by 
what means (for example, only via Wi-Fi so the consumer’s data plan was not used for the 
collection).  Again, this gives individuals a greater level of control than currently exists in 
relation to this valuable data set. 

11. Although CDR could be used to implement this type of location data portability regime, a 
simpler regulatory framework could be implemented.  This is the case as location data is 
already widely collected from Australians.  This collection is permitted provided the Privacy 
Act (where applicable) is complied with in relation to that collection.  As noted in the ACCC’s 
Final Report from the Digital Platforms Inquiry, OECD research from 2013 found that 29% of 
the top rated paid apps and 60% of free apps in the Google Play Store sought permission to 
collect a user’s location (and presumably therefore did collect it, even if it was not required for 
the delivery of the services offered by the app).18  At the current time, it is likely that an even 
greater proportion of apps collect location data. 

12. Under a simplified model of data portability, the only necessary regulation would in fact be to 
enable consumers to restrict the collection, retention and use of location data by Google and 
other operating system owners and/or digital services providers that were subject to the 
regime.19  Enabling individuals to impose such restrictions will ensure that the entities (if any) 
to whom the consumer agrees to “sell” their location data will be able to obtain value from 
the use of that data.  Specifically: 

(a) Google facilitates the collection of location data by app providers.  If an app uses Google 
Android application programming interfaces (APIs) to collect location data, Google 
receives a copy of this location data.  As a result, Google has the largest pool of location 
data collected from consumers, and app providers have a subset that is non-unique.  
Regulation should prohibit Google from collecting this data or using it for any purpose 
unless a consumer has provided express opt-in consent to Google doing so.  Further, 
Google should not be able to restrict use of any of its services (including Android OS) by 
a consumer if that consumer does not provide that consent. 

(b) Regulation should require that smart devices are configured so that consumers have 
more direct control over the collection and use of their location data, that is, to 
facilitate the use of apps such as the app described above so that individuals are able to 
directly select who may receive their location data (and who is not authorised to receive 
it).  

(c) A simplified data portability regulatory regime would work in tandem with the data 
separation proposal that Oracle has outlined above.  Digital services that require 
location data (such as for example Google in relation to Google Maps) should be 
required to comply with directions from users that the location data may only be used 
for the provision of the relevant service, and not for any other purpose (including but 

                                                           
18 Final Report, at page 385. 
19 As set out in the submission at Attachment A, Oracle suggests that the data portability regime applies only 
to a limited category of entities, potentially initially operating system providers and then on a delayed basis a 
category of digital services providers that meet particular size thresholds. 
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not limited to for the delivery of targeted advertising).  As would apply where a 
consumer did not agree to allow Google to use her data for targeted advertising, 
entities subject to the regime should be required to allow a consumer to use that 
provider’s digital services even if the consumer does not allow that provider to use their 
location data for purposes other than the direct use of the relevant digital service. 

E. Data interoperability 

 

Data interoperability, by whatever technical means it is achieved, will enhance 
competition by providing other adtech services providers with the information required 

to compete with Google and by enhancing transparency. 

 

1. The Interim Report’s Proposal 1 also includes a recommendation in relation to data 
interoperability.  Data interoperability refers to businesses sharing data without a direct 
request from a consumer.  As the ACCC has noted, because consent from individuals is not 
obtained, data interoperability typically only occurs for non-personal, aggregated or 
anonymised data.   

2. This part of Proposal 1 specifically links to the common transaction ID and the common user 
ID that the ACCC has recommended in Proposals 5 and 6.  Use of common transaction IDs 
(Proposal 5), would allow data interoperability in relation to information about individual 
transactions.  This is useful from the perspective of an advertiser for both measurement and 
attribution purposes (as discussed below).  Proposal 6, for a common user ID, would allow 
tracking of all ads that a user viewed.  This would assist not only in attribution, as the ACCC 
has mentioned in the Interim Report, but also with frequency capping (that is, with ensuring 
that the same user is not served the same ad too many times).  Although the ACCC has 
suggested the use of these common IDs, in this submission, Oracle is not endorsing any 
particular form of technology to achieve interoperability.  The key issue is to ensure that 
interoperability is achieved, as it is necessary for a properly functioning adtech services 
market.   

3. As Oracle explained in its submission to the ACCC’s Issues Paper for the Digital Platforms 
Inquiry, data interoperability is key to the operation of adtech services market from the 
perspective of advertisers.  Advertisers rely on a data pipeline to ensure that their digital 
advertising campaigns are effective.  Data interoperability is key at three specific points in a 
campaign process:20 

(a) Bidding:  An advertiser needs to determine what price to bid for the purchase of digital 
inventory, and what inventory to bid for, so that it does not pay too much for its 
advertising, to assist in bidding for the right inventory to reach its target audience and 
to ensure that it is not advertising too many times to the same user (frequency 
capping). 

(b) Measurement:  An advertiser needs to determine the value that it obtains from its 
advertising campaign, that is, how many consumers actually saw (and if relevant heard) 
the advertisement in a brand safe environment.  This allows the advertiser to compare 

                                                           
20 Data is also important at the initial stage of an advertising campaign, which is the point at which an 
advertiser determines its target audience, however the data needed for targeting is not obtained through the 
interoperability mechanisms discussed in this section of the submission. 
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ad quality across publishers and determine which publishers it wishes to continue to 
purchase inventory from. 

(c) Attribution:  Where advertising converts to a sale, an advertiser needs to know what ad 
or ads contributed to that sale so that the advertiser can optimise future advertising 
budget allocations. 

4. As demonstrated in Oracle’s earlier submission, and also set out in the ACCC’s Interim Report, 
Google inhibits data interoperability at every level in relation to the supply of adtech services.  
This is also detailed in Attachment B, Oracle’s presentation on Adtech Essentials Digital 
Demand and Supply.  In summary: 

(a) Bidding: 

(i) In 2018, Google announced that it would limit access to Google’s UserIDs.  This 
impacted bidding as it became more difficult for advertisers that did not use 
Google’s adtech services to bid on inventory.  A separate “cookie syncing” 
process21 is required to be undertaken by non-Google adtech services providers, 
including DSPs and ad exchanges, to identify users and therefore to determine 
whether a user falls within the target audience for the advertiser (and also how 
many ads the relevant user has seen for that advertiser’s products or services – 
that is, to undertake frequency capping).  This cookie syncing process is only 
approximately 60% accurate, creating significant inefficiencies. 

(ii) Google’s proposal to remove all cross domain cookies in Chrome by 2022 and 
replace these with Google controlled “Privacy Sandbox” private APIs would mean 
that advertisers will lose the ability to independently undertake targeting or 
frequency capping. 

(b) Measurement: 

(i) In Google’s premium display DSP, Display & Video 360 (DV360), YouTube and 
non-YouTube video ad performance appear on separate reports and are 
measured on different metrics.  This means that advertisers are unable to make 
direct comparisons between YouTube ad performance and non-YouTube ad 
performance. 

(ii) From May 2019, Google restricted the use of non-Google monitoring tools on 
YouTube.  Adtech services providers that measure ad fraud (that is, whether an 
ad was seen by a human or a bot) and viewability (that is, whether the ad was 
displayed or whether it was blocked or only partially visible to the user) are now 
only provided with aggregated data curated by Google.  In addition Google does 
not provide any data on the specific YouTube video on which an ad appears, 
meaning it is impossible to measure brand safety for YouTube advertising. 

(iii) It is possible to undertake independent ad measurement on the Google Display 
Network,22 but the reports provided cannot be integrated with the metrics of any 
independent viewability vendors and therefore those reports cannot be used for 
algorithmic optimisation. 

                                                           
21 Cookie syncing is necessary as different adtech services providers (including DSPs and ad exchanges) use 
their own IDs to store information they have collected about a user.  Under the syncing process, the 
companies work together to match IDs to enable the use of their own data – only the IDs, not stored 
information, is shared and therefore cookie synching does not breach privacy laws.  
22 Google Display Network sites reach over 90% of internet users worldwide. 
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(iv) The limitations on access to Google’s UserIDs in 2018 also impacted the provision 
of independent verification services. 

(c) Attribution:  

(i) Google’s decision in 2018 to block access to its UserIDs had a significant negative 
impact on the ability of independent attribution services providers to access the 
information that is required to properly assess the ads that contributed to 
conversion. 

(ii) The data collected by advertiser ad servers is critical to determining attribution.  
Google’s advertiser ad server, Google Campaign Manager, has no API to export ad 
interaction data.  This makes it impossible for third party attribution services 
providers to access raw data from that advertiser ad server to measure 
attribution. 

(iii) Google’s proposal to remove all cross domain cookies in Chrome by 2022 and 
replace these with Google controlled “Privacy Sandbox” private APIs would mean 
that advertisers will entirely lose the ability to independently undertake 
conversion tracking. 

5. Oracle supports greater data interoperability to assist in relation to bidding, measurement and 
attribution, by whichever technical means is most appropriate to achieve this.  Data 
interoperability should not be limited only to the data that is linked to the common 
transaction IDs and user IDs that the ACCC has suggested.  As outlined above (and in more 
detail in Oracle’s submission to the ACCC’s Issues Paper for the Adtech Inquiry) Google has 
limited the access to vital information needed for bidding, measurement and attribution.  
Providing for data interoperability only in relation to impression tracking and the number of 
ads that a user has seen is insufficient to address the competition impacts of Google’s 
behaviour. 

6. The data interoperability requirements should also encompass the requirements that the 
ACCC has included in Proposal 4 as part of a proposed industry standard.  Specifically, 
monitoring tools that meet agreed criteria should be able to be used across all websites to 
enable necessary information to be collected to allow for independent assessment of 
viewability, ad fraud and brand safety.  It is neither necessary nor appropriate for this to occur 
under a voluntary industry standard.  It should be independently developed and appropriately 
monitored and enforced.  These are roles that the ACCC should undertake. 

7. It would be a straight forward process for the ACCC to develop a regulation which specified 
the criteria that the monitoring tools must meet.  If those criteria were met, any blocking of 
the tools by Google (or any similarly dominant provider) in respect of its own adtech services 
or other digital services should then be directly prohibited under the CCA.  This would be a 
mechanism that was very straight forward in its application and also straight forward to 
monitor and enforce.  As it would apply only to clearly defined dominant providers, it would 
also avoid any regulatory uncertainty. 

8. Allowing for data interoperability, as outlined above, will not create privacy issues.  The types 
of information that would be accessed and used would be aggregated and anonymised data.  
In the event that there were any concerns as to privacy, it would be possible to impose a 
generally applicable regulatory obligation that restricted adtech services providers for seeking 
to use the relevant data categories to identify specific individuals. 

F. Proposal 3:  Industry rules 

1. The remaining proposal from the Interim Report to be considered in this submission is 
Proposal 3.  This proposal is for the implementation of industry rules (that is, a self-regulatory 
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industry code regime) for the management of conflicts of interest and self-preferencing in the 
supply of adtech services. 

2. The ACCC has suggested these industry rules would encompass: 

(a) the implementation of rules to manage conflicts of interest, such as preventing the 
sharing of information or “best interests” obligations; 

(b) requirements to provide equal access to adtech services to limit the scope for self-
preferencing; and 

(c) increased requirements for transparency, which it is hoped would reduce both the 
ability and incentive of vertically integrated adtech services providers to engage in self-
preferencing conduct. 

3. Oracle is not supportive of a self-regulatory code or industry rules in the market for adtech 
services for a number of reasons.  First, there is the question of the appropriate body to 
develop such a code given that, in the first instance, as the dominant adtech services provider, 
Google should be the only entity that would be subject to the regime.  Google should not be 
given the task of developing the code itself.  Recent history in Australia has shown that this 
will not achieve the intended outcome, noting that the ACCC’s proposal for voluntary 
bargaining codes between the dominant digital platforms (including Google) and media 
companies was unsuccessful.  It was not until a mandatory code was developed and close to 
being passed by the Australian Parliament that Google agreed to negotiate with Australia’s 
media companies. 

4. There is then also the question of who would have the role of ensuring compliance with such a 
code.  It would seem unlikely that any non-government entity would be sufficiently resourced 
to appropriately monitor compliance with such a code and to resolve disputes.  The ACCC is 
the only appropriately resourced (and knowledgeable) agency in Australia who could perform 
such a role. 

5. The proposed industry rules themselves are not sufficiently robust.  For example, the ACCC 
has suggested it is hoped that increased transparency requirements would reduce both the 
ability and incentive of vertically integrated adtech services providers to engage in self-
preferencing conduct.  Instead of imposing increased transparency requirements, regulation 
should simply be introduced that had the direct effect of prohibiting this self-preferencing 
conduct by dominant adtech services providers.   

6. Again, as in the case of other proposals put forward in this submission, such regulation would 
be clear and straightforward to enforce.  This would remove regulatory uncertainty, as would 
ensuring that the regulation applied only dominant adtech services providers (currently only 
Google).  The regulation could directly specify requirements to provide equal access to adtech 
services such as by requiring that the dominant provider’s services (for example, ad servers) 
make ad interaction data necessary for attribution services available to third parties who 
provide those adtech services.  

G. Other proposals should be considered by the ACCC 

The ACCC in its Final Report should not limit its recommended regulatory proposals to 
those directly relating to the adtech services market.  The ACCC needs to consider also the 
anti-competitive actions of Google in adjacent markets, as those actions have contributed 
to Google’s adtech services dominance, and propose appropriate regulatory interventions 

in those markets. 

1. The ACCC should not limit its final recommended regulatory proposals to those that are 
outlined in the Interim Report.  In addition to directly addressing Google’s anti-competitive 
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actions in relation to adtech services as provided for in the regulatory proposals in the Interim 
Report, the ACCC should consider proposing regulation to address Google’s anti-competitive 
actions in adjacent markets which contribute to Google’s dominance in the adtech services 
market.   

2. The ACCC is aware of the US Department of Justice’s (DoJ) case23 against Google in relation to 
Google search.  That case focusses on the anti-competitive agreements that Google has 
entered into with Apple, original equipment manufacturers (OEMs) and others to maintain its 
dominant position in search.  As mentioned earlier in this submission, on 17 December 2020 
38 US States commenced proceedings against Google which contain a similar complaint to 
that contained in the DoJ case.   

3. The US States allege in their case that Google enters into arrangements with third parties to 
ensure that access by consumers to competitor search services is limited.  Those 
arrangements provide not only that Google is the default search option but also, in many 
cases, that it is the exclusive search option.  For example, Google pays Apple between US$8 
billion and US$12 billion per annum to ensure that it is the default search engine on Apple 
devices.  It also uses restrictive contracts to limit general search competition on Android 
devices.  

4. The US States case correctly argues these agreements are anti-competitive because users 
rarely change defaults therefore meaning that Google obtains an unfair advantage in the 
supply of this consumer facing service.  In the US, such arrangements have resulted in Google 
being the default search engine on 80% of web browsers.  It is also the default search option 
on most smart devices.  The US States case argues that Google’s anti-competitive behaviour is 
also evident in relation to voice assistants, IoT devices and connected cars.  The DoJ case 
contains similar allegations and makes clear that Google’s anti-competitive tying practices 
extend to other consumer facing products beyond search.24 

5. These anti-competitive agreements, because they are a large factor in Google’s dominance in 
consumer facing services markets, assist Google to collect the vast quantities of consumer 
data that create the insurmountable barriers to entry and expansion in the adtech services 
market.  These anti-competitive agreements are a form of exclusive dealing.  Agreements that 
provide for Google search to be the exclusive search option as a condition of providing that 
app, or any other apps or services, fall squarely within the exclusive dealing provisions of the 
CCA.  In addition, agreements of the type discussed in the DoJ case that require Android OEMs 
that take particular Google apps to also take a bundle of other apps, make certain of Google’s 
apps undeletable and provide that these must appear on the home screen are also in a 
practical sense exclusive dealing agreements.  Given the restrictions imposed by Google under 
such arrangements, in a practical sense, OEMs have no ability to enter into agreements with 
other app providers for the pre-installation of other equivalent apps.  

                                                           
23 A number of US States are also party to this case. 
24 For example, paragraph 55 of the DoJ complaint (available here:  

https://www.justice.gov/opa/press-release/file/1328941/download) states:  Next, for Android 

device manufacturers that sign an anti-forking agreement, Google provides access to its vital 

proprietary apps and application program interfaces (APIs) for preinstallation, but only if the 

manufacturers contractually agree to (1) take a bundle of other Google apps, (2) make certain apps 

undeletable, and (3) give Google the most valuable and important real estate on the default home 

screen. 
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6. These types of exclusive dealing should be expressly prohibited under section 47 of the CCA, 
as these agreements clearly have the purpose (as well as the effect) of substantially lessening 
competition not only in the relevant consumer facing digital services markets but also in the 
adtech services market.  The notification process that applies generally to exclusive dealing 
should not apply to this type of conduct.  

H. The case for an unconscionability claim 

1. Although not raised in Oracle’s previous submission to the ACCC on the Adtech Inquiry, there 
is also a strong case that Google’s behaviour is unconscionable, in breach of section 21 of the 
Australian Consumer Law.  Oracle urges the ACCC to consider this in determining what, if any, 
further investigations of Google’s behaviour in the supply of adtech services it proposes to 
undertake. 

2. Under section 22 of the Australian Consumer Law, in analysing whether a person (in this case 
Google) has engaged in unconscionable conduct in relation to the supply of goods or services 
for the purposes of section 21, the courts are required to have regard to a wide range of 
factors.  Looking at some of these factors as these apply to the supply of adtech services by 
Google: 

(a) Relative bargaining strengths:  In the supply of adtech services, whether on the demand 
(advertiser) or supply (publisher) side, there is a significant imbalance of bargaining 
power between Google and its customers.  This is the case even for the largest 
publishers and advertisers. 

(b) Conditions reasonably necessary for the protection of legitimate interests of the 
supplier:  Google imposes a range of restrictive terms on its customers in relation to the 
supply of adtech services that are simply unnecessary for the protection of its legitimate 
interests.  Many of these are listed in the ACCC’s Interim Report and referred to 
elsewhere in this submission, as well as Oracle’s submission to the ACCC’s Issues Paper 
for the Adtech Inquiry.   

One simple example is the restriction imposed by Google on advertisers using third 
party data to enhance the targeting of their advertising campaigns.  This is an 
unnecessary restriction, which imposes significant detriments on advertisers.  Google 
does this not to protect any legitimate concern in relation to privacy.  Instead it takes 
this action to ensure that advertisers must instead use only data that is supplied via 
Google and to increase reliance on Google’s adtech services. 

(c) Willingness to negotiate contractual terms:  There is no ability to negotiate in any 
meaningful way with Google in relation to the terms for the supply of its adtech 
services.  Both publishers and advertisers are presented with “take it or leave it” terms, 
particularly in the case of small and medium sized enterprises.  

3. The factors listed above are examples only and Oracle encourages the ACCC to fully 
investigate whether Google’s behaviour is in breach of section 21. 

I. A final word on privacy 

1. A final comment should be made in relation to privacy.  The ACCC in its Interim Report has 
commented on a perceived “tension” between enhanced competition and the protection of 
privacy.  For example, the Interim Report states:25 

…  Google often publicly claims that privacy legislation, or consumer expectations of 
privacy, prevent it from releasing the data sought. But without access to the more 
detailed information, publishers and advertisers consider that they have to make 

                                                           
25 See page 18 of the Interim Report. 
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decisions based on trust that the service is operating as claimed, which is unacceptable 
in a commercial relationship.  

 

Both competition concerns and privacy issues are able to be addressed by appropriate 
regulatory interventions. 

 

2. While privacy concerns must be addressed in relation to the collection, use and retention of 
personal information, it should not be forgotten that competition issues arise because 
personal information, once collected, is an asset in the hands of the holder.  The ACCC must 
not ignore competition problems in the adtech services markets because of erroneous claims 
that all questions relating to the regulation of dealings with personal information must be 
considered solely through a privacy lens or cannot be considered at all because privacy 
concerns take priority.   

3. As Oracle set out in its submission to the ACCC’s Issues Paper, Google uses privacy concerns as 
an excuse to disguise the anti-competitive reasons for its actions.  There is no reason why 
privacy should be sacrificed in a competitive adtech services market.  In fact Google’s actions 
demonstrate that the reverse applies, that is, privacy rights of individuals are in fact sacrificed 
in uncompetitive digital markets – a clear example is the fact (as noted earlier and in other 
Oracle submissions) that Google only took the privacy destroying action of combining 
DoubleClick data with the data that it collected on individuals in consumer facing digital 
services markets when it had reached a position of sufficient dominance in those consumer 
facing digital services markets that individuals had little choice but to agree to such 
combination occurring. 

4. The proposals put forward in the Interim Report are intended to improve competition.  
However, a consequence of adopting many of these proposals, modified in the manner 
specified in this submission, would be that Australian privacy protections would be enhanced.  
In particular: 

(a) Data portability provides power to individuals to control who has access to their 
personal information, and how it is used, in a way that is simply not possible under the 
Australian Privacy Act. 

(b) Imposing a data separation obligation on Google will go some way towards addressing 
the concerns that Australians continually express in relation to the collection and 
combination of extensive amounts of their personal information for targeted 
advertising purposes.  Australians would also, as part of this proposal, be given the right 
to make a positive decision as to whether or not to allow their personal information to 
be used for targeted advertising – a significant step forward from the current “take it or 
leave it” choice users are presented with. 

5. Data interoperability is the remaining proposal put forward by the ACCC that would deal with 
personal information.  Data interoperability is currently undertaken without breach of privacy 
regulation, not only in Australia but in other jurisdictions – including under the European 
Union’s General Data Protection Regulation.  There is no reason why data interoperability, 
however it is technically implemented, cannot be undertaken in a manner that is compliant 
with Australian privacy laws. 

6. In short, it will be possible to implement reforms to promote competition in adtech services 
while at the same time enhancing the ability of Australians to protect their privacy.  Not only 
for the reasons outlined immediately above but also because a more competitive adtech 
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services market will facilitate innovation – and it would be expected that this innovation 
would include the development of adtech services that promote the protection of privacy. 

 

Thank you for considering this submission.  Oracle would be very pleased to discuss any of the issues 
that have been raised with the ACCC. 

30 March 2021. 
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Introduction 

1. Thank you very much for providing an opportunity to Oracle Corporation (Oracle) to make this 
submission to The Treasury’s Inquiry into Future Directions for the Consumer Data Right 
Inquiry (Inquiry).   

2. Oracle is a global technology company with a broad portfolio of solutions for companies of all 
sizes.  Oracle brings a unique perspective to the Inquiry in this submission, as its technology 
expertise means that it is well placed to comment in relation to the application of Australia’s 
consumer data right (CDR) in the digital context. 

3. The key intent of the Inquiry is to look at how the CDR could be enhanced to boost innovation 
and competition, and support the development of a safe and efficient digital economy, 
benefiting Australians and Australia.  As Oracle explains in this submission, a key way to 
achieve those outcomes is to expand the CDR to enable the regime to be effectively applied to 
personal information which is collected from consumers when they use digital services, where 
those digital services are provided by digital platforms, via applications (apps) or from the use 
of a myriad of different internet connected devices, such as smart phones, smart TVs, smart 
speakers and the like.  

4. A key type of information collected online is location data collected via mobile smart devices.  
Location data encompasses personal location and activity information which is collected from 
a consumer via her mobile device.  That data may be collected from sensors such as GPS, WiFi, 
Bluetooth, etc.  There are significant benefits in applying the CDR to location data, though 
potentially in future the CDR could be applied to other types of clearly defined digital personal 
information that is collected from consumers as they use digital services. 

5. The location data collected by entities such as Google is very valuable.  Consumers create that 
information and therefore own it.  In recognition of this, consumers should have the right to 
share in the value of their location data and the right to have a greater choice and say in how 
that information is used.  The CDR is able to be applied to grant consumers these rights. 

 

Applying the CDR to location data will provide consumers with control over this type of 
personal information in a way that has not been possible since mobile devices have 

become ubiquitous, it will allow Australians to extract value from a valuable asset that it 
should be recognised is owned by Australians, not by the entities that collect the data, 
and it will promote efficiency, innovation and competition in the adtech services sector 

(and other sectors including Australia’s media sector), benefiting the Australian economy 
as a whole. 

 

6. The application of the CDR to location data, as Oracle has suggested in this submission, is an 
important step in moving forward to address the competition issues that exist in the 
Australian adtech services sector.  However, it is not the only step that needs to be taken.  The 
Australian Competition & Consumer Commission (ACCC) is currently undertaking an inquiry 
into the markets for the supply of digital advertising technology services and digital 
advertising agency services (Adtech Inquiry).  Although the Adtech Inquiry is important in 
ensuring ongoing regulatory attention on the competition issues in the adtech sector, the 
ACCC should quickly move forward using its existing enforcement powers to address the 
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market failures that are already apparent in that sector.  Regulators globally have recognised 
the need to take action, and are moving forward quickly.1 

7. To effectively apply the CDR to location data, certain amendments are required to the 
Competition & Consumer Act 2010 (Cth) (CCA) and to the Privacy Act 1988 (Cth) (Privacy Act).  
These changes will provide important protections to Australians, including to limit the 
circumstances in which this category of personal information may be collected and used 
without the consent of the individual to whom the data relates.   

8. We have explained in this submission the proposals that are being considered in the UK for 
the expansion of its Open Banking regime to information that is collected by digital platforms 
from consumers.  There is an opportunity to work with the UK to ensure that both 
jurisdictions adopt a similar approach, reflecting the recommendations set out in this 
submission, which will be for the benefit of both jurisdictions, and ensure that compliance is 
easier to achieve for regulated entities.  A common approach should act as an incentive for 
other jurisdictions to adopt similar regimes.  However, Australia should not delay in moving 
forward in expanding the CDR, if the UK adopts a slower pace. 

                                                           
1 For example, action is being taken at a Federal and State level in the United States:  
https://www.wsj.com/articles/justice-department-state-attorneys-general-likely-to-bring-antitrust-lawsuits-
against-google-11589573622 
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Benefits arising from the application of the CDR to location data 

Summary 

As stated in the Explanatory Memorandum for the CDR legislation: 

the CDR aims to increase competition, enable consumers to fairly harvest the 
value of their data, and enhance consumer welfare.2 

For the reasons explained in this submission, implementing the CDR in relation to 
location data will achieve all of these aims: 

 consumer welfare will be enhanced as consumers will for the first time be given 
control of their location data, which is a very sensitive category of their personal 
information 

 consumers will for the first time be able to fairly harvest the value of their 
location data 

 if implemented together with other regulatory action which Oracle has called for 
in its submission to the ACCC’s current Adtech Inquiry, innovation will be 
promoted and competition will be increased in the adtech services sector, 
leading to improved outcomes for the Australian economy and consumers  

 there will be direct benefits across the economy from increased competition and 
innovation in the adtech services sector, including (but not limited to) in 
Australia’s media sector 

 data-driven innovation will be enabled in other sectors, through other uses of 
location data expressly permitted by Australian consumers. 

To ensure appropriate protections are in place for consumers, changes are required 
to Australia’s competition and privacy regulation in conjunction with this expansion 
of the CDR. 

 

What location data is collected? 

General comments 

9. A great deal of digital personal information is collected about Australians through their online 
interactions, including through their use of personal computers, mobile smart devices (and 
apps on those devices) and the myriad of Internet of Things (IoT) devices that Australians 
increasingly have in their homes, such as smart TVs.  Much of this data is highly personal 
location data, identifying individuals and the details of their lives. 

10. For example, Google is able to collect intensely personal renderings of an individual's online 
and offline life through the digital services that it offers.  The information it collects, some of 
which is location data, includes: 

(a) data from every active user input into a Google service (in the form of, for example, 
watch history on YouTube or directions requests on Google Maps);  

                                                           
2 Paragraph 1.3 of the Explanatory Memorandum for the Treasury Laws Amendment (Consumer Data Right) 
Act 2019. 
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(b) details regarding virtually every internet-connected user's private browsing activities on 
the desktop and mobile internet (whether through browsers or apps, including Google 
and third-party apps on Android and on other mobile operating systems (OS)); and  

(c) for those Australian consumers with an Android mobile device, precise details about 
everywhere that individual has been, how they got there, and what they were doing 
there, which is obtained through the constant stream of granular location and activity 
data that Google gathers through such mobile devices (whatever privacy settings a 
consumer adopts).   

11. The ACCC’s Final Report from the Digital Platforms Inquiry includes an extensive list of data 
that Google collects about Australians.3  All of this information is combined by Google across 
services, across devices, and over time, such that Google has a deep historical and highly 
specific picture of nearly every internet-connected individual's behaviour and interests.  As 
Google's then-CEO said in 2010, "We know where you are.  We know where you've been.  We 
can more or less know what you're thinking about."4 

12. At the present time, Google primarily uses this personal information (including location data) 
for advertising purposes.  The value of that information can be seen from Google’s revenues.  
In 2019, the revenues of Alphabet Inc. (Google’s parent company) were US$162 billion, almost 
all of which was generated from digital advertising. 

Location data is valuable 

13. Location data is one of the most valuable types of digital personal information that is collected 
by Google (and others).  

14. As stated by the ACCC in its Final Report from the Digital Platforms Inquiry: 

The increase in personal mobile devices such as smartphones, and the improvement 
in location tracking technology, has led to an increase in the location data collected 
and used.  The prevalence of location data was flagged by Google CEO Sundar Pichai 
in his testimony to the United States Congress in 2018, where he stated that location 
is ‘in the fabric of how people use the internet today’.  Likewise the value of location 
data is indicated by the fact that sales of location targeted advertising reached an 
estimated US$21 billion in 2018.5 

15. Over time, location data creates a detailed profile about a consumer; where she lives, works, 
shops, eats, who she socialises with, and many other revealing insights about her pattern of 
life.  The collection of location data over a period of time allows any third party who has 
access to that location data to infer sensitive and unique information about an individual.   

16. For example, figure 1 below shows a small amount of data collected by Google, via an Android 
device, that initially seems benign (a record listing the Wi-Fi base station that Android device 
is connected to, along with a timestamp).  Yet, if an individual connects to the same Wi-Fi 
access point at 9:00am Monday to Friday, it is clear the Wi-Fi base station likely represents the 
individual’s place of work.  Similarly, if an individual connects to the same Wi-Fi base station 
every day at 7:00pm and stays connected through the evening, the Wi-Fi base station is likely 
located in the individual’s home.  

                                                           
3 See Table 7.2 on page 380 of the Final Report from the ACCC’s Digital Platforms Inquiry. 
4 Eric Schmidt, Google CEO: “We Know Where You Are. We Know Where You’ve Been. We Can More or Less Know What 

You’re Thinking About,” BUSINESS INSIDER (Oct. 4, 2010), https://read.bi/2unSd5l. 
5 Final Report at page 385. 
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unique.  This means that although Google is not the only digital services provider that collects 
location data, Google has the ability to monetise consumer location data in ways others 
cannot (since they do not have a unique pool of location data that exceeds Google’s). 

Designation of location data 

20. Under Part IVD of the CCA, location data derived from mobile devices, either collected via the 
OS itself or collected via apps meeting specific criteria, could be designated in accordance with 
section 56AC(2) of the CCA as a class of information.  In the next few paragraphs, we explain 
how location data, and the class of data holders, could be described in a designation. 

21. The location data covered by the designation made under Part IVD of the CCA will need to be 
very clearly defined in detail and should include at a minimum the different types of location 
data that is able to be collected by an OS provider, such as the information specified in Table 1 
of this submission.   

22. Google (and other service providers) may collect more location data than is strictly required to 
provide a particular service.  For example, Google Maps is able to provide a more accurate and 
convenient service if it is able to use the location data of an individual while that individual is 
using Google Maps.  However, Google may continue to collect location data from an individual 
even when that individual is not using Google Maps, that is, in circumstances where the app 
has no need to collect or store that location data.  To avoid regulated entities raising 
arguments that only the location data collected from individuals which is directly used to 
provide a consumer facing service should be subject to CDR, the definition must clearly 
include all of the location data collected by a regulated data holder, irrespective of why that 
data was collected.   

23. The designated class of information should not include any information that is inferred from 
location data.  As mentioned previously, a great deal of information may be inferred about an 
individual by tracking their location – where they work, live and many other habits and 
interests.  Applying CDR to such inferred data may stifle future developments whether in 
artificial intelligence (AI) or other areas which seek to transform location data into powerful 
inferences which can benefit society economically or socially. 

24. Although, under Part IVD of the CCA, the class of consumers that may potentially be able to 
request the transfer of location data is large (including both individuals and entities), it is 
recommended that in this case the class is restricted to individuals only, given that location 
data is most relevant to individuals. 

25. Location data is collected via smart devices on a continuous, real time basis.  Although value is 
obtained from collecting that data over a long period (including to make inferences, as 
indicated above), it is particularly valuable when used on a real time basis – for example, to 
target advertising when a consumer is near a particular retail outlet or to provide information 
on traffic conditions as consumers travel in vehicles.  As this is the case, the designated 
information should be real time location data.   

26. The framework established by Part IVD of the CCA requires that businesses in a sector to 
which CDR applies must not only make consumer data available, as we have discussed in this 
submission, but must also make information on designated products publicly available.  This is 
intended to facilitate comparisons being made between similar products offered by different 
providers, allowing informed choices by consumers.  There is a diverse range of consumer 
facing products that are provided by the entities that collect location data (and other types of 
digital data).  The rationale for the application of CDR to location data is not to facilitate 
comparisons between these existing consumer facing products, but to promote innovation 
and the provision of new products, as well as competition in associated markets such as in the 
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adtech sector.  Therefore, in the application of CDR to location data, it would not be necessary 
to specify in the designation instrument particular products.   

27. The designation instrument could provide that, initially, the persons that currently hold the 
designated information (the data holders) would be OS providers, that is, primarily Google (in 
relation to the Android OS) and Apple (for iOS).  Providers of any app that collects location 
data and associates it with an individual or an account of an individual (i.e., where the data is 
not collected solely on an anonymised basis) that meet a particular threshold limit could be 
included on a delayed basis.  For example, at a later time, data holders could be extended to 
include operators of apps with 500,000 or more Australian subscribers (or another 
appropriate number that does not place undue burden on small businesses or start ups).  This 
would be a similar approach to that adopted for the application of the CDR in open banking, 
where a phased approach is being adopted, with the 4 major domestic Australian banks being 
subject to the regime at any earlier point than smaller banks. 

28. As a second stage, the CDR could at a future point in time potentially be applied to a broader 
category of digital personal information that is collected from Australian consumers through 
their use of digital services, provided that broader category was carefully scoped and clearly 
defined.   

The importance of location data for targeted advertising 

 

Location data collected by service providers such as Google is of great value in 
delivering targeted online advertising. 

 

29. Taking Google as an example, it is easy to demonstrate the importance of location data for 
targeted online advertising.  Google's ability to collect location data allows Google to claim in 
its marketing materials to advertisers that it can determine with a "99% certainty" whether a 
consumer to whom an ad has been displayed subsequently visits a brick-and-mortar store.7  
Google's store visits conversions are based on matching consumers' Android or iOS location 
history with "the exact dimensions of over 200 million stores globally."8     

30. So, for example, after displaying an ad for Nike football shoes, Google is able to verify the 
effectiveness of the ad by confirming that a consumer checked out the shoes online on his or 
her mobile device, then walked to a specific shopping mall, that he or she went to the fifth 
floor of that shopping mall and that he or she visited the Nike store located on that fifth floor.  
This information allows the advertiser – in this case Nike – to determine whether its ad 
campaign was successful.  As Google itself says, its adtech services allow marketers to "close 
the loop between online ads and offline sales."9 

31. Location data, of itself, is also important to advertisers for another reason.  Location data 
enables advertisers to target ads to users in a specific location irrespective of any other 
characteristics of those users.  For example, advertising may be targeted to consumers in a 
particular country, region, radius around a specific location or near specific business 
addresses, irrespective of the other characteristics of the individuals.10  Therefore location 

                                                           
7 https://www.blog.google/products/ads/new-digital-innovations-to-close-the-loop-for-advertisers 
8 https://www.blog.google/products/ads/new-digital-innovations-to-close-the-loop-for-advertisers   
9 https://adwords.googleblog.com/2016/09/New-Digital-Innovations-to-Close-the-Loop-for-Advertisers.html.  
10 See for example as advertised by Google: https://ads.google.com/intl/en us/home/how-it-works/:  Here it states:  “For 

your ad to perform well, it has to find the right audience. Google Ads lets you choose the location where your ad will 
appear, including within a certain radius of your store or covering entire regions and countries.”  
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data is very valuable, even where it cannot be combined with other types of personal 
information in relation to an individual consumer. 

32. The importance of location data is also demonstrated by statements Google makes to 
advertisers regarding this type of data.  For example, Google states in the information that it 
provides to advertisers: 

About targeting geographic locations 

Target your ads to people in—or who've shown interest in—geographic locations 
relevant to where you do business.  You can select whether you’d like your ad to 
appear for someone’s physical location, locations of interest, or both.  Location 
targeting can help you make sure your ads are relevant to the people who see 
them—which can help boost your campaign's value.11 

33. The importance of all types of digital personal information, not only location data, has recently 
been recognised by both the Government and the ACCC in the context of the proposed 
mandatory code of conduct to address bargaining power imbalances between digital 
platforms and media companies.12  One of the issues that the mandatory code will address is 
the provision to media companies of information which the digital platforms have collected in 
connection with consumers accessing the content of the relevant media company.  Media 
companies and the platforms have not been able to reach agreement on this issue (amongst 
others), indicating that this information has a significant value in the context of targeted 
advertising. 

The benefits of providing consumers with greater control over their location data and the 
ability to fairly harvest the value of their location data 

 

Consumers may provide their location data to Google at less than the fair value of 
that location data because of market failure.  The CDR may assist in addressing 

this market failure. 

 

Market failure:  lack of information and bargaining imbalance 

34. It is of course true that digital platforms and other service providers that collect location data 
provide a wide range of digital services to consumers at zero monetary cost in exchange for 
those consumers providing their location data.   

35. Numerous questions arise in this context.  First, do consumers actually understand that this is 
the deal they have made with such service providers and do they truly understand how much 
information service providers such as Google collect?  Are the “free” digital services really 
adequate compensation for the data that consumers provide?  Is the consent a consumer 
provides to the collection of their location data truly “free” consent? 

36. In the Final Report from the Digital Platforms Inquiry, the ACCC concluded that there may exist 
a market failure.  In the ACCC’s view, consumers, in agreeing to provide their location data to 
digital platforms in return for the provision of services, may not be making informed choices.  
There is a bargaining power imbalance between the platforms and consumers (i.e., so 
consumers feel they have no choice but to agree to the data collection), there is a significant 

                                                           
11 https://support.google.com/google-ads/answer/2453995?hl=en  
12 https://ministers.treasury.gov.au/ministers/josh-frydenberg-2018/media-releases/accc-mandatory-code-conduct-
govern-commercial 
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information asymmetry between the platforms and consumers and consumers also have 
difficulties in assessing the value of their data once it is in the hands of the platforms.   

37. Not only do consumers have difficulty in assessing the costs of providing their information 
(both in the case of digital platforms and to other providers of digital services) but they have 
difficulty in assessing the value of that information.  As a consequence, the ACCC concluded 
consumers will be better off when they are sufficiently informed and have sufficient control 
over their user data, so that they actually can make informed choices that align with their 
privacy and data collection preferences.  Applying the CDR to location data, and potentially to 
other carefully defined categories of digital personal information at a later stage will assist in 
addressing this market failure. 

Significant benefits from initially applying the CDR to location data  

38. As is made clear in the Final Report from the ACCC’s Digital Platforms Inquiry, one of the most 
concerning types of data collection from the perspective of Australian consumers is the 
collection of location data.  The ACCC’s consumer survey indicated that an overwhelming 
percentage of Australians who use digital platforms considered the monitoring of offline 
location and movement without the user’s consent to be a misuse of their data.13  
Implementing the CDR to location data has additional benefits for consumers as it will mean 
that a key area of concern for most consumers in relation to the collection of digital personal 
information is addressed quickly.   

39. Google has been tracking the physical location of consumers for approximately 15 years, since 
it first started tracking IP addresses.14  Notwithstanding the concerns of Australian consumers, 
at the current time, location data continues to be collected by Google in accordance with its 
privacy policy, with Australians having only a limited ability to control that location data 
collection and, in a practical sense, no control over how that location data is used once it is 
collected.  The privacy policies of many apps also allow for broad rights to collect location data 
(even if such location data is not required for the efficient use of the relevant app).  

40. Location data has significant value.  Therefore applying the CDR to location data is likely to 
provide the most immediate benefits to consumers to be able to fairly harvest the value of 
their digital personal information.  Other businesses may be willing to provide consideration 
that particular consumers value highly, for example, the exchange of location data for a free 
or subsidised data plan may be one example of what others would be willing to offer 
consumers for their location data. 

Inability to address identified issues through changes to the Privacy Act  

41. The ACCC expressed the view in the Final Report from the Digital Platforms Inquiry that 
Australia’s existing regulatory framework for the collection, use and disclosure of user data 
and personal information, that is, the Privacy Act 1988 (Cth) (Privacy Act), does not effectively 
deter certain data practices that exploit the information asymmetries and bargaining power 
imbalances between digital platforms and consumers.  We agree this is correct and, even 
when the amendments that the Government has announced it proposes to make to the 
Privacy Act are implemented, the issues the ACCC has identified will not be fully addressed.  
This is because the Privacy Act provides only limited rights to Australians; it does not for 
example allow directions to be given by consumers to those business that collect their 
location data and other digital personal information and does not address the bargaining 
power imbalances between consumers and those businesses.  Applying the CDR to location 
data, and in future potentially other types of digital personal information, provides the 
opportunity to address all of the issues that were identified by the ACCC.  To enable this to 

                                                           
13 86% of this category of Australians hold this view, see page 385 of the Final Report. 
14 Final Report, see Table 7.2 on page 380. 
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occur, the regulatory changes that we have discussed in this submission will also need to be 
addressed. 

Designation of location data would be privacy enhancing 

42. Designating location data, and potentially other digital personal information in future, will 
enhance the privacy protections that Australians have. 

43. If location data is designated, it will only be able to be transferred in the manner permitted by 
the CDR framework.  In addition, location data may only be transferred to accredited persons, 
who must hold the data (and data derived by the relevant accredited person from it) in 
accordance with the privacy safeguards in Part IVD of the CCA and any additional privacy 
requirements of the consumer data rules made by the ACCC.  The imposition of such 
additional privacy requirements, together with the monitoring that the ACCC is empowered to 
carry out, will assist in ensuring that the accredited entities can be trusted to protect the 
location data that is provided under the CDR. 

44. Due to the time-sensitive nature of location data, it likely will be necessary to address the 
timeliness of the data transfers requested by consumers in the ACCC’s consumer data rules.  
Those rules should operate to prevent a situation where location data transferred by Google 
(or any other data holder) to an accredited entity was delayed in a manner that gave a 
competitive advantage to Google due to its control over and proximity to the valuable data 
stream. 

45. A Data Standards Body assists the Data Standards Chair in making data standards for the CDR.  
The data standards prescribe the format and process by which CDR data is to be shared with 
consumers and accredited data recipients within the CDR system and therefore is able to be 
designed to ensure that security and privacy are protected.   

46. Clearly, these requirements will significantly enhance the privacy protections for Australians, 
as compared to the current situation.  At the current time: 

(a) Location data may be transferred by any person that collects it, provided that where the 
person collecting the location data is bound by the Privacy Act, its privacy policy permits 
this.  There is no requirement that the transfer occurs in a particular way and therefore 
no requirement that the protections the Data Standards Body and Chair would require 
for the transfer of CDR data are applied.   

(b) There is currently no requirement under Australian law that any third party recipient 
has any accreditation of any sort. 

(c) A consumer has no say in how a third party recipient may deal with the data, provided 
that (if the recipient is in fact subject to the Privacy Act) such use complies with that 
third party’s privacy policy, over which the Australian consumer has no control. 

Summary of benefits 

47. From the perspective of a consumer, applying the CDR to location data has the beneficial 
outcomes set out below, which are able to be achieved within a framework that will enhance 
consumer privacy protections: 

(a) Providing for the CDR to apply to location data will improve transparency and limit the 
information asymmetry between OS providers, digital platforms (and other relevant 
service providers) and consumers, as these providers will be required to disclose to 
consumers exactly the location data that is collected, to allow each consumer to make a 
decision as to whether she requires that location data to be transferred to the 
consumer herself or to other parties.  Consumers will in this way also know who 
receives their highly sensitive location data.  
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(b) Giving consumers the right to require their location data to be shared under the CDR 
will go some way towards addressing the power imbalance between digital platforms 
(and other relevant service providers), particularly dominant service providers such as 
Google, and consumers.  As we have suggested in this submission, to properly address 
this issue regulatory change should be implemented to allow consumers to elect for 
location data to be transferred, rather than shared.  That is, a consumer should be able 
to require that a data holder does not retain the location data that is transferred to a 
third party (or to the consumer herself).  Only in that way would a consumer truly be in 
control of her location data. 

(c) This will also enable the question of the value of location data to be determined.  
Google and other digital service providers argue that the services they provide in 
exchange for location data (and the collection of many other types of digital personal 
information) they collect from consumers is fair consideration for that data.  It is simply 
impossible to determine whether or not that is true because there is no competitively 
efficient market for any form of digital personal information that Google and other 
service providers collect, given the information asymmetries and imbalance in 
bargaining power discussed above.  If consumers had the right to provide their location 
data to third parties, then a competitively efficient market would come into existence 
and consumers would be able to better assess the value of that information and fairly 
harvest the value of that information. 

Additional competition, including innovation, benefits of applying the CDR to location 
data 

48. Applying the CDR to location data will improve efficiency in relevant markets and foster both 
competition and innovation.  This inevitably will assist consumers and the economy as a 
whole.   

49. The market for the “sale” of the location data of Australian consumers is not efficient for the 
reasons outlined earlier in this submission.  As consumers do not receive clear information on 
when their location data is collected or who is collecting or receiving it, do not have visibility 
on how that location data is used (including by third parties to whom the location data may be 
transferred after it is initially collected), have little choice as to whether to agree to provide 
their information if they wish to use a particular digital service and, in reality, cannot require 
any person that collects that location data to provide it the consumer15, then that market is 
not efficient.  Making this market more transparent and increasing the bargaining power of 
consumers, by providing a greater degree of control to consumers over who may receive their 
location data, and requiring third parties to compete for the right to receive it, will improve 
efficiency. 

50. Applying the CDR to location data will also assist in facilitating the conditions for competition, 
and therefore have an efficiency dividend, in the adtech services sector.  As mentioned 
previously, the location data that is collected from consumers is important in the delivery of 
adtech services.  At the current time, neither Google, nor other digital service providers, 
voluntarily transfers any of this information and consumers cannot require them to do this.   

51. In its Final Report from the Digital Platforms Inquiry the ACCC made the important point that 
data portability may have the effect of helping rival firms to Google in the adtech market 
overcome the competitive disadvantage that they have because of Google’s overwhelming 

                                                           
15 As explained in Oracle’s submissions to the Digital Platforms Inquiry (including its submission to the Preliminary Report, 
see here: https://www.accc.gov.au/system/files/Oracle%20Corporation%20%28March%202019%29.PDF) Google provides 
access to some location and other data that Google collects from consumers but not all of that data. 
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volume of consumer data.16  This is likely to make the adtech services market more 
competitive and more efficient, as prices should be reduced for adtech services that rely on 
location data.  Alternative adtech services providers may also be able to provide greater value 
to publishers, including traditional media companies, which will of course provide benefits to 
those publishers.  Those benefits will have the potential to assist in reversing, at least to some 
extent, the under-provision of news and journalism that has been highlighted in the Final 
Report, which will have broader societal benefits. 

52. Adtech services providers, and others, are likely to also be able to use valuable location data 
for the development of innovative products and services for Australians.  Of course, it is 
impossible to specify what all of those innovations may be in this submission.  One example of 
where there would be benefit from increased access (strictly in accordance with the regime 
provided for in Part IVD of the CCA) is likely to be in the area of AI.  AI relies on the provision 
of high quality data, such as would potentially be available if the CDR was applied to location 
data.   

53. The other innovative uses of location data (and other digital personal information, if 
ultimately the CDR was to be applied to such other data) will only become apparent when this 
data is actually available – but, again, there is significant potential for this to be the catalyst 
for innovation and therefore economic growth.  In the current COVID-19 pandemic for 
example, there would be clear benefit if consumers actually already had the right to direct 
real-time streams and require the transfer of, at least, their historical location data.  If this 
could be required, the Government’s job of infection tracking would be made considerably 
easier. 

54. Arguments may be raised that applying the CDR to location data may chill competition, as 
competitors in the adtech services market and other digital markets will cease to provide 
competitive products that would allow them to directly collect location data from consumers 
as they will instead rely on the potential to obtain this information under the CDR.  However, 
such an argument should not be accepted.  Demand for location data is high because it is so 
valuable in the adtech services market (and in future may have a value in other markets too).  
Google’s ability to collect location data arises from its dominance in certain markets, including 
the market for licensable OS on mobile devices, where it has ownership of Android OS, and in 
consumer facing markets, such as Google Maps.  In the short to medium term it cannot be 
expected that other service providers would be able to compete to provide alternative 
services in each of these areas where Google is dominant – for example, to develop an 
alternative licensable mobile operating system that was widely adopted would take a 
significant amount of both time and capital.  However, given the value of location data, there 
is no doubt that there are many companies that would actively compete, via the provision of 
innovative products and services, for consumers to agree to provide that information to them.   

55. Although applying the CDR to location data will be a very important step in promoting 
competition in the Australian economy, this will not be a complete answer to the competition 
problems that currently exist in the Australian adtech services market and, indeed, exist 
globally in that market.  Oracle’s submission to the ACCC’s Adtech Inquiry addresses the 
broader regulatory action that the ACCC should take – that action should be taken in addition 
to applying the CDR to location data and potentially other types of digital personal 
information in future. 

                                                           
16 Final Report, see page 115. 
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Necessary regulatory change 

56. To maximise the effectiveness of the implementation of the CDR to location data (and 
potentially other types of digital personal information in future) it is necessary to make a 
number of regulatory changes, which are outlined in this section of Oracle’s submission.  

Changes to Part IVD of the Competition and Consumer Act 

Transfer, not sharing, of location data 

57. Consumers should have the right to require Google and other digital service providers that are 
subject to the CDR to transfer the location data of the relevant consumer, rather than simply 
share that data.  This is, in a practical sense, a specific application of the recommendation 
made by the ACCC in the Final Report from the Digital Platforms Inquiry that individuals have 
the right to require erasure of the personal information held about them.  That is, an 
individual would be provided with the option to require the original data holder to erase 
information that is either transferred directly to the individual or transferred to a third party 
under CDR.   

58. The ACCC recommended a right of erasure on the basis that it would provide consumers 
greater control over their personal information and that it would be likely to help mitigate the 
bargaining imbalance between consumers and digital platforms.17  

59. Although the Government, in its response to the Digital Platforms Inquiry, stated that the right 
to erasure would be considered as part of the proposed longer term reform of the Privacy Act, 
the Government qualified this on the basis that consideration would need to be given to 
potential freedom of speech concerns, challenges to law enforcement and national security 
investigations where personal information was erased before an investigation was completed 
and the practical difficulties that could arise from imposing this obligation. 

60. None of the reservations that the Government expressed in relation to a broad right of 
erasure would apply in relation to the specific application of the right of erasure in this case, 
given that location data is not of a type of information that would raise freedom of speech 
concerns, the data would not be deleted entirely (as the transferee would still have it) and 
there would be unlikely to be difficulties in imposing a deletion requirement on the 
transferred information, which would need to be specifically identified to be transferred and 
therefore could easily be erased.    

Geographical limitations 

61. Geographical limitations are imposed on information that may be designated under section 
56AC(2) of the CCA.  In so far as is relevant here, information will only be included in a 
designated class if it: 

(a) has at any time been generated or collected wholly or partly in Australia (or the external 
Territories) and relates to one or more Australian persons (other than the persons who 
so generated or collected it); or 

(b) has only ever been generated and collected outside Australia and the external 
Territories and has been so generated or collected by or on behalf of one or more 
Australian persons and either relates to one or more Australian persons (other than the 
persons who so generated or collected it) or relates to goods or services supplied, or 
offered for supply, to one or more Australian persons.  

(c) “Australian person” is defined in section 56AO(5) of the CCA to include a body 
corporate established under an Australian law, an Australian citizen or permanent 

                                                           
17 See page 471 of the Final Report. 
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resident, or a person who is ordinarily resident within Australia (or an external 
Territory) or a Government entity. 

62. The application of these geographical limitations would appear to mean that location data 
collected from the devices of Australian persons outside Australia (and the external 
Territories) by a person who is not an Australian person would not be designated information.   

63. This type of geographical limitation makes little sense in relation to location data.  In fact it 
would be likely to make it more difficult, rather than less, for those entities falling within the 
data holder category to determine what data would need to be transferred if this geographical 
limitation was retained as, where the data holder is not an Australian person, it would need to 
distinguish between data collected from an Australian person when that person was in 
Australia and data collected when that person was not in Australia, which is a distinction such 
entities would generally be unlikely to make.  Therefore, for the purposes of the application of 
the CDR to location data, the only requirement should be that the information is collected 
from an Australian person.  Of course, in any event, if the CDR regime was also adopted in 
other jurisdictions, at least in its application to location data, then the question of 
geographical restriction would be less relevant.   

Changes to the Privacy Act 

“Personal information” under the Privacy Act 

64. Recommendation 16(a) in the ACCC’s Final Report was that the definition of “personal 
information” in the Privacy Act should be clarified to ensure that it captures technical data 
such as IP addresses, device identifiers, location data and other online identifiers that may be 
used to identify an individual.  In the Government’s response it was stated that consultation 
would occur on that proposal, provided that any amendments made do not impose an 
unreasonable regulatory burden on industry. 

65. Oracle’s view is that such data, including in particular location data, where it is able to be 
directly associated with an identified individual or an individual who is reasonably identifiable, 
will already fall within the definition of personal information.  Nonetheless, if CDR is applied in 
the manner that we have outlined in this submission, it would be important to expressly 
include all location data as personal information under the Privacy Act to ensure that the 
Privacy Act, like the CDR legislation, recognises that location data should receive the highest 
levels of protection under Australian law.  

Rights to object to collection and disclosure of personal information 

66. Recommendation 16(c) in the ACCC’s Final Report was that the Privacy Act should be 
amended to strengthen consent requirements and pro-consumer defaults, including to 
require that consent to personal information collection is “freely given”, that is, that the 
provision of services or goods must not be conditional on consent being provided to the 
collection and processing of personal information that is not necessary for the provision of 
those services/goods.  As in the case of recommendation 16(a), the Government response was 
that it supports this recommendation in principle.  The Government qualified this by stating 
that this would be in the context of ensuring that the requirements did not impose a 
significant regulatory burden and did not add to individuals suffering from “consent fatigue”. 

67. An examination of this recommendation is particularly important in the context of the 
application of the CDR to location data.  Location data, and other types of personal 
information is collected by digital services providers for two reasons.  The first is for the 
purpose of using that information to provide a particular digital service that has been directly 
requested by the relevant consumer.  The second is to use that data for other reasons related 
to the business of the digital service provider, particularly the delivery of targeted advertising.   
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68. To ensure that the CDR, when applied to location data, provides the intended benefits to 
individuals (and without limiting the rights of individuals to require that data is transferred 
rather than shared, as outlined previously), individuals should have the right to: 

(a) restrict the purpose for which location data is used to the purpose of providing the 
relevant service; and  

(b) object to location data being collected and then used or transferred to third parties for 
purposes other than providing the relevant service. 

69. Tied to the above, an individual should have a legally enforceable right to be able to continue 
to use the relevant digital service in the event that she does not agree that location data could 
be used other than for the purpose of provision of that service.  If this, more limited, 
alternative to recommendation 16(c) was adopted, this would address the concerns that were 
identified in the ACCC’s Final Report whilst at the same time ensuring that an unreasonable 
regulatory burden is not imposed economy wide and limiting the likelihood of “consent 
fatigue”.  This requirement should be supported by a digital platform specific code, as 
discussed immediately below. 

Privacy code for digital platforms 

70. The ACCC recommended that an enforceable code of practice be developed specifically for 
digital platforms (Recommendation 18).  Although other types of digital service providers 
collect location data and other types of personal information, digital platforms, particularly 
Google, collect more of this information from consumers than anyone else.  Therefore it is 
appropriate that such a code applies only to digital platforms.  A code would be important in 
the context of the application of the CDR to location data, particularly in relation to consent 
requirements and opt-out controls.  The Government’s response to this recommendation was 
to agree that legislation to provide for such a code would be introduced in 2020. 

71. The code should be required to address the following: 

(a) The consent requirements of the code should reinforce that consumers must opt-in for 
any data collection and use, including location data collection and use, that is for a 
purpose other than the purpose of supplying the relevant consumer-facing services 
(with such services to exclude targeted advertising).  The code should also state that 
digital platforms may not refuse to provide services where this opt-in consent is not 
provided.   

(b) Reinforcing subparagraph (a) above, as recommended by the ACCC, the code should 
require that digital platforms give consumers the ability to select global opt-outs or opt-
ins, such as with regard to the sharing of personal information, including location data, 
with third parties for targeted advertising.  Again, the code should make clear that 
digital platforms may not refuse to provide services where this opt-in consent is not 
provided. 

Potential for international coordination 

72. Although the application of the CDR in the manner that we have suggested in this submission 
will have significant benefits for Australians, and the Australian economy, there are also 
benefits in working with other jurisdictions to ensure that a consistent approach is adopted. 

73. The UK’s Competition & Markets Authority (CMA) in late 2019 released its Interim Report 
from its Online Platforms and Digital Advertising Market Study.  Appendix L of that Interim 
Report considered two different proposals for improving personal data mobility, the first of 
which would be similar to the application of CDR to digital personal information, at least 
where such information is collected by digital platforms, in the manner outlined in this 
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submission.  The view of the CMA was that adopting one or both of the proposals could help 
better protect privacy whilst increasing competition and ensuring that consumers are able to 
benefit to a greater extent from the value of their data.  We agree this is achievable, but 
recommend that the UK approach more closely align with that of the CDR approach outlined 
in this submission.   

74. There would be benefits in engagement with the CMA to enable both The Treasury and the 
CMA to consider whether it would be possible to develop a consistent regime.  Ultimately, the 
adoption of a consistent regime across multiple jurisdictions will assist in reducing the costs of 
the digital service providers that are subject to the CDR.  However that consultation should 
not delay the adoption of these important reforms in Australia. 

Thank you very much for considering this submission.  Oracle would be very pleased to discuss any 
aspects of the submission with The Treasury if requested. 

Oracle Corporation 

10 June 2020 
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AdTech created a media wholesale market
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Illustrative example: digital advertising for Axe Body Spray
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Always consider competing data options

Sources: 1. “How Brands Grow” by Byron Sharp. 2. Advertiser data.

Example: Who should we target?

Purchase frequency per year

Target

39

100

23

13
8

5 3 3 1 1 1 1 2

60%

20%

0

40%

80%

100%

32 41 5 6 97 8 Total10 11 12+

Purchase volume 
as a % of total



10

Always consider competing data options

Sources: 1. “How Brands Grow” by Byron Sharp. 2. Advertiser data.

Example: Who should we target?

Revenue contribution by purchase frequency
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Ad Fraud is a threat that requires vigilance

Source: BOT Baseline report https://ppcprotect.com/resources/BOTBASELINEANA.pdf

• Demand for digital video exceeds supply, creating an 
opportunity for fraudsters to exploit the marketplace

• Ad fraud costs advertisers in the US ~$9B annually and 
growing

• SIVT stands for “Sophisticated Invalid Traffic.” It’s 
usually caused by malware on a human-operated 
device. Video might run behind the browser or in a 
player too small to see.

Measure
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Challenges to Cookie Syncing & Potential Alternatives

Challenges to Cookie Syncing

 Large size of the ad ecosystem makes finding and matching users challenging

 Cookie matching is an imperfect process with only 60% of data being correctly 
matched

 Multiple users with the same profile 
 Cases where multiple profiles exist for the same user

 40% of online users’ data is still not being monetized optimally creating a big 
gap in audience targeting methods 

 Targeting based on cookie matching is a real-time task
 Given number of syncs involved between DSPs, Ad Exchanges and 

DMPs, ad loading is slow 
 Delay of a few seconds can majorly impact the experience 

 Cookies are limited to the only browser-based environment & log-in services 
like Facebook target their users perfectly in a walled garden 

 Not all walled gardens are willing to share this data
 Creates a challenge for others to match walled gardens’ level of 

targeting 

Potential Alternatives

 Initiatives like advertising ID consortium and Digitrust are designed to offer 
people-based identifier 

 Leveraging cookie data from every possible source (demand side, 
supply side, advertisers and publishers)

 Intent is to create a standard platform for audience targeting 

 Implementing advertising ID consortium at scale can solve sync issue by:
 Standardization cookie ID and device ID
 Identification of users rather than their devices or browsers
 Creation of an interconnected channel for adtech to share data while 

ensuring security of user data
 Consensus across members of consortium to respect privacy of user 

data and protect it at all costs

Interoperate











Glossary: Key terms

Term Definition
Ad Exchange An online marketplace that enables advertisers to bid on placements from publishers in real time

Ad fraud A type of online fraud where a perpetrator makes an advertiser pay for low quality and fake traffic 

Advertiser Ad Server A technology used by advertisers and media buyers to manage and track ads as they appear on  publishers’ website/apps

Audience The (unique) users who visit or use a publisher’s property

Attribution The process of matching a set of user actions across touch points to determine which advertisements prompted the desired actions

Campaign The advertising period in which an ad delivery strategy is executed

Conversions An action that’s counted when someone interacts with your ad

Cookie Technology for recognizing a browser and recording behaviors for later re-recognition

CPM (Cost per Thousand Impressions) The price of 1000 advertisement impressions on one webpage

Data Management Platform (DMP) Company that provides technology to store and catalog marketer data

Demand Side Platform (DSP) A company that provides technology for media buyers to purchase ad placements, typically via bids in exchanges' auctions

First Party Data The information that an entity has collected about its own audience

Impressions A metric used to measure the display of an advertisement on a web page. One impression refers to each occurrence of a user 
finding a webpage and loading it

Programmatic Buying The use of technology to automate and optimize the ad buying process

Publisher Ad Server A technology that allows publishers to easily store and manage what ads appear on their sites/apps

Real-Time Bidding (RTB) The buying and selling of online ad impressions through real-time auctions

Third Party Data Any information collected by an organization that does not have a direct relationship with the users the info is being collected on

Verification The process of ensuring ads are viewable and seen by a human

Viewability Measures the likelihood that an advertisement will be viewed and then the actual result of whether or not the advertisement was 
viewed

Walled Garden A closed ecosystem where the service provider has total control over all the operations in the ecosystem
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Glossary – Full (1/4)

Term Definition
Ad Exchange An online marketplace that enables advertisers to bid on placements from publishers in real time

Ad fraud A type of online fraud where a perpetrator makes an advertiser pay for low quality and fake traffic 

Ad Slot The location on hosting website page where an advertisement loads

Advertiser Ad Server A technology used by advertisers and media buyers to manage and track ads as they appear on  publishers’ website/apps

Attribution The process of matching a set of user actions across touch points to determine which advertisements prompted the desired 
actions

Audience The (unique) users who visit or use a publisher’s property

Average Cost per Action (CPA) The total cost of conversions divided by the total number of conversions

Avg CPV Google’s metric for YouTube that measures the average amount paid when a viewer watches 30 seconds of your video or 
engages with our video, whichever comes first

Awareness Uppermost stage of the marketing funnel where prospective customers are drawn in via marketing campaigns, research and 
discovery

Bot Software that performs automated tasks such web crawling. They can often be used for harmful purposes such as enabling 
fake ad impressions

Campaign The advertising period in which an ad delivery strategy is executed

Complete Views # of times a video has played until the end

Completion rate The percentage of video impressions that played to completion

Consideration Stage in the marketing funnel where leads are seen as prospective customers
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Glossary – Full (2/4)

Term Definition
Conversions An action that’s counted when someone interacts with your ad

Cookie Technology for recognizing a browser and recording behaviors for later re-recognition

Cost Per Completed View (CPCV) The price an advertiser pays every time a video ad runs through to a completion

CPC (cost per click) The price paid by an advertiser to a publisher for a single click on the ad that brings the user to the intended destination

CPM (Cost per Thousand Impressions) The price of 1000 advertisement impressions on one webpage

Creative Advertisement presented to the targeted user

CTR (Click-through rate) CTR is the percentage of people who saw an advertiser's ad and clicked on the ad.

CVR (conversion rate) Number of conversions divided by number of impressions

Data Management Platform (DMP) Company that provides technology to store and catalog marketer data

Demand Side Platform (DSP) A company that provides technology for media buyers to purchase ad placements, typically via bids in exchanges' auctions

Evaluation Stage of the marketing funnel in which buyers make a final decision about whether or not to buy a product or service

First Party Data The information that an entity has collected about its own audience

Impressions A metric used to measure the display of an advertisement on a web page. One impression refers to each occurrence of a 
user finding a webpage and loading it
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Glossary – Full (3/4)

Term Definition
Intent Prospects have demonstrated that they are interested in buying a product

Interest Stage after lead generation where prospective customers learn more about the company, products and information and 
research

Placement The amount of ad space a publisher has available to sell to an advertiser

Lookalikes An audience of people who are similar to an advertiser’s existing customers

Measurement The process of collecting and analyzing advertising metrics to determine the impact of a campaign

Media Buying The process of purchasing ad inventories from publishers’ websites/apps

Open Auction Matches multiple advertisers’ targeting with publishers’ placement and the highest bidder wins the impressions. Any publisher
or advertiser can participate in the auction and placement prices are decided in real time

Placements The places where advertisements are run

Private Auction Very similar to an open auction except participation is restricted to selected advertisers

Programmatic Buying The use of technology to automate and optimize the ad buying process

Programmatic Direct An ad transaction negotiated directly between a publisher and advertiser through automated buying systems

Publisher Ad Server A technology that allows publishers to easily store and manage what ads appear on their sites/apps

Purchase Last stage of marketing funnel where prospective customer decides to buy and becomes a customer
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Glossary – Full (4/4)

Term Definition

Reach The number of users that are exposed to an advertisement

Real-Time Bidding (RTB) The buying and selling of online ad impressions through real-time auctions

Retargeting Using information on who has visited an advertiser’s website without purchasing something to show the same visitor ads on 
different websites

Segments Selections based on a set of criteria that results in a set of users whom advertisers can target

Third Party Data Any information collected by an organization that does not have a direct relationship with the users the info is being 
collected on

Verification The process of ensuring ads are viewable and seen by a human

View rate Google’s metric for YouTube that is a ratio showing the number of paid views of a video ad to the number of impressions

Viewability Measures the likelihood that an advertisement will be viewed and then the actual result of whether or not the advertisement 
was viewed

Viewable Impressions The number of impressions on the site that were viewable out of all measurable impressions

Views # of times a viewer watches your video for 30s, or engages with your video, whichever comes first

Walled Garden A closed ecosystem where the service provider has total control over all the operations in the ecosystem




